YceraHoBka KOpHeBOro ceprupukara Poccuiickoro HanuonaabHoro
Ynocrosepsirouiero IllenTpa na
TeJ1e(DOHBI 101 ONePANMOHHOI cucTemMoii 10S

CeptudukaTrhl 0€30MMaCHOCTH MIPeHA3ZHAYCHBI JJIs ayTeHTHU(UKAIIMA CalTOB
B MHTEPHETE MPHU YCTAHOBICHUM 3AILUIIEHHOTO COCIUHEHUSI K HUM, a TaKXe IS
Oe3omacHOil  pabOThl MOOWJIBHBIX MpUIOKEHHMH Ha cMapTdonax. OHu
o0OecreunBaOT TepeAady JaHHBIX B 3amK(POBAHHOM BHJE, TMOJITBEPKAAIOT
MOJJIMHHOCTh CAWTOB, 3AIIMIIAIOT OHJIAWH-TPAH3AKIINH.

B Ommxkaiimmee Bpemsi cepTU(HKATHI, BBIMYIICHHBIE MEXIyHAPOTHBIMU
koMranusiMu (Y nocroepsromumu  Llentpamu - VYII), Oyayr 3ameHsTbes Ha
ceptudukatel, BeinyieHHbie Poccuiickum Harmonansubim Y1 (Munlludpa). dns
oOccrieyeHrss  BO3MOXHOCTH _ pa0OThl _ 3apyOekHbIX  Opay3epoB  (Google
Chrome/Chromium, Mozilla FireFox, Opera, Edge) u cmapTdoHOB (onepalnoHHbIC
cuctembl Android u 10S) ¢ pecypcamu, 3alUIIEHHBIMU C TOMOIIBIO POCCUHCKUX
cepTuPUKaTOB, HEOOXOAMMA 3arpy3Ka M _YCTAHOBKA KOPHEBOr0 ceprudukara
Poccuiickoro HanmonaabHoro YIl Ha KOMOBIOTEPHI U YCTPOMCTBA.

B ciyuae ucnonb3oBanus poccuiickux opaysepos SAnaexc.bpayzep niu Atom
OMKCHIBAEMasi HUXKE 3arpy3Ka U yCTaHOBKA He 0043aTeNbHbI (MOAAEPHKKA KOPHEBOTO
ceprudukara Poccuiickoro HaunonansHoro Y1 B HUX BCTpoeHa).

1. Coxpanuth (ckauatb) (a1 ¢ KOpHEBbIM cepTudukarom Poccuiickoro
HauunonansHoro VY noctosepsitoniero llentpa (manee — Ceprudukar) B
[Ipunoxenun Ha TenedoHe «Dailnbl» MO YKA3aHHOM CCBUIKE WIH C
rcnoJipb3oBanueM QR-kona:

https://www.evrofinance.ru/files/rootca ssl rsa2022.cer

(cchinka Ha Qaiin ¢ cepTudukaToM pacrnosaraercs Ha caiite banka B pazzerne:
Yactueim junam — Cucrema EuroLink — HMHCTpykiuu 1o ycTaHOBKE
KopHeBoro ceprudukara Poccuiickoro HannonansHOro Y mocToBepsiomero

[lentpa)


https://www.evrofinance.ru/files/rootca_ssl_rsa2022.cer

2. OTkpbITh npuioxkeHne «Daipdy U 3aiTH B ManKy, KyAa ObUT ckadaH (aiin
Cepruduxara.

®dannbl

3. Haxare Ha ¢aitn Ceptudukara u, B ciayyae HEOOXOJUMOCTH, BHIOpAThH
YCTPOMCTBO Kyaa HEOOX0uMO 3arpy3utb CepTudukar.
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4. B okne nociie 3arpy3ku Ceptudukara HaxKaTh Ha KHONKY <3aKpbITh>.

Mpodunb 3arpyxex

Ecnu Bbl XOTUTE yCTaHOBUTbL Npodub,
NPOCMOTPUTE €ro B NPUIOXKeHNH
«HacTponku».

3aKpbm>X

5. Jlamee 3aritu B pazaen Hactpotiku Tenedona.




. 3aiitu B pazaen « OCHOBHBIEY.

E‘}} OcHoBHbIe X

. BuyTpu pazaena Beiopath myHKT « VPN 1 yripaBiieHHE yCTPOHCTBOMY).

VPN u ynpaBneHue yCTpOUCTBOM X

. Haiitn Ceptudukar Russian Trusted Root CA B pasnene «3arpyXKeHHBIN
npoduIIby» U 3alUTH BHYTPh HETO.

£ VPN u ynpaBneHue yCTpoMCTBOM

VPN le NOAKNIOYEHO

BouTK B y4eTHYIO 3anuch y4ebHoro
yupexaeHnus nain opraHn3auunn...

SAIPYXXEHHDBIN NMPO®WUJIb

@ Russian Trusted Root CA X



9. IloaTBepauTh yCTaHOBKY 3arpyxeHHoro CeprTu¢ukara KHOMKON CBEpXy

<Y CTaHOBUTH>.
OTMEHMTE  YCTaHOBKa npoduns VC%

@ Russian Trusted Root CA

Russian Trusied Reot CA

He npoeepex

Crpiwdgm ar

Bonee noapobHo

10./Tanee BBeCTH KOJI-TIApOJIb, KOTOPBINA MCIIONB3YeTCs Ha Bamiem ycTpoiicTse.

11.TToarBepauth yctaHoBKy Ceptudurara «Russian Trusted Root CA» B
CHHCOK HaJ&KHBIX cepTU(PUKATOB, HAXKaB HA KHONIKY CBEpXY <Y CTaHOBUTH>.
B crnenyromem okHe Takke MOATBEPAUTH YCTAaHOBKY.

OTMEHHTD MNpeaynpexaexHue yc%

Ef

Mocne ycraHoeskm cepTudukar «Russian
Trusted Root CA» 6yner nobasnen 8 cnucok
HafleXHbIX CepTdUKaTos Ha iPhone. 3ror
cepTudmrkaT He ByaeT CHUTATEER HAAEKHEIM
Ans Beb-cainToB A0 Tex nop, Noka Boi

He BkniovMTe ero 8 HacTpoikax aosepus
cepTudukaTam,

He yaaeTca npoeepuTb NOANMHHOCTD
ycTpouctea «Russian Trusted Root CA».



12.BepnyTtscs B paznen «OcHoBHOe» B Hactpoiikax tenedoHa u 3aiiTH B MEHIO
«O0 3TOM yCTpOHCTBEY.

< Hacrpoiiku OCHOBHble

06 3ToM ycTpoicTee X

13.{anee 3aiiti B MeHIO «JloBepue cepTudukaTam.

[osepue cepTudukaTam X

14. 11 BHyTpU yCTAaHOBUTH NEPEKITIOYATHCS B 1osokeHue Bki. mis Ceprudukara
«Russian Trusted Root CA».

Russian Trusted Root CA X

MonpobHee 0 HaaexHbIX cepTudukarax

15.Bo BcIIBIBIIEM OKHE MOJATBEPIUTH CBOM BBHIOOp HaXKaTHEM Ha KHOMKY
<Jlanpme>.

LOBEPATL KOPHEBLIM
CFPTUWOUKATAM NONHOCTAIO

Russian Trusted Root CA O

NoAPNTHER O HANEXHRIX CANTHDMKATAY

KopHesoii ceprnpuxar
Reumaqve: KN IeHME 3Tar0
CEPTHRHKATA AT REB-CATAR
NOSRONMT TNATHAR CTONOHE RUNATS
NVUHKIE NARHRIS, OTNARCEEV L & HA
nefi-caitTh .

OTMeHnTD JX



16.3arpy3ka ® yCTaHOBKa TIOJHOTO JOBEPUTEIHLHOTO OTHOIIEHUS K
Ceptudukary 3aKOHYEHA.




