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TepMHUHBI U onIpeaeIeHUus

Akt mnpusHanus Ceprupukara KiIH04Ya
npoepku Il nias odmMeHa coo0mIeHUAMH
(AKT mpU3HAHMSA) — TOKYMEHT Ha OYMa)XHOM
HocuTese, noanuceiBaeMbli CTopoHaMHM U
YI0CTOBEPAOILINN MIPUHAAJIEKHOCTh
npuBegeHHoro B Hem Kitoua mposepku II1 u
COOTBETCTBYIOIIETO emy Kimouya  OII
YnosHnomoueHHOMY TipeacraButento Knuenra
(mo popme banka).

AyTeHTH(QUKAIUS — TPOIEeaypa MPOBEPKU
MNOAJTUHHOCTH Knuenrta/YmolHOMOYEHHOTO
npeacraButens Knuenra ¢ momonisto JlornHa,
[Tapons, KomoBoro ciioBa WIM  HUHBIM
CrocoboM, TMPEAYCMOTPEHHBIM Y CIIOBUSIMHU.
[TonoxxurenbHbIN pe3ynbTaT AyTeHTU(PUKALUU
MOATBEPXKIAET, 4Tro  (opmMupoBaHHE U
nepenava B baHk DIeKTpOHHBIX JOKYMEHTOB, a
TaK)Ke TOJTBEpIKICHUE HCIOIHeHUsT baHkoMm
paclopsDKCHHsSI, TPUOCTAHOBJICHHOTO — HW3-3a
MIPU3HAKOB OCYILIECTBICHUS nepeBoia
JIEHEXKHBIX CPEICTB 0e3  J0OpPOBOJIBLHOTO
cormacus KiueHTa, TpPOU3BOAUTCS CaMUM
KnuenTom/ Y1I0JIHOMOYEHHBIM
npencraButeneM Knuenra.

ba3za nannbIx — 0a3a JaHHBIX O CIy4asX U
MOIBITKAaX OCYIIECTBJICHUS IIEPEBOIOB
JNEHEXKHBIX  CpeACTB 0e3  J00pOBOIBHOTO
corjacusi KJIIMeHTa, (GOpMUPOBAHUE U BEACHHUE
KOTOpo# ocyuectBisercss bankom Poccuun B

COOTBETCTBUU C 3aKOHO/IATEITHLCTBOM
Poccuiickoit denepanuu.
Bank - AKIIMOHEPHBII

KOMMEPYECKUI1 BAHK «EBPOOUHAHC
MOCHAPBAHK» (akimoHepHoe o00I1ecTBO)

(monHOE HauMEHOBaHMUE), AO AKbB
«EBPOOMHAHC MOCHAPBAHK»
(cokpareHHOe HaWMEHOBAHHE), azapec:

121099, r. Mocksa, yn. HoBslit ApOar, a. 29,
obunmaneHblii cait B cetn «MHTEpHET»:
www.evrofinance.ru, reHepanbHas JHUICH3US
Ha MpoBeieHne 0aHKOBCKUX onepaunii No2402,
BeLmanHas bankoMm Poccun 23.07.2015.

Baagesaen ceprudgukara KJIHO4Ya NPOBEPKH
III — KiueHT, KOTOPOMY B YCTAHOBJICHHOM
@PenepasnbHbIM 3ak0HOM 0T 06.04.2011 Ne 63-

Terms and definitions

Act of acknowledgement of the ES
verification key Certificate for message
exchange (Act of acknowledgement) —a
paper document signed by the Parties,
certifying the ownership of the ES
verification Key and the corresponding
ES Key by the Authorized Representative
of the Client (in the Bank's form).

Authentication — a procedure for
verifying the authenticity of the
Client/Authorized Representative of the
Client using a Login, Password, Code
Word, or any other method stipulated by
the Terms. A Positive Authentication
Result confirms that the formation and
transmission of Electronic Documents to
the Bank, as well as the confirmation of
execution of an order suspended due to
signs of money transfer without the
voluntary consent of the Client, is carried
out by the Client/Authorized
Representative of the Client.

Database — database with cases and
attempts of money transfers without the
voluntary consent of the Client, which is
developed and maintained by the Bank of
Russia in accordance with the legislation
of the Russian Federation.

Bank -  Joint-Stock  Company
Commercial Bank “EVROFINANCE
MOSNARBANK?”, address: 29 Novy
Arbat Street, Moscow, 121099, official
website in the Internet at:
www.evrofinance.ru, general license for
banking transactions No. 2402 issued by
the Bank of Russia on 23 July 2015.

ES verification key certificate Holder —
a Client to whom has been issued an ES
verification key Certificate in accordance
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®3 «O06 »>MeKTpOHHOW MoAnmUCK» (manmee —
3akoH Ne 63-®D3) nopsiake Boigan Ceprudukar
Kiroya nposepku Jl1.

Bpemennsiii  Ilapoas  —  yHuKanbHas
MOCJIEI0BATEIbHOCTh CHUMBOJIOB,
nepenaBaeMas Knuenty bankom B
COOTBETCTBUU c 3asBIeHUEM Ha
JOCTYTI/3asBIICHUEM 00 A3MEHEHUU

cBenenuii/3asBnenrnemM o Komnpomeranuu.

J{uCTaAaHIITHOHHOE 0aHKOBCKOE
oocayxusanue (JAbO) — KoMIekc ycuyr,
[IPEAOCTaBIIAEMBIX bankom Kinenry,
IpEIHA3HAYEHHBIH  JUI1  OCYLIECTBIJICHUS

oOMeHa DJEeKTPOHHBIMU JOKYMEHTAMH MEXIY
Knuenrom u bankom ¢ wucnons3oBaHuEM
Cucrtembl B IESIX IPOBEIEHHSI HA OCHOBAaHHUU

DONEKTPOHHBIX  JOKYMEHTOB  OaHKOBCKHUX
onepauui u CHEJOK COTJIACHO
YCTaHOBJICHHOMY [Takery oreparuii;

ocymectBieHuss bankoMm QyHKIMi areHra
BaJIOTHOT'O KOHTPOJISL; ITpetocTaBiieHus B bank

JIOKYMEHTOB, HE0OXO0IMMBIX JUISt
OCYILIECTBIECHUS bankom GbyHKIUH,
YCTaHOBJIEHHBIX 3aKOHO/ATEIHCTBOM
Poccuiickoit denepan 0 MpOTUBOACHCTBUU
Jeranu3anuu (OTMBIBaHHUIO) JIOXOJ0B,
MOJIyYEHHBIX  IPECTyNHBIM  IIyT€M, U
(MHAHCUPOBAHUIO TEpPOPHU3Ma;
OCYILIECTBIIEHUS NIEPENUCKU MEXTy baHkoMm u
KnuentoMm, a  Takke  IpeaocTaBICHUS

CropoHamu npyr Apyry uHboOpManuu o

Cuere/CueTax HM  HHBIX  CBEICHHM U
JIOKYMEHTOB.

JlokymeHTanusi —  BCE  PYKOBOJCTBA,
WHCTPYKITUHU, TEXHUYCCKHUE OIMMCAHUS U IpyTast
JIOKyMEHTAaIus, KacaroIasics CucreMsl,
KOTOpBIE pa3MenmarTes bankom B

DJIEKTPOHHOM BHJIE Ha OQHIMAIBHOM cailTe
banka B ceru «MHTepHeT» MO aapecy
www.evrofinance.ru, a Takxe TEXHHYECKOE
omnHucaHue OpraHu3aluu-pa3paboTIrKa
Cuctempl, HWHTETPUPOBAHHOE B  pasfel
«ITomompy» B Cucreme.

Horosop /JABO — nacrositiue YcioBus B
COBOKYITHOCTH c 3asiBIEHUEM 0
MPUCOCIUHCHUH K  YCJIOBHUSIM  SIBIISIFOTCS
3aKiaoueHHbIM Mexay bankom u Kimentom

with the procedure established by Federal
Law No. 63-FZ dated 06.04.2011 “On
Electronic  Signature”  (hereinafter
referred to as Law No. 63-FZ).

Temporary Password — a unique
sequence of characters provided to the
Client by the Bank in accordance with the

Access  Application/Application  for
change of information/Compromise
Statement.

Remote Banking Service (RBS) — a set
of services provided by the Bank to the
Client for the exchange of Electronic
Documents between the Client and the
Bank using the System. These include
conducting banking transactions and
deals based on Electronic Documents in
accordance with the established Package
of Operations; performing the Bank’s
functions as a currency control agent;
submitting documents required for
compliance with Russian Federation
legislation on anti-money laundering and
counter-terrorism financing;
correspondence between the Bank and
the Client; and providing information
about the Account(s) and other relevant
details and documents.

Documentation — all the manuals,
instructions, functional descriptions and
other documentation, relating to the
System, which are placed by the Bank in
electronic format at the Bank’s website
www.evrofinance.ru, as well as technical
description  of the  organization
developing the System, integrated into
the “Help” section in the System.

RBS Contract — these Terms together
with the Application for accession to the
Terms shall constitute the Contract on
the Use of the Electronic System of
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JloroBopoM 00 HCMOJIB30BAaHUM AJIEKTPOHHOU
CUCTEMBl  JWCTAHIMOHHOTO  OAaHKOBCKOTO
obcykuBanus (Jlorosopom J150).

ENO - mumo, sBusomeecs €IUHOJIMYHBIM
UCIIOJIHUTENIbHBIM opraHoM KimeHnTta, a Takxke

VHIUBUYAJIbHBIN MpEAIPUHAMATEND u
buzndeckoe JIMILIO, 3aHUMaroIeecs B
YCTaHOBJICHHOM 3aKOHOJATEILCTBOM

Poccuiickoit ®enepanuu MOpsAJIKE YacTHOM
IIPaKTUKOM.

3anpoc Ha co3nanue Ceprudukara kiaoya
nposepku JII — 3anpoc Ha peructpanuio B
Cucreme Kitoua nposepxu D11 B 351eKTpoHHOM
BUJE, KOTOpelid ¢opmupyercs B Cucreme
YnosHoMO4YeHHBIM TipencTtaBuTeneM Kimenra
B niporiecce co3aanus Kioueil u HanpaBnsieTcst
B bank cpencrBamu Cucremsl.

3asaBjenue 00 m3meHennu CorynameHuss —
3agBiienne Knuenrta Ha OymMa>kHOM HOCUTENE O
pacnpocTpaHeHUM  YCIOBUM  HA  paHee
3akimoueHHoe Mexx 1y Ctoponamu CornamieHue
00 HCIIOJIB30BAHUM DJICKTPOHHOW CHCTEMBI
JTUCTAHIIMOHHOTO 0AHKOBCKOTO 00CTYKUBaHUS
(mo popme banka).

3asiBjleHHe 0 TIpelOCTABJEHHMH TMpaBa
poctyna B Cucremy «Kiauenr-bank»
(3asiBi1eHne Ha JA0CTYN) — JOKYMEHT Ha
OyMa)XHOM  HOCHTENE,  IOANUCHIBAEMBIN
CropoHamMu M TNOATBEPXKIAIOLIUN  (QakT
HaJleJeHUs Y IOJTHOMOYEHHOTO NPEACTaBUTENS
Knuenrta npaBom Ha ucmnosibzoBanue CucTeMbI
B coorBerctBUM ¢ JloroBopom JIBO wu
MOJIHOMOYMSIMU Ha COBEpUICHHE OaHKOBCKUX
omepanuii  W/MaM  COENOK B paMKax
ycraHoBieHHoro [lakera onepanuii (o ¢popme
banka).

3asiBjleHHe O BHeCEHMM W3MeHEHHH B
Horosop [ABO — 3asBiieHHE, COCTABJIECHHOE
KnuenToM u npeaHa3Haue€HHOE ISl BHECEHUS
n3menenuit B Jlorosop /16O (o popme banka).

3asiBjieHne 00 W3MEHEHUM CBeJAeHMHA 00
Y10JITHOMOYeHHOM npeacTaBUTENNe
(BasiBieHne 00 W3MEHEHMH CBeJeHUH) —
3asgBlieHHWEe, cocTaBlieHHoe KiueHtom U
npeaHa3Ha4YCHHOC JIs1 BHCCCHUSA U3MEHEHHUU B
nHpopmaruio 00 YTI0THOMOYEHHBIX

Remote Banking Services (RBS
Contract) concluded between the Client
and the Bank.

SEB - a person who is the single
executive body of the Client, a sole
trader, or an individual engaged in
private practice in accordance with the
procedure established by the legislation
of the Russian Federation

Request for the creation of the ES
verification key Certificate — a request
for registering the ES Verification Key
in the System, generated in the System
by the Authorized Representative of the
Client during the Key creation process
and sent to the Bank via the System.

Application for change of Agreement
— a paper application of the Client to
extend the Terms to a previously
concluded  between the  Parties
Agreement on the use of an electronic
system for remote banking services (in
the Bank’s form).

Application for granting the right of
access to the Client-Bank System
(Access Application) — a paper
document signed by the Parties that
confirms the granting of rights to the
Client’s Authorized Representative to
use the System in accordance with the
RBS Contract and the authority to
conduct banking transactions and/or
deals within the established Package of
Operations (in the Bank’s form).

Application for amendments to the
RBS Contract — an application drafted
by the Client for making amendments to
the RBS Contract (in the Bank’s form).

Application for change of information
about the Authorized Representative
(Application for change of
information) —an application drafted by
the Client to update information about
the Authorized Representatives
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NPEICTaBUTEIISX, NPeOCTaBICHHYIO
Knuentom B bauk (o ¢popme banka).

3asiBjieHUE 0 IPUCOETUHEHUH K Y CJIOBUSIM —
NMCbMEHHOEe (Ha  OyMaXHOM  HOCHTEJIE)
BOJICU3BSIBIICHUC KiuenTa 3aKJTFOYUTH
Horosop JABO (o popme banka).

KBuTanuus — >JeKTpOHHOE COOOIIEHHE O
npueMe DJNEeKTPOHHOro JoKyMeHTa CTOpOHBI-

ornpaButenss CTOpOHOH-ONyYaTeneM Wiu
cMeHe cratyca Jjokymenta  CTOpOHO#M-
nmojiydaTesieM B Tporiecce  o0OpaboTKH.

[Tonyyenue KButanuuu B Cucreme Bieder 3a
cobol cMeHy cTaTyca JokymeHTa B Cucreme
CTOpOHBI-OTHPABUTEIIS.

Kianent — ropuguyeckue auna (BKIOYas
KPEJIUTHBIC OpraHu3allii), WHAUBUIYaTbHbBIE
NpeAnNpUHUMATEIM W (QU3UYECKUE JIWIA,
3aHHAMAaOIIHNECs B YCTaHOBJICHHOM
3aKkoHoJiaTenbcTBOM Poccuiickoit dexneparuu
MOPSIIKE YACTHOW MPAKTUKOM, 3aKIOYUBIINE C
bankom Jlorosop IBO.

Kimroun (Kommexkt Kiroueit) — Kirou OI1 u
cooTBeTcTBYOmU emy Kitou nposepku OI1.

Kurou Daexkrponnoii nognucu (Kiarou IIT) —
YHUKaJIbHAs TOCJIEI0BATEIbHOCTh CHUMBOJIOB,
npelHa3HauYeHHast sl CO3JaHus DIEeKTPOHHON
MOJTHKCH.

Kirou mnpoBepkn JJIeKTPOHHOH MOANMCH
(Knrou mnposepku JII) —  yHuKaibHas
MI0CJIE0BATENBHOCT CUMBOJIOB, OJHO3HA4YHO
cBs3aHHas ¢ Kimrouom DIIeKTpOHHOM MOAUCH U
IpeHa3HauYeHHast 1)1 IPOBEPKH MOAIMHHOCTH
DJIEKTPOHHOM  MOJMHUCH B  DJIEKTPOHHOM
nokymeHnte. Cpok neiictBus Kiroua nmposepku
OIl ma YKOII onpenesnsieTcss BBITYCTUBIIUM
ee  VYpocrosepsromuM  neHTpoM.  Cpok
nercreus Kimroua nposepku JI1 mns YHOII,
BBIINYIIIEHHON baHKOM, COCTaBIIAET:

- npu ucnonwszoBanun CK3U Kpunrollpo — 15
(mATHAALATH) MECALEB ¢ 1aThl (OPMUPOBAHUS
3anpoca 3a co3manne Ceprudukara Kiroya
nposepku OlI;

- npu ucnons3oBann CK3UM OpenSSL — 36
(TpuauaTth  IIECTh) MECSIIEB C  JIaThl

previously provided to the Bank (in the
Bank’s form).

Application for accession to the Terms
— a written (paper) expression of the
Client's intent to enter into the RBS
Contract (in the Bank’s form).

Receipt confirmation — an electronic
message on the reception of the
Electronic Document sent by the
Sending party and received by the
Receiving party or the change of the
document status by the Receiving party
during processing. Reception of the
Receipt confirmation in the System
entails a change in the document status
in the System of the Sending party.

Client — legal entities (including credit
organizations), sole traders and
individuals engaged in private practice in
accordance  with  the  procedure
established by the legislation of the
Russian Federation, who have entered
into the RBS Contract with the Bank.

Keys (Set of Keys) — ES Key and
corresponding ES verification Key.

Electronic signature key (ES Key) — a
unique sequence of symbols designed to
create the Electronic Signature.

Electronic signature verification Key
(ES verification Key) — a unique
sequence of symbols uniquely linked to
the Electronic signature Key and
designed to verify the authenticity of the
Electronic Signature in the Electronic
Document. The validity term of the ES
verification Key for the EQES shall be
determined by the Certification
Authority that issued it. The validity
period of the ES verification Key for the
EUES issued by the Bank shall be as
follows:

- when using the CryptoPro ICSP — 15
(fifteen) months from the date of
generating the Request for the creation
of the ES verification key Certificate;
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dbopmupoBanusi  3ampoca  Ha
Ceprudukara xioya nposepku I11.

co3JaHne

KonoBoe c¢i0BO — TIOCIEIOBaTEIBbHOCTH
CHUMBOJIOB, H3BC€CTHasd TOJIBKO KJ'II/IGHTy u
banky, ucrnonp3yemasi st AyTeHTH(HKALIN
Knuenrta mnpu TenegoHHOM pasroBope ¢

Knuenrom B LHEIIIX
MIOITBEPIK ICHUSI/HETIOITBEPKICHUS

BO30OOHOBJICHUSI ~ WCIIOJHEHHUS  OIEpalluu,
COOTBETCTBYIOLIECH [IpU3HAKaM

OCYLIECTBJICHUS MEPEBOJA JICHEKHBIX CPEACTB
0e3  moOpoBoibHOro cormacus KomeHra.
KomoBoe cii0BO MOXKET HCHOJIb30BATHCS
MHOTOKpaTtHO. KogoBoe cioBO yka3bIBaeTCs B
Horosope JIBO m moxkeT ObITh M3MEHEHO B
MOPSIZIKE, MPETyCMOTPEHHOM Y CJIOBUSIMHU.

Komnpomeranus Kiroueil — BO3HUKHOBEHUE
IIOJI03PEHUM B TOM, 4TO UCIOJIb3yeMble Kitroun
JOCTYIHBI JIMLIAM, HE HMEILUM Ha TO
HoJHOMOYH#, u/umu npoueccam. K coObITHsIM,
BIEKymuM 3a coboif  Kommpomerarnuro
Kiroue#t, oOTHOcATCS, BKIIO4Yasg, HO HeE
OTpaHUYMUBASACH, CIIEAYIOIINE COOBITHS:

- yrpara Hocureneli ¢ Knrogamu, B Tom uncie
C TMOCJENYIOIIUM 0OHAPYKEHUEM;

- IOCTYI IIOCTOPOHHUX T (me
YnonHomoueHHbIX npeacraBureneii Knuenra)
k Kimrouawm;

- cooit (momomka) Hocurenst ¢ Kimrouamu;

- ynanenue Kitoua OI1 mo Bune Knuenra;

- clydaW,  KOTjJla  HeJb3sl  JIOCTOBEPHO
YCTaHOBUTH, 4TO npousonuio ¢ Kimrouom OII (B
TOM umclie ciaydau, koraa Kmrou SI1/Hocurens
¢ Kitouamu BbIlIen U3 CTPOst U AOKA3aTEIbHO
HE OINPOBEPTHYTAa BO3MOXKHOCTh TOTO, YTO
MaHHBIA  (akT mpom3olIeNn B pe3yibTare
HECaHKIIMOHUPOBAHHBIX JEHCTBUI);

- JIpyrue CcoOBITHS, KOTOpBIC, MO MHEHHIO
CTOpOH,  CBUAETEILCTBYIOT O  HaJIUYUHU
BO3MOKHOCTH HECaHKI[MOHHUPOBAHHOTO
JoCTyma TpeThux Jinil K Kimrouam.

Jlorun — yHUKalbHasg MOCIEAOBATEIHLHOCTD
OYKBEHHBIX/IIU(PPOBBIX CHUMBOJIOB,
ucrnonb3yemas s Ayrentudukanuu Knuenra
B Cucreme.

- when using the OpenSSL ICSP — 36
(thirty-six) months from the date of
generating the Request for the creation
of the ES verification key Certificate.

Memorable word — a symbol sequence
known only to the Client and the Bank,
used for Authentication of the Client
during a telephone conversation with the
Client in order to confirm/not confirm
the resumption of a transaction with
signs of money transfer without the
voluntary consent of the Client. The
Code Word may be used more than once.
The Code Word shall be specified in the
RBS Contract and may be changed in the
procedure established by the Terms.

Key Compromise — suspicions that the
used Keys are accessible to unauthorized
third parties and/or processes. Events
entailing the Key Compromise include,
but not limited to the following:

- loss of the Carriers with the Keys,
including with their subsequent finding;
- access by third parties (other than the
Authorized Representatives of the
Client) to the Keys

- failure (breakdown) of the Carrier
with Keys;

- deletion of the ES Key due to the
Client’s fault;

- situations where it is impossible to
reliably determine what happened to the
ES Key (including cases where the ES
Key/Carrier with Keys is damaged, and
the possibility of unauthorized actions
cannot be definitively ruled out);

- other events, which according to the
Parties evidence the possibility of
unauthorized access of third parties to
the Keys.

Login — a wunique sequence of
alphanumeric characters used for Client
Authentication in the System.
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HecaHKIIMOHUPOBAHHBINA JOCTYNl — HaJIU4UE
OCHOBaHUU monararb, uto Cucrema J0CTyIHA
HEYIOJIHOMOYEHHBIM JIUI[aM, HE3aBUCHUMO OT
TOT0, HaHECeH Wi HeT yiiepd banky u/wim
Kmuenty. K coObITHSIM, CBS3aHHBIM  C
HecankimoHupoBaHHBIM ~ JOCTYIIOM  WJIU
MOJ03PEHUEM Ha TaKOW JOCTYH, OTHOCSITCS,
BKJIIOYasi, HO HE OTPaHUYUBASCH, CICAYIOLINE
COOBITHS:

- yreps [lapons nis Bxoga B Cucremy;

- npoctyn k Cucreme (B TOM YHCIE K
DNEeKTPOHHBIM JIOKYMEHTaM) u ee
HCITOJIb30BaHUE JIUIaMH, HE UMCIOIIMMHM Ha TO
MMOJTHOMOYHH,;

- TOJIHAs WM BPEMEHHas yTpaTa KOHTPOJIS
noctyna k CucreMe JdIl, YIMOJHOMOYEHHBIX
Kmuenrom st pabotsl B Cucreme;

- oOHapyxeHue ucnosib3oBanus CucreMsl 6e3
cornacusi KnumeHra, a Takxke B cilydae, eCiu
Knuent/bank  momo3peBaeT  BO3MOXKHOCTb
BO3HUKHOBEHUS IIOJIOOHBIX CUTYaIUi;

- BO3HUKHOBEHHE IIOJO3PEHMH Ha YTEUKy
nH(popMaluu WM ee uckaxenue B Cucreme;

- 3apakeHUE aBTOMAaTHU3MPOBAHHOTO paboyvero
Mecra KimenTa Bpe1oHOCHBIMU IIPOrpaMMaMH;
- «Xakepckas» aTaka Ha HH(OpMaIOHHbIE
cuctembl Kimmenra;

- oOHapy’KeHHEe MOMBITKH COBEPIIEHUS KaKUX-
100 MHBIX HECAHKIIMOHUPOBAHHBIX AEUCTBUH,
KOTOpPbIE MOTYT IPUBECTH K COOSIM JTMOO UHBIM
obpazom Hanectu ymep6 Knuenty/banky mmm
JpYTUM M0J1b30BaTensiM CHUCTEMBL.

Hocutenr ¢ Kawyamm —  cheMHBINH/
OTYYKIaeMbIii HOCHUTEIIb nH(popManuu,
MpEAHAa3HAYEHHbIA JUIS  3alllCH, XPaHECHUS,
BocrpousBenenna Kmrouent OII. [Insa neneit

Venosuii moxn Hocurenem ¢ Kirouamu
MTOHMMAETCS USB-ToxkeH, USB-duem-
HAKOITUTEID.

Ilaker omepammii — mepeyeHb OAHKOBCKHX
oreparuii U/MaM CAENOK, OCYIIECTBISIEMBIX
nocpeactsoM  CucTeMbl, BHJI  KOTOPOTO
onpenensercss 3asBICHUEM O MPUCOEANHEHUN
K YcinoBusm/3asBieHHeM 00 HW3MEHEHUHU
Cornamienusi/3asBieHuEM 0 BHECCHUU
n3menenuit B Jlorosop Jb0O.

Unauthorized Access — grounds to
believe that the System is accessible to
unauthorized persons, regardless of
whether damage has occurred to the
Bank and/or the Client. Events related to
Unauthorized Access or suspicion
thereof include, but are not limited to, the
following:

- loss of the Password for accessing the
System;

- access to the System (including
Electronic Documents) and its use by the
persons who do not have the
authorization to do so;

- complete or temporary loss of access
control to the System by persons
authorized by the Client to use the
System;

- detection of the System’s use without
the Client’s consent, or when the
Client/Bank suspects such situations
may occur;

- suspicions of information leakage or
distortion within the System;

- infection of the Client’s automated
workstation with malicious software;

- “hacker” attacks on the Client’s
information systems;

- detection of any other unauthorized
actions that may lead to system failures
or otherwise cause harm to the
Client/Bank or other System users.

Carrier with the Keys - a
removable/portable information carrier
designed for recording, storing, and
reproducing ES Keys. For the purposes
of the Terms, Carrier with the Keys
includes USB tokens and USB flash
drives.

Package of Operations — a list of
banking operations and/or transactions
conducted through the System, the type
of which is determined by the
Application for accession to the
Terms/Application  for change of
Agreement/Application for amendments
to the RBS Contract.




Buasi [IakeToB onepaumii:

«CTanaapTHeli> — BKIIOYaeT B ce0s
ocyuiecTBieHue  nocpeacrsoM — CucremMbl
0aHKOBCKMX omepanuii (B TOM  YHCIe
pacueTHplx) mno CueraMm, OCYLIECTBIICHHE
JENO3UTApHBIX  OINEpaluii,  3aKIIYeHHe
JIOTOBOPOB  OaHKOBCKOro cyera (mamee —
«AIBC») 1pu  OTKpPBITUM  BTOPOro U
HOCTETYIOIIUX 0aHKOBCKHUX CUETOB,
3aKJIF0YEHHE JOTOBOPOB OaHKOBCKOI'O BKJaza
(Iemo3ura), 3aKJIIOYEHHE JOIOJIHHUTENIbHBIX
cornmamenuii k orosopy JbBO, 3axmrouenue
noropopa 00 okazaHuu bankoMm  yciyr
AKBAWpUHTA, 3aKJIIOUYEHUE KPEAUTHBIX
JIOTOBOpPOB (B TOM  uuclle, HO HE
OTPaHUYUBAACH, COTJIAIICHU N 0
IPEeOCTaBICHUH KpeIuTHOU JIMHUY,
KPEAUTHBIX JIOTOBOPOB, 3aKJIIOYAEMBIX B
paMkax CcorJalieHui 0 HopsiiKe
IIPEJIOCTABIIEHUS! KPEUTOB) U UHBIX CHEJOK (B
TOM 4YHCIE, HO HE OrpaHMYUBasCh, 3aJOr,

[OPYUYUTENBCTBO, COIJIalIeHue 0
OpEJOCTaBIeHUH  OaHKOBCKMX  TapaHTHiA,
COIVIAIIEHWE O TMOpsAAKE MPeIOCTaBICHUS

KpPEAUTOB), IpeioxkeHune (odepra) 3aKI0UUTh
KOTOpBhIE ¢ TOMOIIBI0 CHUCTEMBI TOCTYITHIN
Knuenty or banka, a Takke ocyliecTBIECHHE
onepauudii W JEUCTBUM B COOTBETCTBHUHU C
YCIOBUSIMU 3aKIIIOUEHHBIX Mexay CTopoHaMu
JABC, Horosopa JIBO u uHBIX coramieHu.

«Pacyernblity —  BKIIOWaeT B ceds
ocyliecTBieHue  nocpeactsoM  CucTeMbl
NEPEBOJIOB JIEHEXKHBIX cpelacTB no Cueram B
paMKax HpUMEHsIeMbIX (opM Oe3HaITUYHBIX
pacueroB, 3aximrodyeHue [IbC mpum oTkpsITHH
BTOPOTO U MOCTEIYIOIUX OAHKOBCKHX CUETOB,
3aKJIIOUYEHUE JIOTIOIHUTENbHBIX COTJIAICHUH K
Horosopy IIBO, a Taxxe coBepLIeHUE OPYTHX
JIEUCTBUM B COOTBETCTBHUM C YCJIOBHSIMH
3aknoueHHbIX Mexay Croponamu [IbC nu
Horosopa [IBO.

«Pacuernbrii Ilaroc» — Brmrowaer B ceds
ocyuiecTBieHue  nocpeacrsoM  CucreMsbl
MePEBOIOB JICHEXKHBIX cpeacTtB mo Cueram B
pamMKax TpUMEHseMbIX (opM Oe3HATUYHBIX
pacuetroB, 3akmtoueHue JIBC mpu OTKpbITHH
BTOPOTO U MOCIEAYIONNX OAaHKOBCKHUX CUYETOB,
3aKroueHue Mexay CTopoHaMu J10rOBOpPOB
0aHKOBCKOTO  BKJajga  (Oemo3wTa), HX

Types of Packages of Operations:

“Standard” — includes the execution of
banking operations (including settlement
operations) through the System on
Accounts, depository  operations,
execution of Bank Account Agreements
(hereinafter “BAA”) when opening the
second and subsequent bank accounts,
execution of bank deposit contracts,
execution of addenda to the RBS
Contract, execution of acquiring service
contracts, execution of loan agreements
(including, but not limited to, credit line
agreements and loan agreements
executed under agreements on the
procedure for providing loans), and other
transactions (including, but not limited
to, pledges, guarantees, and agreements
on the provision of bank guarantees,
agreements on the procedure for
providing loans). The offers to conclude
these are provided to the Client by the
Bank through the System, as well as the
execution of operations and actions
under the terms of the BAA, the RBS
Contract and other  agreements
concluded between the Parties.

“Settlement” — includes the execution of
fund transfers through the System on
Accounts within the applicable forms of
cashless settlements, execution of BAAS
when opening the second and subsequent
bank accounts, execution of addenda to
the RBS Contract, and other actions as
per the terms of the BAAs and the RBS
Contract concluded between the Parties.

“Settlement Plus” includes the
execution of fund transfers through the
System on Accounts within the
applicable forms of cashless settlements,
execution of BAAs when opening the
second and subsequent bank accounts,
execution, performance, and/or
termination of bank deposit contracts




9

UCIIOJTHEHUE U/WITH pacTOPIKEHHE, 3aKITIOYCHUE
JIONIOJTHUTENBbHBIX corlalieHui K JloroBopy
b0, a Takxe coBepileHUE APYTUX ICUCTBUN B
COOTBETCTBUU C YCJOBHUSIMHU 3aKIIFOUEHHBIX
Mexny Croponamu JIBC, Jloroopa JAbO u
JIOTOBOPOB 0AHKOBCKOTO BKJIaJa (JCTIO3HTA).

IMapoab — yHukanbHas andaBUTHO-LUPpPOBas
[I0CJIEZI0BATEIbHOCT  CUMBOJIOB, HM3BECTHAs
TOJIbKO YTIOJHOMOYEHHOMY MPEACTABUTEIIO
Knuenra, coorBerctBytouass ero JloruHy u
UCHoNp3ytomiasicss A AyTeHTH(PUKaIUU
YnonnomoueHHoro npezacrasurens Kiuenra B
Cucreme. Ilaponbs MOXET HCHOIB30BATHCS
MHOTOKPATHO.

IlnanoBas cMmena Kuwdeii — co3manme
YnonnoMouyeHHbIM TipencTaBuTeneM Kinenra
HOBbIX Kimtouen, KOTOpoe OCYIIECTBIIAETCS 10
UCTEYEHUs CpOKa JEHCTBUS JCHCTBYIOIIETO
Kiroua nposepxu OI1.

IIposepka JII DiIeKTPOHHOIO JOKYMEHTa —
IPOBEPKA COOTHOUICHHUS, CBA3BIBAIOILETO X3~
GyHKIHUIO DJEKTPOHHOTO JOoKyMeHTta, Ol u
Kmroua  mposepkn Ol moanwmcasmero
abOHEHTa. Ecnn TaKas MIpOBEpKa,
IIPOM3BENIEHHAs C HCHoJb30BaHueM CpencTs
AIIEKTPOHHOM MOJIMCH, AACT MOJIOKUTEIbHBIN
pesynbraT, To DIl npu3HaeTcs npaBWIBHOM, a
caM DJEKTPOHHBIM JTOKyMEHT — IMOJJUHHBIM,
0e3 HMCKaXeHWH, B TNPOTUBHOM CiIydae
ONEeKTPOHHBIN JTIOKYMEHT cuUMTaeTcs
omnbouneiM, a DOII momx HUM  —
HEJICNCTBUTEIILHOM.

Paboumii geHbp — J¢Hb, HC SBJISIOLIMICS
HEepaboOYuM JHEM COTJIAaCHO CJIEIYIOUIEMY
ONIPEIEIECHUIO. Hepabounmu JHSMU
cuuTaoTcs  cyOOOTBI U BOCKpECEHbS
(BBIXOIHBIC JTHU), 3a HCKITFOYCHUEM
OOBSIBIEHHBIX pabounmMu THIMHA B
YCTaHOBJICHHOM 3aKOHOJATEIILCTBOM
Poccuiickoit @enepanuu TOPSIKE, a TAKKE
Hepalouue Mpa3JHIUYHbIC THU, YCTAHOBJICHHBIE
TpynoBsiMm KOIEKCOM Poccuiickon
®degepanun, ¥ T€ JHU, HA KOTOPHIE B CUITY HOPM
3akoHoJaTenbcTBa Poccuiickoit  depeparuu
MIEPEHOCSTCS BBIXOJHBIC THU.

between the Parties, execution of
addenda to the RBS Contract, and other
actions under the terms of the BAAs, the
RBS Contract, and bank deposit
contracts concluded between the Parties.

Password — a unique alphanumeric
sequence known only to the Authorized
Representative of  the Client,
corresponding to their Login and used
for the Authentication of the Authorized
Representative of the Client in the
System. The Password may be reused
multiple times.

Planned change of Keys — generation of
new Keys by the Client’s Authorized
Representative before the expiry of the
current ES verification Key.

Check of the Electronic Signature of
an Electronic Document — check of the
interrelation between the Electronic
Document connecting the hash function,
Electronic Signature and an ES
verification Key of the signing
subscriber. If such check, conducted
with using the Electronic Signature
means, provides a positive result, then
the Electronic Signature is
acknowledged as correct, and the
Electronic Document is found authentic,
without  distortions, otherwise the
Electronic Document is found faulty,
and the Electronic Signature thereto as
invalid.

Business day — a day which is not a non-
business day according to the following
definition. As non-business days are
considered Saturdays and Sundays
(weekends) with the exception of the
days declared as Business Days in
accordance  with  the  procedure
established by the legislation of the
Russian Federation, as well as public
holidays established by the Labor Code
and the days to which non-working days
are transferred due to provisions of the
legislation of the Russian Federation.
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PeecTp MHOAreHTOB — CIMCOK MHOCTPAHHBIX

arceHTOB, ONpeIeTICHHBIX denepaibHbIM
3akoHOM oT 14.07.2022 Ne255-d3 «O
KOHTpOJIE 3a NEATEIHLHOCTBIO JIMIL,

HaxXOoJAIUXCs 1o HHOCTPAHHBIM BJIMSIHUCM)).

Peectp KOHTpOJIMpYeMBIX JIHMIl — CIIMCOK
WHOCTPAHHBIX TpaXiaaH WM Jui  0e3
rpakJ1aHCTBA, CBEAEHHUS O KOTOPBIX BKJIKOYEHBI
B peecTp  KOHTPOJUPYEMBIX  JHUI B
coorBeTcTBUU ¢ DenepaibHbIM 3aKOHOM OT
25.07.2002  Nel15-@3 «O  mpaBOBOM
MOJIO)KEHUM  MHOCTPAHHBIX  TPAXKIaH B
Poccuiickoit deneparmm»

Cepruduxar kiaw4ya nposepkun Il -
AJIEKTPOHHBIA JTOKYMEHT WJIH JIOKYMEHT Ha
OyMaxHOM HOCHTEJIE, BbIJJAHHBIN
bankom/Y 10CTOBEpSIOIIMM ~ LIEHTPOM U
MOATBEPKIAOIINNA TPUHALIE)KHOCTh Kitroua
nposepku JI1 Bnagensiyy ceprudukara Kiroda
nposepku JII.

Cucrema «Kauent-bank» (Cucrema) -—
KOpIopaTuBHAs HMH(POPMAIIMOHHAS CHUCTEMaA
JTUCTAHIIMOHHOTO (yAalleHHOr0) OaHKOBCKOTO
oOcimy>kuBaHusl, oOpraHu3oBaHHas baHkowm,
MpEACTABIISIONIAs coboii KOMILIICKC
MPOrPaMMHO-TEXHUUECKHUX CpEJIICTB i
OpraHU3aIMOHHBIX MEPOTPHUITHIA IS
CO3JIaHUs, 3aIllUTHI, Tepenadyd u 00pabOTKH
DNIEKTPOHHBIX TOKYMEHTOB C UCIOJIb30BaHUEM
cetu «MuTepreTy. Cuctema UCIoNIb3yeTcs Kak
ANIEKTPOHHOE CPEACTBO IJIaTeXa, a TAKXKe IS
oOMeHa DJEeKTPOHHBIMU JTOKYMEHTaAMH MEXIY
bankom wu KimenTtom wu o0OecreunBaeT
co3nanme Kommiexra Kimroueit, co3manne D11 B
OJEKTPOHHOM JIOKYMEHTE, TOJATBEpPKICHUE
noIMHHOCTH D11 B DNEeKTPOHHOM IOKYMEHTE.

CBII — cepBuc OBICTPBIX MJIATEXKEN MIIATEXKHON
cucteMbl banka Poccun.

CpeacrBa  o0paloTkm W XpaHeHHsS
uHpopMauMM — TPOrpaMMHO-aNIapaTHbIE
CpencTBa, TpeOOBAaHUSI K KOTOPHIM MPUBEACHBI
B [Ipriioxxennu Nel k HacToAmKUM Y CIOBUSAM.

CpencrBa DJIeKTPOHHOM MOANUCH
(CpeacrBa kpunrorpagu4eckoil 3amMTbI
uHopMann) - mudpoBaTbHBIC
(kpunTorpadpuyueckue) CpEICTBa,

Register of Foreign Agents — a list of
foreign agents as defined by Federal Law
No. 255-FZ dated 14 July 2022 On
Control over the Activities of Persons
under Foreign Influence.

Register of Controlled Persons — a list
of foreign citizens or stateless persons
whose information has been included
into the Register of Controlled Persons
established pursuant to Federal Law No.
115-FZ dated 25 July 2022 On the Legal
Status of Foreign Citizens in the Russian
Federation

ES verification key Certificate — an
electronic or paper document issued by
the Bank/Certification Authority, which
confirms the belonging of the ES
verification Key to the ES verification
key certificates Holder.

Client-Bank System (System) — a
corporate IT system for remote banking
services established by the Bank, which
is a set of software and hardware and
organizational measures for generating,
protecting, transmitting, and processing
Electronic Documents using the Internet.
The System is used as electronic means
of payment, as well as for exchange of
Electronic Documents between the Bank
and the Client, and provides the
generation of Set of Keys, ES generation
in an Electronic Document, confirmation
of the ES authenticity in the Electronic
Document.

FPS — faster payments service launched
by the Bank of Russia’s payment system.

Products designed for processing and
storage of information — software and
hardware, requirements for which are
shown in Annex No. 1 to these Terms.

Electronic signature means
(Information cryptographic security
products) — cryptographic (coding)
means or tools used to perform at least
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UCIIONIb3YEMbIE JJISl pealu3aliil  XOTs Obl
0JIHOM u3 cnenyrommx GpyHkuuii: cozpanue 1,
npoBepka JII, coznanue Kmroua D11 u Kiroua
nposepku JI1. lnsg cozpanus u nposepku I,
coznanusa Kiroueldk bankoMmM HcHonb3yroTcs
CepTUHUIMPOBAHHBIE  KpuNTOrpaduyeckue
CpeacTBa 3allUTHI uHpopMau
«Kpunrollpo», KiueHToM  HCHONB3YIOTCS
CcepTU(HUIMPOBAHHBIE  KpuNTOrpaduyeckue
cpencTna 3amuThl nHbopManuu «Kpuntollpo»

(mamee — CK3M  Kpunrtollpo)!  mm
KpUnrorpaguyeckue  CpeAcTBa  3allUThI
uHpopmauun «OpenSSLy» (manmee — CK3U
OpenSSL)2. Tun CK3M, HCcrnons3yeMoro
KnuentoMm, ycranaBnuBaercsa  JloroBopom
JBO.

Cropona (Croponbl) — bank u/unmn Kinenr.

Cuet — cuert, oTkpbIThIl bankom Knuenty Ha
MomeHT 3akmodeHus Jloroopa JbO wunum
cyera, KOTOpble OyAyT OTKpbITH baHkom
Knuenty B  Oyaymem, Ha  OCHOBaHUH
coorBerctByrommx  JBC,  3aknroyeHHBIX
Mexy CTOpoHaMHU.

Tapudgsl — pasMepsl Bo3HarpaxkaeHus banka
3a okazbiBaemble 110 Jlorosopy JIBO pabotsl u
yenyru. Tapuds! ycranaBnuatotcst bankowm.

Yaocropepsawmmidi LEHTP — HOPUIUYECKOE
JULO, WHAMBUAYAJIBHBIM INpEeANpUHUMATEND
aMb0 TOCYJapCTBEHHBIM OpraH WM OpraH
MECTHOI'O caMOyTIpaBJIEHUS,
OCYIIECTBISIONME (PYHKIMU TIO CO3/IaHUI0 U
BbIJJau€ KBaJTU(UIIMPOBAHHBIX CEPTU(UKATOB
KJIFOUEW MPOBEPKH SJIEKTPOHHBIX MOJIUCEH, a
TaKkke HHble (YHKIHUU, TPEeIyCMOTPEHHBIE
3akoHOM Ne 63-D3.

one of the following functions: creation
of the Electronic Signature, verification
of the same, creation of the Electronic
signature Key and Electronic signature
verification Key. To create and verify the
Electronic Signature and to create Keys,
the Bank shall use certified
cryptographic tools for protection of
information CryptoPro, the Client shall
use certified cryptographic tools for
protection of information CryptoPro
(hereinafter referred to as CryptoPro
ICSP)! or OpenSSL cryptographic tools
for protection of information (OpenSSL
ICSP)2. The type of ICSP used by the
Client shall be set by the RBS Contract.

Party (Parties) — Bank and/or Client.

Account — the account opened by the
Bank for the Client at the time of the
conclusion of the RBS Contract or
accounts which will be opened by the
Bank for the Client in the future, based
on the corresponding BAAs, concluded
between the Parties.

Tariffs — amount of remuneration of the
Bank for the works and services
rendered under the RBS Contract.
Tariffs are set by the Bank.

Certification Authority — a legal entity,
sole trader, or government/local
government body that performs
functions for the creation and issuance of
qualified electronic signature
verification certificates, as well as other
functions provided for under Federal
Law No. 63-FZ.

! Beigo3 monyuennnix Kinnenrom ot banka CK3U Kpunrollpo ¢ Tepputopun Poccuiickoii @eepaliui BO3MOXKeEH
TOJIBKO Ha OCHOBAaHUM PCIICHUA YIIOJJHOMOYCHHOT'O opraHa/opraHmaan B COOTBCTCTBUHU C SaKOHO}laTeHBCTBOM/
Poccuiickoit ®eneparnyu, Mpu OTCYTCTBUM YKa3aHHOTO pelIeHus ycTaHOBKa CHCTEMBI OCYIIECTBISIETCS 0 afipecy,
HaxojsmeMycs Ha Teppuropun Poccuiickoit @eneparmu. / The export of CryptoPro ICSP obtained by the Client from
the Bank outside the territory of the Russian Federation is only possible based on a decision by the authorized
body/organization in accordance with the legislation of the Russian Federation. Without such a decision, the System
must be installed at an address located within the territory of the Russian Federation.

2 C BO3MOKHOCTBIO BEIBO3a C TCPPUTOPUN Poccuiickoit CDCILepaIII/II/I 0e3 IMOJy4YCHUA COOTBETCTBYIOLICT'O PA3PCHICHUA
YIOJHOMOYEHHBIX OPraHOB/OpraHu3aIuii B COOTBETCTBHH C 3aKOHOAaTeIbcTBOM Poccuiickoii @eneparmu. / With the
possibility of export from the territory of the Russian Federation without obtaining the corresponding authorization
from the competent authorities/organizations in accordance with the legislation of the Russian Federation.
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Ynoanomouennoe auno Kiauenra/banka —
ENO, a taxxe U110, IEUCTBYIOIIEE OT UMEHU
u B uHTepecax Kimenra/baHka, mOJIHOMOYHS
KOTOpPOIO  OCHOBaHbl Ha  JOBEPEHHOCTH,
JIOTOBODPE, aKTe YIOJIHOMOYEHHOTO
roCyJapCTBEHHOTO  OpraHa WIM  OpraHa
MECTHOTO CaMOYTIPaBIICHHUS], 3aKOHE.

YnoaHoMo4eHHBbIH NnpeacTaBuTe/Ib
Kaunenra — dusnueckoe JMIO0, YKa3aHHOE B
3asBiIeHUU Ha JOCTyN U Biazetouiee Kimouom
OIl, mno3BojsoUM  UASCHTUPHUIMPOBATH
YnonnomoueHnHnoro npeacraBurens Knuenra B
Cucreme.

yHOJ’IHOMO‘leHHOMy npeacTaBUTCIO Knnenra
MpeaoCTaBIAOTCA CJICOYIOmUC nmpaBa H
IIOJIHOMOYHA:

[Ipu Beinycke Kiroua I11 ¢ npaBoM noanucu
«eIMHCTBEHHAS» !

- OCyllIecTBIEHHE BXoJa B Cuctemy;

- YCTAQHOBJIEHHE 3AIUIIEHHOTO COEIUHEHMS C
bankom 1u1st npuema u OTIpaBKU DJIEKTPOHHBIX
JTIOKYMEHTOB;

- CO3/1aHUe THOOBIX DIEKTPOHHBIX JTOKYMEHTOB,
MPEAYCMOTPEHHBIX YCTaHOBJICHHBIM [lakeTom
omneparuii u Jloroopom JIbO/noBepeHHOCTHIO;
- cozpanue Ol B DNEKTPOHHBIX TOKYMEHTaxX
(moamucanune DNEKTPOHHBIX JOoKyMeHTOB OII)
JUId TIOCNIENYIOIIel Meperayu MOCPeICTBOM
CucreMsr;

- OTHpaBKa OJJEKTPOHHBIX
noanucanHeix O] ennHONNYHO;
- UHBIE IIOJJHOMOYHUSA B COOTBETCTBUU C
ycTaHoBIeHHbIM  Ilakerom  omepamuii u
Horosopom 1b0O;

JAOKYMCHTOB,

nipu Beinycke Kuroua I11 ¢ mpaBom noanucu
«rnepBas».

- OCylIecTBIeHHE BXoJia B CUCcTEMY;

- YCTaHOBJIEHHE 3aIUIIEHHOTO COEIUHEHUS C
bankom juist mpuema u OTopaBKU IJAEKTPOHHBIX
JIOKYMEHTOB;

- CO3/1aHUe THOOBIX DIEKTPOHHBIX JOKYMEHTOB,
MPEAYCMOTPEHHBIX YCTaHOBJICHHBIM [lakeTom
omneparuii u Jloroopom JIbO/noBepeHHOCTHIO;

- cozganue Ol B DNEKTPOHHBIX TOKYMEHTax
(monmucanne DIEKTPOHHBIX TOKYMEHTOB OII)

Authorized Person of the Client/Bank
— the SEB, as well as a person acting on
behalf of and in the interests of the
Client/Bank whose authority is based on
a power of attorney, contract, act of an
authorized government body or local
government body, or by law.

Authorized Representative of the
Client — an individual specified in
Access Application and who owns the
ES Key, which allows to identify the
Authorized Representative of the Client
in the System.

The Authorized Representative of the
Client is endowed with the following
rights ans powers:

When issuing the ES Key with the
“single” type of right:

- to log in the System;

- to establish a secure connection with
the Bank for receiving and sending
Electronic Documents;

- to create any Electronic Documents,
that are provided for by the established
Package of Operations and the RBS
Contract/Power of attorney;

- to create the ES in the Electronic
Documents (to sigh the Electronic
Documents with the ES) for their
following transmission via the System;

- to send the Electroniuc Documents that
are signed with the ES solely;

- other powers in accordance with the
established Package of Operations and
the RBS Contract;

when issuing ES Key with the “first”
type of right:

- to log in the System;

- to establish a secure connection with
the Bank for receiving and sending
Electronic Documents;

- to create any Electronic Documents,
that are provided for by the established
Package of Operations and the RBS
Contract/Power of attorney;

- to create the ES in the Electronic
Documents (to sigh the Electronic
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JUIS. TIOCIIEYIONIEN Tepenadyd MOCPEICTBOM
CucreMsl;

- OTHpaBKa OJEKTPOHHBIX JOKYMEHTOB,
noAnucaHHeix coBMectHo OJII ¢ mpaBom
MOJIIIUCH «TIEpBas» U «BTOPAs»;

- UHBIC IIOJJHOMOYHS B COOTBCTCTBHH C
ycTaHoBlIeHHBIM  [lakerom  omepauuii U
Jloroopom JIbO/n0BepeHHOCTHIO;

npu Beinycke Kiroua III ¢ npaBom noanucu
«BTOpas»:

- OCyIlIeCTBIEHHE BX0oJa B CucTtemy;

- YCTAQHOBJIEHHE 3AIIUIIEHHOTO COEIUHEHMS C
bankom 1u1st npyema u OTIpaBKU DJIEKTPOHHBIX
JIOKYMEHTOB;

- CO3/1aHKe JTHO0BIX DIEKTPOHHBIX IOKYMEHTOB,
MPEAYCMOTPEHHBIX YCTaHOBJICHHBIM [lakeTom
onepauuii u [forosopom J150;

- coznanue DIl B DNEKTPOHHBIX TOKYMEHTaX
(monmucanue DNEKTPOHHBIX TOKYMEHTOB OII)
JUIS TIOCNENyIoIIel Mepeiayd MOoCpPEeICTBOM
CucreMsl;

- OoTOpaBKka OJEKTPOHHBIX JTOKYMEHTOB,
noAnucaHHeIx coBMecTHO OJII ¢ mpaBom
MOAMHCH «II€PBas» U «BTOPAs»;

- UHBIE IIOJJHOMOYHUS B COOTBETCTBUU C
ycTaHOBiIeHHbIM  Ilakerom  omepamuii u
Horosopom 1b0O;

npu Bbimycke Koaroua 3II «0e3 mnpasa
NOAIUCH!

- ocylIeCcTBIIeHHE BXxoJa B Cucremy;

- YCTAQHOBJICHHE 3aIUIIEHHOTO COEIUHEHMS C
bankom 1u1st mpuema u OTopaBKU DJIEKTPOHHBIX
JIOKYMEHTOB;

- CO3JJaHMe JIFOOBIX DIIEKTPOHHBIX TOKYMEHTOB,
npeaycMoTpeHHbix [lakerom onepanuii u
Horosopom 1b0O;

- OTIpaBKa 9J'ICKTp0HHBIX JOKYMCHTOB,
IIOATIMCaHHBIX VY10IHOMOYCHHBIMU
NpeACTAaBUTCIIAMUA Knuenra c IIpaBOM IOAIINCH
((GJII/IHCTBGHHaSI»/ «II€pBas» U «KBTOPASI».

[Ipn Beimycke bankom ENO Kimenrta
Kiroua Ol c IIpaBoOM MOATIUCH
«eIMHCTBEHHas» Win «teppas», EMO napsay
C IIOJIHOMOYMSIMH, YCTAHOBJICHHBIMH €MY
[Takerom omnepanuii u [Jorosopom IO,
BIIpaBe HanpasisiTh 110 CHcTeMEe TOKYMEHTHI,

Documents with the ES) for their
following transmission via the System;

- to send the Electroniuc Documents that
are signed jointly with the ES with the
“first” and “second” type of right;

- other powers in accordance with the
established Package of Operations and
the RBS Contract/Power of attorney;

when issuing the ES Key with the
“second” type of right:

- to log in the System;

- to establish a secure connection with
the Bank for receiving and sending
Electronic Documents;

- to create any Electronic Documents,
that are provided for by the established
Package of Operations and the RBS
Contract;

- to create the ES in the Electronic
Documents (to sigh the Electronic
Documents with the ES) for their
following transmission via the System;

- to send the Electroniuc Documents that
are signed by the Authorized
Representatives of the Client with the
“first” and “second” type of right;

- other powers and authorities in
accordance with the applicable Package
of Operations and the RBS Contract;

when issuing an ES key without
signing authority:

- to log in the System;

- to establish a secure connection with
the Bank for receiving and sending
Electronic Documents;

- to create any Electronic Documents,
that are provided for by the established
Package of Operations and the RBS
Contract;

- to send Electronic Documents signed
by the Client’s Authorized
representatives holding “single”/“first”
and “second” type of right.

When the Bank issues to the Client’s
SEB an ES Key with “single” or “first” type
of right, the SEB, in addition to the powers
granted under the applicable Package of
Operations and the RBS Contract, shall
have the right to submit through the System
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HEOOXONMMEIE [ OOHOBJICHHS CBEIECHUM,
MOJIYYEHHBIX B pe3yNbTaTe HIACHTH(PUKAIUU
Knuenra (ero MpeJCTaBUTENEH,
BBIFOJIOTIPHOOpETATENCH, OeHepuIapHbIX
BJIQJICTIBIEB), JJI1 OTKPBHITUS U TNPU BEICHUU
OAHKOBCKOT'O CUY€Ta, a TAKXKE MOATBEPKIANTUEC
MOJHOMOYMS npeacTaBureliei Kimmenra, B Tom
YyCclie JIMI, HAJENICHHBIX IIPAaBOM MOJIUCH
(ykazaHHbIX B OaHKOBCKOM KapTOUKe), 3a
UCKITIOYCHHEM JEHCTBYIOIIETO
YUpEIUTETHHOTO JIOKyMEHTa Kinuenra,
BBIIUCKA U3 €IMHOTO TOCYJapCTBEHHOTO
peecTpa IOpUIUYECKUX JIUII, COJEpIKaIas BCE
ceeaenuss o Kumenre (monHas BBINUCKA),
CBUJICTEIILCTBA O PETUCTPALMA 10 MECTY
npeObIBaHUs,  KOTOpblE  JOJKHBI  OBITh
npenoctasiieHbl 3a YKOII ynoaHomoueHHOTO
rOCy/IapCTBEHHOI'O OpPraHa/ero COTpyAHHKA, U

OyayT SBISATHCS  HAWISKAIUM  00pa3om
3aBepEHHBIMU KOIUSIMU yKa3aHHBIX
JIOKYMEHTOB.

Ycunennas KBaJIN(pUIHPOBAHHAS
siekTponHas  moamuer  (YKJII)® -
AJIEKTPOHHASI IOJIHUCh, KOTOPast COOTBETCTBYET
BCEM IpU3HAaKaM YCUJIEHHOM
HEeKBaJM(UIUPOBAHHOMN JJIEKTPOHHON

MNOANUCH U CIEAYIOUUM JONOJHUTENBHBIM
IpU3HAKaM:

- Kimou mnposepkn OIl coxmepxurcsa B
KBaJIM(ULIPOBAHHOM CepTU(UKATE;

- U1 co3nanus U nposepku JI1 ucnons3yrorcs
Cpenctna DNEeKTPOHHOMN TTOATIHCH,
MIOJIyYUBIIUE TOATBEP)KIEHUE COOTBETCTBUS
TpeOOBaHUSM, YCTAHOBJICHHBIM 3akoHOM No
63-D3.

YKOII Boimaercst Y 10CTOBEPSIOMIMM LIEHTPOM,
AKKpEIUTOBAHHBIM MuHucrtepcTBoM
u(ppOBOrO pa3BUTHSA, CBSI3M U MaCCOBBIX
komMMmyHHKamii  Poccuiickoit  ®denepanun/
®denepalibHOMN HaJIOrOBOI ciryx00it
Poccuiickoii denepannu, KOTOpBIE
OCYIIECTBIISIOT (PYHKIMHM 1O CO3JAaHHUIO U
BblJJaue KBATU(PHUIMPOBaHHBIX CepTHUhHUKATOB
kiroued mnpoepku  OIl, a Takxke uHBIE
¢yHKLMH, perycMoTpeHHble 3akoHoM Ne 63-
3.

documents required to update the
information obtained as a result of the
identification of the Client (its
representatives, beneficiaries and beneficial
owners) for the purpose of opening a bank
account, as well as documents confirming
the authority of the Client’s representatives,
including persons vested with signing
authority (as specified in the Bank Card),
except for the following documents: the
Client’s current constitutional document, an
extract from the United State Register of
legal entities containing  complete
information about the Client (a full extract),
a certificate of registration at the place of
stay, which must be provided with a
enhanced qualified electronic signature of
the authorized state body and/or with EQES
of its official and shall constitute duly
certified copies of the relevant documents.

Enhanced qualified electronic signature
(EQES)® — an electronic signature that
meets all the characteristics of an enhanced
unqualified electronic signature and the
following additional criteria:

- the ES verification Key is contained in
a qualified certificate;

- the ES is created and verified using
Electronic signature means that have
been certified to meet the requirements
established under Federal Law No. 63-
FZ.

The EQES is issued by a Certification
Authority accredited by the Ministry of
Digital Development, Communications,
and Mass Media of the Russian
Federation or the Federal Tax Service of
the Russian Federation, which also
performs functions for the creation and
issuance of qualified ES verification
Certificates and other functions provided
for under Federal Law No. 63-FZ.

3 HpI/IMeHﬂCTCH Ipu HAJIMIUU TEXHUYECKON BO3MOKHOCTH y Banka. OZ[HOBpeMeHHOC nucnoyb3oBanue B Cucreme
VKOIT u YHOII ogaum YonHoMoueHHBIM nipeacTaButenem Knuenra, ssnstorumcs EMO, He nomyckaercst./
Applies if the Bank has the technical capability. Simultaneous use of the EQES and the EUES in the System by the
Authorized Representative of the Client, who is the SEB, is not permitted.
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Ycunennas HeKBAJU(PUIUPOBAHHAS
3JIEKTPOHHAas NOAINUCH (YHDID) -
9JIEKTPOHHAs MOJIUCH, BhINyIIeHHas bankom,
KOTOpasi:

- MIOJTy4eHa B pe3ynbrare
KpunTorpadguueckoro npeoOpa3oBaHus

uHopmanuu ¢ ucnoip3zoanuem Kiroua OI1;

- MIO3BOJISICT OMPEIEIUTD JIUIIO, MMOANKCABIIEE
ONEKTPOHHBIN JOKYMEHT;

- IO3BOJISIET OOHAPYXUTh (AaKT BHECCHHS
WU3MEHEHUN B DJEKTPOHHBIM JOKYMEHT IOCIE
MOMEHTA €ro MOIMUCaHUS;

- co3aeTcss ¢ ucnoib3oBaHuem CpencTs
DJIEKTPOHHOMN MOAMHUCH.

Ycaosusa CBII — YcnoBus npenocraBieHus
cepBuca II0 IEPEBONY ACHEKHBIX CPEICTB B
paMKax CHCTEMbl OBICTPBIX IUIaTEXEH JUIs
IOpUIMYECKHX JIL, YTBEpPXkKICHHbIE baHkoMm.
Venosuss CBII  ny6nukyrorcs bankom B
NOpsIIKE,  IPELYCMOTPEHHOM I 14.7
HACTOALMUX Y CIIOBUH.

Ycanous «Kouryp.duamoxk» — VYcioBus
FOPUINYECKH 3HAYHUMOTO AIEKTPOHHOTO
JIOKyMEHTO000poTa c HCIIOJIb30BaHHUEM
nporpammel  Juisi OBM  «KonTtyp.luagok»,
YTBEPKJIEHHBIX baHkoMm.

Xom-pyHKIUS — anropuT™? BEIYHCIIEHHS

KOHTPOJIbHOM OCJIEN0BATEILHOCTH IUIA
MIPOU3BOJIBHBIX JJIEKTPOHHBIX COOOIIEHUN C

LEJIbI0  JI0KAa3aTeJIbHOM  MPOBEPKU  HX
L[EJIOCTHOCTH.
IIudpoBanue — mnpeoOpazoBaHWe JTaAHHBIX

UCXOJHBIX (OTKPBITBIX) COOOLICHUIH TaKUM

o0pa3oM, dYTO HX CMBICI  CTaHOBHTCS
HEIOCTYNIHBIM  JJIsi  JI0O0Oro  Juia, He
BJIA/ICIOILIETO CEKpPETOM o0OpaTHOro
peodpa3zoBaHus’.

PacuiudpoBanue — onepanus oOpaTHas
HIUPPOBAHUIO.

Enhanced unqualified electronic
signature (EUES) — an electronic
signature issued by the Bank, which:

- is generated as a result of cryptographic
transformation of information using the
ES Key;

- allows to identify the person who
signed the Electronic Document;

- allows detecting the fact of making
changes to an Electronic Document after
the moment of its signing;

- is created using the Electronic signature
means.

FPS Terms — Terms of providing the
service for transfer of funds in the frame
of the faster payments system for legal
entities approved by the Bank. The FPS
Terms are published by the Bank
according to the procedure provided in
paragraph 14.7 of these Terms.

“Kontur.Diadoc” Terms and
Conditions — the terms and conditions
governing legally significant electronic
document  exchange using the
“Kontur.Diadoc” computer program, as
approved by the Bank.

Hash function — calculation algorithm®
of the control sequence for the random
electronic messages for the purpose of
evidentiary control of their entirety.

Encryption — transformation of the data
of original (public) messages in such a
way that their meaning becomes
inaccessible to anyone who does not

possess the secret of reverse
transformation®.
Decryption — reverse operation of

encryption.

4 Insa CK3U Kpunrollpo — onpenenennsiii aeiictayromum I'OCTom./ For CryptoPro ICSP — as specified in the
current GOST standards.

5 Jlns CK3U Kpunrollpo — 1npu mu(poBaHUM KCMOB3YETCS aITOPHTM KPUNTOrpadu4eckoro npeobpazoBaHus
neiicteyromero 'OCTa. / For CryptoPro ICSP — encryption uses a cryptographic transformation algorithm defined by
the applicable GOST standard.
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AuexktponHas noanuch () — nuapopmanms
B 2JIGKTPOHHOM (popMe, KoTopasi MpUcOoeTUHEHA
K JIpyroil ”HpOpMaLuu B 3IEKTPOHHON (popme
(moamuceiBaeMON HMH(POPMAIUN) WIA WHBIM
o0pa3oM cBs3aHa C TakoM WHpopmauued u
KOTOpasi UCII0JIb3YETCs JJIs ONIPEAETICHUS JIMLIA,

MOAMKUCHIBAIOIIETO nH(pOpMAIIHIO,
paccmaTpuBaemast KaK aHaJjor
COOCTBEHHOPYYHOMU MOAUCH
COOTBETCTBYIOIIETO YTOJIHOMOYEHHOTO

npeacrasutens Kimenra. B pamkax Ycenosui
ox OJIEKTPOHHOM IOAINHKCBIO IIOHUMAETCs

VYceunennas HEeKBaJIM(ULIPOBAHHAS
anekTponHas noanuchk (YHOII), Beimymennas
bankom/Y cuieHHas KBJTM(DUIIMPOBAHHAS

anektponHas noanuck (YKOII), BeimyienHas
VY nocrosepsromuM entpom 1 EVO.

DJIEKTPOHHBII JTOKYMEHT — DJJIEKTPOHHOE
coobuienue, mnoanucannoe OII, a TaKke
TTATeIKHOE TpeboBaHue, TpeOyroree

nojy4eHus akuenta KnuenTa, He noanucanHoe
OIl, u nepenannoe ogHoi u3 CTOpPOH Ipyroi
Cropone nocpenctBoM CHCTEMBI, B KOTOPOM
uH(popMalns TNpeACTaBlIeHa B AJIEKTPOHHOMN

dbopMe, paBHO3HAYHOE  JOKYMEHTY  Ha
OyMakHOM HOCHTEJIE, MIOIMTUCAHHOMY
COOCTBEHHOPYUYHOM MOJIITUCHIO
(COOCTBEHHOPYYHBIMHU TIOIITUCSIMH )
YT0THOMOYEHHBIX JIUIL Cropon u

CKPCIUICHHOMY II€YaThIO.

1. OBIME NOJOXEHUA

1.1. Hacrosime VYcCIOBHS HCIIOJIB30BAHUS

JJIEKTPOHHOW  CHUCTEMBI  JTUCTAHIIHOHHOTO
0aHKOBCKOTO  OOCIyXHBaHHsS  (Hamee —
YcnoBus) PETYIUPYIOT OTHOIIIECHUS,

BO3HHUKAIOIIKE NIPU NIpeJocTaBiIeHn baHkoM
Kimenry ycnyr /IBO, a Takke BO3HHKaroIue
B CBA3M C OTUM IIpaBa, OOS3aHHOCTH H
OTBETCTBEHHOCTh CTOPOH.

1.2. YcnoBust SIBISIOTCS TUIOBBIMU JJIST BCEX
KnuenTos u moryt ObITh npuHATH KiineHToOM
HE MHAue Kak IIyTeM I[PUCOENAMHEHUS K
VYcnoBusam B [EJIOM B MOPSIKE,
YCTaHOBJIEHHOM Y CIIOBUSIMHU.

1.3. 3akmroueHne JloroBopa JABO
OCYIIECTBIISIETCS MYTEM IPUCOEIWHEHUS
Kmmenta x  VYcnoBussM B meaoM B
COOTBETCTBUM €O cT. 428 I'paxmaHckoro

Electronic Signature (ES) - an
information in digital form, which is
attached to another digital information
(signed information) or is linked
otherwise to such an information and is
used to identify a person, who signs the
information, considered as an analogue
of the handwritten signature of the
respective Authorized Representative of
the Client. For the purposes of these
Terms Electronic Signature refers to an
Enhanced  Unqualified  Electronic
Signature (EUES) issued by the Bank /
Enhanced Qualified Electronic Signature
(EQES) issued by a Certification
Authority for the SEB.

Electronic Document — an electronic
message, which is signed with ES, as
well as a payment order which requires
the Client’s acceptance and not signed
with ES, and transmitted by one of the
Parties to the other Party via the System
presenting information in an electronic
form, and which is equivalent to a hard
copy document signed with a
handwritten  signature  (handwritten
signatures)  of  the  Authorized
Representatives of the Parties and
bearing a seal.

1. GENERAL PROVISIONS

1.1. These Terms of use of an electronic
system for remote banking services
(hereinafter referred to as the Terms)
regulate the relations arising from the
provision of RBS services by the Bank
to the Client, as well as the rights,
obligations and liability of the Parties
arising therefrom.

1.2. The Terms are standard for all
Clients and may be accepted by the
Client not otherwise than by acceding to
the Terms as a whole in accordance with
the procedure established by the Terms.
1.3. The RBS Contract shall be
concluded by means of the Client's
accession to the Terms as a whole in
accordance with Article 428 of the Civil
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konekca  Poccuiickoit denepanuu U
HpOI/I3BOl[I/ITC$I HyTeM IO CAaHUA KJII/ICHTOM
3asBIeHUS O MPUCOSTUHEHUHN K Y CIIOBUSM.

Haroit 3akmtouenust [doroopa JIbO
SBJSICTCS ~ Jara  IoAnucaHus  baHkoMm
3asBieHUsI O MPUCOCAUHEHUU K Y CIIOBUSIM C
MIPOCTaBIICHUEM Ha 3asBiaeHUN 0
MPUCOCIUHEHUH K  YCIOBUSM  TOJINUCU
VY10JTHOMOYEHHOT O JIUIIA U TleyaTH baHka.

Hamee MIOJIOXKCHUS VYcnoBui
MPUMEHSIOTCS COOTBETCTBEHHO
yctaHoBieHHoMY [lakeTy onepanmii.

1.4. banx BmpaBe otka3aTh KiueHty B
3akioueHuun Jlorosopa J15O.

bank OTKa3bIBacT

3axnmtouenun Jlorosopa J1bO:
- B ciydae, eciu bankom ot banka Poccun
nosrydeHa WHGOpMAIUs, CcoIepKamascs B
ba3e naHHBIX, KOTOpas COAEPKUT CBEICHUS,
oTHocsmuecs Kk Knuenry;

- ipu oOHapyxeHuu nHpopmanuu o Kiuenre
B PeecTpe MHOCTpaHHBIX areHTOB;

Kiuenry B

- mnpu oOHapyXeHHUH HHPopMauu o0
YHOIHOMOYEHHBIX JUIax/Y TOJTHOMOYEHHBIX
npencraButenax KimeHTa — MHOCTpaHHBIX
rpaxJaHax HWJIM JUIax 0e3 TpakAaHCTBa B
Peectpe KOHTpOIMPYEMBIX JINLI;

- B HHBIX ClIy4asX, IIPeayCMOTPEHHBIX
JNENCTBYIOINUM 3aKOHOAATEIBCTBOM
Poccniickoit denepanun.

baHK He3aMeIIMTENBHO  YBEAOMIISET
Knuenra 06 oTka3ze B 3axmoueHnu Jlorosopa
JAIbO ¢ yka3zaHWeM NpPHUYMHBI TaKOrO OTKa3a

MyTeM  HaNpaBlEHUS  COOTBETCTBYIOIIEH
nHpopManuu ¢  oQUIMATBLHOTO  ajapeca
ANEKTPOHHOU [IOYTEI

(e-mail) banka Ha oQuIMANTBEHBIA aapec
aiekTpoHHOW mouThl  (e-mail)  Kimenra,
YKa3aHHBIN B 3asBJICHUH O MPUCOCIUHEHUHN K
YcnoBusiM U (WIM) TONTYyYEHHBIH B pamKax

HCIIOJIHEHUSA bankom TpeOoBaHU
3aKOHOJIATENbCTBA O  MPOTUBOACHCTBUU
JIerajin3aniu (OTMBIBaHHIO) JIOXOJIOB,
MOJYYEHHBIX  MPECTYNHBIM  NyTEéM, H

(UHAHCHPOBAHHIO TEPPOPH3MA.

Code of the Russian Federation and
shall be made by signing by the Client
of the Application for accession to the
Terms.

The date of conclusion of the RBS
Contract is the date of signing of the
Application for accession to the Terms
by the Bank with the signature of the
Authorized Person and the Bank's seal
affixed to the Application for accession
to the Terms.

Further the provisions of the Terms shall
be applied according to the established
Package of Operations.

1.4. The Bank has the right to refuse to
conclude the RBS Contract with the
Client.

The Bank refuses to concude the
RBS Contract with the Client if:

- the Bank receives from the Bank of
Russia information contained in the
Database that contains data related
to the Client;

- upon identifying information
concerning the Client in the
Register of Foreign Agents;

- upon identifying  information
concerning the Client’s Authorized
Persons/Authorized
Representatives who are foreign
citizens or stateless persons in the
Register of Controlled Persons;

- in other cases provided for by the
applicable legislation of the
Russian Federation.

The Bank shall immediately notify
the Client about refusal to conclude the
RBS Contract with an indication of the
reason of refusal by sending respective
information from the official e-mail
address of the Bank to the official e-mail
address of the Client, indicated in the
Application for accession to the Terms
and/or provided as part of the Bank's
compliance with anti-money laundering
and counter-terrorism financing
legislation.
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1.5. Yenyrn JluctaHiimoHHOT0 OaHKOBCKOTO
o0CITy>)KUBaHUsI MpeocTaBistoTes Kinuenram
Ha ocHoBanuu [{orosopa /1bO.

1.6. UndopmannoHsubiii oOMEH B paMKax
Cucremsl OCYIIECTBIISIETCS c
UCIOob30BaHueM cetu «HTepHEeTY.

1.7. Ins obecniedeHusi KOHDUIESHITMATEHOCTH
DNEeKTPOHHOTO JOKYMEHTa NpU Iepeaade ¢
ucrnonb3oBanueMm cetu «MuTepHeT», a Takxke
Ui o0ecrieueHrs aBTOPCTBA, LIETOCTHOCTH U
MOJJIMHHOCTU DJIEKTPOHHOIO JOKYMEHTa B
Cucreme Kimentom wucnons3yercs CK3U
Kpunrollpo nnu CK3U OpenSSL, a bankom
— CK3U Kpuntollpo.

1.8. KilmenTr cormaceH ¢ TeM, YTO
HCTIOJIb30BaHKE B Cucreme CK3H1
OpenSSL/Kpunrollpo B KadecTBE CPEACTB
obOecnieueHUsT KOH(DHICHITUAILHOCTH  IPU
nepeaaye c HCITOJIb30BaHUEM ceTu
«HTEpHETY, a TaKkKe U1 AyTeHTH(PUKATUN
U 00€CIeYCHHS] aBTOPCTBA, ICJIOCTHOCTH W
MOJJIMHHOCTH ~ DJIGKTPOHHOTO  JIOKYMCHTA,

SIBJISIFOTCS JIOCTaTOYHBIMH, T.€.
00€CTeunBaOIIMMU  3alIUTy  HUHTEPECOB
Kinuenra.

1.9. KitmeHT OTKa3bIBa€TCSl OT MPEIbSIBICHUS
npereH3uil k baHky, ocCHOBaHMEM KOTOpBIX
SIBJIETCS HCIOJIb30BaHUE CK3H1
OpenSSL/CK3U Kpuntollpo B KauecTBe
CPEICTB 3alIUThl DJIEKTPOHHOTO JOKyMEHTa
OT HECaHKI[MOHUPOBAHHOTO JOCTyNa IpHU
neperaye € KCMOJNb30BAaHUEM  CETH
«MHTepHeT», a Takxke Ui obecredeHus
aBTOPCTBA M LIEJIOCTHOCTH OJIEKTPOHHOTO
JOKYMEHTA.

1.10. Cucrema  WCHONB3yeTCsS IS
oOMeHa DJEeKTPOHHBIMM JTOKYMEHTaMH B
dbopmarax, ycraHoBieHHbIX  CucTeMOil.
dopmupoBaHue DIEKTPOHHBIX JOKYMEHTOB U
00OMEH MMH OCYHIECTBIIIETCS B COOTBETCTBUH
c TpeboBanusmMu Jloxymentauuu. JlroOas
nHpopmanus, nepeaaBaemas CTopoHaMu 110
Cucteme, oOpabatsiBaercsi  CpeacTBaMu
KpunTorpaguueckoi 3amuTbl HHPOpMAaIIIH.

1.11. Bbank, oOmagas
COOTBETCTBYIOIINMHI npaBaMH,
MIPEOCTaBICHHBIMH €My B COOTBETCTBUH C
JOTOBOPOM, 3aKJIIOYEHHBIM MeX1y bankom u
000 «bCCx, npenocrasuser Kinenty npaBo

1.5. Remote Banking Services are
provided to the Clients on the basis of
the RBS Contract.

1.6. Information exchange within the
System is made through the use of the
Internet.

1.7. In order to assure confidentiality of
an Electronic Document during the
transfer through the use of the Internet,
as well as in order to assure the
authorship, the entirety and authenticity
of an Electronic Document in the
System, the Client uses CryptoPro ICSP
or OpenSSL ICSP, and the Bank uses
CryptoPro ICSP.

1.8. The Client agrees that the use of
OpenSSL ICSP or CryptoPro ICSP in
the System as means for the securing of
the confidentiality during the transfer
through the use of the Internet, as well
as to Authenticate and assure the
authorship, entirety and authenticity of
an Electronic Document, is sufficient,
1.e. assuring the protection of Client’s
interests.

1.9. The Client refuses to file claims
with the Bank, the motivation for which
is the use of the OpenSSL ICSP or
CryptoPro ICSP as products for the
protection of an Electronic Document
from unauthorized access during the
transfer through the use of the Internet,
as well as to assure the authorship and
entirety of an Electronic Document.

1.10. System is used for the
exchange of Electronic Documents in
the formats established by the System.
Formation of the Electronic Documents
and the exchange thereof is conducted in
compliance with the requirements of the
Documentation.  Any  information,
transmitted by the Parties through the
System, shall be processed by the

Information  cryptographic  security
products.
1.11. The Bank, possessing the

corresponding rights provided under the
agreement concluded between the Bank
and BSS LLC, grants the Client the right
to use the System during the validity of
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Ha Tmonk3oBanne CHCTeMOM B TEUCHHE
nevicteust  JloroBopa JIBO. IlpaBo Ha
MOJb30BAHUE TMPEIOCTABIISIETC C Y4YETOM
OTrpaHUYCHUH, MPETYCMOTPEHHBIX
3aKoHoJiaTeNbcTBOM Poccuiickoit denepannun
0 [IpaBOBOM OXpaHe nporpamm it DBM.

1.12. Ha orHomenust mexxny bankom u
Knuentom pacnpoctpansitorcst Y cinous CbIT
(KnuenT cuuTaeTcss NMPUCOCIUHHUBIIMMCS K
YcnoBusim CBII), TEKCT KOTOPBIX
OIyOJIMKOBaH B MOPSIKE, TPETyCMOTPEHHOM
n. 14.8 nacrosmux Ycnouii. bank Brpase
BHOCUTh wu3MeHenus B YcuoBus CBII B
nopsiike, ycranopjieHHoM B Y cnoBusix CBIL.

1.13. B ciyuae nporuBopeuns Y cinoBuit CBI1
yclioBusiM, u3noxeHHbIM B Jlorosope JIBO,
VYcnosusa CBII umeroT npuopurer.

1.14. CtopoHsI IIPU3HAIOT, 4TO
UCIONIb3YEeMble  BO  B3aMMOOTHOIICHUSX
MEXAY HHUMH OJEKTPOHHBIE JOKYMEHTHI,
noanucanueie DI1, B TOM uncie BIOKeHUs B
HUX, a TaKXke IUIaTeXKHOe TpeboBaHue,
TpeOyrolee noinydyeHus akuenta Knvenra, He
MOJMTMCAHHOE OIl, HMEIOT  PABHYIO
IOpUANYECKYI0 CHIy C JOKYMEHTaMu Ha

OyMa)XHOM  HOCHTENEe,  MOJIUCAaHHBIMU
COOCTBEHHOPYYHBIMU HOJIUCAMUI
YIIOITHOMOYEHHBIX JIUIY Cropon 51

CKPCIUICHHBIMU  II€YaTAMH, M  SBISIOTCA
JIOCTATOYHLEIM OCHOBAaHUEM JIJISI BEHITIOJTHCHUS
bankom omnepaumii, AEUCTBUM, a TaKXKeE VIS
coBepiieHust CTOpoHaMHU CJIENOK.

1.15. CropoHsl MIPU3HAIOT, 4TO
UCMOJb3yeMble HMMH CIIOCOOBI JIOCTaBKH,
yka3zanHbie B [Ipunoxenun Ne2 k YcnoBusm,
CpenctBa o0paboTku u XpaHEHUS
nH(pOpMaIIUK TOCTATOYHBI JIsI 00ECTICUCHHS
HaJeXHOH ©  >(QeKTuBHON paboThl 1O

npuemy, nepeaayde " XpaHEHHIO
uHpopMaluu.

1.16. ONEeKTPOHHBIN JOKYMEHT
nopoxnaaer obs3arensctBa  CTOpoH 1O

Horosopy JBO, JIBC, a Takxe HHBIM
cornameHusM Mexay bankom u KimeHtow,
SBISIETCS. 0epPTOM WIIM aKIIETITOM, €CITH OH
opopmiien  mepenaromeii  CtopoHO B
coorBerctBun ¢ JloroBopom JIbO, JIbC,
HWHBIMH CONJIAIICHUSIMU MCKAY baukom u

the RBS Contract. The right to use is
provided subject to the limitations
stipulated by the legislation of the
Russian Federation regarding the legal
protection of computer software.

1.12. The relationship between the
Bank and the Client is subject to the FPS
Terms (the client is considered as
acceded to the FPS Terms), the text of
which is published according to the
procedure provided in paragraph 14.7 of
these Terms. The Bank has the right to
amend the FPS Terms according to the
procedure established by these same
FPS Terms.

1.13. In case of contradiction of
the FPS Terms with the terms set forth
in the RBS Contract, the FPS Terms
shall prevail.

1.14. Parties acknowledge, that
the Electronic Documents, including
attachments thereto, used in their mutual
relations, which are signed with
Electronic Signatures, as well as a
payment order which requires the
Client’s acceptance and not signed with
ES, have an equal legal force to the
documents committed on paper, signed
with the handwritten signatures of the
Authorized Representatives of the
Parties and sealed with seals, form a
sufficient basis for the execution of
operations and actions by the Bank, as
well as for consummation by the Parties
of the transactions.

1.15. The Parties acknowledge
that the methods of delivery used by
them under these Terms and specified in
Annex No. 2 hereto, and the Information
Processing and Safekeeping Means are
sufficient for the assurance of a secure
and efficient work on the acceptance,
transfer and safekeeping of information.
1.16. An Electronic Document is
binding for the Parties under the RBS
Contract , BAAs, as well as other
agreements between the Bank and the
Client, and constitutes an offer or
acceptance in case if it is drawn up by
the transmitting Party in compliance
with the RBS Contract, BAAs, other
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Knuentom, JlokymeHTanuer, a  Takxe
opeproit  banmka, mommmucan DIl (3a
UCKIIIOYEHUEM  CIy4yaeB, YKa3aHHBIX B
VYcnoBusx) U meperaH  IOCPENCTBOM
Cucrembl, a npuHuMawpnied CTopoHOU
nosnyueH, u Ilpoepka OII DnexrpoHHOrO
JOKYMEHTA J1ajia MOJIOKUTEIbHBIN pe3yabTar.

ONEKTPOHHbIE JOKYMEHTbl HE MOTYT

OBITH OCTIOPEHBI WK OTpuLaThcsi CTOpoHAMU
U TPETbUMH JIMLIAMU WM OBITH IPU3HAHBI
HEJCHCTBUTEIbHBIMU ~ TOJBKO Ha  TOM
OCHOBaHMM, YTO OHU IHeperaHbl B baHk c
ucrnonb3oBaHueM CucrteMbl U crocoOoB
JIOCTaBKH.
1.17. bank wu KimweHT uCHOIB3YIOT
Cucremy nns nepenauv  DJIEKTPOHHBIX
JOKYMEHTOB JPYr JIpPYyry B HIPHOPUTETHOM
MOPAJIKE, TIPU ITOM UCHOIb30BaHNE CUCTEMBbI
HEe orpaHuuuMBaer mnpaBa KiumeHnta 1o
IIPEIOCTABIICHUIO B BaHK IJIaTeXHBIX, MHBIX
JOKYMEHTOB Ha OyMaXHOM  HOCHTEIIE.
Hactosmium CTOpOHBI COTNAIaOTCsl C TEM,
4TO B clydae MocTymieHus B bask
DneKTpOHHOro JokyMeHTa mo Cucreme u
COOTBETCTBYIOILIETO  IUIATEKHOTO, HMHOTO
JOKyMEHTa Ha  OyMaXHOM  HOCHTEJIE,
COJIEepIKaIINX UJCHTUYHbBIE YCIIOBHS
MIPOBEJIEHUSI  OlEpalMy, OCYIIECTBICHUS
COOTBETCTBYIOILIUX JEHCTBHIL, B TOM YHCIIE 110
Cuery, cuery pnemno, cyery IO BKJIaLy
(memo3uty) nubo mocTyriieHus B baHk
UJEHTUYHBIX OJEKTPOHHBIX JIOKYMEHTOB,
bank Oyner paccMaTpuBaTh KaXAbll U3
YKa3aHHbIX JTOKYMEHTOB KaK
CaMOCTOSITEJIbHBIN IJIATEKHBIN, WHOU
JOKYMEHT, WU OCYIIECTBUT BCE€ JIEUCTBUA,
HEOOXO/AUMBIE JIsi TPOBENEHHsS OIeparyH,
OCYILIECTBJIEHUS! COOTBETCTBYIOIIUX CHAEJOK,
NeicTBUi, B TOM uncie no Cuery, c4eTy J€emno,
CYETy 10 BKJIAAy (JIETIO3UTY), B COOTBETCTBUU
C KaXJbIM M3 MPEJCTaBICHHBIX/TIEPEAaHHBIX
KimmeHnToM TOKyMEHTOB.

1.18. BuyTpennue MpOLEAYPbI
ucnonb3oBanuss Knumentom Cucrtemsl U ero
BHYTPEHHUU JIOKYMEHTOOO0OPOT
yCTaHaBJINBAIOTCS Knuenrom

CaMOCTOSATCIIbHO.

agreements between the Bank and the
Client, Documentation and the Bank's
offer, is signed with an Electronic
Signature (save the cases mentioned in
these Terms) and transferred through the
System, and is received by the
Receiving Party, and if the verification
of the Electronic Signature on the
Electronic Document resulted in a
positive outcome.

Electronic Documents may not be
contested or denied by the Parties and
third parties or be declared invalid only
because they have been submitted to the
Bank using the System and methods of
delivery.

1.17. The Bank and the Client use
the System for the transfer of Electronic
Documents to each other in a priority
procedure, however the use of the
System does not limit the rights of the
Client for the provision, to the Bank, of
payment and other documents in
physical format. Hereby the Parties
agree that in case the Bank receives an
Electronic  Document  transferred
through the System and the
corresponding payment, other document
on paper, containing identical
conditions for the commission of an
operation, performance of relevant
actions, including operations on an
Account, depot-account, deposit
account or the reception by the Bank of
identical Electronic Documents, the
Bank will consider each of the specified
documents as an individual payment or
other document, and will carry out all
the actions, required for the
commissioning of an  operation,
appropriate transactions and actions,
including on the Account, depot-
account, deposit account in compliance
to each of the documents
presented/transferred by the Client.
1.18. Internal procedures for the
use of the System by the Client and its
internal documentation management are
established by the Client individually.
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1.19. CTOpOHBI TPU3HAIOT B KavyeCTBE
€IMHON IIKAJIBI BPEMEHU Ipu paboTe C
CucreMoii MecTHOE BpeMs T. MockBbI®.

1.20. Knuent yBegomieH o TOM, 4TO
uHpopmanus, nepenaBaemMas bankom
nocpenctBoM  CHUCTEMBI, HE  SABISIETCS

nHpopManuend «B peaTbHOM BpEMEHH», 3a
UCKITIOUeHHeM uH(popMaiuu 06 onepanusx B
CBIL

1.21. B memsx mpoBeneHuss bankom
uaeHTUGUKAIMK TipencTaBuTenei Kimenra,
Kimentom  mpenocraBmsitorcas B baHk
JOKYMEHTBI,  YAOCTOBEPSAIOIINE JIUYHOCTh
YHOMTHOMOYEHHBIX  JIHIl/ Y IOJTHOMOYEHHBIX
npencrasuteneil Kimenra u/ninm qOKyMeHTHI,
MOATBEPXKIAIOIINE  IPaBO  HMHOCTPAHHBIX
rpaXJaH WM JAL 0e3 TIpaxJaHCcTBa Ha
npeObiBanue (mpokuBanue B Poccuiickoit
denepanun). YkazaHHbIe JIOKYMEHTBI
MPEAOCTaBIIAOTCSA B baHK B opUrnHaie wiu B
BHJIE KOMNHUH, 3aBEPEHHBIX HOTAPUATBLHO
(moKyMeHTBI, BBIAAHHBIC KOMIICTEHTHBIMU
opraHaMyd WHOCTPAHHBIX TOCYIApCTB — IPH

yCIOBUU HX Jeranusanuu). JIOKyMEeHTHI,
YIOCTOBEPSIOIINE JTUYHOCTD
YTHOTHOMOYEHHBIX  JIHII/ Y IOJTHOMOUYEHHBIX

npencraButenei Kimenra takxe MOTyT ObITh
IIPEIOCTABIIEHBl NTOCpeAcTBOM CHCTEMBI 3a

YHOII/YKSII EWO wunum  mocpencTBom
Kouryp.Jlnanok’ 3a YKOIT EMO u Gyayr
SIBJISITHCS HaJIeKAIUM o0Opazom
3aBEPEHHBIMU KOIUSMHU YKa3aHHBIX
JIOKYMEHTOB.

Jlost VII0ITHOMOYEHHBIX
npeacrasuteneid Knuenra ¢ moasHoMoOYusMHU
«06e3  mpaBa  TMOANMHMCH»  JTIOKYMEHTHI,
YIOCTOBEPSIOIINE JUYHOCTh

YnonHoMoueHHBIX NpeacTaButeneii Knuenra
W/WIM TOKYMEHTBI, MTOATBEPKIA0IIUeE PaBO
MHOCTPAaHHBIX  TpaxJaH © Jun  0e3
TpaKJIaHCTBAa HAa TpeObIBaHNE (MMPOKHBAHUE)
B Poccuiickoit ®enepanun, Moryr ObITh
npeicTaBieHbl B baHk B KOMUSX, 3aBEPEHHBIX
ENO Knuenra.

JIOKYMEHTBHI, peJicTaBiIsieMble
KimenToM 1 cocTaBieHHbIE HA HHOCTPAHHOM
SI3BIKE, TOJKHBI COMPOBOKIATHCS TIEPEBOAOM
Ha PYCCKMH SI3bIK, 32 MCKJIIOUEHHUEM CITy4acs,

1.19. The  Parties  recognize
Moscow local time as the sole time
reference when operating the System®.
1.20. The Client is notified that the
information, transferred by the Bank
through the System is not “real time”
information, except for information on
operations performed in the FPS.

1.21. For the purpose of
identifying by the Bank the Client’s
representatives, the Client shall provide
the Bank with documents verifying the
identity of Authorized
Persons/Authorized Representatives of
the Client and/or documents confirming
the right of foreign citizens or stateless
persons to stay (reside) in the Russian
Federation. The specified documents
shall be submitted to the Bank in
original form or as notarized copies
(documents issued by competent
authorities of foreign states require
legalization). The identity documents of
the Client’s Authorized Persons/
Authorized Representatives may also be
submitted through the System using the
EUES/EQES of the Client’s SEB or
through “Kontur.Diadoc™” using the
EQES of the Client’s SEB, and shall
constitute duly certified copies of the
relevant documents.

For Authorized Representatives of
the Client “without signing authority,”
identity documents and/or documents
confirming the right of foreign citizens
or stateless persons to stay (reside) in the
Russian Federation may be submitted to
the Bank in copies, certified by the
Client’s SEB.

Documents provided by the Client
and drafted in a foreign language must
be accompanied by a Russian
translation, except as provided by the

® TTopsiok npuema u 06pabotku ruiatesxeii B pamkax CBIT onpenenen Ycnosusmu CBIL. / The procedure for
accepting and processing payments under the FPS is defined by the FPS Terms.
" Kak stoT Tepmun onpesienien B Venosusix «Kontyp.J{uanok»./ Determination of the term in the “Kontur.Diadoc”

Terms.
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YCTaHOBJIEHHBIX 3aKOHO/IaTEJIbCTBOM
Poccuiickoit  @epepaumu. IlepeBon Ha
PYCCKHIl SI3BIK JIOJDKEH OBITh 3aBEpeH B
MOPAJIIKE, YCTaHOBJIEHHOM
3aKOHOIATEILCTBOM Poccuiickoi
denepauuu.

1.22. B uensx TpPOBEpKHA IOJIHOMOYHUI
YHOMTHOMOYEHHBIX  JIMII/ Y IOJTHOMOYEHHBIX
MpECTaBUTENEN Knuenra Knuenrom

MPEIOCTABIISAIOTCS B BaHK  JOKYMEHTBI,
MOATBEPIKIAIONIUE TTOJTHOMOYHS yKa3aHHBIX
JIMI] Ha COBEpIICHHE OAHKOBCKUX OIEpanui
u/nnm CHIEJIOK, OCYILIECTBIISIEMBIX
MTOCPEJICTBOM CucreMsl B pamKax
ycraHoBieHHoro [lakera omeparuii, a Takxe
HHBIC HEOOXOUMBIE ITOJITHOMOYHSI.
VYka3aHHBIE  JOKYMEHTHI ~ MOTYT  OBITh
npeocTaBlieHbl B baHK kKak Ha OyMa)XKHOM
Hocurenne, Tak u 1o Cucreme 3a YHDII/
VYKOII EMO wmu no Konrtyp.duamok 3a
YKO3II ENO.

[Ipuy noanmucanum  3asBlIeHHWS Ha
noctyn/3asBiaeHus 00 U3MEHEHUU CBEJCHUN
ENO Kimmenra JOKYMEHTBHI,
MOJITBEPIKTALOLIHE MIOJTHOMOYHS
YnoiaHomMo4YeHHOTO TpeacTaBuTens Kinuenrta
Ha coBepllIeHne 0aHKOBCKHUX OIepaluil u/mimm
CHIEJNIOK,  OCYILIECTBIIIEMBIX  TIOCPEICTBOM
CucteMsl B paMKax yctaHoBiieHHoro [lakera
omepanuii, a TakKe WHbIE HEoOXOIUMbIe
MIOJTHOMOYHS, MOTYT HE HPEAOCTABIATHCS, B
ATOM CITy4ae MOJTHOMOYMS YKa3aHHBIX JIUI] Ha
COBEpILICHHE OaHKOBCKHMX OINEpalui W/1iIu
CHEJNIOK, OCYILIECTBIIIEMBIX  TIOCPEICTBOM
CucteMsl B paMKax ycraHoBiieHHoro [lakera
onepauuid, onpenensaores Jorosopom IO
B paMKax ycraHoBlieHHoro Ilakera onepaumii
6e3 KaKHX-1100 OTrpaHHYEHUN u
JeUCTBUTENBHBI 10 UCKIMoueHus: Kirentom
COOTBETCTBYIOIIETO YTOIHOMOYEHHOTO
NPEJCTaBUTENII U3 COCTaBa JACHCTBYIOLIMX

YIIOTHOMOYEHHBIX MIPEACTABUTENEH
Knuenra.

1.23. KnneHnT, paHee 3aKIIOYMBIIANA  C
bankom Cornamenue 00 HCIOIB30BaHUH
ANIEKTPOHHOM  CHUCTEMBI  JIUCTAHI[MOHHOTO
0aHKOBCKOTO 00CITy>)KUBaHUS, BIIpaBe

3akimounTh ¢ bankom Jlorosop JIbO myrem
nonayn B bank 3asBneHuss 00 W3MEHEHUU
Cornamrenugd. C  MOMeEHTa MOAIIHMCAHUA
bankom YKa3aHHOI'O 3asBJICHUSA

legislation of the Russian Federation.
The translation must be certified in
accordance with the legislation of the
Russian Federation.

1.22. To verify the authority of
Authorized Persons/Authorized
Representatives of the Client, the Client
shall provide the Bank with documents
confirming the authority of such persons
to carry out banking operations and/or
transactions through the System within
the established Package of Operations,
as well as any other necessary
authorizations. The mentioned
documents may be presented to the
Bank both in writing form, via the
System signed with EUES/EQES of the
SEB , and as well through
Kontur.Diadoc signed with EQES of the
SEB.

When the Access
Application/Application for change of
information bythe SEB of the Client,
documents confirming authority of the
Authorized Representative of the Client
to conduct bank operations and/or
transactions, perfomed via the System
within the established Package of
Operations, as well as other necessary
authorities may not be provided, in this
case authority of the specified persons to
conduct bank operations and/or
transactions, perfomed via the System
within the established Package of
Operations, are defined by the RBS
Contract within the established Package
of Operations without any limitations
and are valid until the Client removes
the respective Authorized
Representative from the Office of
incumbent Authorised Representatives
of the Client.

1.23. A Client who has previously
concluded an Agreement on the use of
an electronic system for remote banking
services with the Bank has the right to
enter into the RBS Contract by
submitting an Application for change of
Agreement to the Bank. From the
moment the Bank signs the specified
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COOTBETCTBYIOIIIEE COTJIallieHne (CO BCEMH
W3MCHCHUSMH W JOTOJIHCHUSMH) CUHUTACTCS
JNEUCTBYIOIMM B PEIAKIUHU  YKa3aHHOTO
3asBIICHUSA M Y CIIOBHH, a TaKXKE CUYHUTACTCS
3aKII0YeHHBIM Mexay CTopoHaMU HOBBIM
Horosopom JIBO (momep [orosopa /AbO
npucsanBaeTcs bankom, pnaroil Jlorosopa
JABO cumraercs gara noanucaHus 3asBICHUS
00 wm3menenun Cornamenus  bankow,
OTMETKH O HOMEPE U J1aTe€ COOTBETCTBYIOIIETO
JHorosopa IO npocraBistoTcss bankom mpu
MOJANMCAaHUU  3asgBIICHHS 00 HW3MEHCHHH
Cornamenus).

VYka3aHHO€ B HACTOSIIIEM ITYHKTE
3asBieHuEe nojaercs B bank Ha OymakHOM
HOcHTeNE B 2 (OBYX) DK3EMILISIpax, OJUH W3

KOTOPBIX  Mocine  noanucaHus — bankom
Bo3Bpamaercsa Kinuenry.

2. HOPAJOK HOAKJITOYEHWUA
KJIMEHTA K CUCTEME

2.1. Ins ygactusi B oOMeHe DJIeKTPOHHBIMHU

JOKYMEHTaMu Kinnent BBITTOJIHSIET
CHEeAYIOUME NEHCTBUSA:

a) Ha3HaYaeT u HaJenseT
COOTBGTCTBYIOHII/IMI/I IIOJTHOMOYUSAMHAU

YnonnomoueHHOT0 mipenctaButens Knvenra;
0) mpenocrtaBinser B bank Ha OymakHOM
HocHTene 2 (Ba) HK3EMILISpa 3alOTHEHHOTO
3asiBIICHUS O MPUCOCTUHEHUH K Y CIIOBUSIM;
B) JUIA KaXXI0T0 YTHOTHOMOYEHHOTO
npencraButenss KimeHTa mpenocTaBiisieT B
bank nHa OymaxkHoM Hocutene 2 (nBa)
9K3eMIUIsApa 3aIlOJHEHHOTO 3asBJICHHS Ha
JOCTYIl C TMPHIOKEHHEM JIOKYMEHTOB, IO
dbopme 1 cofepKaHUI0 COOTBETCTBYIOMIUX TI.
1.21, . 1.22 nacrosmux Y CIOBHM;

r) B ciaydae ucnois3oBanust YKOII ENO:

— CaMOCTOSATEIBHO M10JIy4aeT B
VYnocrosepsromeMm nentpe Cpeactso Il u
Ceptudukar xmovya nposepku YKOIII mns
ENO. IIpouenypa momyyenuss YKOII
OIIpeeIAeTCs TpeOOBaHUAMHU
Y 10CcTOBEPAIOMIETO [IEHTPA;

— mpenocraBiusier B bank  Ceprtudukar
kiroya nposepku YKOII B a5ieKTpoHHOM BUE
(Ha OTYYXJTaeMOM HOCHUTENIE WIH NyTeM

application, the relevant agreement
(with all amendments and supplements)
is considered to be in effect as amended
by the application and the Terms and is
deemed a new RBS Contract concluded
between the Parties. The RBS Contract
number is assigned by the Bank, and the
date of the RBS Contract is the date the
Bank signs the Application for change
of Agreement. The Bank marks the RBS
Contract number and date when signing
the Application for change of
Agreement.

The specified application shall be
submitted to the Bank in paper form in
2 (two) copies, one of which is returned
to the Client after being signed by the
Bank.

2. PROCEDURE FOR
CONNECTING THE CLIENT TO
THE SYSTEM

2.1. For participation in the exchange of
Electronic Documents, the Client
performs the following actions:

a) appoints and  delegates  the
respective authorities to Authorized
Representative of the Client;

b) submits to the Bank 2 (two) paper
copies of the completed Application for
accession to the Terms;

c) for each Authorized Representative
of the Client submits to the Bank 2 (two)
paper copies of the completed Access
Application with attached documents in
form and content compliant with
paragraphs 1.21, 1.22 of these Terms;

d) in the case of using the EQES of the
SEB:

— independently obtains the ES tools
and the EQES \verification key
Certificate for the SEB from the
Certification Authority. The procedure
for obtaining the EQES is determined by
the requirements of the Certification
Authority;

— provides the Bank with the EQES
verification key Certificate in electronic
form (on a portable carrier or by sending
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HalpaBJIeHUsl Ha aJpec IEKTPOHHON IMOYTHI
[lenTpa TEXHUYECKOW MOIACPKKU KIUEHTOB
dbo@efbank.ru (TONIBKO B
3aapXMBHPOBAHHOM BUJIC));

1) obecreyuBaeT HaJIMYUMEe W IPUBEICHUE
o0OpyIOBaHUs,  IpeIHA3HAUYEHHOTO IS
yctaHOBKH CHCTEMBI, B COOTBETCTBHE C
TpeOOBAHUSAMHU K alnapaTHO-IPOrpaMMHBIM
cpeactBaM, npuBeleHHbBIMU B [Ipuioxenun
Ne 1 k Yenosusm.

2.2. bank, mnocne mnpunsaTus ot Kimenra
JOKYMEHTOB, 10 (QOpMe M COAEPKAHUIO
COOTBETCTBYIOIIMX Monm. 0), B) U T) m. 2.1
HacToOsIUX  YCJIOBUH, IIPEJOCTaBIISAET
Kmmenty goctyn B CucrtemMy M BBIIOJHSET
ClleAyIoIINe AeHCTBUS:

a) perucrpupyer Kimenra B Cucreme;

0) cozmaer B Cucreme Yy4YeTHBIE 3aluCH
VYIO0JIHOMOYEHHBIX IpeICTaBUTEINCH
Kimenra;

B) nepenaer Kmmenty Bpemennsie [lapomu
st Bxoga B CHCTeMy B COOTBETCTBHHU C
3asBIIEHHEM Ha JIOCTYII,

r) B ciywae ucnonb3oBanus YKOII EMO
3arpyxkaer B CucreMy  3JIEKTPOHHBIN
Ceptudukar xmoua npoBepkun YKOII,
MOJTy4eHHbIM oT KimeHTa, U OrpaHu4mMBacT
BO3MOKHOCTB paboTs!l ¢ Kittouom D11 cpokom
neiictBust Ceptudukara Kio4a HPOBEPKHU
VYKOII, BblmaHHOrO Y I0CTOBEPSIOIIUM
LEHTPOM, TIpU  YCIOBUU  COBIAJEHUS
uHpopmauun o Kimenre, umeromeiics B
banke, ¢ wHbopmaruelt, comepkaieics B
Ceprucduxkare xiroua nposepku YKOIII,

1) TpPOCTaBIsieT OTMETKM Ha  KaXJIOM
9K3EMILIAIpE 3asiBIIEHUS HA IOCTYI U [IepeaeT
OJIMH DJK3EMIUISIP YKa3aHHOTO 3asBICHUS
Knuenty;

€) TMPOCTAaBISIET OTMETKH Ha  KaXJIOM
9K3EMILIIpE 3asiBICHUS O NPUCOEAMHEHUU K
VYcnoBusM U mepesaeT OJIWH  AK3EMIUIIP
yKa3aHHOTo 3asBieHus Knuenry;

X) KoHCynpTHUpyeT KimeHta mo Bompocam
YCTaHOBKH U dKciryaTanuu Cucremsl mocie
npoBeaeHus: KiIMEeHTOM MOAroTOBUTEIbHBIX
MEpONpPUATHHA, MepeyucieHHbx B 1. 2.1
HACTOSAIINX Y CIIOBHH.

it to the Customer Technical Support
Center email address dbo@efbank.ru
(only in archived form));

e) ensures the availability and
compliance of the equipment, required
for the installation of the System, with
the requirements for hardware and
software stipulated in Annex No. 1 to
the Terms.

2.2. The Bank, upon receiving from the
Client the documents corresponding in
form and content to subparagraphs b),
c), and d) of paragraph 2.1 of these
Terms, grants the Client access to the
System and performs the following
actions:

a) registers the Client in the System;
b) creates System accounts for the
Authorized Representatives of the
Client;

c) provides the Client with Temporary
Passwords to access the System in
accordance with the Access
Application;

d) in the case of using the EQES of the
SEB uploads the EQES verification key
Certificate received from the Client into
the System and restricts the use of the
ES Key to the validity period of the
EQES verification key Certificate
issued by the Certification Authority,
provided that the information about the
Client that the Bank has matches the
details in the EQES verification key
Certificate;

e) marks each copy of the Access
Application and returns one signed copy
to the Client;

f) marks each copy of the Application
for accession to the Terms and returns
one signed copy to the Client;

g) provides consultations to the Client
on the System installation and operation
after the Client has completed the
preparatory  measures  listed in
paragraph 2.1 of these Terms.



mailto:dbo@efbank.ru
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2.3. Kiment mocne monydeHus oT banka
Bpemennoro I1apoiist BBIIIOJIHAET ClIEyIOLIUE
IEUCTBUSL.

a) B chydae ucnoiabzoBanus Y HOIL:

— apropusyercss B CucremMe C IOMOIIbIO
Jloruna u Bpemennoro I[Tapons;

— ¢dopmupyer Kiroun u 3anuchIBaeT X Ha
ceori Hocurens ¢ Kiarouamu;

— co3zgaet 1 HanpasiseT B bank nmo Cucreme
AJIEKTPOHHBIA  3ampoc  Ha  CO3/aHUE
Ceprudukara xitoya nposepku JlI;

— mpenocrasiisieT B baHk mo kaxaomy H3
YnonHoMo4YeHHBIX IIpeacraBuTene Knuenra
AKT  1npu3HaHuA,  pacledyaTaHHbIi W3

Cucrembl, B 2 (OByX) 9SK3eMIUIIpax,
HOAIUCAHHBIN COOCTBEHHOPYYHBIMH
MOAIUCAMU YII0IHOMOYEHHOT O Iuna
Knnenra u COOTBETCTBYIOIIETO

YnonaomoueHHOro npeacrasures Knvenra;
0) B cayvae ucnoib3oBanus YKIIT EMO:

— apropusyercss B Cucreme C IOMOIIbIO
Jloruna u Bpemennoro I1apomns;

— MEHJET Bpemennslii ITapous,
nosty4eHHsI ot banka, Ha coii [Iaposns.

2.4. bauk (B ciydae ucronb3oBanus Y HOII)
nocjae MpoBepKH MoiydeHHoro or Kimenra
HaJIeKaIM 00pa3oM opopMIIEHHOTO AKTa
OpU3HaHus B 2 (OBYX) DK3eMIUIIpax
BBITIOJTHSET CIIEYIOIINE ICHCTBHS

— B TeueHue 2 (qByx) Paboumx nHei ¢ naTel
npueMa AKTa npu3HaHus akTuBHpyeT Kirou
npoBepku DIl Ha OCHOBaHWH AJIEKTPOHHOTO
3anpoca Knuenta Ha co3nanue Ceprudukara
KJ1ro4a nposepku OlT;

— TMPOCTaBISET OTMETKY O JaTe Hadajla U
OKOHYaHMs cpoka Jercteus Kirroua npoBepku
OIl Ha KaXXJIOM SK3EMIUIAPE MPUHATOTO OT
Knuenta Axra mnpusHaHus W 1HepenaeT
KinenTy oiMH SK3eMIUISAp YKa3aHHOIO aKTa.

2.5. Kmmenr (B cioy4ae WCIONB30BaHUS
YHDII) nocne aktuBanuu bankom B Cucreme
Kntoua mpoepku DIl ocymiecTBiser
CIEAYIONIUE NEUCTBUS:

2.3. After receiving the Temporary
Password from the Bank, the Client
performs the following actions:

a) in the case of using the EUES:

— logs into the System using the Login
and Temporary Password;

— generates Keys and records them
onto the Client's Carrier with the Keys;
— creates and sends to the Bank via the
System the electronic Request for the
creation of the ES verification key
Certificate;

— submits to the Bank for each of the
Authorized Representatives of the
Client the Act of acknowledgement
printed out from the System, in 2 (two)
copies, bearing handwritten signatures
of the authorized person of the Client
and of the corresponding Authorized
Representative of the Client;

b) in the case of using the EQES of the
SEB:

— logs into the System using the Login
and Temporary Password;

— changes the Temporary Password
received from the Bank to their own
Password.

2.4. The Bank, in the case of using the
EUES, after verifying the properly
executed Act of acknowledgement
provided by the Client in 2 (two) copies,
performs the following actions:

— within 2 (two) Business Days of the
Bank from the date of the acceptance of
the Act of acknowledgement activates
the ES verification Key on the basis of
the Client's electronic Request for
creation of the ES verification key
Certificate;

— makes a note on the date of the
commencement and completion of the
ES verification Key validity period on
each copy of the Act of
acknowledgement of the ES verification
key and delivers to the Client one copy
of the said act.

2.5. The Client, in the case of using the
EUES, after activation of the ES
verification Key by the Bank in the
System, performs the following actions:
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— aBropusyercs B CuCTEME C IIOMOIIbIO
Jloruna u Bpemennoro I[Tapos;

—  MEHSeT Bpemennbiii [Tapo:s,
nosty4eHHsli ot banka, Ha coii [Iaposns.

2.6. [Ipouiecc  monxnmroueHnust Knuenra
Cucreme cunTaeTcs 3aBEPIICHHBIM:

a) B cnydae wucnonb3zoBanus YHOIII — c
MoMeHTa akTuBauuu bankom B Cucreme
IIEPBOro Kinroua MIPOBEPKHU oIl
YnonnomoueHHoro npezacrasurens Kiuenra
u3 umetomterocs y Knuenrta nadopa Kirouei,
BBIMYIICHHBIX BaHKOM OJHOMY/HECKOJIBKUM
Y10JIHOMOYEHHBIM MPEJICTaBUTEISM
Kiuenra;

0) B ciyuae ucnonb3oBanus YKOIIT EMO —c¢
MoMeHTa 3arpy3ku bankom B Cucremy
AJIEKTPOHHOTO Ceprudukara KJIF04ya
nposepku YKOIII st EMO, nonyyenHoro ot
Knuenra.

3. IOPAJIOK IJIAHOBOW CMEHBI
KJAIOUEN W MNPEJOCTABJEHUS

— logs into the System using the Login
and Temporary Password;

— changes the Temporary Password
received from the Bank to their own
Password.

2.6. The process of connecting the
Client to the System is considered
complete:

a) inthe case of using the EUES — from
the moment the Bank activates the first
ES verification Key of the Authorized
Representative of the Client in the
System, from the set of Keys issued by
the Bank to one or more of the
Authorized Representative of the Client;
b) in the case of using the EQES of the
SEB — from the moment the Bank
uploads into the System the EQES
verification key Certificate for the SEB,
received from the Client.

3. PROCEDURE FOR PLANNED
CHANGE OF KEYS AND

IHPABA JOCTYIHA B CHUCTEMY

GRANTING THER RIGHT OF

YIHOJHOMOYEHHOMY
HPEACTABUTEJIIO KJIMEHTA

3.1. IliranoBas CMEeHa Kiroueit
OCYUIECTBJISIETCS B CBSI3U C UCTEUEHUEM CPOKA
ux neictBud. [Tpu [lmanoBoii cmene Kiroueit
CTOpoHBI ~ OCYHIECTBJISIIOT  CIEAYIOIINE
JICACTBUA:

3.1.1. Kinuenr:

a) B chydae ucnoiab3oBanus Y HOII:

— ¢opmupyetr B Cucreme HOBBIe Kitoun u
3anuceiBaeT UX Ha cBoM Hocurens c
Ktouamu;

— co3maer W HampaBiaseT B baHk
3JIEKTPOHHBIA 3alpoc Ha CO3AaHUE HOBOTO
Ceptuduxkara xiroua nposepku IlI;

— nmpenoctaBisieT B baHk Ha OymMaxHOM
HocuTelne AKT mpu3HaHus B 2 (OBYX)
IK3EMILISIpax;

0) B cimydae ucnonb3zoBanus YKOII ENMO
CaMOCTOSITEITLHO MOTy4YaeT B
VY nocrosepsroeM LEHTpE HOBBII
Ceprudukar xmoua mpoBepku YKIII s
ENO u nepenaer ero B bank B 371eKTPOHHOM
BUJE (Ha OTYYKTAEMOM HOCHUTENE, IyTeM

ACCESSTO THE SYSTEM TO
THE AUTHORIZED
REPRESENTATIVE OF THE
CLIENT

3.1. The Planned change of Keys is
performed when the Keys expire.
During the Planned change of Keys, the
Parties perform the following actions:

3.1.1. Client:

a) in the case of using the EUES:

— generates new Keys in the System
and records them onto their Carrier with
the Keys;

— creates and submits to the Bank an
electronic Request for the creation of a
new ES verification Key Certificate;

— submits to the Bank 2 (two) paper
copies of the Act of acknowledgement;

b) in the case of using the EQES of the
SEB independently obtains a new EQES
verification key Certificate for the SEB
from the Certification Authority and
submits it to the Bank in electronic form
(on a portable carrier or via the
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Hanpasienuss o  Cucreme/Ha  aapec
3JIEKTPOHHOW mouThl LleHTpa TexHHuYecKou
OIIEPIKKH KJIMEHTOB dbo@efbank.ru

System/by email to the Customer
Technical Support  Center at
dbo@efbank.ru (only in archived

(TombKO B 3aapXMBUPOBAHHOM  BHJE)).
[Ipouenypa nonyuenust YKOIII onpenensiercs
TpeOOBaHUSAMH Y JOCTOBEPSIIOIIETO IEHTPA.
3.1.2. bank:

a) B ciydae ucrosiabs3oBanus Y HOII:

— B reuenue 2 (1Byx) Pabouunx aHE# ¢ 1aThl
nonydyeHuss ot Kiumenta  Haamexamum
o0pa3om 0pOpMICHHOTO AKTa MPU3HAHUS B 2
(mByx) »SK3eMIUIIpaX aKTUBUPYET HOBBIN
Kmou mpoepku Ol  Ha  ocHOBaHUU
anekTpoHHoro 3anpoca Knnenra Ha co3nanue
Ceptuduxkara xiroua nposepku JlI;

— TPOCTaBISIET OTMETKY O Jare Hayaja u
OKOHYaHUS cpoka aerictBusa Kiroua mpoBepku
OIl Ha KaXIOM DK3EMIUIIPE MPUHSATOTO OT
Knuenta AxTta mnpusHaHus U 1epenaer
KimmenTy oJIMH 3K3eMILISp YKa3aHHOTO aKTa,

6) B ciydae ucnoas3zoBanus YKOIII EMO
3arpyxaetr B CucTeMy HOBBIM AJIEKTPOHHBIN
Ceptudukar xmoua npoBepkun YKOII,
MOJTy4eHHBIM oT KimeHTa, U OrpaHu4mMBacT
BO3MOKHOCTB paboTs! ¢ Kittouom D11 cpokom
neicteust  HoBoro Ceprudukara KiIro4a
MIPOBEPKHU YKOII, BBIJJAHHOT'O
Y aocToBepsAOmUM IIEHTPOM, MpPH YCIOBUU
COBIAJICHUs HH(popManuu, uMeleiics B
banke, ¢ wHbopmarument, comepkameics B
Ceprtudukare xitoya nposepku YKOIII.

3.2. lna mpenocTaBieHUs MpaBa JOCTyIHa B
Cucremy  HOBOMYy  YIIOJIHOMOYEHHOMY
npencraButento  CTOPOHBI  COBEPLIAIOT
JEMCTBYS, IEPEYUCIEHHBIE B MOAIL. B), T) II.
2.1, moam. 6) — x) m. 2.2, m. 23 — m .25
HACTOSAIUX YCIOBUM, IIPU 3TOM HOBBIN
Ceptudukar xmoua npoBepku YKIII nns
ENO, ITOJIyYEHHBIN Knuentom B
YaocToBepsromeM EHTPe, TaKKe MOXKET

form)). The procedure for obtaining the
EQES is determined by the Certification
Authority’s requirements.

3.1.2. The Bank:

a) in the case of using the EUES:

— activates a new ES verification Key
based on the Client's electronic Request
for the creation of the ES verification
key Certificate within 2 (two) Business
Days from the date of the receipt from
the Client of 2 (copies) of the duly
executed Act of acknowledgement;

— makes a note on the date of the
commencement and completion of the
ES verification Key validity period on
each copy of the Act of
acknowledgement accepted from the
Client and gives one copy of the said act
to the Client;

b) in the case of using the EQES of the
SEB uploads the new EQES verification
key Certificate received from the Client
into the System and restricts the use of
the ES Key to the validity period of the
new EQES verification key Certificate
issued by the Certification Authority,
provided that the information that the
Bank has matches the details in the
EQES verification key Certificate.

3.2. To grant access to the System to a
new Authorized Representative, the
Parties shall perform the actions listed in
subparagraphs ¢) and d) of paragraph
2.1, subparagraphs b) — e) of paragraph
2.2, and paragraph 2.3 — 2.5 of these
Terms. Additionally, the new EQES
verification key Certificate for the SEB,
obtained by the Client from the

ObiTh mepenadn B baHk  mocpeacTBoM Certification Authority, may also be

Cucremsl. submitted to the Bank through the
System.

4. IIOPAIOK BHECEHUS 4. PROCEDURE FOR

W3MEHEHUH _B__JIOTOBOP__ IO/ AMENDING THE RBS

CBEJIEHUS Ob CONTRACT/INFORMATION

YINOJHOMOYEHHbBIX ABOUT AUTHORIZED

HPEJACTABUTEJIAX

REPRESENTATIVES
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4,1. B wunemax BHeceHHS W3MEHEHUH B
ycioBust Jlorosopa JIBO, Knuent, mo mepe
BHECEHHUS COOTBETCTBYIOIIMX H3MEHEHUH,
HE3aMEeUIUTEIIFHO TpelacTaBisier B baHk
JOKYMEHTBHI, MOITBEP K IAIOLIHE
COOTBETCTBYIOIIME M3MCHCHHUSI, U 3asBIICHUE
o BHeceHuun usmeHenuit B Jlorosop [IBO,
dbopma KOTOPOTO pasMelnieHa Ha
ounmansHoM caiite banka.

B nenax BHeceHUsT U3MCEHEHUH B
CBE/ICHUS 00 YTIOTHOMOYEHHBIX
npeacraBuTensax, KiueHt, mo mepe BHeCEHUS
COOTBETCTBYIOIINX U3MCHEHUH,
He3aMeUINTENIbHO TpencTaBisier B baHk
JOKYMEHTBI, MTOITBEP K TAOTITHE
COOTBETCTBYIOIIME W3MEHEHUS] U 3asBIICHUE
00 HM3MEHEHHH CBeIeHUH, (opMa KOTOPOTO
pa3MenieHa Ha opuIHansHOM caiiTe baHka.

Cnyyaun mnpenoctaBieHus KiueHTtom
BBIIICYKA3aHHBIX 3asBICHUI yCTaHOBJIECHBI
JAHHBIMHU JJOKYMEHTAMH.

4.2. 3asBliecHNEe O BHECCHHMHM HW3MCHCHUU B
JHoroop [IbO/3asBnenne 00 HU3MEHECHUH
CBEJIECHUU MOXET OBITh MpecTaBieHo B bank
B 2 (#BYX) OSK3eMIUIsipax Ha OyMaXHOM
HocuTee win HampasiaeHo o Cucreme 3a D11
VYnonHomoueHHOro npeacraBurens Kiouenra
(mpu HAIUYUK y HETO COOTBETCTBYIOIIUX
MOJTHOMOYHH).

B cnyuyae wusmenenus TteneoOHHOTO
Homepa  Kunumenra,  KomoBoro  cnosa,
3asiBlIeHHE O BHECEHUH U3MeHeHu B Jlorosop
JABbO mnpenocraBnsiercs Knuentom B bank
TONBKO Ha OymakHoM HocuTene. Bo Bcex
OCTAJIbHBIX ClIy4asiX 3asiBIICHHUE O BHECEHUHU
n3menenut B Jlorosop JbO/3asBnenue o6
W3MEHEHUU  CBEACHMA  MOXKET  OBITh
HarpaBiieHO B bank nocpenctBom CUCTEMBI B
BHUJI€ BJIOKEHUS B DJIEKTPOHHBIM JOKYMEHT
«[Tucemo B Gank» B Qopmare Word wnu B
BUJIE CKAaHMPOBAHHOTO 00pasa 3asBlIeHUS O
BHECEHUU N3MEHEHUHN B Horosop
J1bO/3asBnenus 00 U3MEHEHUU CBEJICHUI Ha
OymaxHoM Hocutene, mnpu 3tom OIl B
DnexTpoHHOM JoKymeHTe «lluchbmMo B GaHK»
W TOANMHCh B CKAaHUPOBAHHOM 00paze
3asBlIEeHUS O BHECEHUMUM U3MEHEHHHl B
Joroop J1bO/3asBnenuss o0 uU3MEHEHUH
CBEJICHUI Ha OyMa)XKHOM HOCHUTEIE IOJKHBI
MPUHAJICKATh OJAHOMY YIIOJIHOMOUYEHHOMY
npencrasutento Knuenra.

4.1.To amend the terms of the RBS
Contract, the Client, as corresponding
amendments  are made, shall
immediately submit to the Bank the
documents confirming the respective
changes and an Application for
amendments to the RBS Contract, the
form of which is available on the Bank's
official website.

To change information about the
Authorized Representatives, the Client,
as corresponding changes are made,
shall immediately submit to the Bank
the  documents confirming  the
respective changes and an Application
for change of information, the form of
which is available on the Bank's official
website.

The cases in which the Client is
required to submit the aforementioned
applications are established by these
documents.
4.2.The Application for Amendments to
the RBS Contract/Application for
change of information may be submitted
to the Bank in two (2) paper copies or
sent through the System with the ES of
the Authorized Representative of the
Client (provided they have the necessary
authority).

In the case of changing the Client’s
phone number, Memorable Word, the
Application for amendments to the RBS
Contract must be submitted in paper
form only. In all other cases, the
Application for amendments to the RBS
Contract/Application for change of
information may be sent to the Bank via
the System as an attachment to the
Electronic Document “Letter to the
Bank” in Word format or as a scanned
image of the Application for
amendments to the RBS
Contract/Application for change of
information on paper. In this case, the
ES in the Electronic Document “Letter
to the Bank™ and the signature on the
scanned image of the Application for
amendments to the RBS
Contract/Application for change of
information must belong to the same
Authorized Representative of the Client.
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Jatoit BHeceHust u3MeHeHuit B JloroBop
JABbO cuurtaercs nmara moamucaHuss baHkom
3asBJCHUST O BHECEHWHM M3MEHEHUU B
Jorosop HABO ¢ mnpocraBieHneM Ha HEM
MOJIMUCH YTIOJTHOMOYEHHOTO JIMIAa U Me4YaTh
banka/nanpasienuss bankom mno Cucreme
nuceMa o MpuHATHM (akuenrte) bankom
3asBJCHUST O BHECEHWHM M3MEHEHUU B
Horosop ABO.

B caydae moctyrmuieHus 3asBieHHS O
BHECEHUHU W3MEHECHUI B Horosop
JbO/3asBnenus 00 M3MEHEHUU CBCACHUN B
bank mocpeactBom  Cucrembl B BUIE
BJIO)KEHUSI B DJIEKTPOHHBIM JOKyMEHT baHk
OCYIIECTBJISIET CIEAYIOIINE JECHCTBUS:

— MpU  TIOJOXKUTEIBHOM  pEUIEHUH O
MIPUHATHA YKa3aHHBIX 3asBJICHUI
npocrasisier B Cucreme craryc «llucemo B
OaHK» «O6paboTtan» c yKa3zaHUueM
uHpOpMalMM O TPUHATHH  yKa3aHHBIX
3a4BJICHUN M JaT€ WX MNPUHITHS, a TaKXKe
HampaBisgeT KineHTy (B kadecTBe akIlenTa)
no Cucreme MUCHbMO O MPUHATHU 3asiBICHUS
0 BHeceHuu uzmenenuii B Jlorosop JIbO;

— Npu  OTPULATEIBHOM  pEUIEHUU O
MIPUHATUA YKa3aHHBIX 3asBJICHUI
npocrtaBisieT B Cucreme craryc «llucema B
0aHk» «OTKa3aHO» C yKa3aHWEM TNPUYHHBI
OTKa3a.

4.3. B cydae u3MeHeHHs (aMWIHH, HUMCHU,
oTyecTBa (MPH HATUYUK) YTIOJTHOMOYEHHOTO
npeacrasutens Knuenra, KnueHnrt cosepiiaer
BCE JICUCTBUS, MpeAYyCMOTPEHHbBIE
Ycnosusmu JUTS MIPEAOCTABIICHUS
YOTHOMOYEHHOMY MPEICTABUTENO0 IIpaBa
nocrymna B Cucremy, u penocTasiseT B bank
3asBieHHe 00 W3MECHCHHUM CBEJICHHH, B
KOTOPOM yKa3bIBaeT MPEXKHIOW (hamiimro,

UM  WIA  OT4YeCTBO  (NPH  HAJIUYUH)
COOTBETCTBYIOLIETO Y10JITHOMOYEHHOTO
MIpeICTaBUTES.

bank Ha ocHOBaHuH IMOJIYUYCHHBIX
JOKYMEHTOB H 3asBIEHUS 00 W3MEHEHUU
CBEJCHUN:
— co3gaer B CuHcTeME HOBYIO YYETHYIO
3anuch YTOJIHOMOYEHHOTO TMPEICTaBUTENs

The date on which amendments to
the RBS Contract take effect shall be
considered the date on which the Bank
signs the Application for amendments to
the RBS Contract with the signature of
the Bank’s Authorized Person and the
Bank’s seal or the date the Bank sends a
letter via the System acknowledging
acceptance (approval)  of  the
Application for amendments to the RBS
Contract.

When the  Application  for
amendments to the RBS
Contract/Application for change of
information is submitted to the Bank
through the System as an attachment to
an Electronic Document, the Bank
performs the following actions:

— inthe case of a positive decision, the
System status of the “Letter to the
Bank” is updated to “Processed” with
information on the acceptance of the
application and the date of acceptance.
The Bank also sends the Client a letter
through the  System  confirming
acceptance of the Application for
amendments to the RBS Contract.

— in case of a negative decision
regarding the acceptance of the
specified statements, sets the status in
the System as «Letters to the Bank»
«Rejected» with an indication of the
reason for the rejection.

4.3. In the event of a change in the
surname, first name, or patronymic (if
applicable) of the  Authorized
Representative of the Client, the Client
performs all actions stipulated by the
Terms to grant the Authorized
Representative rights of access to the
System, and submits to the Bank an
Application for change of information,
indicating the previous surname, first
name, or patronymic (if applicable) of
the respective Authorized
Representative.

The Bank, based on the received
documents and the Application for
change of information:

— creates a new account in the System
for the Authorized Representative of the
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Knuenra, B KOTOpOH yKa3bIBAE€T €r0 HOBYIO
(baMUIHIO, Ml WJIH OTYECTBO (TIPU HATTUYHH);

—  OCYILECTBJISIET BCE JICUCTBUA,
MIPEAYCMOTPEHHBIE VYcnosusimu JUTSL
IIPENOCTABIICHUS YNOJIHOMOYEHHOMY

MpeJICTaBUTEINIO MpaBa aocTymna B Cucremy;

— anHynupyeT B CucTteMe y4eTHYIO 3alHcCh
VYnonHomoueHHoro npeacrasurens Kinuenra
¢ mpexHell damunuel, UMEHEM, OTYECTBOM

(mpu HaJIUYUH) u OJoKUpyeT
coorBercTByrommii  Ceprudukar  kiroya
nposepku OII.

B ciydae W3MEHEHUs WHBIX IaHHBIX
YnomHomo4ueHHOTO npeacraButens Kiumenra,
Kiment npenocrasiser B bank Haanexanmm
00pa30oM 3aBEpPCHHBIC KOITUH JOKYMEHTOB, 110
dbopMe U COAEPIKAHUIO COOTBETCTBYIOIIMX
m.1.21 Hacrosmmx YciaoBui, ©u  AKT
npu3HaHus B 2 (ABYX) 2K3eMIUIsIpax (B ciyyae
ucnonbs3oBanus YHOII), npu aToM co3nanue
HoBoro Komruiekra Kitoueli He TpeGyeTcs.

4.4. B cnyyae mpeKpamieHus MOJHOMOYHI
YT0THOMOYEHHOTO MPEACTABUTENS, & TAKKE
NPy U3MEHEHHH €ero (pamminu, UMEHU WIIN
oTyecTBa (MpPU HAIWYMM), HAIpPaBICHUE
3asiBreHus 00 U3MEHEHUHU CBEACHUI 03HAaYaeT
TpeboBanue KimeHta mpekpaTUTh NMpUEM U
HCIIOJTHEHUE JOOBIX ONEKTPOHHBIX
JIOKYMEHTOB, MOAMMCAaHHBIX oI,
chopMUpOBaHHOM ¢ ucnoib3oBanueM Kiroua
oIl TaKkoro YII0JIHOMOYEHHOT O
MpEeACTaBUTENS.

4.5. B cnydyae u3MEHEHHUS] HAUMEHOBAHUS U
OpraHHU3aIOHHO-TIPaBOBOM (hopmbl KineHT:

- Ipu HCITOJIb30BAaHNN YHOITI:
¢dbopmupyer B Cucreme 3ampoc Ha CO3JaHUE
Ceptudukara kmoya npoepku OlIl, npu
9TOM  CAMOCTOATEIBHO  HM3MEHSET  CBOE
HauMEHOBaHHE/OpPraHn3allOHHO-TIPaBOBYIO
¢dopmy B Cucreme, u HampasisieT ero B bank
B DJIGKTPOHHOM BHI€ TocpeicTBOM CUCTEMBI,
a TaKke NMpeaocTaBiseT B bank Ha OyMaxxHOM
HocuTene AKT Tmpu3HaHus B 2 (ABYX)
IK3EMILISApAX;

— npu wucnoaszoBanuun YKOIII EUO:
CaMOCTOSTEIILHO IOJIy4aeT B
VYnocroepsromem — nentpe  CepTuduxar
kiroya nposepku YKOIT st EMO ¢ HOBBIM

Client, indicating their new surname,
first name, or patronymic (if any);

— performs all actions stipulated by
the Terms to grant the Authorized
Representative the right of access to the
System;

— cancels in the System the account of
the Authorized Representative of the
Client with the previous surname, first
name, patronymic (if any) and blocks
the corresponding ES verification key
Certificate.

In the event of changes to other
information about the Authorized
Representative of the Client, the Client
provides the Bank with duly certified
copies of documents, in form and
content corresponding to paragraph 1.21
of these Terms, and an Act of
acknowledgement in 2 (two) copies (in
case of using the EUES), while the
creation of a new Set of Keys is not
required.

4.4. In the event of the termination of
the powers of the Authorized
Representative, as well as in the case of
a change in their surname, first name, or
patronymic (if any), the submission of
an  Application for change of
information  signifies the Client's
demand to cease the acceptance and
execution of any Electronic Documents
signed with an ES Key generated using
the ES Key of such an Authorized
Representative.

4.5. In the event of a change in the name
and organizational-legal form of the
Client:

— when using the EUES: generates a
Request for the creation of the ES
verification key Certificate in the
System, independently changes its
name/organizational-legal form in the
System, and sends it to the Bank
electronically via the System, as well as
provides the Bank with the Act of
acknowledgement in 2 (two) copies on
paper,

— when using the EQES of the SEB:
independently  obtains the EQES
verification key Certificate for the SEB
with the new name/legal form of the
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HaMEHOBaHHMEM/ OpTaHU3aLMOHHO-ITPABOBOM
¢dopmoit Kimenrta u nepenaer ero B bank B
IEKTPOHHOM  BuAe (Ha  OTUYXAAeMOM
HOCUTEIIE, IIyTeM  HAOpaBJICHUSA 110
Cucrteme/Ha azapec HJIEKTPOHHOH MOYTHI
IlenTpa TEXHUYECKOW MOIACPKKU KIMEHTOB

dbo@efbank.ru (TOJIBKO B
32apXUBHPOBAHHOM BHUJIE)).
46. B ciydae CMEHBI CpencrtBa

Kpunrtorpaguueckoi 3amuTsel uHGOPMaUU
bank Ha OCHOBaHHMM IIOJY4YEHHOTO OT
Kinenra 3asBiieHHs] O BHECEHUU U3MEHEHUI
B Jorosop JBO wusmenser B Cucreme
CpenctBo  kpuntorpaduueckoil  3alIuThI
nHpopmanuu, rnocie yero Kinuenr (B ciydae
ucrionb3oBanus  YHOII) OCYILLECTBIIAET
JNEUCTBUS MO CO3/IaHUI0 YTIOJTHOMOYEHHOMY
npeacraBuTento HoBoro Kitoua mposepku D11
C  HCHOJIb30BAaHUEM  COOTBETCTBYIOLIETO
CpenctBa  kpuntorpauyeckol  3aluThl
uHbopManuu u npenocraBiseT B baHk AKT
npu3HaHus B 2 (ABYX) OK3eMIUISIpax B
COOTBETCTBHUHM C noar. a) n. 3.1.1 Hacrosmux
VYcnosuil.

[Tocne momyuenuss or Knumenrta Akrta
npusHaHus baHK oOCyllecTBiseT AENCTBHS,
yKa3zaHHble B moamn. a) m. 3.1.2 HacTosmmx
Ycnosuit.

B ciy4ae HEO0OXOUMOCTH
HCITOJIb30BAHUS B Cucreme  YKOII,
BBITYIIICHHOW Y IOCTOBEPSIIOIIUM LIEHTPOM
st EMO, KiueHT OJHOBpEMEHHO C
3asBIEHWEM O BHECEHHH W3MEHEHHH B
Horosop [JIBO mnpenocraBnsier B baHk
Ceptuduxar kmoya nposepku Y KOIT EMO B
JNEKTPOHHOM  BHIE (Ha  OTYYXKIaeMOM
HOCHTETIE, nyTeM HampaBJeHUs  TI0
Cucteme/Ha azapec HIEKTPOHHOH MOYTHI
[lenTpa TEXHUYECKOW MOIJECPKKH KIMEHTOB
dbo@efbank.ru (TOMBKO B
3aapXUBUPOBAHHOM BHU/IE)).

4.7. B cinyuae ucnonb3oBaHusi B Cucreme
VYKOII, BpimynieHHON Y I0CTOBEPSAIOMIMM
uentpom mina EMO, Bmecto YHOII, panee
BeimymieHHOM bankom nns EMO, Kiment
npeAocraBnsger B baHK  mHUCBMO B
MpOW3BOJBLHOW  ¢opMe Ha  OyMaKHOM
HOCHUTENE WIH MocpeacTBoM CHUCTEMBI C
MIPUIIOKEHUEM Ceptudukara KJIF04a
npoepku YKOII EMO B snekTpoHHOM BUJE

Client from the Certification Authority
and submits it to the Bank in electronic
form (on a portable carrier, by sending it
via the System/to the email address of
the Customer Technical Support Center
dbo@efbank.ru (only in archived
form)).

4.6. In the event of a change in the
Information  cryptographic  security
product, the Bank, based on the
Application for amendments to the RBS
Contract received from the Client,
modifies the Information cryptographic
security product in the System.
Subsequently, the Client (in the case of
using the EUES) performs actions to
create a new ES verification Key for the
Authorized Representative using the
appropriate Information cryptographic
security product and provides the Bank
with the Act of acknowledgement in 2
(two) copies in accordance with
subparagraph a) of paragraph 3.1.1 of
these Terms.

After receiving the Act of
acknowledgement from the Client, the
Bank performs the actions specified in
subparagraph a) of paragraph 3.1.2 of
these Terms.

In case of the necessity to use the
EQES issued by the Certification
Authority for the SEB in the System, the
Client  simultaneously — with  the
Application for amendments to the RBS
Contract provides the Bank with the
EQES verification key Certificate of the
SEB in electronic form (on a portable
carrier, by sending it through the
System/to the email address of the
Customer Technical Support Center
dbo@efbank.ru (only in archived
form)).

4.7. In case the EQES issued by the
Certification Authority for the SEB is
used in the System instead of the EUES
previously issued by the Bank for the
SEB, the Client provides the Bank with
a letter in free form on paper or via the
System, attaching the EQES verification
key Certificate of the SEB in electronic
form (on a portable carrier, by sending it
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(Ha  OTYyXJaeMOM  HOCHUTEE, IyTeM
Hanpasienuss 1o  Cucreme/Ha  aapec
AJIEKTPOHHOW mouThl LleHTpa TexHUYECKOM
nogaepkku  kimeHtoB  dbo@efbank.ru
(TOJBKO B 3aapXHWBUPOBAHHOM BH/IE)).

bank Ha oOCHOBaHMM TMOIYYEHHOTO
nucbma Knuenra:
— 3arpyxaer B Cucremy Ceprudukar
kimoua nposepku YKIIT EMO, nonyyenHbrit
ot Kimenra;
— Onokupyer B Cucreme CepTtudukar
kioua nposepku  YHOIII, BeimymieHHbIH
Bankom mist EMO.
4.8. B ciydae Beimycka banxom YHDII mns
ENO BMecTto paHee HCHOJIb30BaBLICHCS B
Cucreme YKOII, BBITYIICHHON
VYnocrosepsatomum  neHtpom s EMO,
Knuent npenocraBiser B baHk mucbmMo B
Mpou3BOJBHOM  (opmMe Ha  OyMakHOM
HOCHUTEJE WK ocpeicTBOM CUCTEMBI.

bank Ha OCHOBaHMHM TMOJYYEHHOIO
nucbma Knuenra:
— mpom3BoguT B CucTeMe HACTpOMKH,
no3Boysiome  KimeHTy — ocyliecTBUTH
coznanue Kiroua nposepku YHOIII nna ENO;
— Onokupyer B Cucreme Ceprudukar
kiroua nposepku  YKOII,  BeImynieHHBIN
VY nocrosepsronium rieHTpom st EVO.
Janee CTOpOHBI OCYIIECTBISAIOT JAEUCTBUS,
yKa3zaHHble B moan. a) n. 3.1.1 u moamn. a) m.
3.1.2 Hacrosamux Y cloBUM.

4.9. B nensx nony4eHus HoBoro BpemenHnoro
[Mapons mna Bxoma B Cucremy Kiuent
3ampamrBaer  €ro B 3asBICHUM O
Kommpomeraniuu B MOMEHT YBEIOMIICHHS
banka o HACTYIUICHUU COOBITHSA
Komnpomeranuu nu6o npenocrasisieT B bank
3agBieHne 00 WU3MEHEHHH CBEIEHHH B
MOPSAZIKE, ONMpENEIECHHOM M. 4.2 HaCTOSIIUX
YcaoBuid.

5. HOPSITIOK NEVMCTBUM nPU
KOMIOPOMETALINU "

through the System/to the email address
of the Customer Technical Support
Center dbo@efbank.ru (only in archived
form)).

The Bank, based on the letter
received from the Client:
— uploads into the System the EQES
verification key Certificate of the SEB,
received from the Client;
— blocks in the System the EUES
verification key Certificate, issued by
the Bank for the SEB.
4.8. In the event that the Bank issues the
EUES for the SEB instead of the
previously used the EQES in the
System, issued by the Certification
Authority for the SEB, the Client
provides the Bank with a letter in free
form on paper or via the System.

The Bank, based on the letter
received from the Client:
— configures the System to enable the
Client to create the EUES verification
Key for the SEB;
— blocks in the System the EQES
verification key Certificate issued by the
Certification Authority for the SEB.
The Parties shall then perform the
actions specified in subparagraph a) of
paragraph 3.1.1 and subparagraph a) of
paragraph 3.1.2 of these Terms.
4.9. For the purpose of obtaining a new
Temporary Password to access the
System, the Client requests it in the
Compromise Statement at the moment
of notifying the Bank about the
occurrence of a Compromise event or
submits to the Bank an Application for
change of information in the manner
specified in paragraph 4.2 of these
Terms.

5. PROCEDURE FOR ACTIONS
IN CASE OF COMPROMISE AND

HECAHKIITMOHUPOBAHHOM
JOCTYIIE

5.1. B cayuae Komnpomeranuu Kiroueit
n/unn HecaHKIIMOHMPOBAHHOTO AOCTyHa K
Cucteme/xk  MH(OPMAIMOHHBIM  CHCTEMaM
Knuenra, KnueHT 00s13aH He3aMeIJIUTENLHO

UNAUTHORIZED ACCESS

5.1. In the event of a Compromise of the
Keys and/or Unauthorized Access to the
System/to the Client's information
systems, the Client is obliged to
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yBemoMuUTh 00 93ToM  bank  moOBIM
BO3MOXXHBIM CIIOCOOOM M HanpaBuTh B baHk
3asBnenue o Kommpomeranuu (mo dopme
banka) BJIO’KEHHBIM ¢aitiom Ha
oUIHANBHBINA afpec JIEKTPOHHOM MOYTHI (€-
mail) banka, ykazanusiit B Jlorosope 15O, ¢
MOCJIEIYIOIUM TIpeAOoCTaBlieHneM B baHk
OpUTHHAJIA YKa3aHHOTO 3asBIICHUSI.

bank Ha OCHOBaHHMM IOJYYEHHOTO Ha
oUIHaNBHBINA afpec 2IEKTPOHHOM MOYTHI (€-
mail) banka 3asBienus o Komnpomeraryu:
a) npu Komnpomerarnuu Kirouei:
— TMpeKpam@aer MNpHeM U UCIOJIHEHUE
TOOBIX DIEKTPOHHBIX JIOKYMEHTOB
(mosTyd4eHHBIX, HO HE UCTIOTHEHHBIX bankom),
noanucanueix  OIl, chopmupoBaHHOW C
WCIIOIb30BAHUEM  CKOMIIPOMETHPOBAHHOTO
Kiroua oIl Y II0JIHOMOYEHHOI O
npeacrasutens Knuenra;
— MPUOCTAHABIUBAET UCII0JIb30BaHUE
Cucremsl Y1HOoTHOMOYEHHBIM
npencraButesieM Knmenta u  OIOKUpYET
ckomnpomeTupoBanHbli Kommiiekt Kiroueit

YKa3aHHOTO YOJTHOMOYEHHOTO
npeacrasutens Kinuenra;
— a”Hynmupyer gaeuctByrommid  Ilapons

YnonnomoueHHoro npeacraButens Knuenra,
¢dopmupyer Bpemennsiit [Tapons u nepenaer
ero KiueHnty cnocoboM, yka3aHHBIM B
3asBnenun o Kommnpomeranuuy;

0) npu HecaHKIIMOHMPOBaHHOM JOCTyIE
k Cucreme/k MH()OPMAIIMOHHBIM CHCTEMaM
Kimmenra:

— I[peKpam@aer MNpHeM U UCIIOJIHEHUE
TOOBIX ONEKTPOHHBIX JIOKYMEHTOB
(TOJTy4eHHBIX, HO HE UCTIOJIHEHHBIX baHkoMm);
— IPUOCTaHaBJIMBAET HCIIOJIb30BaHUE
Cucremsl Kinentom 51 OJ0KUpyeT
KommnekTtsi Kitrouel Bcex YOJIHOMOYEHHBIX
npencrasutenei Knuenra,

— aHHynupyet aeictByromue [laponu Beex
YIIOTHOMOYEHHBIX MIPEACTABUTENEH
Knuenra, popmupyer Bpemennsie [Taponu u
nepeaaet ux KinneHnty cmocobom, ykazaHHBIM
B 3asiBnieHuu o Kommnpomeranuu.

Knuent, mocne nonmyueHus: BpemeHHBIX
[Taponeli w  ycTpaHEHHS  TOCIEACTBHI
Komnpomeranuu Kitoueit u/unm
HecankunonmupoBanHoro JocTyna K
Cucreme/nH(HOpMAIOHHBIM cUCTEMaM

immediately notify the Bank by any
possible means and send a Compromise
Statement (in the Bank's form) as an
attached file to the official email address
of the Bank, specified in the RBS
Contract, with subsequent provision of
the original of the mentioned application
to the Bank.

The Bank, based on the

Compromise Statement received at the
official email address of the Bank:
a) in case of Compromise of the Keys:
— ceases the acceptance and execution
of any Electronic Documents (received
but not executed by the Bank), signed
with an ES formed wusing the
compromised ES Key of the Authorized
Representative of the Client;

— suspends the use of the System by
the Authorized Representative of the
Client and blocks the compromised Set
of Keys of the specified Authorized
Representative of the Client;

— cancels the current Password of the
Authorized Representative of the Client,
generates a Temporary Password, and
delivers it to the Client in the manner
specified in the Compromise Statement;
b) in case of Unauthorized Access to
the System/to the Client's information
systems:

— ceases the acceptance and execution
of any Electronic Documents (received
but not executed by the Bank);

— suspends the use of the System by
the Client and blocks the Sets of Keys of
all Authorized Representatives of the
Client;

— cancels the active Passwords of all
Authorized Representatives of the
Client, generates Temporary Passwords,
and delivers them to the Client in the
manner specified in the Compromise
Statement.

The Client, after receiving the
Temporary Passwords and eliminating
the consequences of the Compromise of
the Keys and/or Unauthorized Access to
the System/information systems of the
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Knuenra, nns BoccTaHOBIEHHS [OCTyHa B
Cucremy OCYIIECTBIISIET JencTBUS,
MepevrclieHHpIe B moar. 1) m. 2.1, m. 2.3, m.
2.5 Hacrosiux Y CIIOBUH.

6. IIPABA n OBA3ZAHHOCTH
CTOPOH

6.1. B3aumHble mnpaBa M 00SI3aHHOCTH
Cropon

6.1.1. CropoHsl npu obmeHe
ONEKTPOHHBIMU JIOKyMEHTaMu c
ucnosp3oBaHueM  Cucrembl  00sI3yrOTCS
PYKOBOJCTBOBATHCS IIpaBUJIaMU u
TpeOOBaHUSAMH, YCTaHOBJIEHHBIMU
3aKOHOJATEIILCTBOM Poccuiickoi

O®enepaunn, JBC,  HoroBopom  JIbO,
Vcenosusimu CBII, wmHBIMH coOrjalIeHUSIMU
Mexny bankom u KnueHrom.

6.1.2. CropoHsl 00s13y10TCA HE
pasriamarb TpeThe CTOpOHE (3a
UCKITIOYEHHEM CIIy4aeB, MPEAyCMOTPEHHBIX
3aKkoHoarenbcTBOM Pocculickoit denepanuun
u Jorosopom JIbO) wuHbopManuioo o
CpenctBax Kpunrtorpaduueckod  3amluTh
nH(pOpMaInH, UCTIONB3yeMbIX B CucTeMe.
6.1.3. Kaxnas u3 CtopoH o0s3yercs
HEMEMJIEHHO  WHQOPMHUPOBaThH  APYTYIO
Cropony 060 Bcex cnydasx Kommpomeranuu
Kitoueit, HecaHKIIMOHUPOBAaHHOTO TOCTYyTA K
Cucreme, a Takke TOBPEKICHUS/YTPAThI

MIPOrpaMMHO-AMMapaTHBIX CpEeICTB
00paboTKH, XpaHeHusl, nepeaaun
DNEeKTPOHHBIX JIOKYMEHTOB, Cpencts

KpunTorpaguueckoi 3aiuTsl UHGOpManuy, a
takxke Kimtouelt, u He ucnonb3oBats Kitoun
NP HAJIMYAW OCHOBAHWH IOJIarath, 4TO OHU
CKOMITPOMETHPOBAHBI.

6.1.4. JIroOb1e DNEeKTPOHHBIC
JOKYMEHTHI, mepenaBaemble 1o Cucreme,
MO/JIEXKAT MIUPPOBAHUIO.

6.1.5. JlroOsbie DNEeKTPOHHBIE
JIOKYMEHTHI, TepenaBaemble 1o CHcreme,
NIOKHBL  ObITh  3aBepeHbl Il CtopoHsbI-
OTIIPABUTEIIA, 32 UCKIIIOUCHHEM IIJIATEKHOTO
TpeOOBaHUs,  TpPeOyloIero  MOJy4YEeHHUs
aknenta Kimenra, He moamucanHoro OII.
ITpu 3ToM CTOpOHBI COIJIACHBI, YTO B 3TOM
ciyyae CucremMa MCIONB3YeTCs KaK CHocol
JIOCTOBEPHOTO OTpeIeIICHUS banka,
HalpaBUBIIEr0 TAKOE IUIATEKHOE TpeOOBaHKE
Knuenry.

Client, performs the actions listed in
subparagraph d) of paragraph 2.1,
paragraph 2.3 and paragraph 2.5 of these
Terms to restore access to the System.

6. RIGHTS AND OBLIGATIONS
OF THE PARTIES

6.1. Reciprocal rights and obligations
of the Parties

6.1.1. Parties, during the exchange
of the Electronic Documents through the
use of the System, undertake to be
guided by the rules and requirements as
set by the legislation of the Russian
Federation, BAAs, the RBS Contract,
the FPS Terms and other agreements
between the Bank and the Client.

6.1.2. Parties undertake not to
disclose to a third party (except for
cases, as under the legislation of the
Russian Federation and the RBS
Contract) the information about the
Information  cryptographic  security
products used in the System.

6.1.3. Each Party undertakes to
immediately inform the other Party
about all the cases of Key Compromise,
Unauthorized access to the System, as
well as the damage to the software and
hardware designed for processing,
storage and transfer of Electronic
Documents, as well as the Information
cryptographic security products and
Keys, and not to use Keys if there are the
reasons to assume that they are
compromised.

6.1.4. Any Electronic Documents
transferred within the System, are
subject to encryption.

6.1.5. Any Electronic Documents
transferred within the System must be
certified by an Electronic Signature of
the Sending party, except the payment
order, which requires the Client’s
acceptance not signed with ES.
Meanwhile the Parties agree that in this
case the System should be used as a
mean of reliably defining the Bank,
which has sent such a payment order to
the Client.
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6.1.6. KinueHt yBemomieH W corjaceH,
9TO MHUCHMO, HampaBieHHoe KimeHToMm B
bank B cootBerctBUM ¢ JloroBopom JIBO co
CBOETO O(UIIMATBHOTO ajpeca IEKTPOHHON
moutel (e-mail) Ha odunmansHBI ampec
aekTpoHHo — moutel  (e-mail)  Bamxka,
CUMTAETCS TMOJYYCHHBIM BaHKOM ¢ MOMeEHTa
€ro PEerucTpaIy Kak BXOJIAIIETO JOKYMEHTA
BO BHYTpPEHHEH CHCTeME JOKYMEHTO00OpOTa
banka.

6.2. IlpaBa u o6si3anHocTu Kiimenra

6.2.1. Kmuenr He  wumMeer  mpaBa
THPOKHUPOBATh W  TEpelaBaTh  TPEThed
CTOpOHE POTPaMMHOE obecrieyeHue,
npenocrasisgemoe bankom o lorosopy JAbO
M Bce  KOHQUWICHIMAIBHBIC  JAHHBIC,
OTHOCSIIHECS K HEMY.

6.2.2. Kmuenr wumeer mpaBo, Ipu
HE00XO0IMMOCTH, BOCIIOJIb30BaThCS
MOMOINIbI0  crnenuanucTa  baHka 1o

IIPEeIOCTABIICHUIO MpaBa Joctyna B Cucremy,
HanpaBuB B baHk nMUCbMEHHOE 3asBIICHUE.
6.2.3. Knuent o00s3yercs B CpoOKH,
IIPEyCMOTPEHHBIE Y CIIOBUSMH, 00ECTIEUUTh
Ha CueTe OCTaTOK JIEHEXHBIX CpPEACTB B
pa3mepe, HEOOXOAMMOM MJIsi OIUIAThl YCIIYT
banka B cootBercTBuM ¢ JloroBopom JIBO u
Tapudamu.

6.2.4. Knuenr o6s3yercss obecrneunBarhb
COXPAHHOCTh U LIEJIOCTHOCTh YCTaHOBJIEHHOMN
Cucremsl, BKJIIOYAst CpenctBa
KpunTorpaguueckoi 3aiuTsl UHGOpManuy, a
TaKxe BBITIOJHSATH TpeOoBaHUS K
skcruryaTanuu  CUCTEMBI, H3JI0)KCHHBIC B
JlokyMeHTauu.

6.2.5. Kmuent mo tpeboBanmio banka
00s13aH MPEI0CTABUTD 3aBEpPEHHbBIE
MOJMUCIMHU Y TOJTHOMOYEHHBIX Jull Kinenta
u  oTTuckoM meuatd Knuenta  (mpu
HE00XO0IMMOCTH €€ POCTABJICHU ) KOTIUHU (Ha
OyMaxHOM HOCHUTEJIE) DJIIEKTPOHHBIX
JIOKYMEHTOB, TiepeaaHHbix mo Cucreme, B
TedueHue 5 (MATH) KaJCHIApHBIX JHEU C
MOMEHTa HaIpaBJICHUs eMy TPeOOBaHUSI.
6.2.6. KnuenT o0s13aH HE3aMeATUTETHHO
nHpopmupoBath bank 00 u3MEHEeHUH
uH(OpMAILlUY, KaCAroMIecs  WCIOTHEHUS
Croponamu Jloroopa JIBO, B T.4. 000 Bcex
M3MEHEHUSX B aZipecax/KOHTAKTHON

6.1.6. The Client is aware and
agrees that the letter sent by the Client
to the Bank in accordance with the RBS
Contract from its official e-mail address
to the Bank's official e-mail address
shall be deemed received by the Bank
upon its registration as an incoming
document in the internal document
management system of the Bank.

6.2. Rights and obligations of the
Client

6.2.1. The Client has no right to
replicate and transfer, to a third party,
the software, granted by the Bank under
the RBS Contract and all the
confidential information relating to the
Contract.

6.2.2. The Client has the right, if
required, to use the assistance of an
expert from the Bank in order to obtain
the right to access to the System, by
directing a written request to the Bank.

6.2.3. The Client within the term
specified by the Terms, undertakes to
assure that its Account indicate a
balance of funds in the amount, required
for the payment of services rendered by
the Bank as in compliance with the RBS
Contract and Tariffs.

6.2.4. The Client undertakes to
assure security and entirety of the
installed System, including Information
cryptographic security products, as well
as implement the requirements for the
operation of the System, as specified in
the Documentation.

6.2.5. The Client, at the request of
the Bank, shall present copies (in paper)
of Electronic Documents, certified by
signatures of the Client’s Authorized
Persons and the Client’s seal impression
(if necessary), transmitted through the
System, within a period of 5 (five)
calendar days from the moment the
Bank sends such a requirement.

6.2.6. The Client is obliged to
immediately inform the Bank of any
changes in the information related to the
performance of the Parties under the
RBS Contract, including all changes in
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nHpOpMAINY, YKa3aHHBIX B 3asBICHHUA O
IIPUCOECTUHEHU U K YV ci10BUSIM/UHBIX
JIOKYMEHTaX, IPEIOCTaBICHHBIX B baHK B
cootBercTBUH ¢ JloroBopom J1bO.

6.2.7. Knuent o0s3aH He3aMeIUTEIILHO
npenocTaBiaTh B bank 3asBieHue 00
u3MeHeHun cBenaeHuii npu cmene EMO B
LEeJSAX TOJATBEPKACHUS TpaB JIEHCTBYIOLIUX
YnonHoMo4yeHHbIX peAcTaBuTeneit Kienra
WM U3MEHEHUs MX COCTaBa, a TaKXkKe MpHU
MPEKpaIICHUU TMOJTHOMOYUHN JIeHCTBYIOIIETO
YnonHaoMoueHHOro npeacrasurens Knuenra.

6.2.8. Bce HeOIaronpusATHBIX
MOCJIEICTBUH, CBSI3aHHBIX C
HECBOEBPEMEHHBIM yBeaoMieHHeM banka o
MIPOM3OMICAINX H3MEHCHHIX, B TOM YHCIIE,
yKa3aHHBIX B TnaBe 4, 1. 6.2.6, m. 6.2.7, m. 7.10
HacTosImuX Y clioBuii, HeceT KimmeHT.

PUCKHU

6.2.9. Kinuent 00s3aH  CaMOCTOSTEIHHO
KOHTPOJIMPOBATh CPOKU JeicTBus Kiroueit
YHOII wu VYK3II u  cBOeBpeMEHHO
WHULIMUPOBATh npoueaypy IlnanoBoit cMeHbl
Kunroueli 10 ucreueHus ux cpoka AeiCTBUS.

Nudopmaninonnsie  yBEOMIICHHS O
IInanoBont cmene Kirouell paszMeniaroTcs
bankom B Cucreme.

[eiictBue Kirouel mpekpaiaercs, eciau
JI0 UCTEUEHHUsI CPOKA UX JIEUCTBUS:

a) Kiwmentom He Hampasnen B bank mno
Cucreme 3anpoc Ha coznanue Ceprtudukara
KJto4a npoBepku D11 u/unu He npenocTaBieH
B bank Ha OymaxkHoM Hocutene AKT

IIPU3HAHUS, a TaK¥Ke B ciydae
HECOOTBETCTBUS YKa3aHHOTO aKTa,
nosiyueHHoro bankom or Knuenra Ha
OyMa>KHOM HOCHUTEE, MTOJIOKEHUSIM
HACTOSIINX Ycnosuit (B ciydae

ucnosnbs3oBanusa YHOIII);

6) Kmwmentom He mnpenocraBieH B bank
HOBBIN Ceprudukar kiouda nmposepku Y KOOI
EMO B oanekrpoHHOM BHAe (B ciydae
ucnons3zoBanus YKOII).

6.2.10.  Jlns Bo30OHOBIEHHS pPabOTHI B
Cucreme Kiuenrt co3maer HoBEIM KommiiekT
Kittouen, IocJIe 4ero CropoHsl
OCYILLIECTBIISIOT IEHCTBUS, IPEAYCMOTPEHHbIE
n. 3.1 Hacroamux  VYcnosui. Ilpu

addresses/contact information specified
in the Application for accession to the
Terms/other documents provided to the
Bank in accordance with the RBS
Contract.

6.2.7. The Client is obliged to
promptly provide the Bank with an
Application for change of information in
the event of a change of the SEB to
confirm the rights of the current
Authorized Representatives of the
Client or to modify their composition, as
well as in the event of termination of the
powers of the current Authorized
Representative of the Client.

6.2.8. All  risks of adverse
consequences associated with the
untimely notification of the Bank about
changes that have occurred, including
those specified in Chapter 4, paragraphs
6.2.6, 6.2.7, 7.10 of these Terms, are
borne by the Client.

6.2.9. The Client must
independently monitor the validity
periods of the EUES and the EQES
Keys and timely initiate the Planned
change of Keys procedure before their
expiration.

Information notifications about the
Planned change of Keys are provided by
the Bank in the System.

The Keys' operation ceases if,
before their expiration date:

a) The Client has not sent a Request for
the creation of the ES verification key
Certificate to the Bank through the
System and/or has not provided the
Bank with the Act of acknowledgement
on paper, as well as in the event of a
discrepancy between the said act
received by the Bank from the Client on
paper and the provisions of these Terms
(in case of using the EUES);

b) The Client has not provided the
Bank with a new EQES verification key
Certificate of the SEB in electronic form
(in case of using the EQES).

6.2.10. To resume using the System,
the Client shall create a new set of Keys,
following which the Parties shall take
the actions specified in Clause 3.1 of
these Terms and Conditions. In case of
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pactopxkenun  JloroBopa [IBO  Knment
o0s3yercs YHUYTOXXUTh BCE
MPEIOCTaBIIEHHOE €My B  IIOJIb30BaHUE

porpaMMHOe oOecrieueHne (UCIIOTHIeMbIe U
BcrioMorarelbHble (haiiibl) CUCTEMBI.

6.2.11. KinuenT o0si3yercst He TiepenaBaTh
TPETbUM JIMIIAM CBOM IpaBa U OOS3aHHOCTH

nmo Jorosopy JIBO ©6e3 mnHChbMEHHOTO
cornacus banka.
6.2.12. Knuent 00s13aH MIPOBEPATH

HAJIMYUE HOBBIX DJIEKTPOHHBIX JIOKYMEHTOB
ot banka, HanpaBneHHbIX B ajapec Kimnenra,
©KEHEBHO, 3a HCKJIIOYCHHEM Hepadounx
nHeit baHka, a TakKe €XeIHEBHO IPOBEPSTH
SMS-coobmenusi, HanpaBieHHble baHkoM B

CBS3M C BBISIBJICHHEM WM  OIEpalui,
COOTBETCTBYIOIIUX pU3HaKaM
OCYILIECTBIICHHS nepeBoja JIEHEKHBIX
cpenctB  0e3  10OpOBOJIBHOTO — COTJIACHS
Knnenra®,

Kinuent 00s13aH He pexe 0JTHOTO pa3a B 5
(mATh) KaJCHAAPHBIX JHEH 3HAKOMUTHCS C
nHpopmanueli, myonukyemolr baHkom B
COOTBETCTBUH C 1I. 14.7 HacTosAmux Y cioBHii.

3a yOBITKH, BO3HHUKIIHE B peE3yJbTaTe
HeucnoiaHeHus: KiIMeHTOM BhITIIEyKa3aHHBIX
o0si3aHHOCTEH, baHK OTBETCTBEHHOCTH HE
HeCceT.

6.2.13. Knuent o0s3yercs 1o
TpeboBanuio u popme baHka mpenocTaBiIsATh
JOKYMEHTBI, MOATBEPXKAAIOIINE JIaHHbIE 00
YnonmHoMoueHHOM mipencraButene Kimenra,
a TaKXe JOKYMEHTBI, MOJATBEPKAAOIINE €T
MMOJTHOMOYHSI Ha COBEpIIEHHE OaHKOBCKUX
oreparyii W/uiM CHENOK, OCYIIECTBISIEMBIX
IIOCPEACTBOM Cucremsl B paMKax
ycraHoBieHHoro Ilakera onepauuii, a Takxe
WHBIE HEOOXOTMMBIC TTOJTHOMOYHSI.

6.2.14. Knuent o06s3yercs coOironarh
TpeboBaHUs nH(pOpMaITMOHHOM
OesomacHoctT npu padore ¢ Cucremow,
yka3anHsbie B [Ipunoxxenun Ne 4 x Y cioBusim,
a Taxke HampasisieMble bankom no Cucreme
W pa3MelniaeMple Ha O(HUIIMATHFHOM caiTe
banka B cetu «MIHTEpHETY.

6.2.15. KnueHnt o6s3yeTcsi HEMEIIEHHO
undopmupoBath baHk 0 HampaBlIeHUU
DJIEKTPOHHBIX TOKYMEHTOB 1Mo Cucreme noj

the termination of the RBS Contract, the
Client undertakes to destroy all the
software of the System granted to the
latter for use (executable and auxiliary
files).

6.2.11.  The Client undertakes not to
transfer its rights and obligations under
the RBS Contract, to third parties
without a written consent of the Bank.
6.2.12.  The Client shall check, on
the daily basis, the availability of the
new Electronic Documents from the
Bank, directed to the Client, except for
the Bank's non-working days, as well as
daily check SMS messages sent by the
Bank in relation to any discovered
transaction with signs of money transfer
without the voluntary consent of the
Client®.

The Client must at least once every
5 (five) calendar days review the
information published by the Bank in
accordance with paragraph 14.7 of these
Terms.

The Bank shall not be liable for
losses incurred as a result of the Client’s
failure to fulfill the above obligations.

6.2.13.  The Client undertakes to
provide documents certifying data on
the Authorized Representative of the
Client on demand and in the form of the
Bank, as well as documents confirming
its authorization to perform banking
operations and/or transactions carried
out via the System within the
established Package of Operations, as
well as other necessary authorizations.
6.2.14.  The Client undertakes to
comply with information safety
requirements specified in Annex No. 4
to the Terms, distributed by the Bank in
the System, and posted on the Bank’s
official website in the Internet in the
course of working with the System.
6.2.15.  The Client undertakes to
immediately inform the Bank about
sending Electronic Documents via the

8 [Ipu nanuuum Texnuueckoil Bosmoxknoct y banka. / Subject to the Bank's technical capability.
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BIIMSTHHEM oOmaHa 17001 npu
3II0YNOTPEOICHUU €TO IOBEPUEM.

6.2.16. B cnyuae ucnonb3oBanus YKOII
EMO Kimment, mnomuMo o0O0S3aHHOCTCH,
YCTQHOBJICHHBIX HACTOSIIMMH Y CIIOBUSIMH,
o0s13yercsi:

—  CaMOCTOSITENTBHO 1oJy4aTth B

VY nocrosepstomeM nentpe Cpencrro D11 pis
cozgannsa YKOII EMO;

—  CaMOCTOSITEJIbHO KOHTPOJIUPOBATh CPOKHU
nevictBuss CepTU(PUKATOB KItOUCH MPOBEPKHU
OIl, mnonydyeHHBIX B Y IOCTOBEPSIOLIEM
LIEHTPE, CBOEBPEMEHHO MPOU3BOJUTH HX
3aMEHy U MPEAOCTABIIATh JTAHHYIO
nH(bOpMaLIHIO banky B MOpsIZIKE,
IIPEyCMOTPEHHOM HACTOSIIIIIMHU
YcaoBusamuy;

— He3aMeUIMTeNnbHO coolmark baHky o
cay4Jasx MIPEKpaILCHUS JEUCTBUS
Ceptudukara kmoua mnposepku OII, B
MOpPSIIKE,  YCTAHOBJICHHOM  HACTOSIIIMMH
YcnoBusiMA, M MPEKPaTUTh HMCIOJb30BaHUE
YKOII ENO pu HallpaBJICHUU
DNEeKTpPOHHBIX JIOKYMEHTOB B banHk 110
Cucreme;

— oOecrneunBarth
Kirouet;

— He ucnoab3zoBars Kirou D11 npu Hanuanmn
OCHOBaHHI noJjararth, 4To €ero
KOH(UIEHIIMATEHOCTh HAPYIIICHA;

— HE3aMEUIMTENIbHO YBEAOMJIATH baHk u
Y noctoBepsAromuin LIEHTD, BBIJIABIIN I
Ceptudukar kmoua mpoepku OIlI, o
HapylieHun KoHbuaeHmaipHocTn Kimroua
OIl mpu momydeHun MHPOPMAIUU O TaKOM
HapyIIeHUN;

— HCIOJIb30BaTh JJIS CO3/IaHUS U MPOBEPKHU
VKOII EHNO, co3ganmsa Kmrouein DI u
Kiroueit IIPOBEPKHU oIl Cpencrsa
DNEeKTPOHHOMI MOATHCH, MMEIOIINe
MTOATBEPKICHUE COOTBETCTBUS TPEOOBAHUSIM,
yCTaHOBJIEHHBIM 3akoHOM Ne 63-D3.

KOH(pHICHIIMAIBHOCTh

6.3. IIpaBa n o0si3anHocTH Banka

6.3.1. bank HE IIPUHAMAET K
UCIIOJIHEHUIO  DJIEKTPOHHBIE  JIOKYMEHTHI,
oopMieHHBIE C HapylIIeHHEM TpeOOBaHUM
3akoHojarenbeTBa Pocculickoit denepanuu,
Horosopa JbO, IABC, Ycnosuii CBII, nnbix
coryanieHnii Mexxry CTopoHaMu.

System under the influence of fraud or
by breach of trust.

6.2.16. In case of using the EQES of
the SEB, the Client, in addition to the
obligations established by these Terms,
undertakes:

— independently obtain an ES tool for
creating the EQES of the SEB at the
Certification Authority;

— independently monitor the validity
periods of the ES verification key
Certificates  obtained  from  the
Certification  Authority,  promptly
replace them, and provide this
information to the Bank in the manner
prescribed by these Terms;

— immediately notify the Bank of any
termination of the ES verification key
Certificate, in the manner established by
these Terms, and cease using the EQES
of the SEB when sending Electronic
Documents to the Bank through the
System;

— ensure the confidentiality of the
Keys;

— do not use the ES Key if there are
grounds to  believe that its
confidentiality has been compromised;
— promptly notify the Bank and the
Certification Authority that issued the
ES verification key Certificate about a
breach of confidentiality of the ES Key
upon receiving information about such a
breach;

— use ES Tools with confirmation of
compliance with the requirements
established by the Law No. 63-FZ for
creation and verification of the EQES of
the SEB, creation of ES Keys and ES
Verification Keys.

6.3. Rights and obligations of
the Bank

6.3.1. The Bank does not accept
Electronic Documents for execution,
drawn up in violation of the
requirements of the legislation of the
Russian Federation, the RBS Contract,
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6.3.2. bank wumeer mpaBO OTKa3aTh
Kinuenty B mnpuemMe K  HCHOJHEHHUIO
DNEeKTPOHHOrO JOKyMeHTa, eciau KiumeHt
3aIO0JIHUI 110JI1 DJIEKTPOHHOT'O JOKYMEHTA C
omubkamu. B »stom cinywae Kimenty
HampaBisiercs KBuTtaHumss ¢ ykazaHwem
IPUYMHBI 0TKa3a’,

6.3.3. bank HE nMeeT mpaBa
CaMOCTOSITENIbHO KOPPEKTUPOBATh PEKBU3UTHI
DNEeKTpOHHBIX JOKyMEeHTOB KiunenTa.

6.3.4. B cnywae HempenoctaBiieHUs
KnuentoMm MOKyMEHTOB, yKa3aHHBIX B 1. 4.3
Hacrosmux YcnoBuid, bank He Oymer HecTn
OTBETCTBEHHOCTh 3a MOCJIE/ICTBHS
COBEpUICHHUSI OINEpalui, WHBIX JIEHCTBHM,
C/IETIOK Ha OCHOBAHMHM HaJUIekKAIIUM 00pa3omM
odopmiienHoro KimeHToM DIeKTpOHHOTO

AOKYMCHTA, IIOAIIMCaHHOI'O
VY1I0JIHOMOYECHHBIM MNpeaACTaBUTCIICM
KJ'II/IeHTa, JaHHBIC (6] KOTOpOM ObLIH

npenocrasiieHbl Kimmenrtom B baHk panee.
6.3.5. bank peKpariaetT
npueM/UCIIONHEHHE JTFOOBIX  DJIEKTPOHHBIX
JOKYMEHTOB B CIEAYIOIIUX CIydasx:

— ecn OHHU MIOJNNCAHBI Oll,
chopMUPOBAHHOM c WCIIOIb30BAHUEM
CKOMIIPOMETHUPOBAHHOIO Kitroua oIl
VYnonnomoueHHoro npejacrasutens Kinnenra;
— ecimu oHu noamucanbl Kimrowom  OI1
YnonHomoueHHoro npezacrasurens Kinnenra
IIOCJIE TIPEKPALIECHHS] €r0 MTOJIHOMOYU;

— ecimu onu noanucanbl YKOII B cimyuae
npekpaieHus aercteus Ceprudukara Kiroda
nposepkn YKOII;

— B ClIy4ae TpEeKpalleHus  JIeUCTBUS
aKKpeOUTallMu Y JOCTOBEPSIIOLIETO ILIEHTPA,
BbytaBmiero Kmmenty Ceptudukar kiroua
nposepku YKOII.

Bcee DIEeKTpPOHHBIE JIOKYMEHTHI,
nocrynusmye B bank 1o npusstus bankom
3asBlI€HUS O BHECEHHMM W3MEHEHUH B
Horosop [1bO/3asBiennst 00 WU3MEHEHUU
ceenenuii/3assiennst o Kommpomeraruw,
UCIOJIHAIOTCA B IMOPSAJKE, YCTaHOBJIEHHOM
VYcnoBusMH WM UHBIMHU  COTJIALIEHUSIMU
Mexny CTopoHaMH.

BAAs, the FPS Terms and other
agreements between the Parties.

6.3.2. The Bank has the right to
refuse the Client in the acceptance for
execution of an Electronic Document, if
the Client omitted mistakes when filling
in such Electronic Document. In this
case a Receipt confirmation is sent to the
Client specifying the reason for refusal®.
6.3.3. The Bank may not
independently  correct details  of
Electronic Documents of the Client.
6.3.4. If the Client fails to provide
the documents specified in paragraph
4.3 of these Terms, the Bank shall not be
liable for the consequences of
performing transactions, other actions,
deals on the basis of an Electronic
Document duly executed by the Client,
signed by the Authorized
Representative of the Client, details of
which were provided by the Client to the
Bank earlier.

6.3.5. The Bank shall stop
accepting and executing any Electronic
Documents in the following cases:

— if they are signed with an ES
generated using a compromised ES Key
of the Authorized Representative of the
Client;

— ifthey are signed with the ES Key of
the Authorized Representative of the
Client after their authority has been
terminated,

— if they are signed with the EQES in
the event of the termination of the EQES
verification key Certificate;

— in the event of the termination of
accreditation of the Certification
Authority that issued the Client the
EQES verification key Certificate.

All Electronic Documents received
by the Bank prior to the Bank's
acceptance of the Application for
amendments to the RBS
Contract/Application for change of
information/Compromise Statement
shall be executed in accordance with the

® Mopsnok npuema u o6paGoTku marexeii B pamkax CBIT onpenenen Ycnosusmu CBIL. / The procedure for
acceptance and processing of payments in the frame of FPS is established by the FPS Terms.




40

B cinyyae HenpenocTaBieHNs] OpUTrMHAIa

3asBnenusa o Komnpomeranun Ha OyMa)kHOM
Hocutrene  bank  He  Oyger  HecTH
OTBETCTBEHHOCTh 32 YOBITKHM, MPUYMHEHHBIC
Kinuenty B pe3yibTare npekpalieHus npueMa
U UCIOJHEHMS OJEKTPOHHBIX JIOKYMEHTOB,
noanucanueix  OIl, chopmupoBaHHOU C
HCII0JIb30BAaHUEM COOTBETCTBYIOIIETO
ckomnpomeTrupoBanHoro Kiroua OI1.
6.3.6. bank wuMmeer mpaBO OTKa3aTh
Knuenty B npreMe/PUOCTaHOBUTh
WCIIOJTHEHUE 00010 DIEKTPOHHOTO
JIOKYMEHTa 110 CBOEMY YCMOTPEHHUIO, B TOM
YyuCclie, HO HE OrPaHUYMBAsCh, B Cllydyae
BO3HUKHOBEHHUS Yy HEro MOJO3PEHUM, 4YTO
ONEKTPOHHBIM JOKYMEHT MOJIKCAaH He
Y10JIHOMOYEHHBIM IIpe/ICTaBUTEIIEM
Knnenra, Kommnpomeranuu Kirouei,
HecankunonupoBanHoro nocryna k Cucreme
W/UAM B Ciy4ae Kakoro-aubo HapyleHUs
Kmuentom Jlorosopa J1bO, ipu atom Kinent
BIIpaBe Mepenarb B baHK COOTBETCTBYIOIIMIA
IJIaTEeKHBIM, HHOW JOKYMEHT Ha OyMa)kKHOM
nocutene'’,

O cBoeM oTKaze B IpuemMe DIEKTPOHHOTO
JIOoKyMeHTa baHk 00s3yeTcs yBeIOMHUTh
Knnenra He mo3gnee PabGouero s,
CIIEQYIOIEr0  3a  JHEM  IOCTYIUJICHUS
DNeKTpOHHOro JoKyMeHTa B baHk, myrem

HampaBieHuss coobmenus Kiumenty 1o
Cucreme.

6.3.7. baHk wumeer mnpaBo OTKa3aTh
Kmuenty B mpueme  DIEKTPOHHBIX

JOKYMEHTOB/ IPHOCTAHOBUTDH UX HCIIOJIHEHHE
JUIS TIPOBEJEHUS PACUETHBIX OIepaiuil 1o
Cuery, cuery 1o BKIaay (JIEMO3UTY),
noanucanHeix  OIl, a Takxke nepeBecTH
Kmuenta B MHpOpMAaLMOHHBIM  pexuM
¢byaknuonupoBanusi ~ Cuctemsl, npu
KoTopoM KiHMeHTy JOCTyneH OrpaHUYeHHBIN
(GyHKIIMOHAT (PEXKUM «IIPOCMOTPA», a TaKKe
HaIpaBJIEHUE B bank cooO1IeHn
ceoOonHoro  ¢opmara), B  ClIydasx,
IIPEYCMOTPEHHBIX 3aKOHOJATEIBCTBOM
Poccuiickoit ®eneparuu, B TOM 4YHUCIE B
00JIaCcTH  TMPOTUBOJEHCTBUS  JIETalIU3alUuU
(OTMBIBaHHUIO) JIOXOJIOB, TTOJTYYEHHBIX

procedure established by the Terms or
other agreements between the Parties.
In the event that the original
Compromise Statement is not provided
on paper, the Bank shall not be held
liable for losses incurred by the Client as
a result of the termination of acceptance
and execution of Electronic Documents
signed with an ES generated using the
corresponding compromised ES Key.

6.3.6. The Bank has the right to
refuse the Client in the
acceptance/suspend execution of any
Electronic Document at its own
discretion, including, but not limited to,
the cases when it suspects that the
Electronic Document is signed by
somebody other than the Authorized
Representative of the Client, Key
Compromise, Unauthorized Access to
the System and/or in case of the Client’s
default of the RBS Contract, in which
case the Client has the right to present
the Bank with the corresponding
payment or other document on paper°.
The Bank shall notify the Client
about its refusal to accept the Electronic
Document no later than the Business
Day, following the day of reception of
an Electronic Document by the Bank, by
sending a message to the Client via the
System.
6.3.7. The Bank has the right to
refuse the Client in the
acceptance/suspend  execution  of
Electronic Documents for carrying out
settlement transactions on the Account,
a deposit account signed with ES and
also to switch the Client to the
Information mode of the System
functions, when the Client’s access is
restricted to the browsing mode and
sending to the Bank of free form
messages in cases provided for by the
legislation of the Russian Federation,
including in the field of countering the
legalization (laundering) of criminal
proceeds and terrorism funding.

10 [Tnarexusie noxymentsl B pamkax CBIT MoryT nepenasarhes Tosbko nocpencteom Cucremsl. / Payment documents
in the frame of FPS should be transferred only through the System.
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MPECTYNHBIM NyTeM, U (UHAHCHUPOBAHUIO

TeppopH3Ma.
6.3.8. baHk umeeT npaBo 3anpanmBarh y
Knuenta monTBepKAcHHWE — JAaHHBIX 00

YnonnomoueHHOM mnpencraBurene Knuenra,
a TakKe JOKYMEHThI, IOATBEPKIAIOLINE €TI0
MIOJTHOMOYHUSI Ha COBEpIICHHE OaHKOBCKUX
orepanuil W/uim CcAENOK, OCYIIECTBISEMBbIX
IIOCPEICTBOM Cucremsl B paMKax
yctaHoBieHHoro Ilakera onepanuii, a Takxke
MHBIE HEOOXOIUMBIE TIOJTHOMOYHS.

6.3.9. bank nmeeT nmpaBo 3a0JI0KUPOBATh
B Cucreme Kirou OIl VYnomHomoueHHOTo
npeacraButenss — Kiumenra B ciyJae
IIPEKpaALICHUs NEUCTBUSA €r0 MOJTHOMOYUH 10
MOMEHTa MPEAOCTaBIICHUS B bank
JIOKYMEHTOB, IMOJTBEP)KIAIOLIUX HPOJICHUE
€ro MNOJIHOMOYMW Ha HOBBIM Cpok. Ilpu
IIPOJUIEHUN TOJHOMOYUN CO3JIaHUE HOBBIX
Kitoueit OI1 e Tpebyertcs.

6.3.10.  bank wMeeT mpPaBO OrPaHUYUTH
MpaBO MOJINUCU DJIEKTPOHHBIX JOKYMEHTOB
(HajmenmuTh TMpaBOM TOAMHCH «0e3 TpaBa

HOI[HI/ICI/I))) YIOITHOMOYEHHOI'O
MpeaACTaBUTECIIA Knuenra B ciiydac
HeﬂeﬁCTBHTeHBHOCTI/I/I/ICTC‘-IGHI/IH CpoOKa

JEHCTBUS TOKYMEHTA, YIOCTOBEPSIOLIETO €ro
JIMYHOCTb.

6.3.11. bank wumeer mpaBo C y4yeTom
MIOJIHOMOYHH, MPEIOCTaBIEHHBIX
YTOIHOMOYEHHOMY MIPEJICTABUTEITIO

KrnuenTa, orpaHnuuTh nepedeHb OaHKOBCKUX
ONepanuil W/HIH CIENOK, OCYIIECTBIISIEMBIX
UM nocpeacTBoM CHCTEMBI.

6.3.12. bank wuMeer mpaBO BHOCUTH B
OJTHOCTOPOHHEM  TOpSJIKE H3MEHEHHs B
nopsiiok  pyHKImoHupoBaHust CHUCTEMBI H
coobmiate 06 3TroM KnneHTy B nmucbMeHHOM
YBEIOMJICHIH Ha OyMa)KHOM HOCHTENE WIIH
nocpenctBoM CUCTEMBI.

6.3.13.  banx uMeeT paBo
IIPUOCTaHOBHUTH oOcCiyxuBaHue Kimenra c
ucnosyib3oBaHueM CHCTEMBI:

— Ha BpeMs CHOPHBIX CHTyallud ¢
yBenomieHneM o6 stom Kimenra,

— A BBITIOJTHEHUS HEOTJIOKHBIX,
aBapuiHBIX M PErVIAMEHTHBIX  paboT,
CBSI3aHHBIX ¢ 00ciy)kKuBaHNEM CHCTEMBI.

6.3.14.  banx IIPUOCTaHABJIUBAET
ucnons3oBanne Kimentom Cucremsl npu
nony4yeHun ot banka Poccum nndopmarmm,

6.3.8. The Bank has the right to
require from the Client confirmation of
data on the Authorized Representative
of the Client, as well as documents
confirming their authority to perform
banking operations and/or transactions
carried out via the System within the
established Package of Operations, as
well as other necessary authorities.
6.3.9. The Bank has the right to
block the ES Key of the Authorized
Representative of the Client in the
System in case their authority is
terminated until documents confirming
the extension of their authority for a new
term are provided to the Bank. When
extending the authority, creating new
ES Keys is not required.

6.3.10.  The Bank has the right to
restrict the right to sign Electronic
Documents (grant the right to sign
"without signing authority") for the
Authorized Representative of the Client
in case of invalidity/expiration of the
document confirming their identity.

6.3.11. The Bank reserves the right,
taking into account the powers granted
to the Authorized Representative of the
Client, to limit the range of banking
operations and/or transactions they may
perform through the System.

6.3.12. The Bank shall have the
right to amend unilaterally the
procedure of the System functioning and
inform the Client about it via a written
notification or the System.

6.3.13.  The Bank shall have the right
to suspend services for the Client
rendered with the use of the System:

— for duration of disputable situations,
upon a corresponding notice given to the
Client;

— for the performance of urgent,
emergency and scheduled works
associated with servicing of the System.
6.3.14.  The Bank shall suspend use
of the System by the Client in case of
receiving from the Bank of Russia of the
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cojaepikaieiicss B base maHHBIX, HA TEPUO.
HAXO0XJEHUS B HEH YKA3aHHBIX CBEICHHUU O
Kimenre.

I[Ipu »>TOoM bank He3amemIUTENBHO
yBegomisier 06 stom Kimenra, a Takxke o
npase Kimenra nomate B IIOpsIKE,
ycraHoBieHHOM bankom Poccum, 3asBienue
B bank Poccuu (B Tom umcne uepe3 bank) 06
UCKITIOYCHUH CBEJCHHM, OTHOCSIIMUXCS K
Kimenry, u3 basel 1aHHBIX.

6.3.15. bank wumeeTr mpaBo 1O CBOECH
MHULMATUBE MPUOCTAHOBUTH MCIIOJIb30BaHUE
Kinentom Cucremsl pu
HecankunonupoBanHoM goctyne k Cucreme.
6.3.16. bank wuMmeeT mpaBo IO CBOCH
nHuLMaThBe OJ0KUpoBaTh AelicTBrue Kitouei
B cirydae ux Komnpomeranuu.

6.3.17.  banx [IPUOCTaHABJIUBAET
ucnons3oBanue Kmuentom Cucremsl mnpu
MOJIYyYEHUU  CBEIEHUH O  HaXOXKJIECHUU
Y1oITHOMOYEHHOTO

MpeaCcTaBUTEINS/ Y TOTHOMOYEHHOTO auna
Knuenta — MHOCTpaHHOM TpakJaHUHE WU
oune  6e3  rpaxjgaHctBa B Peectpe
KOHTPOJMPYEMBIX  JIMI, Ha  MEpUO]
HAXO0XJICHUS B HEM CBEIECHUN 00 yKa3aHHBIX
mnax Knmenra.

6.3.18.  bank wundpopmupyer Kimenra o
MIPUOCTAHOBIIEHUH HCTIONB30BaHMsI CUCTEMBI

(nepeBon B NudopmanronHbii
PEXUM)/TIpEKpaLIeHUN UCIOJIb30BAHUS
CucreMbl/0JI0KUPOBKE

Kitoueit/orpannuenuu 0aHKOBCKHUX

ONepanuil W/HIH CIENOK, OCYIIECTBIISIEMBIX
nocpeacTBoM CHCTEMBI/O  BO300OHOBIIEHUHU

ucrnoip3oBanuss CHCTEMBI, A TakXe B
ciy4asix, MPEyCMOTPEHHBIX
3aKOHOJIATEIbCTBOM Poccutickon

@enepanny, ¢ yKa3aHUEM NPUYMHBI TaKOTO
MIPUOCTAHOBIICHUSI/ TIPEKPAILICHUS/OT pAaHUYEH

us B JCHb TaKoIro
HpI/IOCTaHOBHCHI/IH/ MMpCeKpalcCHus,
OrpaHH4YCHUA MyTeEM HaIpaBJICHUA

coobmenuss mo Cucreme W/WiM Ha aapec
opuIIMaIBLHOMN JIeKTPOHHOM ouThl KinenTa,
ykazaHHeli B JloroBope JIBO  wumm
MOJYYCHHBIN B paMKaxX UCHOJIHEHUsI baHkom

TpeOoBaHMI 3aKOHOJATeIbLCTBA 0
MPOTHBOICUCTBUH JIeraJin3aIuu
(OTMBIBAHUIO) JI0XOJIOB, MOJIYYEHHBIX

information contained in the Database
for the period of presence in the
Database of the mentioned data about
the Client.

The Bank shall immediately notify
the Client thereof, as well as about the
Client’s right to submit an application
to the Bank of Russia (including via the
Bank) for deletion of the data related to
the Client from the Database.

6.3.15.  The Bank may on its own
initiative suspend the use of the System
by the Client in the event of
Unauthorized Access to the System.
6.3.16.  The Bank may on its own
initiative block the operation of the
Keys in case of their Compromise.
6.3.17.  The Bank has the right to
suspend the Client’s use of the System
upon receiving information that an
Authorized representative/ Authorized
Person of the Client who is a foreign
citizen or stateless person is included in
the Register of Controlled Persons, for
the period during which the information
concerning such person remains in the
Register.

6.3.18.  The Bank informs the Client
of service suspension within the System
(switching to Information
Mode)/termination of the System
use/blocking of Keys/restriction of
banking operations and/or transactions
performed through the
System/resumption of System use, and
of the other cases provided for by the
legislation of the Russian Federation,
stating the reason for such suspension,
termination or restriction on the date of
such  suspension, termination or
restrictionby sending a notification via
the System and/or to the official email
address of the Client as specified in the
RBS Contract or provided as part of the
Bank's compliance with anti-money
laundering and  counter-terrorism
financing legislation.
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MpPEeCTyNHbIM NTyTEM, M (QPUHAHCHUPOBAHHIO
TEPPOPU3MA.

6.3.19. bank 00s3yeTcss mpUHUMATH OT
Kimenra DNEeKTPOHHbBIE JIOKYMEHTHI,
MO/ CAaHHbIE Y1on1HOMOYEHHBIM(H)
MpeACTaBUTEICM(JISIMH ) Knuenra B
cooTBeTcTBUU ¢ ycioBusimu Jlorosopa /b0,
TpeOOBaHUSAMU 3aKOHO/IaTeIbCTBA
Poccuiickoit ®@enepanyu M OCYLIECTBIISATH
omepaiuy, CHEJNKH, HWHble JEeHCTBUS Ha
OCHOBaHUU TaKHX DJIEKTPOHHBIX JOKYMEHTOB
B CPOKH, MPEyCMOTPEHHBIE AbC,
Horosopom JIBO, Ycnosusimu CBII, nnpimMu
COTJIALICHUSIMU MEXIY Croponamu,
3aKOHOJaTEIbCTBOM Poccniickoit
®enepanuu.

6.3.20.  Tlocne monkmovyenuss k Cucreme
bank naumnaer mndopmupoBars Kimenra o
COBEpLICHUH Kaxaoi omnepauuu no Cuery,
CUEeTY JIeTO ¢ ucnoyib3oBanueM CHCTEMBbI UITU
0e3 ee UCTIOJIb30BaHUS myTeM
npenoctaBieHuss KiMeHTy BBIIUCKHA 110
Cuery, cuery neno He no3nuee Pabouero aus,
CJIEYIOIIETO 3a THEM COBEPIICHHUS OTepalluu
no Cuery, cueTy Jeno, NyTeM HamnpaBiIeHUs
UX TONbKO mocpenctBoM Cucremsl. [IHem
BbIauu (TOJTYYEeHMs) YKa3aHHBIX BBIITMCOK
CUMTaeTCs JIeHb MX HampaBieHus baHnkom 1o
Cucreme. B cnydae  HeoOXomumocCTH
nonyueHus: Knuentom Beinucok nmo Cucreme
3a TMEepUoJ 10 MOMEHTa MOAKIIYEHUS K
Cucreme, Knmnent BrpaBe o6patuthest B bank
C COOTBETCTBYIOIIUM 3asIBIICHUEM,
HampaBieHHBIM B bank mo Cucreme nmbo
MIPEI0CTABJIEHHBIM Ha OYMaXKHOM HOCHTEJIE.

B ciywae, ecim  uCHOJIB30BaHUE
Kmuentom  Cucrempl  IpHOCTaHOBIIEHO,
yBenomiieHne Kimenta o coBepuieHHH
YKa3aHHBIX  ONEpaluil  OCYILECTBIAETCS

IyTeM MIpEaAOCTaBICHUA KJ'II/IeHTy BBIIINCKHU
no Cuery, cuery pneno mno Cucreme
HE3aMEIUTEIBHO TI0CJI€ BOCCTAHOBJICHUS
J0CTyna K HeH WM APYyruM CIOcOOOM U B
CPOKH, IPeIyCMOTPEHHBIC
coorBercTBytouM JIBC/moroBopom cuera
IeTIO.

Hamnpasnenne  baHkOM — yKa3aHHBIX
BBITIMCOK 10 CHcTeMe (Wi IPYTUM CIIOCOO0M
u B CPOKH, IIPEyCMOTPEHHBIE

cootBercTByommM J[BC/moroBopom cuera
,Z[GHO) ABJIICTCA HAMJICIKAIINUM YBCAOMIICHUCM

6.3.19. TheBank undertakes to
accept Electronic Documents from the
Client, which have been signed by the
Authorized Representative(s) of the
Client in compliance with the terms of
the RBS Contract and the requirements
of the legislation of the Russian
Federation and implement operations,
transactions and other actions in time
stipulated in BAAs, legislation of the
Russian Federation, the RBS Contract,
the FPS Terms and other agreements
between the Parties, on the basis of such
Electronic Documents.

6.3.20.  After connection to the
System the Bank shall start informing
the Client about each transaction on the
Account, depot account with or without
the use of the System by providing to the
Client statements of the Account and the
depot account not later than the Bank’s
Business Day following the date of the
transaction on the Account and depot
account with said statements to be
forwarded exclusively via the System.
The date of issue (receipt) of said
statements shall be the date of their
forwarding by the Bank via the System.
If the Client requires System statements
for the period prior to connection to the
System, the Client has the right to
submit a corresponding request to the
Bank, either through the System or in
paper form.

If the Client’s use of the System is
suspended, the Client shall be notified of
the above transactions by way of
sending the Client statements of the
Account, depot account via the System
immediately after recovery of the access
thereto or in any other manner and
within the terms fixed by corresponding
BAA/depot account agreement.

The mentioned statements forwarded
by the Bank via the System (or in any
other manner and within the terms fixed
by the corresponding BAA/depot
account agreement) shall be deemed the
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Kimenra o coBepumieHMM onepanuu €
WCIIOIb30BAaHUEM DJIEKTPOHHOTO  CPE/CTBa
rJiaTexa B COOTBETCTBUU c
3aKOHOJATEIbCTBOM Poccuiickoit
Oenepanuu, 1 He TpeOyeT AOMOTHUTEILHOTO
Hanpasienuss bankom Knuenty kaxux-iam6o
HHBIX YBEJOMJIEHUN.

6.3.21. bank 00s13yeTcst
KOHCYNbTHpOBaTh KilMeHTa 1o BoIpocam
pabotrel ¢ Cucremoirt (¢ 10.00 mo 16.00
MOCKOBCKOTO BpeMeHu B Pabouue 1HH),
npeaocraByATh KilMeHTy HOBBIE BEpCHH
Cucremsl, a Takxke nHpopmupoBats Kimenra
000 BCEX U3MEHEHUSX nopsiiKa
¢dbyakuonupoBanusi CHCTEMBI B TEUCHHUE
Bcero cpoka neictBus Jlorosopa JI1bO.

6.3.22. B LEIX MIPOTHBOICHCTBUS
OCYIIECCTBIICHUIO  TEPEBOJOB  JICHEKHBIX
cpeacTB  0e3  JI0OpOBOJIBHOTO — COTJIACHS

KJIMEHTa, baHK Ha OCHOBaHWUU 3asBJICHUS
Knuenra, cocraBnenHoro o ¢popme banka Ha
OyMa)XHOM HOCHTEJIC WM HAIPaBICHHOTO C
nomouiplo CHUCTeMBbI, yCTaHABIMBAeT HE
no3iHee PaGouero s, CIEIYIOIIETO 3a THEM
npuHATHS BaHKOM TaHHOTO 3asIBICHUS:

— COOTBETCTBYIOLIUE OTpPaHUYECHUS
(JTUMHTBI) IO CyMMe€ OJIHOW OTNEepariuyl u/Win
mo oOmel cymme Bcex omepanuid 3a
KaJICHJIApHBIN JIeHb, TPOBOAUMBIX 110 CUETy C
MOMOIILI0 CHUCTEMEI;

— COOTBETCTBYIOLIME  OTPAHUYEHUS IO
npeaocrasieHuto  bankom  Knmenty ¢
IIOMOIIBI0 Cucremsl KpenuTa 100
OrpaHMYEHUE MAKCUMAJIbHOW CyMMBbI OJIHOTO
KpenuTa W/WaM KPEAUTOB 3a ONpeIeIeHHbIN
MepuoJi BpeMeHH, onpenensieMmbie KimueHtom.

OTMmeHa yCTaHOBJIEHHBIX OTPAaHUYEHUU
OCYHIECTBISAETCS baHKOM ITOCIIe IPUHATUSA UM
COOTBETCTBYIOLIErO  3asBieHus  KimeHra,
npenacraBieHHoro B bank Ha OymakHOM
HOCHTEIIE.

7. TIPABA, OBSI3BAHHOCTH "
HOPSTOK TEMCTBUSI CTOPOH IIPU

proper notification of the Client about
the transaction using the electronic
means of payment in accordance with
the legislation of the Russian
Federation, and shall not require any
additional notification from the Bank to
the Client.

6.3.21. The Bank undertakes to
consult the Client on the issues of
operations in the System (from 10 a.m.
till 4 p.m. Moscow time on Business
Days), grant the Client with the new
versions of the System, as well as
inform the Client about all the changes
in the functions of the System during the
entire period of validity of the RBS
Contract.

6.3.22.  With the purpose to prevent
the transfer of money without the
voluntary consent of the Client, on the
basis of the Client’s request elaborated
in paper and in accordance with the
Bank’s form or sent through the System,
not later than the Business day
following the receiving of the request:

— the Bank establishes respective
restrictions (caps) on the amount of one
operation and/or on the whole amount of
daily operations performed in the
Account through the System.

— the respective restrictions are also
established on the credit provision by
the Bank to the Client through the
System, or a restriction on the maximum
amount of one credit and/or credits for a
specific lapse of time defined by the
Client.

The abolition of established
restrictions will be implemented once
the Bank receives the respective Client’s
request submitted in paper.

7. RIGHTS, OBLIGATIONS AND
PROCEDURES OF THE PARTIES

BBISIBJEHVUN BAHKOM OIEPAIINIA,

WHEN THE BANK DISCOVERS

COOTBETCTBYIOINHUX NMPU3HAKAM

TRANSACTIONS WITH SIGNS OF

OCYHIECTBJIEHUA IHEPEBO/JIA MONEY TRANSFER WITHOUT
JAEHEXHbBIX CPEJICTB BE3 THE VOLUNTARY CONSENT OF
AOBPOBOJIBHOT'O COI'TACHUA THE CLIENT

KJIMEHTA
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7.1. baHk 1pu BBISIBICHUHM UM OIE€paluy,

COOTBGTCTBYI-OH_Ieﬁ IIpU3HaKaM
OCYIICCTBJIICHHUA nepeBoaa JCHCKHBIX
CpCacCTB oe3 I[O6pOBOJ'IBHOFO corjiacus

Kinuenra, 06s13an nipu npreme K UCIIOJIHEHUIO
pacniopsbkenuss  KiimeHta O COBEpIICHUU
omnepaluy, COOTBETCTBYIOLIEH IpHU3HAKAM

OCYILIECTBJIEHUS nepeBoia JICHCKHBIX
cpenctB  06e3  10OpPOBOJIBHOTO — COTJIACHS
Kinenra, npocTaHOBUTH €r0 UCIIOJIHEHUE Ha
CPOK, MPEyCMOTPEHHBIN
3aKOHO1aTE€IbCTBOM Poccuiickoit
®enepanuu.

7.2.0  TPUOCTAHOBJICHWH  HWCIOJTHEHUS

pacnopsbkenuss KimeHTa o  coBeplleHuu
oIreparii, COOTBETCTBYIONICH TpHU3HAKAM
OCYILIECTBIICHHS nepeBoja JIEHEKHBIX
cpenctB  0e3  10OpOBOJIBHOTO — COTJIACHS
Knuenta bank  o0s3yeTcss  yBelIOMUTH
Kimmenra HE3aMeJINTEIbHO IIyTeEM
HampaBiieHusi cooOuienust Knuenty 1o
cBoeMy ycMmoTpeHuro no CucremMe Wid 10
HOMEpY MOOMJIBHOTO Teneponall,
ykazanHomy Knnentowm B Jlorosope JIbO unu
coobmenHomy Knuentom banky B mopsijke,
MIPETYCMOTPSHHOM HACTOSIIIIAMU Y CJIOBHSIMH.
7.3. Knuent MOJITBEPIKIaeT/HE
MTOJITBEPKIAET UCTIOJTHEHHE bankom
pacrlopsKeHHsl, MPUOCTAHOBIEHHOTO M3-3a
MPU3HAKOB OCYIIECTBICHUS nepeBoja
JICHeXKHBIX CpeAcTB 0e3 JA00pOBOIBHOTO
cormacus KimeHta, B  yCTaHOBJICHHBIC
3akoHoJarenbeTBOM Pocceniickon denepannun
Cpoku 10 Homepy Tenedona banka,
yKa3aHHOMY Ha o(HIalbHOM caiite banka B

cetu  «MHTEpHET», C€  TNPOUZHECEHHEM
Konosoro ciosa Kinuenra.
ITpn HAJIMYUHA TEXHUYECKON

BO3MOXHOCTH, IOJATBEPAUTH HCIIOJIHEHUE
bankom pacnopskeHHsI, IPUOCTAaHOBIEHHOTO
M3-3a MPU3HAKOB OCYILIECTBJIEHUS IMEPEBOAA
JIEHEKHBIX CPEICTB 0€3 10O0pOBOIHLHOTO
cormacusi Knmenrta, KiumeHT MoOxkeT 10
Cucreme IIyTeM BBOJA KoJia -
MMOJATBEPKICHUA, MpeABaAPUTEIILHO
sanpomeHHoro Knuentrom no Cucreme u

7.1. If the Bank discovers a transaction
with signs of money transfer without the
voluntary consent of the Client, the
Bank when accepting for execution of
the Client’s order to perform a
transaction with signs of money transfer
without the voluntary consent of the
Client shall suspend the execution of the
order for a term stipulated by the
legislation of the Russian Federation.

7.2. The Bank shall immediately notify
the Client about the suspension of the
Client’s order to perform such
transaction with signs of money transfer
without the voluntary consent of the
Client by sending a message to the
Client at its own discretion via the
System or to the mobile phone number?
specified by the Client in the RBS
Contract or notified by the Client to the
Bank in the procedure established by
these Terms.

7.3. The Client confirms/does not
confirm the performance by the Bank of
the order suspended due to signs of
money transfer without the voluntary
consent of the Client within the
timeframe established by the legislation
of the Russian Federation by calling on
the Bank’s phone number specified on
the official web-site of the Bank in the
Internet and using the Client’s
Memorable Word.

If technically possible, the Client
may confirm the performance by the
Bank of the order suspended due to
signs of money transfer without the
voluntary consent of the Client, using
the System and entering the
confirmation code preliminarily
requested by the Client via the System
and received on the mobile phone

1 Knuenram, ykaszaBmuMm mnpu 3axkmouenuu Jorosopa JBO nBa Homepa MoOMIBHBIX Tenedonos, SMS-
coo0IIIeHNe HAPaBIISIETCsl HA HOMEP MOOMIIBHOTO Tene(oHa, yKa3aHHbIH B IIEPBOH CTPOKE ITyHKTa «MOOMIIBHBIH
TeneOH KIMEHTA Ui preMa coobiienuit B popmare SMS-coobiuenuii». / The Clients specifying two mobile
phone numbers when entering the Contract on the Use of RBS, SMS messages shall be sent to the mobile phone
number specified in the first line of “Mobile phone number of the client for SMS messages”.
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MOJIyYYEHHOTO Ha  HOMEpP  MOOMIJIBHOTO
tenedona, ykazanueiii B JloroBope J1bO umu
coobmeHneii Kimmenrom banky B mopsiike,
IIPEAYCMOTPEHHOM YcenoBusiMH. Ho
MOATBEPKICHUS UCTIOJTHEHUS bankom
COOTBETCTBYIOIIEro TuiaTexa KiueHT o0s3an
CBEpUTH PEKBUBUTHI pacnopsbKeHus,
otnpanieHHoro KiueHtoMm, ¢ pekBU3UTaMH,
yYKa3aHHBIMH B YBEJIOMJICHUH, HAIIPABICHHOM
bankoMm o HOMepy MoOUIBHOTO TejedoHa,
ykazanHomy Knuentom B [lorosope 15O nnmn
coobmennomy Knuentom banky B mopsjke,
MPEyCMOTPEHHOM Y CIIOBUSIMH.

IIpy mnoctyniueHur B YCTAHOBJICHHBIC
3akoHoJaTeNbcTBOM Poccuiickoit denepainun
CpPOKH, B baHK MOJITBEPKICHUS HUCIOJIHEHUS
bankoM COOTBETCTBYIOLIEro IUIATEXKa B
TEUYECHHUE OINEPALMOHHOTO JIHS, YKa3aHHOTO B
JABC, nenexHble CpeACTBa CIUCHIBAIOTCS CO
Cuera B Texymuii Pabounii nens banka. [lpu
MOCTYIJICHUU BBIIIEYKA3aHHOTO
MOJATBEPKICHHS OCIE ONEPALMOHHOTO JIHS,
JICHEe)KHBIE CpeJICTBAa cHucChiBatoTCsa co Cueta
He mo3aHee crueaywoomero Pabodero mHs
banka.

B cnyuae, eciim KnmeHT cornamaercs ¢
coobmienuemM banka o ToM, 4TO omeparus mno

Cuery COOTBETCTBYET MpU3HAKaM
OCYILECTBIICHUS nepeBojia  JCHEKHBIX
cpenctB  0e3  10OPOBOJIBHOTO — COTJIACHS

Knuenra, KniueHt BnpaBe He3amemJIUTENBHO
HaIpaBUTh B baHK OT3BIB COOTBETCTBYIOIIETO
pacropsiKeHUs.

[Ipu HemonmyueHuWH, B YCTAHOBJICHHBIE
3akoHoJarenbeTBOM Pocceniickon denepannun
cpoku, or Kimerta COOTBETCTBYIOIIETO
MOATBEPKJEHUs, baHK  OTKa3biBaeT B
WCTIOTHEHUU PACTIOPSKEHUSI TI0 HCTEYCHUH
JTAHHOTO CpOKa.

Knuent yBegomsieH O TOM, 4YTO BCE
TeneoHHBIE Pa3TOBOPHI 3aMUCBHIBAIOTCS U
XpaHiaTcsi B baHke B TedeHHE CpOKa,
YCTaHOBJIEHHOTO 3aKOHOJATEIILCTBOM
Poccuiickoit @enepanun. 3anucu yKa3aHHbBIX
Tene(OHHBIX  pPa3rOBOPOB  MOTYT  OBITh
WCIIONB30BaHbl TPU  Pa3pelIeHud JIFOOBIX
CIIOPOB, a TAK)KE€ MPEJTOCTABIICHBI B CY/I.
74.B cimywae, ecnm, HECMOTpsS Ha
HarnpaBieHue KineHToM mnoarBepxkaeHUs
pacropspkeHHs B COOTBETCTBHM C I 7.3.
Hacrosiux Yciosuii, baHk nosyuws ot

number specified in this Contract on the
use of RBS or advised by the Client to
the Bank in the procedure established by
the Terms. Until confirmation of
performance by the Bank of the
corresponding payment, the Client shall
check the details in the order sent by the
Client against the details specified in the
notification sent by the Bank to the
mobile phone number specified by the
Client in the Contract on the Use of RBS
or otherwise advised by the Client to the
Bank in the procedure established by the
Terms.

If the Client confirms within the
timeframe established by the legislation
of the Russian Federation the above
payment to the Bank within the
transaction hours specified in the BAA,
funds shall be debited from the Account
on the current Business Day of the
Bank. If the above confirmation is
received after the transaction hours, the
funds shall be debited from the Account
no later than on the next Bank's Business
Day.

If the Client agrees with the Bank's
message that the transaction on the
Account bears signs of money transfer
without the voluntary consent of the
Client, the Client may immediately
revoke the respective order from the
Bank.

If the Client fails to send the
corresponding confirmation within the
timeframe established by the legislation
of the Russian Federation, the Bank
shall refuse to execute the order after the
expiry of the defined timeframe.

The Client is hereby notified that all
telephone  conversations shall  be
recorded and stored by the Bank within
the period established by the laws of the
Russian Federation. The recordings of
such telephone conversations may be
used when resolving any disputes and
may be presented to court.

7.4. Despite the confirmation of the
order being sent by the Client in
accordance with paragraph 7.3 of these
Terms, if the Bank receives from the
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banka Poccun nHpopManuio,
coaepxamyrocss B baze nmaHHBIX, e€ro
UCIIOJIHEHUE MTPUOCTaHaBIuBaeTcsa baHkom Ha

CPOK, IIPENYCMOTPEHHBIN
3aKOHOIATEILCTBOM Poccuiickoi
denepauuu.

O  [OpUOCTAHOBIIEHUM  HWCIOIHEHUS
MOATBEPXKICHHOTO  pacmopsbkeHus  baHk
00s13yeTcst YBEIOMUTH Kiuenra
HE3aMEJIUTEIILHO  IyTEM  HalpaBJICHHS
coOOIIeHHs Knuenty 110 CBOEMY

ycMoTpennto no Cucreme Wid 1O HOMEpY
MobumbHOro  Teneonal?,  ykasamHOMY
Kmuentom B JloroBope JABO  wim
coobmennomy Knmentom banky B mopsake,
MPEAYCMOTPEHHOM Y CIIOBUSIMHU.

7.5. [Ipu HenoyiydeHHH, B YCTAHOBJICHHBIC
3aKoHoJIaTeNbecTBOM Poccuiickoit denepaiiu

CpOKH, OT Knuenra COOTBCTCTBYIOIICTO
OTKa3sa B HCIIOJIHCHUH bankom
IMOATBCPKACHHOT'O PpacCIiops>KCHUA, 10

MCTEUYECHUU JAHHOTO Cpoka baHk ucmomHser
MOJITBEPXKICHHOE pacnopspkenne KimeHra
P OTCYTCTBUM HHBIX YCTaHOBIECHHBIX
3aKoHoJaTenbcTBOM Poccuniickoin enepanmun
OCHOBaHMH  HE  MNPUHUMATh  €ro K
HCIIOJIHEHUIO.

7.6. lnem HOJIyYEHUS Knuentom
COOOIIeHUH, yKa3aHHBIX B 1. 7.2. u m. 7.4
HACcTOSIIIMX  YCIOBHUH, SBJIsSeTCS  JECHb
HaIIPaBJICHUS bankom YKa3aHHOI'O
coobmenuss mno Cucreme WM JI€Hb
HamnpaBiieHuss bankom SMS-cooOmienus Ha
HOoMep MoOwmibHOro Ttenedgona Kimenra,
ykazanubli um B JloroBope JIBO wumm
cooOuieHnblii Knuentom banky B mopsnke,
MPETyCMOTPEHHOM Y CIIOBUSIMH.

7.7. Knuent MOJITBEPIKIaeT/HE
MOJITBEPK/TAET UCTIOTHEHNE/OTKA3bIBACTCS OT
WCTIOJTHEHUS bankom pacropsiKeHus,
MPUOCTAHOBIIEHHOTO  W3-3a  IPHU3HAKOB
OCYILIECTBIIEHUS nepeBojia JICHEKHBIX
cpenctB  6e3  10OpPOBOJIBHOTO — COTJIACHSI
Knuenra, B Paboune quu.

7.8. KimeHT yBeOMJIEH M COTJIACEH C TeM,
yro bank mpoomur Ilposepky  OII

Bank of Russia information from the
Database, the execution of the order
shall be suspended by the Bank for a
term stipulated by the legislation of the
Russian Federation.

The Bank shall immediately notify
the Client about suspension of execution
of the confirmed order by sending a
message to the Client at its own
discretion via the System or to the
mobile phone number'? specified by the
Client in the Contract on the Use of RBS
or provided by the Client to the Bank in
the procedure established by the Terms.

7.5. If the Bank does not receive from
the Client the respective revocation of
the order within the timeframe
established by the legislation of the
Russian Federation, after expiry of the
defined term the Bank shall execute the
confirmed order of the Client if there are
not other reasons not to execute it
stipulated by the legislation of the
Russian Federation.

7.6. The day the Client receives the
messages specified in the paragraph 7.2
and 7.4 of these Terms is considered the
day the Bank sends that message via the
System or the day the Bank sends SMS
message to the Client’s phone number
specified by the Client in the Contract
on the Use of RBS or provided by the
Client to the Bank in the procedure
established by the Terms.

7.7. The Client confirms/does not
confirm /revokes the execution by the
Bank of the order suspended due to
signs of money transfer without the
voluntary consent of the Client on
Business Days of the Bank.

7.8. The Client has been notified and
agrees that the Bank conducts Check of

12 Knnenram, ykasaBmuM 1ipH 3akirouenuu Jloropopa JBO j1Ba HoMepa MoOGuIbHBIX TesiedoHoB, SMS-coobiieHue
HanpaBJIIeTCS Ha HOMEpP MOOWIBHOTO TenedoHa, yKa3aHHBIM B TEPBOM CTpOKe NMyHKTa «MOOWIBHBIA TesedoH
KJIMEeHTa Ui mpueMa cooliueHuit B popmare SMS-coobuienuii». / To the Clients specifying two mobile phone
numbers when entering into the RBS Contract, SMS messages shall be sent to the mobile phone number specified in
the first line of “Mobile phone number of the client for SMS messages”.
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DNEeKTPOHHOTO  JOKyMeHTa  (Tmpoueaypy
yIIOCTOBEPECHHUS npaBa pacTtopsHKCHHUS
JEHEKHBIMH cpefcTBaMKu KimeHTa) KakIblit
pas, Koraa MIPOBOAUTCS poBepKa
DNeKTpOHHOTO JIoKyMeHTa KimeHta Ha
COOTBETCTBUE TIPU3HAKAM OCYIIECCTBICHUS
nepeBojia JICHEKHBIX Cpe/CTB 0e3
nobpoBosibHOTO coriacusi Kimmenra, a Takxke
Ha Hajau4ue WHQOPMAIUH, COJepKaIIecs B
baze nannbix. B aToM cinyuae bank He Hecer
OTBETCTBEHHOCTh 3a yObITKM KineHra,
KOTOpPBbIE MOTYT BO3HHKHYTH Y  HErO
BCJIC/ICTBHC HEHUCIIOJNHEHUST DIIEKTPOHHOTO
JOKYMEHTa H3-3a OTPHUIIATEIILHOTO
pesyabtata IlpoBepku DIl DnekTpoHHOTO
JOKYMEHTA.

7.9. bank BIpaBe B OJHOCTOPOHHEM TOPSIAKE
m3mMeHuTth  KomoBoe  cmoBo  KimmeHra,
HanpaBuB  KiWeHTy  yBelmOMJICHHE  Ha
OyMa)XHOM HOCHUTENE C COOCTBEHHOPYUHOI
ITOJIITHACHIO PYKOBOIHUTEIS Banka
(YoaHOMOYEHHOTO MM JIHia) 00 H3MECHEHUH
KomoBoro ciogpa.

7.10. B cnywsae yrtparelt Kimentom
KOHTPOJSI  HaJ  HOMEpPOM  MOOMIJIBHOTO
tenegoHa, a Takxke yTparel KimeHToM
YBEPEHHOCTH B TOM, 4T0 KoOj0BOE CII0BO
u/uam HOMep MoOunpHOro TenedoHa He
MOTYT OBITH HCITOJIb30BaHbI
HEYMOJHOMOUYEHHBIMH ~JTUIIAMHU  (Jlanee —
KOMITpOMeTaIusl), Kinuent 00s13aH
He3aMe/UINTEeIbHO  HampaBuTh B bank
3asBnenne o Kommpomeranuu (BIOXKEHHBIM
daitnom) Ha ouLnaNbHBINA azapec

anekTpoHHo — mouthl  (e-mail)  Banka,
ykazanHbii B JloroBope  JIBO, ¢
HOCIIE Y FOIIIIM HEMEIJICHHBIM
npepocraBieHneM B baHk  opuruHana

YKa3aHHOT'O 3asBJICHUSI.

Bcee pacnopsKEHUs Knmumenta o
COBEpIICHUH OIepaly, COOTBETCTBYIOLIEH
IIPU3HAKaM  OCYILECTBICHHMS  IEpeBoJa
JIEHEKHBIX CPEICTB 0€3 10O0pOBOIHLHOTO
cormacua KimeHTta, mnocTynuBumIME TIOCTE
MOJy4YECHUS bankom 3asBieHUSA 0
KoMmpomMeTanuu 1o 3J1eKTpOHHOM 110YTE U 10
MIPUHATUSA bankxom oT Kinenra
MOCIEAYIOLEro 3asBICHUsT O BHECEHUU
m3menenuit B Jloroop JABO B 2 (mBYyX)
JK3EMIUIIpaX Ha OyMa)KHOM HOCHUTEIE C
cOOCTBEHHOPYYHOU MOIMHICHIO
YnonHomouenHoro  smna  Knmenra ¢

the Electronic Signature of an Electronic
Document (the procedure of verification
of the right to manage Client’s money
funds) every time the Bank conducts
Check of Electronic Document of the
Client for signs of money transfer
without the voluntary consent of the
Client, as well as for the presence of
information contained in the Database.
In this case, the Bank shall not be liable
for the losses of the Client, which the
Client may suffer as a result of non-
execution of the Electronic Document
due to the negative result of the Check
of the Electronic Signature of an
Electronic Document.

7.9. The Bank may unilaterally change
the Client's Code Word by sending a
notification to the Client on paper with a
handwritten signature of the Bank
Manager (his Authorized
Representative) on the change of the
Memorable Word.

7.10. If the Client loses control
over the mobile phone number or loses
confidence that the Memorable Word
and/or mobile phone number cannot be
used by unauthorized  persons
(“compromise”), the Client shall
immediately send to the Bank the
Compromise Statement (as an enclosed
file) to the Bank’s official e-mail
address specified in the RBS Contract,
subject to the subsequent immediate
sending of the original of the said
statement to the Bank.

All the Client’s orders on the
performance of the transaction having
signs of money transfer without the
voluntary consent of the Client which
are delivered after the Bank receives the
Compromise Statement by e-mail and
before the Bank accepts from the Client
the  subsequent  Application  for
amendments to the RBS Contract in 2
(two) copies on paper with a
handwritten signature of the Client’s
Authorized Person specifying the new
Memorable Word and/or mobile phone
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ykazanueM HoBoro KojoBoro cioBa u/mim
HOMEpa MOOWJIBHOTO Tesie()OHa, CUUTAIOTCS
aBTOMATUYECKU OTO3BAHHBIMH.

B cnyudae 3amensl KimmentoM HOMepa
MoOmipHOro Ttenedona wu/mmu  Komooro
cioBa, KnueHT 00s3aH He3aMeaIUTEIHHO
MpPeIoCTaBUTh B baHk 3asBIeHNE O BHECEHUU
m3menenuit B Jloroop JIbO Ha OymaxxHom
HOocuTene B 2 (IBYX) OK3eMIUsipax ¢
COOCTBEHHOPYYHOM MOJIIUCKIO
Ynonnomouennoro  smua  Kiomenra ¢
ykazanueM HoBoro KojoBoro cioBa u/mim
HOMEpa MOOMIIBHOTO TeseoHa.

Jdo  momenta  npuHATHS ~ baHkom
BBIIICYKA3aHHOTO 3asIBIICHUS bank
UCIOJIb3YET B COOTBETCTBUM C Y CIIOBUSMHU
paHee cooOuieHHbld banky Kirenrom Homep
MOOWIBHOTO TeleoHa, paHee COOOIIEHHOE
Kmuenrom  banky/bankom  Kimenty (B
COOTBETCTBHH C TI. 7.9 HACTOSIIUX Y CIIOBHIA)
Konosoe cioBo.

7.11. bank He HeceT OTBETCTBEHHOCTU
3a yiepo, MPUIMHCHHBIH Knuenty
BCJIECTBUE HECaHKIIMOHUPOBAHHOTO

UCMOJb30BaHUS TPETbUMHU JHLAMH (B TOM
4yucie, HO HE  OrpPaHUYMBasACh, IIPHU
komnpomeranuu) KogoBoro cioBa/HoMepa
MOOUIIBHOTO TenedoHa, Ha KOTOpbl bankom

HanpaBJsIeTCs SMS-coobuienue 0
COBEpIICHUH OIEepalui, COOTBETCTBYIOIICH
NpU3HaKaM  OCYIIECTBJICHUS  IepeBoja

JIEHEKHBIX CpPEICTB 0€3 100pOBOIBLHOTO
coraacus Kiunenra.

7.12. bauk He Hecer OTBETCTBEHHOCTH
3a HETaTUBHBIE IOCIEACTBHSA, B TOM YHCIE
YOBITKH Knuenra, KOTOpBIC MOTYT

BO3HUKHYT, y  Kimenta  Bcienctsue
HernoJlyuyeHus: yBenomyieHui oT banka 00
OIEpallii, COOTBETCTBYIOIEH MpU3HAKAM
OCYIIECTBIICHUST ~ TIEpeBOJa  JICHEXKHBIX
CpencTB 0e3 J0OpOBONILHOTO  COTJTIACHS
Knmenra, mnpHOCTaHOBICHHHM HCIIOTHEHHS
MOJITBEPKIEHHOTO PACHOPSDKEHUS MM O
MIPUOCTAHOBIICHUH MCTIOIb30BaHUsT CUCTEMBI,
B TOM qucie, B CBSI3U c
HE/IOCTOBEPHOCTHIO/HEAKTyaThbHOCTHIO

uHpopmanuu, ykazanHoit Kimmenrom, a Taxoke
B CBS3M C HEAOCTyMHOCTBhIO i Kimenra
yKa3aHHbBIX CIIOCOOOB CBSI3H, a TAKXKE 110 BUHE
Knmuenta wimm MoOWJIBHOTO omeparopa, B
ciyqae  yrpatel  Knumentom  KopoBoro

number, shall be deemed automatically
revoked.

If the Client changes the mobile
phone number and/or the Code Word,
the Client shall immediately submit to
the Bank the Application for
amendments to the RBS Contract in 2
(two) copies on a paper bearing the
handwritten signature of the Authorized
Person of the Client specifying a new
Memorable Word and/or mobile
telephone number.

Until the Bank accepts the above

mentioned application, the Bank shall
use the mobile phone number previously
provided to the Bank by the Client and
the Memorable Word previously
provided to the Bank by the Client/to the
Client by the Bank (as per paragraph 7.9
of these Terms) in accordance with the
Terms.
7.11. The Bank shall not be liable
for damage caused to the Client due to
unauthorized use by third parties
(including but not limited to
compromising) of  the Code
Word/mobile phone number, to which
the Bank sends SMS messages about
transactions with signs of money
transfer without the voluntary consent of
the Client.

7.12. The Bank shall not be liable
for negative consequences, including
losses of the Client, which the Client
may suffer as a result of non-receipt of
notifications from the Bank about a
transaction with signs of money transfer
without the voluntary consent of the
Client, suspension of execution of the
confirmed order or suspension of use of
the System, including, but not limited to,
for the reason of inaccuracy/outdated
nature of the information specified by
the Client, unavailability of the
specified communication methods for
the Client, fault of the Client or the
mobile operator, loss of the Memorable
Word/mobile phone number, to which
the Bank sends SMS messages on
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cioBa/HOMepa MOOWIBHOTO TenedoHa, Ha
KoTopblii  bankom HampaBnsercs SMS-
COOOIllEeHHE O COBEpPUICHHH OMepaluu,
COOTBETCTBYIOIIEH [IpU3HAKaM
OCYILIECTBIICHHS nepeBoja JIEHEKHBIX
cpeacts  0e3  1O0OPOBOJIBHOTO  COTJacus
KiuenTa, X KOMIIPOMETaIIUH.

7.13. bank He HeceT OTBETCTBEHHOCTH
3a  yObITkm KimeHnTta, BO3HUKIIHNE B
pe3ynbTaTte yTpaThl (IOpUu, Nepeadu, yTepu,
pasriamieHmn) Knuenrom Konosoro
cloBa/HOMepa MOOWIBHOTO TenedoHa, Ha

KoTopblii  bankom HampaBmsercs SMS-
COOOIIIEHHE O COBEpPUICHHH OMepaluu,
COOTBETCTBYIOIIEH [IpU3HAKaM
OCYILIECTBIICHHS nepeBoja JICHEKHBIX
cpenctB  0e3  1OOPOBOJIBHOTO — COTJIACHS
Kiuenra.

7.14. bank He HeceT OTBETCTBEHHOCTH

3a yobITkM KiMeHTa, BO3HUKILIUE BCIEICTBHE
HECBOEBPEMEHHOT0 cooluienust banky o0
yrpare KimeHToM KOHTpOJIi HajJ HOMEpPOM
MOOWJIIBHOTO TenedoHa, a TakKe yTpare
Knuenrom yBepenHocTH B ToM, 4To KomoBoe
CIIOBO, HOMEp MOOWJIBHOro TenedoHa, Ha
KoTopblii  bankoMm HampaBnsercs SMS-
COOOIllEHHE O COBEpPUICHHM OIepaluu,
COOTBETCTBYIOLIEH pU3HAKaM
OCYIIECTBIICHUS nepeBojila  JCHEKHBIX
cpencTB  0e3  J0OpOBONBHOTO  COTTIACHS
Knmenra, He MOTryT OBITHh HCIOJNB30BaHBI
HEYNOJIHOMOYEHHBIMH JIUIIAMHU.
7.15. Knuent o6s3yercs npenoctaBUTh
banky nelcTBUTENbHBI HOMEP MOOMIBHOTO
TeneoHa U OOECHEeYUTh  IOCTOSIHHYIO
JOCTYITHOCTh HOMEpa MOOMIIBHOTO TeneoHa
Ui TipuemMa cooOmieHnid B opmare SMS-
COOOIIEHUH Ha PYCCKOM/aHTITUICKOM SI3bIKE.
7.16. KnueHT HeceT 0TBETCTBEHHOCTH 3a
JOCTOBEPHOCTb HOMeEpa MOOMIJIBHOTO
tenedoHa, 00s3aH HE JOIMYCKAaTh CO3JaHUE
TyOmuKaToB (KJIOHOB) SIM-KapThl, @ TAKXKE HE
JOMyCKaTh TOJYYeHHUE, WCIOIb30BaHHE U
3aMeHy Sim-kapThbI 19707011 HOMEpa
MooOmipHOTO Tenedona, KomoBoro criora
HEYNOJIHOMOYEHHBIMH JIMIIAMHU.
7.17. Knuent o06s3yercs obecneuuthb
xpanenue uHpopmanu o KomoBom cioBe
cnocoboM, nenatonmiuM  KozmoBoe  cioBo
HE/IOCTYIHBIM TPETHUM JIUIaM.

bank o0s3yercs IPUHATH BCE
HE00XOJMMBIE MEpPbl OpPraHU3aIMOHHOIO U

transactions with signs of money
transfer without the voluntary consent of
the Client, by the Client or the
compromise thereof.

7.13. The Bank shall not be liable
for the Client’s losses resulting from the
loss (damage, transfer, disclosure) of the
Code Word/mobile phone number, to
which number the Bank sends SMS
messages on transactions with signs of
money transfer without the voluntary
consent of the Client, by the Client.

7.14. The Bank shall not be liable
for losses of the Client arising out of the
late notification of the Bank about the
loss of control over the mobile phone
number by the Client, as well as the loss
by the Client of confidence that the
Code Word, mobile number, to which
the Bank sends SMS messages on
transactions with signs of money
transfer without the voluntary consent of

the Client, cannot be used by
unauthorized persons.
7.15. The Client shall provide the

Bank with a valid mobile phone number
and ensure that the mobile phone
number is always available for receiving
SMS messages in Russian/English.

7.16. The Client shall be liable for
the accuracy of the mobile phone
number, shall prevent any duplication
(cloning) of the SIM card, and prevent
the receipt, use, and replacement of the
SIM card and/or mobile phone number,
the Memorable Word by unauthorized
persons.
7.17. The Client shall ensure the
safekeeping of information about the
Code Word in a manner that makes the
code word inaccessible to third parties.
The Bank shall take all the necessary
measures of the organizational and
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TEXHUUYECKOIro XapakTepa JUIsi oOecredeHus
HEBO3MOXXHOCTH JocTyna
HEYIMOJIHOMOYEHHBIX JIMI K HHGOpPMAIUU O
KomoBom crnoBe, HOMepe MOOHIBHOTO
teneona  Kimenra, Haxomsmeics B
pacnopsbkenuu banka.

7.18. Knuent moarBepkIaer, 4ro emy
W3BECTHO O TOM, YTO B IpOLIECCE Mepeaaydu
uHbopManMu TyTeM HamnpasieHus SMS-
cooO1IeHus BO3MOXKEH pUCK
HECAHKIIMOHMPOBAHHOTO JOCTYNa TPEThUX
JUI K Takod HHGOpPMALUU U HACTOSIIHUM
BBIpa)KaeT CBOE coryacue ¢ TeM, 4yto bank He
HECeT OTBETCTBEHHOCTH 3a pa3rjalleHue
nHpopmanuu o Kimenre, onepanusax mo ero
Cueram B ciIydae TaKOT O
HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

7.19. KnueHT coriamiaercs ¢ TEM, 4YTO
bank He HeceT OTBETCTBEHHOCTH 3a KakKue-
6o  aBapuu, cOom W mepedbowm B
00CITy)KHBaHWH, CBSI3aHHBIC C
o0opynoBaHuEM, CHCTEeMaMU  [epelayu
AJIEKTPOIHEPTUN W/WIIM JIMHUN CBSI3H, CETH
«HTEepHET», KOTOpBIE O0OecrneYnBaroTCs,
MOAAKOTCA, JKCIUTYaTUPYIOTCS u/nnm
00CITYKHBAIOTCS] TPETHUMHU JIMIIAMU B CBSI3U C
HanpaBieHneM bankom Kimenty SMS-
cooOmIeHuss, B TOM 4HCIEe  YOBITKH,
MMOHECCHHBIC B CBSI3M C HEMPaBOMEPHBIMHU
JEUCTBUSAME WK Oe37eCTBUEM TPEThUX JIUII.
bank He HeceT OTBETCTBEHHOCTh 32
JOCTYITHOCTh M pabOTOCIIOCOOHOCTh CPEACTB
CBA3M, C IIOMOIIBIO  KOTOpPbIX  baHk
ocylecTBseT yBegomiueHnue Kimenra.

8. KOHOUJAEHIMNAJBHOCTD

8.1. YcnoBus u uHGpOpMAaLus, CoJlepKaascs
B Jloroope [IbO, a Takxe Bcs mepemnucka,
CBSI3aHHAs C €0 HCIIOJIHEHUEM, CUUTAOTCS
obeumu  CTOpoHaMu  KOH(UIEHIIMAIBHON
uH(popMalnel, COCTaBIAIONIEH, B TOM YHCIIE,
OaHKOBCKYIO U  KOMMEpPYECKYI0 TaiiHy,
koTopyto CTOpOHBI HE BIpaBe pasriamaTh
TPeTbUM JMIAaM 0e3 MpeABapUTEIbHOIO
MIMCBMEHHOTO0 coriacus Apyroil CTopoHsl, 3a
UCKITIOYEHHEM CIIy4aeB, INPEAyCMOTPEHHBIX
Joroopom JIBO u 3akoHOJIATEIHCTBOM
Poccuiickoit ®enepauun, NpeaOCTABICHUS
TaKou uHpOpMaLIUU HE3aBUCHMBIM
ayAUTOPCKUM  OpraHM3alMsM 10  MX
TpeOOBAaHUIO B XOJI¢ NPOBEACHUS ayIHTa

technical nature to ensure that
unauthorized persons cannot access the
information on the Code Word and the
Client’s mobile phone number available
to the Bank.

7.18. The Client is hereby aware
of the risk of unauthorized access by
third parties to the information
communicated by SMS messages and
hereby agrees that the Bank shall not be
liable for any disclosure of such
information about the Client and
transactions on the Client’s Accounts in
the event of such unauthorized access.

7.19. The Client hereby agrees
that the Bank shall not be liable for any
emergencies, malfunctions and
interruptions in the services due to
equipment, electricity systems and/or
communication lines, the Internet,
which are provided, supplied, operated
and/or maintained by third parties, as
related to the SMS messages sent by the
Bank to the Client, including losses
incurred due to illegal actions or
inaction of third parties. The Bank shall
not be liable for the availability and
operability of the means of
communication used by the Bank to
notify the Client.

8. CONFIDENTIALITY

8.1. Terms and information, contained
in the RBS Contract, as well as all the
correspondence, relating to its
execution, are  considered as
confidential by both Parties,
constituting, inter alia, a bank and
commercial secret, which the Parties
have no right to disclose to third parties
without preliminary written consent
thereto of the other Party, only in case
and in the manner, as under the RBS
Contract and the legislation of the
Russian Federation and provision of
such kind of information to independent
audit organizations on their demand in
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OyxraaTepckoro ydyera W (puHAHCOBOM
(Oyxrasirepckoil) OTYETHOCTH, KOrja OHa
OKa3allaCh M3BECTHOW TPETHUM JIUIIAM JIO
Toro, kak CTOPOHBI €€ pa3riIacuiiu.

9. ®UHAHCOBBIE
B3ANMMOOTHOIIEHUA

9.1. [lopsimok omuaTel, CTOUMOCTH PAabOT U
yciyr, okasbiBaeMblX bankom KimeHnty mno
HACTOSIIIEMY Horosopy JBO,
ycranaBnuBaoTcs Tapudamu u YcaoBUsIMH.
Pacuetrsl mnpousBoasiTcs B pYyONsX IyTeM
cnucanusi bankom (0e3 IOMOTHUTETHHBIX
pacnopspkeHuil KitnenTa) J€He)XKHbIX CpPeJICTB
C pacueTHOro W/wiu MHBIX cueToB KineHra,
OTKpbITBIX B baHke, ¢ KOTOpBIX Takoe
CIMCaHUE JIONYCKAETCs 3aKOHOAATEIbCTBOM
Poccuiickoit ®@enepanuu, MNpeaBapUTEIbLHO
MOJIHOCTBIO /10 OKa3zaHus ycayr. Ecnu
JICHE)KHbIE CPEJICTBA CIUCBIBAIOTCS CO CueTa
Kinenra B MHOCTpaHHOH BalioTe, a CymMa,
npuuuTaronascs baHKy B COOTBETCTBUU C
Tapudamu, BelpaxkeHa B pyOmsx, bank
CaMOCTOSITENIbHO ~ IPOU3BOJUT KOHBEPCHIO
yKa3aHHBIX CpeICTB 1o Kypcy banka Poccun
Ha JICHb COBEPLICHMUS OTIepaIiii U HaIIpaBJIseT
MOJYYEHHYI0 CYMMY JUIsl OIUIaThl  YCIIYT
banxka.

9.2. B caywae, ecid OCTaTOK JEHEXKHBIX
CPEICTB Ha PACUETHOM W/MJIM MHBIX CYETax
Knuenra He mo3Boisier baHky B cpok u B
pasmepe, onpeneneHubix Jloroopom JIBO u
nevictyromumu  Tapudamu, npousBecTH
cnucaHue Iuiatel 3a yciayru banka, bank
MMeeT MPaBO HE OKa3bIBaTh 3alpalllBaeMble
Knuentom ycnyru w/mnm NpuOCTaHOBUTH
ucnons3oBanue Kimumentom Cucremsl 10
MOMEHTa TMOJHOM OIUIaThl 3aJI0JKEHHOCTH
KnneHTtoMm, COOTBETCTBEHHO YBEIOMHUB 00
stoM Knnenra nHe MeHee yem 3a 5 (IATb)
Pabounx nueil. KnmeHT oTkasbiBaercs OT
JOOBIX IIPETEH3UN K banky  3a
BO3HUKHOBEHHE B ITOM CIIy4ae BO3MOXHBIX
yOBITKOB, BKJIOYas peajbHbId yuepd u
YIYIIEHHYIO  BBITOAY,  CBA3aHHBIX  C
3alepkkaMu B mpoBeneHun — Kimentom
onepaiuii no Cyery, cyeTy AENO, CUETY IO
BKJIaAy (IEMO3UTYy), OCYIICCTBICHHUS HMHBIX
JIEUCTBUI, CACIIOK.

the process of audit of accounting and
financial (accounting) reports, when it
has been disclosed to the third parties
before it was disclosed by the Parties.

9. MUTUAL
RELATIONS

FINANCIAL

9.1. Manner of payment, price of works
and services, rendered by the Bank to
the Client as under the RBS Contract,
are set by the Tariffs and the Terms.
Settlements are conducted in rubles
through the direct debiting by the Bank
(without additional Client’s orders) of
the funds from the settlement and/or
other accounts held by the Client in the
Bank, from which such debiting is
permitted by the legislation of the
Russian Federation, preliminarily in full
prior to the provision of services. If the
funds are debited from a foreign
currency account of the Client, and the
amount due to the Bank, as in
compliance to the Tariffs, is expressed
in rubles, Bank individually converts the
specified funds at the exchange rate of
the Bank of Russia as at the day of the
commission of the operation and directs
the received amount for payment for the
Bank’s services.

9.2. In case if the balance of funds in the
settlement and/or other accounts of the
Client does not allow the Bank, within
the term and in the amount set by the
RBS Contract and the effective Tariffs,
to debit the amount of payment for the
services of the Bank, the Bank shall
have the right not to render the services
requested by the Client and/or suspend
the use of the the System by the Client
until the full payment of the Client’s
debt has been made, correspondingly
notifying the Client of such at least 5
(five) Business Days in advance. The
Client refuse to file any claims with the
Bank for the occurrence, in such case, of
possible losses, including real damage
and lost profits, related to the delays in
commissioning Client operations on the
Account, depot account, deposit
account, or other actions or transactions.
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9.3. B cayuae pacropxkenus Kimentom
Horosopa IBO B 0AHOCTOPOHHEM MOPSKE,
Kiuent 00s3an He mo3aHee 3 (Tpex) Pabounx
JHEH OT JaThl HAMPABICHHS YBEIOMIICHUS O
pacTop:KeHuu OILIaTHUTh CTOUMOCTD
OKa3aHHBIX yCIYT.

9.4. KiimeHT HACTOALIMM JaeT COIJIacue
(3apaHee aHHBIM aKLENT) HA UCIIOJIHEHUE (B
TOM 4YHUCJI€ 4YacTHYHOEe) baHkoMm, B TMONHOU
CyMMe IIATeKHBIX TPeOOBaHUN/MHKACCOBBIX
nopydyeHuii baHka WM WHBIX JOKYMEHTOB,
yCTaHOBIIEHHbIX  bankom  Poccum, s
OCYILIECTBICHUS TIPaB, MPEAYCMOTPEHHBIX
1m.9.1 HacTosimuX YCIOBUM, B TEYCHHE CPOKA
nerictBus Jorosopa /IBO.

10. OTBETCTBEHHOCTb CTOPOH

10.1. 3a HEUCIIOHEHUE W/WIIH
HeHaJJIeKallee UCIIOJHEHNE 0053aTEIbCTB 10
Jlorosopy JBO CropoHsl HECyT
OTBETCTBEHHOCTH B COOTBETCTBHU  C
3aKoHoJaTenbcTBOM Poccuniickoin enepanmun
u Jlorosopom J15O.

10.2. KinneHT HeceT OTBETCTBEHHOCTH
3a:

—  COXPaHHOCTh u L[EJIOCTHOCTD
YCTaHOBJICHHOTO MPOrPaMMHOTO
obOecrieueHusl, BKJTIOYas CpenctBa

KpUnTorpaguueckon 3aImuThl MHGOpMAIUH,
Hocureneit ¢ Kirouamu,

—  BBINOJIHEHHUE TpeOoBaHUI K
skcrryatau  CucTeMbl, H3JI0XKEHHBIX B
Ycnosusax u JJokymenranuuy,

— HaJUIeKallee  BBIIOJHEHHE  YCIIOBHM
Horosopa JIBO, a Takxe 3a MCHOJIb30BaHUE
Kiroueit TOJILKO YII0JITHOMOYEHHBIM
npeacraButTeneM KiueHTa, yka3aHHBIM B
COOTBETCTBYIOIIEM 3asIBJICHUU Ha JTOCTYII.

10.3. bank HeceT OTBETCTBEHHOCTH
nepen  KiMeHTOM B COOTBETCTBHM  C
3aKOHOJIATEIbCTBOM Poccutickoi

denepanyn, Tpyu HATMYUU BUHBI 32 pealIbHbBIN
yuiep0, HO He 3a YNYIIEHHYIO BBITONYy, C
Y4ETOM OTPaHUYEHMI, IPETYCMOTPEHHBIX II.
10.4 wmacrosmmx VYcCIOBHHM, 3a TOYHOE,
CBOCBPEMEHHOE M TIOJIHOE HCIIOJIHEHHUE
nopydyeHui u  uHcTpyKuui Kimenta mno

9.3.In case the Client terminates the
RBS Contract in a unilateral manner,
Client shall no later than 3 (three)
Business Days from the date of the
sending of the notification about the
termination, cover the cost of rendered
services.

9.4. Hereby the Client gives his consent
(pre-authorization) to the execution
(including partial execution) by the
Bank of Bank’s payment
requests/collection orders or other
documents stipulated by the Bank of
Russia, in full, for the implementation of
rights specified in the paragraph 9.1 of
these Terms within the validity period of
the RBS Contract.

10. LIABILITY OF THE PARTIES

10.1. The Parties shall be held
liable for non-performance and/or
improper performance of the duties
under the RBS Contract, as in
compliance to the legislation of the
Russian Federation and the RBS
Contract.
10.2. The
responsible for:
— the security and entirety of the
installed  software, including the
Information  cryptographic  security
products, Carriers with Keys,

Client  shall be

— the observance of the requirements
for the operation of the System,
specified in the Terms and the
Documentation,

— due execution of the terms of the
RBS Contract, as well as for the use of
Keys only by the Authorized
Representative of the Client specified in
the corresponding Access Application.
10.3. The Bank shall be held liable
before the Client, as in compliance to
the legislation of the Russian
Federation, in case of its fault for real
damage, but not for lost profits, in light
of the restrictions, as under paragraph
10.4 of these Terms, for the exact,
timely and full execution of the orders
and instructions presented by the Client
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MPOBEJCHUIO OAHKOBCKUX, JEMO3UTAPHBIX
OIlepaLMii, 110 COBEPIICHUIO UHBIX JECHCTBUH,
C/IEJIOK, HA OCHOBAaHUU Ha/AJIeXKaIuM 00pazom
0 OPMIICHHBIX U CBOEBPEMEHHO TIEPEIaHHBIX
no Cucreme OJEKTPOHHBIX JOKYMEHTOB
Knuenra.

10.4. baHk HEe HeceT OTBETCTBEHHOCTH:

— 32 TIOCJICZICTBUSI COBEPILICHUS OIEpaIlHid,
WUHBIX JICHCTBUH, CIEIIOK HAa OCHOBaHHHU
HajJIeXKamuM ~ o0pazoM  0OpPMIIEHHOTO
DJNEKTPOHHOTO  JOKYMEHTa, TMPU3HAHHOTO
BEPHBIM U MPUHATOT0 BaHKOM K UCTIOTHEHUIO
(;ro0oit DNEeKTPOHHBIN JIOKYMEHT,
HOIIINCAHHBIN OI1 YH0IHOMOYEHHOI'O
npencraButens KiveHTa B COOTBETCTBUU C
Jorosopom IO u nonydyeHHsiii bankom o
Cucteme, B JIO0OM cllydae MpH3HACTCS
DNEKTPOHHBIM JOKYMEHTOM, HCXOMSIIUM OT
Kimenra, uro He nomyckaer oTka3 KimeHrta
OT TOTO, YTO TaKOH OKYMEHT HampaBlieH C
ero CTOPOHBI, HU npu KaKHUX
00CTOSTETLCTBAX);

— 32 TMOCJICJICTBUSI COBEPIICHHS OTEPAIIHIA,
WHBIX JEWCTBHIA, CIEIOK Ha OCHOBAaHUU

HaJyIeKamuM  oOpa3zoM  odopmieHHOTO
DNEeKTPOHHOTO JOKYMEHTa, MOAMMCAHHOTO
IMPEIKHUM VY0JIHOMOYEHHLIM

npeacraButenem Kimenrta, A0 TpUHATHS
bankom or Kimenra 3asgBienus 00
H3MEHEHUHU CBEICHMH, KacaroIuXxcs
MPEKPALIECHUS MTOJTHOMOYHI
COOTBETCTBYIOLIETO Y10JIHOMOYEHHOT O
npencrasutens Knuenra;

— 3a TIOCIEACTBHSA OTKa3a baHka B
COOTBeTCTBUH C 1. 6.3.2, m. 6.3.5 — m. 6.3.7
HacTOSAIMX  YCIOBUM OT IpUemMa K
WCIIOJTHEHUIO ~ DJIEKTPOHHOTO  JTOKYMEHTA,
nepenanHoro Kimmenrom no Cucreme;

- 3a IIOCJIEICTBUS HCIIOIb30BAHNS
Cucremsl, ycraHoBineHHOM y Kuimuenra,
IIOCTOPOHHUMU, a TaKXKe

HeyrIOJ'IHOMO‘—IeHHI)IMI/I Ha 3TO JIMIIaMH;

— 3a mociencTBus pasriamenus Kinentom
uHpopmanuu o mopsaake padboTel CUCTEMBI,
BKJIFOUas HOpSIJIOK HCIIOJIB30BaHUA CpeHCTB
KpunTorpaguueckoi 3aruTsl HHPOPMAIUH;

for the commission of banking
operations, custody transactions and
other actions or transactions on the basis
of the duly drawn up and timely
transferred,  within  the  System,
Electronic Documents of the Client.
10.4. The Bank shall not be liable
for the following:

— for the consequences of operations,
other actions or transactions on the basis
of a duly drafted Electronic Document,
acknowledged as accurate and accepted
by the Bank for execution (any
Electronic Document signed by the ES
of the Authorized Representative of the
Client in compliance to the RBS
Contract and received by the Bank
through the System, is in any case found
as an Electronic Document received
from the Client, which excludes Client’s
refusal from the fact that such document
was sent on its behalf, under any
circumstances);

— for the consequences of operations,
other actions or transactions on the basis
of a duly drafted Electronic Document
from the Client, signed by the former
Authorized Representative of the Client,
until the Bank accepts the Application
for change of information from the
Client regarding termination of
authorization  of the  respective
Authorized Representative of the Client;

— for the consequences of the Bank’s
refusal, in compliance to paragraph
6.3.2, paragraphs 6.3.5 — 6.3.7 of these
Terms, to accept for execution an
Electronic Document, transferred by the
Client via the System;

— for the consequences of use of the
System, installed for the Client, by third
parties, as well as by persons not
authorized for such use;

— for the consequences of the
disclosure by the Client of the
information on the procedure of
operation of the System, including the
procedure for the use of Information
cryptographic security products;
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— 3a HapymeHue paborel Cucrembl u
BO3HUKHOBEHHE TPYJIHOCTEMN B
OCYILIECTBJIEHUH ONEPALMNA, UHBIX JIEUCTBUU
nocpeacTBoM CHCTEMBI B pe3yJibTaTe OO0k
Y HETOYHOCTEH, AONYIIeHHBIX KilneHToM;

— 3a HapymeHue pabotel CHCTEMBI B
pe3yabTaTe HEUCIIPaBHOCTHU Cpencts
00paboTKM ¥  XpaHeHHs WHPOpPMALUU
Kimenra, ucnonb3yempIX [Uisi JIOCTyNa K
Cucreme;

— 32 cbom B pabore  Cucremsi,
MpOM30LIEeAIINE HE 10 BHHE baHka u
nosiekmue i KiueHta HEBO3MOXXHOCTh
nepeaadn DIIEKTPOHHBIX TOKYMEHTOB;

— 3a Hapymenue pabotel CuCTeMBbl B
pe3yJibTaTe AEMCTBUM TPETHUX JIULL;

— 3a nocneacTBus HapyuieHus KimeHtom
TpeOOBaHUN ¥ TMpaBWi, MPHUBEACHHBIX B
Horosope IbO u [lokymenTanuu;

- 3a MOCTICICTBUS
paboTocroco0HOCTH
TEJICKOMMYHUKAITUOHHBIX JIMHUH CBSI3U, CETH
«HTEepHETY;

— 3a yowrTkm  KimeHTta,  BO3HUKIIHE
BCJIEJICTBHE HECBOCBPEMEHHOTO COOOIICHHUS
banky o cobsrTun Komnpomeranuu;

HapyIICHUA

— 3a YOBITKM, BO3HUKIIHNE B pE3yJbTaTe
yTpatel  (Hopuw, nepejadd,  yrepu,
pasramenun) KimeHToM NpuMeHseMbIX B
Cucreme Ilaponei, Kmrouelr, Hocureneit c
Kitouamu, koHduaeHanbsHoi nHdopmanun
W/WIN TPOTPaMMHOTO 00€CTIEYEeHHUS;

— 332  OpaBWIBHOCTh  3AlOJIHEHUS U
opopmiieHUsT  DJIEKTPOHHBIX JOKYMEHTOB
Knuenrowm;

— 3a ucnojHeHue O/, HampaBIEHHBIX U
noanucanHeix YKOII Kimenrta, B ciydae
MpeKpaleHus Ceptuduxara KJIFOYa
npoBepkn YKOII u HecooOmeHust TaHHOM
unpopmanuu baHky;

— 3a YyOBITKM, BO3HUKIIHE B PE3YJIbTATE
ucnonb3oBanuss CucteMbl B HapylIeHUE
Kakux-1u00 TpeOoBaHUIN 3aKOHOAATEIIHCTBA
Poccuiickoii denepanuu, MPUMEHUMOIO K
neareiabHoct Kinenra;

— 32 T[IOCIEACTBUS PEIIEHWHA OpraHOB
roCyJlapCTBEHHOM  BiacTu  Poccuiickoit
Oenepanun U Apyrux crpad, banka Poccun,

— for the malfunction of the System
and occurrence of difficulties in the
commission of operations in the System
as a result of errors inaccuracies,
admitted by the Client;

— for the malfunction of the System as
a result of an error in the products
designed for processing and storage of
information of the Client, used to access
the System;

— for System failures not caused by
the Bank that result in the inability of the
Client to  transmit  Electronic
Documents;

— for the malfunction of the System as
a result of actions of third parties;

— for the consequences of Client’s
violation of rules and requirements, as
presented in the RBS Contract and the
Documentation;

— for the consequences of
malfunctions in the telecommunication
lines and the Internet;

— for the losses sustained by the
Client, arising as a result of untimely
message to the Bank about the
Compromise event;

— for the losses, arising as a result of
loss (damage, transfer, loss, disclosure)
by the Client of the Passwords, Keys,
Carriers with  Keys, confidential
information and/or software used in the
System;

— for the accuracy and proper
completion of Electronic Documents by
the Client;

— for the execution of Electronic
Documents sent and signed with the
Client’s EQES in cases where the ES
verification key Certificate for EQES
usage has been revoked, and the Bank
was not informed of this;

— for the losses, arising as a result of
the use of the System in violation of any
requirements of the legislation of the
Russian Federation, applicable to the
operations of the Client;

— for consequences arising from
decisions made by government
authorities in the Russian Federation or
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KOTOpBIE JeNaoT HEBO3MO>KHBIM
HaJuIeXkallee ucroysHeHue baHkoMm cBoux
obs3aTenscTB 1o Jlorosopy /1BO;

— 3a HecaHKHHOHHPOBaHHBIﬁ BBIBO3
KnueHtoM Ha TEppUTOPHUIO HHOCTPAHHOIO
rocynapcrea CK3U KpunrolIpo.

11. HOPAIOK PASPEHIEHUSA
CIIOPOB
11.1. CTOpOHBI TIPUMYT BCE MEPBI K

pa3pelieHuI0 BCEX CIIOPOB M PA3HOTIIACHH,
CBSI3aHHBIX C TojkoBaHueM CTopoHaMu
Horosopa JIBO u ero BbINOJIHEHUEM, MTyTEM
MIePErOBOPOB.

11.2. B cnyuae, eciu CtopoHbl He
OpUAYT K B3aUMONPUEMIIEMOMY DPELICHHIO
yTeM [IEPETOBOPOB, Cropona,
NpeABbSBUBILAS  MPETEH3UIO, O(PUIHATIBHO
Bpydaer apyroii CTopoHEe yBEIOMIIEHHE O
OPeTeH3MM B  INUCHbMEHHOM  BHJIE Ha
OymakHoM HocuTese. CTOpOHa, MOTyYHBILAS
yBEJOMJIEHHE, TIPOBOJIUT PACCIIEAOBAHUE TI0
¢dakTy mnpeTeH3MH B TeueHHe 7 (ceMH)
KaJCHJapHBIX JIHEH OT JaThl TOJYYCHHUs
YBEJIOMJICHHS, MO HCTEUEHHM KOTOPBIX Ha
OyMa)XHOM HOCHTENE YBEAOMIISET IPYTyIO
CropoHy 0 pe3yabTaTax pacciael0BaHuUs.

11.3. B cnywae, ecim pe3ynabTaThl
pacciieioBaHus He y10BIeTBOPSOT CTOpOHY,
IPEIbSBUBILYIO IPETEH3MIO, TUOO €CITU TaKOe
yBeOoMJIeHHEe He moiydeHo CTOpoHOH,
npenbsBuBIIe  mpereH3uto,  CTOpOHBI
dopmupyroT TeXHHYECKYI0 KOMHCCHIO IS
pa36opa KOH(DIMKTHON CUTYAIIH B TEUEHHUE 5
(matn)'3/15  (maTHammat)'®  KkameHmapHBIX
JHEW C MOMEHTa HCTE€YEHHS  CpoOKa,
yKkazaHHoro B 1. 11.2 Hactosmmx Y CIOBHIA.
enpto pabotel TexHUYeckol KOMHCCUU
SIBIISICTCS  YCTQHOBJICHHE IPABOMEPHOCTH H
obocHOBaHHOCTH  mpereH3uu.  [lopsmok
pazbopa KOHGIMKTHON CHUTYyalluH MIPUBE/ICH B
[Ipunoxenun Ne 3 x VYcaoBusim. B cocras
TexHUYecKOll KOMHUCCHHM BKJIOYAKOTCS B
paBHOM KOJMYECTBE MpeacTtaButeny banka u

other countries, or by the Bank of
Russia, that make it impossible for the
Bank to properly fulfill its obligations
under the RBS Contract;

— for the unauthorized export of
CryptoPro ICSP by the Client to a
foreign country.

11. SETTLEMENT OF DISPUTES

11.1. The Parties shall undertake
all the possible measures for the
resolution of all the disputes and
disagreements,  relating to  the
interpretation, by the Parties, of the RBS
Contract and its execution, through
negotiations.

11.2. In case if Parties will fail to
reach a mutually beneficial solution
through negotiations, Party, which has
filed the claim, will officially present the
other Party with a notification on the
claim submitted in writing on paper.
Party that received the notification shall
conduct an investigation on the fact of
the claim, within a period of 7 (seven)
calendar days from the date of reception
of the notification, upon the expiry of
which it shall notify the other Party, on
paper, about the results of the
investigation.

11.3. If the results of the
investigation will not satisfy the Party
which has filed the claim, or if such
notification was not received by the
Party, which filed the claim, Parties
shall organize a Technical committee
for the for the resolution of the conflict
situation, within a period of 5 (five)*/15
(fifteen)!* calendar days from the
moment of the expiration of the term
specified in paragraph 11.2. of these
Terms. Work objective of the Technical
committee is the establishment of
legitimacy and justification of the claim.
Procedure for the resolution of the
conflict situation is shown in Annex No.
3 to the Terms. The Technical

13 IMpumenumo Tonwko aus CK3U Kpunrollpo. / Applicable only for the CryptoPro ICSP.
14 ITpumenumo Tonwko aus CK3U OpenSSL. / Applicable only for the OpenSSL ICSP.
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MpEICTaBUTETU Knuenra, a TaK¥Ke
MPEJICTABUTEIM OpraHU3aluu-pa3padoTInKa
Cucrembl #, B ciydyae HEOOXOIUMOCTH,
HE3aBUCHUMBbIE JKcnepThl. WX mnomHomouus
MOJTBEPKIAIOTCA JIOBEpeHHOCTsIMHU. Jluiia,
BXOJAIIME B COCTaB TeXHHUECKOM KOMHCCHH,
JIOJKHBI 00J1a71aTh HEOOXOJUMBIMH 3HAHUSIMHU
B obnacTu obOecrieyeHus 3aIUATEI
uHbopManMu ¥ PpabOThl KOMIIBIOTEPHBIX
nH(pOPMaITMOHHBIX CHUCTEM. CocraB
TexHUYeCKOM KOMHCCHU COTJIaCOBBIBACTCS
Croponamu B akte. Cpok neilcTBUA
TexHnYecKoll KOMMCCHM COCTaBJISIET He 0oJiee
14 (deThIpHAAIIATH) KAJICHIAPHBIX THEH.

CtopoHbl  CcOrJlacHBI C T€M, HYTO
OILJIAYHMBATh yCIyTu MIPUBJICYCHHBIX
sKcnepToB AoiikHa CTOpoHa, peIbIBUBIIAST
MIPETEH3HIO.

11.4. Pabora Texnuyeckoii KOMHCCUH
MIPOXOAMT HAa TeppUTOpUHU baHKa.

11.5. B ciydyae oTcyTcTBUS y OfHON M3
CropoH Kakux-1100 MaTepuanoB, TPeOyeMbIX
JUIs  YCTaHOBJIEHHS  NPaBOMEPHOCTH U
00OCHOBaHHOCTH  TIpETeH3WH  (IlepedeHb
MaTepuanoB npusezeH B [Ipunoxxenun Ne3 k
VYcnoBusiM), CIIop pemaeTcsi B MoJIb3y APYrou
CropoHsl.

Bbpems nokassiBanus nexxut Ha CTOpoHE,
3afBUBIIEM O HapylleHUH ee TpaB U
3aKOHHBIX HHTEPECOB.

11.6. Pesynprar pabotsl TexHHueckoit
KOMHCCHU O(GOPMIIIETCSI aKTOM, B KOTOPOM
¢uKcupyroTcs  BBIBOABI, K  KOTOPBIM
TexHuueckass ~ KOMHCCHsSI ~ TIpHIUIA B
pe3yJabTare MPOBEIEHHBIX MEPONPUATHH, u
ONPEACISIIOTCS.  TOCIEAYIONNe  JeHCTBHS
CtopoH. AKT TOJIMMUCHIBAETCS  YJICHAMHU
Texanueckoi KOMHCCHH. CropoHsl
MPU3HAIOT pelIeHue, O(GpOpPMIIEHHOE aKTOM,
00s13aTeITbHBIM TSt YYaCTHUKOB
KOHQUIMKTHOW CHUTyalluu, U  OOs3YyIOTCS
10OPOBOJIHLHO UCIIOJHSATh pelieHue

TexHu4ecko KOMHCCHUHM B YCTAHOBJICHHBIC
YKa3aHHBIM aKTOM CPOKH.

11.7. VYxionenue kakon-m6o CTOpoHbI
oT y‘-IaCTI/ISI B CO3JaHUA i pa60Te
TexHUYecKOl KOMHUCCHM MOKET MPUBECTH K
HEBO3MOXKHOCTH €€ CO3/IaHus U pabOThI, HO HE

committee shall include, equally, the
representatives of the Bank and the
representatives of the Client, as well as
representatives of the System developer
company, and if such is required,
independent experts. Their authority is
confirmed by powers of attorney.
Members of the Technical committee
must possess the necessary knowledge
in information protection and computer
information systems. Composition of
the Technical committee is agreed by
the Parties with an act. Validity period
of the Technical committee constitutes a
maximum of 14 (fourteen) calendar
days.

The Parties agree that the Party filing
the claim shall bear the costs of paying
for the services of the engaged experts.

11.4. Work of the Technical
committee takes place on the territory of
the Bank.

11.5. In case one of the Parties
lacks any materials, required for the
establishment  of  legality and
justification of the claim (list of
materials in presented in Annex No. 3 to
the Terms), the dispute shall be resolved
in favor of the other Party.

The burden of proof lies with the
Party claiming a violation of its rights
and legitimate interests.

11.6. The result of the work
conducted by the Technical committee
is documented by an act, which records
the conclusions reached by the
Technical committee as a result of the
conducted activities and defines the
follow-up actions of the Parties. The act
shall be signed by the members of the
Technical committee. The parties
acknowledge the decision formalized by
the act as binding for the participants of
the conflict situation and undertake to
voluntarily comply with the decision of
the Technical committee within the
timeframes specified in the said act.

11.7. The refusal of any Party to
participate in the creation or operation
of the Technical committee may result
in its inability to be created or to
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MOXKET  TNPUBECTM K  HEBO3MOXHOCTHU
yperyinupoBaHusi KOHQIHMKTa B CyAcOHOM
nopsake. B cioydae, ecnm  Texnuueckas
KOMHCCHsT He OyJer co3iaHa B CPOKH,
MIpelyCMOTPEHHbIE Y CIIOBUSIMU, JTU0O, €ClIU B
TeyeHue 14 (YeThIpHAILATH) KaJCHIAPHBIX
JHEM C MOMEHTa CO3JaHusl TeXHHYEeCKOH
KOMHUCCHUH, ee paboTa HE JacT pe3yibTara,

mn6o, ecium CTOpOHBI HE TPHUAYT K
B3alMOIIPUEMIIEMOMY  PELICHHIO,  CIOp
nepenaeTcs Ha paccMOTpeHue B
ApOutpaxkHbii  cyn 1.  MOCKBB B
COOTBETCTBUU C 3aKOHOAATEIbCTBOM
Poccuiickoit @eneparuu.

11.8. CTOpOHBI IPU3HAIOT, UTO!

— OCHOBOIIOJIararomuM JOOKYMCHTOM IIpU

paccMOTpeHMH  KOH(DIUKTHOM  CHUTyaluH,
CBA3aHHOM C OOMEHOM DJIEKTPOHHBIMU
JOKyMeHTamMu  nocpenctsoM — Cucremsl,
SBJIAETCA MpOTOKOJN  paborel  Cucremsl,
chopmupoBaHHbIl baHKOM;

—  DIEeKTpPOHHBIE JOKYMEHTBI,

HarnpapiicHHble CTOpPOHAMHU JIpyr JAPYry IO
Cucreme wnm Xpansmmecs B baHke B
COOTBETCTBUM C YCIOBHSAMH, a TaKXKe
COOTBETCTBYIOIIME TPOTOKOJBI IOYTOBBIX
CepBepoB H/WIU CBeACHHS W3 0a3 JaHHBIX,
(UKCUPYIOIINX OTIPaBKY Ka)JI0T0
YBEIOMJICHHSI C  €r0  COfep)KaHUEM,
copMupoBaHHBIE HA OyMa)KHBIX HOCUTEISX,
MO/IMMCAHHBIE YTIOJIHOMOYCHHBIM JIUIIOM M
CKpeIUICHHbIE TIeYaThbio (TIPH HEOOXOMMOCTH
€e TPOCTABICHHMS), 3amkch Telne()OHHBIX
pasroBopoB Mexay CTOpoHaMH SBISIFOTCS
JOCTaTOYHBIM JI0Ka3aTeIbCTBOM
COOTBETCTBYIOLIET0 (pakTa U MOTYyT OBITh
NpPE/ICTABICHBl B Ka4yeCTBE HAJICHKAIIETO
JOoKa3zaTeIbcTBA B CyAd B Ciydae
pacCMOTpEHHsT  CIopa,  BO3HUKIIETO B
pesynbrare npuMeHeHus: CUCTEMBI, a TaKKe
P PACCMOTPEHUHU CIIOPOB B JOCYACOHOM
MOPSIIKE B COOTBETCTBHUU C Y CIIOBUSIMH.

12. CPOK__JTEWCTBHUSA _J1OTOBOPA
ABO

12.1. Horosop JBO neiictByer 10
MOMEHTa TIPEKpAIICHHUs] 00513aTeNbCTB 10
BceMm JIBC.

12.2. bank BmpaBe OTKazaTbCs OT
ucnonHenus: Jlorosopa JIbO moaHOCTBIO B

function, but it cannot lead to the
impossibility of resolving the conflict in
court. If the Technical committee will
not be established within the terms, as
defined by the Terms, or if during 14
(fourteen) calendar days from the
moment of the establishment of the
Technical committee its operations will
not provide any results, or, if the Parties
fail to reach a mutually acceptable
solution, the dispute shall be transferred
for consideration by the Arbitration
court of Moscow as in compliance to the
legislation of the Russian Federation.
11.8. The Parties acknowledge
that:

— the fundamental document when
reviewing a conflict situation related to
the exchange of Electronic Documents
via the System is the protocol of the
System's operation, generated by the
Bank;

— the Electronic Documents, directed
by the Parties to each other through the
System or the ones stored in the Bank in
compliance to the Terms, as well as the
corresponding protocols of mail servers
and/or information from the databases
recording the sending of each
notification with its content on paper
signed by the Authorized Person and
sealed (if necessary), records of
telephone conversations between the
Parties shall be sufficient evidence of
the respective fact and may be presented
as an adequate evidence before the
court, in case of the consideration of the
dispute, arising as a result of the
application of the System, as well as
during the consideration of disputes in a
pre-trial proceedings as in compliance
with the Terms.

12. VALIDITY PERIOD OF THE
RBS CONTRACT

12.1. The RBS Contract shall
remain valid until the end of the
obligations under all BAAs.

12.2. The Bank shall have the right
to fully repudiate this RBS Contract
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OJTHOCTOPOHHEM  TMOpSJKE,  MHCbMEHHO
yBenomuB 00 3tom Kimenra, B ciyuae, eciu
o ucredyeHUH 6 (1IECTH) MEeCALEB C AaThl
sakmouenus Jorosopa JbO Knuent ne
BBITIOJTHWIJI JICHCTBUS, MPEAYCMOTPEHHBIE I.
2.3 Hacrosmux YcioBudi (B cimyyae
ucnoas3oBanus YHOII) win He npenocraBui
B bank Ceptudukar kiaroua npoepku Y KOIT
ENO B 351eKTpOHHOM BUJIE.

12.3. Horosop JIbO wmoxer ObITh
pacTOPrHyT 1O MHUCbMEHHOMY 3asBICHHIO
onHoi u3 CTOpoH (OTHOCTOPOHHUHN OTKa3 OT
ucnonHenus Jlororopa JIbO moiaHOCTHIO).

B cnyuae pactopxkenust lorosopa J[bO
no ununuatuBe banka, bank yBenomiser o0
srom Kiuenrta He mno3gHee, ueM 3a 14
(4ueTpIpHAALIATE) KaJIEHAAPHBIX JHEH 10 AaThl
pacTopKeHus, C yKa3aHHEM HAaUMEHOBAHHSI
KnuenTta, mpuuuHBl pacTOp>KEHUs, NaThl U
Homepa Jlorosopa JIbO.

B cnyuae pactopxkenust lorosopa J[bO
no wuHunuatue Knwmenra, Kiuent B
MMCbMEHHON (popMe Ha OyMa)kHOM HOCHUTEJIE
yBeoMJIsieT 00 3ToM baHk He 1o3/1Hee, ueM 3a
3 (Tpu) Pabouux AHs 10 JaThl pACTOPIKEHUS.

Pacropxxenne  JloroBopa JIBO  nmo
UCTEUYEHUsT CpoKa ero JeicTBUS  He
ocBoOoxkmaer CTOPOHBI OT BBITTOJHEHHS
00513aTENLCTB, MPEyCMOTPEHHBIX
Jorosopom JIBO u HE UCTIOTHEHHBIX 0 AAThI
€ro pacTtopskeHus, u He numiaet CTOpoHy, YbU
npaBa no Jlorosopy JbO HapymieHsl B
pe3ynbTaTe HEBBINOJHEHUS O00s3aTENbCTB
npyroii CTopoHOH, TpeOOBaTh 3aIIUTHI CBOUX
MpaB B COOTBETCTBUU C 3aKOHOJIATEIHCTBOM
Poccuiickoit ®enepanuu u Jorosopom [150.

12.4. VYBenomsieHue O pacTOPKEHUU
Horosopa JIBO MoxeT ObITH HampaBlI€HO
bankom KineHTy OgHUM WM HECKOJBKUMH
U3 HIDKENEPEUHCICHHBIX CITOCOOO0B:

— MOJ PACIUCKY YTOJIHOMOYEHHOMY JIMILY
Knwnenra;

— nocpeactBoM CUCTEMBI;

— ¢ oduumambHOrO aapeca 3JIEKTPOHHOMN
moutel (e-mail) banka Ha oduIHMAaTBHbIMI
azipec eKkTpoHHOo# noutsl (€-mail) Kiuenra,

unilaterally upon a written notice to the
Client, if following six (6) months after
the date of signing of the RBS Contract
the Client did not undertake any action
stipulated in paragraph 2.3 of these
Terms (in case of using the EUES) or
did not provide the Bank with the EQES
verification key Certificate of the SEB
in electronic form.

12.3. The RBS Contract may be
terminated under the written application
of one of the Parties (a unilateral
repudiation of the RBS Contract in its
entirety).

In case of the RBS Contract
termination at the Bank’s initiative, the
Bank shall notify the Client thereof no
later than 14 (fourteen) calendar days
prior to the date of termination,
specifying the Client's name, reason for
termination, date and number of the
RBS Contract.

In case of the RBS Contract
termination at the Client’s initiative, the
Client shall notify the Bank thereof no
later than 3 (three) Bank’s Business
Days prior to the date of termination in
writing on paper.

Termination of the RBS Contract
prior to the end of its validity does not
free the Parties from the execution of the
obligations, as under the RBS Contract
and which were left un-executed before
the date of its termination, and does not
deprive the Party, whose rights under
the RBS Contract have been violated as
a result of the non-execution of the
obligations by the other Party, of the
right to demand protection of its rights
as in compliance to the legislation of the
Russian Federation and the RBS
Contract.

12.4. The notification on the RBS
Contract termination should be sent to
the Client by the Bank in one or more of
following manners:

— against signature to the Authorized
Person of the Client;

— viathe System;

— from the official email address of the
Bank to the Client's official e-mail
address, specified in the RBS Contract,




60

ykazanHeii B JloroBope JBO  wmm
IIOJIyYEHHBIM B paMKax HCHONHEHUs bankom
TpeGoBaHUM 3aKOHOJATENbCTBA 0
MPOTUBOJICUCTBUU JIeTAIN3aun
(OTMBIBaHMIO) JI0OXOJI0B, IOJIyYEHHBIX
NPECTYNHBIM NYTEM, ¥ (PUHAHCHPOBAHUIO
TEPPOPU3MA, HCKJIIOYast CBEJICHH,
cojiepKalie OaHKOBCKYI0, KOMMEPYECKYIO
TalHbI U [IEPCOHAJIbHBIC JTAHHBIE;

— TOCPEACTBOM MOYTOBOM/KYpPBHEPCKOM
CIIy>)kObI ~ JTOCTaBKM IO  ajJpecy Mecra
HaxXOXJICHUS W/MIM IIOYTOBOMY  ajpecy
Kimenra wim Ha OYTOBBIN aApec, yKa3aHHbIN
B JoroBope JIbBO/wHBIX  JOKyMEHTax,
IIPEAOCTABICHHBIX B baHK B COOTBETCTBUM C
Horosopom J1BO;

— mouroBoil cuyx6oii DHL wunu wunoM
KYpbEepCKOH CTyKOOM 10CTaBKU HA IOYTOBBIN
anpec, ykazanuwlii B JloroBope JBO/mHBIX
JNOKYMEHTaX, IPENOCTaBICHHBIX B baHk B
cootBercTBuU ¢ JloroBopom J15O.

12.5. bank yBemommusier Kimenta o
IIPEKPALLEHUH UCTI0Ib30BaHus UM CHcTeMBI B
nenb pactopskeHust Jloroopa JIbO myrtem
HampaBJIeHUuss COOOLIEHUS C O(UIUATBEHOTO
anmpeca 2JeKTpoHHO# mouthl (e-mail) banka
Ha o(UIMAIBHBINA aJpec 3JEKTPOHHOM MOYTHI
(e-mail) KnmenTa, ykasanuwiii B JloroBope
JAbO nny nosyd4eHHBbI B paMKax UCIIOJIHEHUS
bankoMm TpeboBaHMII 3aKOHOAATEIHCTBA O

POTUBOJICHCTBUI Jeran3atuu
(OTMBIBaHHUIO) JI0XOJIOB, MOJTYYEHHBIX
IPECTYNHBIM MYTEM, M (PUHAHCHPOBAHUIO
Teppopu3Ma.

12.6. C MOMEHTa pacTop>KeHus

Horosopa JIBO Ha OTHOWIEHUS MEXIY
bankom n KinmenTom He pacmnpocTpaHSIOTCS
VYcnosus CBIL.

13. OBCTOSITEJbCTBA
HEIOPEOJIOQOJUMOM CUJIbI

13.1. CTOpoHBI  OCBOOOXKTAIOTCS  OT
OTBETCTBEHHOCTH 32 HEUCIIONHEHUE W/UIN
HEHaJ[JIe)KaIlee UCTIOJTHEHNUE 00s3aTeNIbCTB M0
Horosopy /[IBO, ecnu Takoe HEUCIOTHEHUE
SIBUJIOCH ~ pE3yJIbTaTOM  JI€WUCTBUM  WIHK
00CTOSITENTLCTB HEMPEOAOTMMOMN CHITHI (J1aree
— @opc-Maxop), TO €CTh YPE3BBIYAHHBIX W
HEMPEAOTBPATUMBIX TPHU JIaHHBIX YCIOBUSX
00CTOSITETIBCTB.

or received in the frame of execution by
the Bank of the requirements established
by the anti-money laundering, terrorism
financing legislation, except the
information which contains the bank,
commercial secrets and personal data;

— via the Russian Post/courier service
to the Client’s registered domicile or to
the mailing address specified in the RBS
Contract/ other documents submitted to
the Bank in accordance with the RBS
Contract;

— via DHL courier service or another
courier service to the mail address
specified in the RBS Contract/other
documents submitted to the Bank in
accordance with the RBS Contract.

12.5. The Bank shall notify the
Client about end of use of the System
the same day the RBS Contract is
terminated by sending a message from
the official e-mail address of the Bank to
the official e-mail address of the Client,
indicated in the RBS Contract and/or
provided as part of the Bank's
compliance with anti-money laundering

and counter-terrorism financing
legislation.
12.6. Since the termination of the

RBS Contract the FPS Terms are not
applied to the relationship between the
Bank and the Client.

13. EFEORCE MAJEURE

13.1. The Parties shall be freed
from liability for non-performance
and/or improper performance of the
obligations under the RBS Contract, if
such non-performance was a result of
the actions or effect of force majeure
(hereinafter the Force Majeure), i.e.
extraordinary and unavoidable, in the
given conditions, circumstances.
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13.2. [Ton  Tepmunom  dopc-maxop
IIOHUMAIOTCS HABOJHCHHE, nosxxap,
3EeMJICTPSICEHHUE, yparaH, B3pbIB, OCEIaHHE
IIOYBBI, OIUJCMUM W HHBIC IOJOOHEIC
SBJIICHHS, a TakKe BOWHA WJIH BOCHHEIC
JIEUCTBUSL B MECTE HaxokiaecHWd banka mimu

Knmnenra, 3abacToBKM B OTpaciu WIH
peruoHe, MIPUHSATHE OpraHom
3aKOHOJATEILHOM, HCIIOJHUTCIRHOM WM

cyaeOHOM BJIaCTH aKTa, MOBJEKIIME 3a COO0M
HEBO3MOXKHOCTh HAJJICXKAIIETO HCIOTHEHHUS
Horosopa IO Ctoponamu.

13.3. CropoHa, i KOTOPOH BO3HUKIIA
OOCTOSITENILCTBA  HENPEOJOIMMON  CHIIBI,
o0si3aHa B Teuenue 7 (cemn) Pabounx mHei ot
JaThl BO3HUKHOBEHUS dopc-maxxopa
yBeIOMHTH Ipyryio CTOPOHY O HACTYIUICHUH

TaKUX OOCTOSITENBCTB, C HPUIOKECHHEM
COOTBETCTBYIOLIHX J0Ka3aTeIIbCTB.
JlokazarenbctBoM — Dopc-Maxkopa  MOXET
CITY’KUTh ounmanbHbINA JOKYMEHT
KOMITETEHTHOM OpraHH3aIH,
MOJTBEPXKAAONMIMA  (aKT  HACTYIUICHHUS
00CTOSATEIILCTB HEMPEOA0IUMOI CHIIBL.

13.4. B ciydae HACTYIIJICHUS

00CTOSITENTLCTB HEMPEOJOIUMON CHIIBI CPOK
BhITIOJIHEHUST CTOpOHamMH 00S3aTENBCTB 10
Horosopy JBbO mnepeHocutTcs copa3MepHO
BPEMEHH, B TEYEHHE KOTOPOTO JEUCTBYIOT
Takhue OOCTOSTENbCTBA U HMX TMOCIEACTBHSL.

Ilocne mpekpamenus nerictBus ~ Popce-
Ma)kopa 00s13aTeNbCTBA Cropon
BO300OHOBJISIOTCS.

14. 3BAKJIIOYUTEJIbHBIE
HOJIOKEHUA

14.1. VYcnoBus cocTaBieHbl HA PyCCKOM
U aHIJIMHMCKOM  s3blkax. B ciydae

IIPOTUBOPEUYUN MEKIY BEPCUAMH Y CIIOBUN Ha
pPYyCCKOM 51 AHTJIMICKOM SI3BIKE,
IIPEUMYIIECTBEHHYIO CHJIy HMMEET BEpCHs
VYcoBHil Ha PYCCKOM SI3BIKE.

14.2. Ecim  oraenpHOE  TOJOKEHUE
Horosopa JIBO TepsieT cuity Win CTaHOBUTCS
HEUCIIOJHUMBIM, O3TO HE MPUBOAUT K

HENIEHCTBUTEILHOCTH JIIPYTUX €ro
MOJIOKEHHUH.
14.3. C narter 3akmouenust JloroBopa

JIbO Bcd mepenucka U JOTOBOPEHHOCTH
Mexny CTopoHamu, KacarolIMecs YCIOBHM

13.2. Force Majeure is understood
as a flood, fire, earthquake, hurricane,
explosion, soil shrinkage, epidemic and
other similar occurrences, as well as war
or military actions at the location of the
Bank or the Client, strikes in the
industry or the region, adoption of an act
by the authority of Ilegislative,
enforcement or judicial power entailing
the impossibility of execution of the
RBS Contract by the Parties.

13.3. The Party, who is faced with
the Force Majeure, shall within a period
of 7 (seven) Business Days from the
date of occurrence of the Force Majeure,
inform the other Party about the
occurrence of such circumstances, with
an annex of the corresponding evidence.
Evidence of Force Majeure can be an
official document from a competent
organization, confirming the fact of
occurrence of the Force Majeure
circumstances.

13.4. In case of occurrence of the
Force Majeure circumstances the term
for the execution of the obligations by
the Parties as under the RBS Contract
shall be transferred commensurate to the
time, during which such circumstances
and their consequences take effect.
After the end of the Force Majeure the
obligations of the Parties resume.

14. EINAL PROVISIONS

14.1. The Terms are executed in
Russian and English. In the event of a
conflict between the Russian and
English versions of the Terms, the
Russian version of the Terms shall
prevail.

14.2. If a separate provision of the
RBS Contract becomes invalid or
unenforceable, this shall not invalidate
other provisions of the RBS Contract.

14.3. From the date of conclusion
of the RBS Contract, all the
correspondence and  arrangements
between the Parties concerning the
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HoroBopa JIBO u mnpeAmecTBYIOMKUE €ro
3aKJIIOUYEHUIO, TEPAIOT CUILY.

14.4. Beca  mepemmcka B pamkax
ucnosaenus JJoroopa JIbO ocyiiecTBisercs
CropoHamu Ha PYCCKOM/aHTIUHCKOM SI3BIKAX
Mo  ajgpecy  MECTOHAXOXKIEHUS  W/WIU
nouroBoMy azapecy CTOpOHBI, €ClIu HHOMN
aapec He OyaeT MpeIBapUTEIBHO COOOIIEH
mob6oit u3 CTOpoH B MHCBMEHHOH (QopmMme.
Coo0mieHust ¥ MHast KOPPECTIOHICHITHS Oy YT
HaIPaBIATHCSA Knuenty  mocpeactBom
MMOYTOBOM/KYPBEPCKOW  CITY’)KOBI  JIOCTaBKH,
nocpeactBoM CucTeMbl, MyTeM BbIIaYU
Ynonnomouennomy muny Kimenra, a B
CIIy4asix, YCTaHOBJICHHBIX Y CIIOBUSIMU — IO
3JIEKTPOHHOM MOYTE.

14.5. JIokymeHTHI, CBSI3aHHBIE c
UCTIOJTHEHHEM baHkoM 00s3aTenbeTB 1O
Jorosopy [JBO, nanpasnsemble bankom
Knuenty mno azgpecy Mecra HaxoXICHHUS
KnuenTta w/unu ero moutoBoMy aipecy, A0
nony4yeHuss bankoMm yBegomiieHust 00 HX
W3MEHEHUU, Ooynyt CUUTATHCS
HaIPaBJIEHHBIMHU I10 HAJUIEKAIIEMY aJIpecy.

14.6. YcnoBuss MOryT OBITH W3MEHEHBI TI0
MHULMAaTUBE  baHka  myTreM  BHECEHHs
W3MEHCHHUI U/WIIM JOIOJHEHUH B Y CJIOBUS, B
TOM YHCIIE TyTeM YTBEPXKICHHS HOBOU

penakuuu VYcnosuit, B TOPSAKE,
YCTAHOBJICHHOM  HACTOSIIUM  Pa3aeiIoM
Ycnosuit.

14.7. I3MeHeHHsT W/WIM  JONOJHEHHUS B
VYcnoBusi, BHeceHHbIe baHkKOM, BCTymaioT B
CHIIy TI0 UCTEYEeHUU 5 (MATH) KaJeHAAPHBIX
THEH C Jarel  omyOJuKoBaHUsA —baHkom
uHpopMaud 00 AITHX H3MEHEHMSIX W/UIU
JOTIOTHEHUAX JIMOO ¢ JaThl BCTYIUICHHS
W3MEHEHUW W/WIN JOTOHEHUHN B CUITY, €CITU
Takash Jara yKa3aHa B OMyOJIMKOBaHHOU
uHdopmanud, HO He paHee 5 (mATH)
KaJICHIAPHBIX JTHEH ¢ JaThl OMyOJIMKOBAaHMS
uHpopMaluu.

B ciydae W3MEHEHUS
3akoHojarenbcrBa Poccuiickonn denepannun
VcemoBua, 10 MOMEHTAa UX H3MEHEHUS
bankoMm, mnpuMeHsIOTCS B 4YacTh, HeE
MPOTHBOpEUAIIICH TpeOOBaHUSIM
3akoHojarenbeTBa Poccuiickor denepannu.
14.8. Bauk ¢ 1enpr0  03HAKOMIIEHUS
KnuentoB ¢ YcnoBusmu myOnuKyeT WX Ha

terms and conditions of the RBS
Contract before the above date shall
become null and void.

14.4. All  the correspondence
within the framework of the execution
of the RBS Contract shall be carried out
by the Parties in Russian/Englishusing
the registered address and/or mailing
address of the Party if another address
has not been earlier communicated by
any of the Parties in written form.
Messages and other correspondence
shall be sent to the Client via
post/courier services, the System, by
handing over to the Client’s Authorized
Person, and if provided for by the Terms
by e-mail.

14.5. Documents related to the
Bank’s perfomamance of its obligations
under the RBS Contract that are sent by
the Bank to the Client at the Client’s
registered address and/or mailing
address, until the Bank receives
notification of any change thereto, shall
be deemed to have been sent to the
proper address.

14.6. The Terms may be amended
by the Bank through modifications
and/or additions to the Terms, including
by approving a new edition of the
Terms, in the manner prescribed by this
section of the Terms.

14.7. Amendments and/or
additions made by the Bank to the
Terms come into effect 5 (five) calendar
days after the Bank publishes
information about these amendments
and/or additions, or from the date of
their effectiveness if such date is
indicated in the published information,
but not earlier than 5 (five) calendar
days from the date of publication.

In case of any change in laws of the
Russian Federation, the Terms shall be
applicable to the extent compliant with
the requirements of the legislation of the
Russian Federation, until they are
changed by the Bank.

14.8. In order to make the Terms
available to the Clients for review, the
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opunmaapHOM  caite bamka B cetm
«MHTepueT» mo anpecy: www.evrofinance.ru.

MomeHTOM — TyOnWKanmuu Y CJIOBUH,
TapudoB u nndopmanuu a1 03HAKOMIICHUS
Kienros, B T.4. JIOKyMEeHTanuu, a TaKke
MOMEHTOM  oO3HakomsieHus: Kimenra ¢
OIyOJMKOBaHHBIMU Y clioBUsIMH, Tapudamu
u  uHbopMmammend I O3HAKOMIJICHHMS
Knuenros, B 1.4. JlokyMeHTaIuen, CHUTAETCS
MOMEHT HUX I[E€pBOTO pa3MEIIeHUs Ha
opunmaapHOM  caikte bamka B cetm
«MHTepHeT» 1o axpecy: www.evrofinance.ru.
14.9. JleticTBre U3MEHEHMI, BHCCEHHBIX
B YCloBHS, ¥ BCTYNUBIIMX B CHIY,
pacnpocTpaHsiercs Ha BCEX L,
MIPUCOCTUHUBIITUXCSI K VYcnoBusim,
HE3aBUCHMO OT JaThl IPUCOEIUHEHHUS K
VYcnousim  (matel  3akimrouenust  JloroBopa
JBO). B ciny4ae Hecornacus ¢ U3MEHEHUSIMH,
BHOCUMBIMU B YcioBus, KiueHT Bnpase
pacTOpruyTh Jlorosop AbO B
OJIHOCTOPOHHEM TOPSIKE JO BCTYIUICHUSA
TaKuX W3MEHEHUH B CHIy B MOPSJKE,
yCTaHOBJIEHHOM B 1. 12.3 HacTosmmx
Ycnosuid.

14.10. B cnyuae, ecinu 10 BCTyIUIEHHS B
CHIIy ONMYOJIMKOBAaHHBIX baHkOM m3MeHeHuit
W/WIHM JOITOJIHEHUH, BHECEHHBIX B Y CJIOBHS,
Horosop JIbO He pactopruyr, CTOpOHBI
MIPU3HAIOT, YTO yKa3aHHbIE U3MEHEHUS U/UITH
JOTIOJIHEHUS B Y clTOBUSA MPUHATHI KineHToMm.

14.11. bank He HeceT OTBETCTBEHHOCTH,
ecnmi uHGOpManKs 00 U3MEHEHUH W/WIH
JIOTIONIHEHUU Y CIIOBUH, OMyOJIMKOBaHHAs B
MOpSJIKE HW B CPOKH, YCTAHOBJICHHBIC
YcnoBusmu, He Oblla TOTy4YeHa W/HMIU
M3ydeHa W/WIW TPAaBWIBHO WCTOJIKOBaHA
KauenTomMm.

14.12. Hna  memeir  YcnoBuit  AKT
MIPU3HAHUS OTKPBITOTO KiTfoYa (cepTudukara)
1T oOMeHa COOOIICHUSIMH, TTOIMMCAHHBIN
Mexay CTopoHaMu 70 BBEICHUS B JIEHCTBUE
HACTOSIIECH penakiuu Y CIOBUM, TPU3HACTCS
paBHO3HAYHBIM AKTy MIPU3HAHUS
Ceptudukara kmrouya npoBepku OII s
oOMeHa COOOIIECHUSIMH.

14.13. JIna ueneir YcnoBuii JlaHHBIE O
BIIAJENbIle cepTU(HKaTa KIo4Ya MPOBEPKH
OIl, nognucanubie CTOpOHAMH 10 BBEICHUS

Bank shall publish them on the Bank’s
official website on the Internet at:
www.evrofinance.ru.

As a moment of publication of the
Terms, Tariffs and of information for
clients, the Documentation included, as
well as a moment of the Client’s
familiarization with the published
Terms, Tariffs and Documentation, is
considered the moment of its primary
placement at the Bank's official website
at: www.evrofinance.ru.

14.9. Effective amendments to the
Terms shall apply to all the persons who
have joined the Terms, regardless of the
date when they joined the Terms (date
of the conclusion of the RBS Contract).
In case the Client disagrees with the
amendments to the Terms, the Client
may terminate the RBS Contract
unilaterally before such changes take
effect in the accordance with the
procedure established by paragraph 12.3
of these Terms.

14.10. If the RBS Contract is not
terminated before the effective date of
the amendments and/or supplements to
the Terms published by the Bank, the
Parties shall deem such amendments
and/or supplements to the Terms
accepted by the Client.

14.11. The Bank shall not be liable
if the information on the amendments
and/or supplements to the Terms
published in the manner and within the
period established by the Terms has not
been received and/or studied and/or
correctly interpreted by the Client.
14.12. For the purposes of these
Terms, the Act of acknowledgement of
the public key (certificate) for message
exchange signed by the Parties before
the entry into force of the present
version of these Terms is considered as
equal to the Act of acknowledgement of
the ES verification key Certificate for
message exchange.

14.13. For the purposes of the
Terms, information about the ES
verification key certificate Holder
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B JICMCTBUE HACTOSIIEH pEeNaKUHUH Y CIIOBHIA,
HpI/I3HaIOTC$I paBH03Ha‘-IHBIMI/I 3a5IBHeHI/IIO (0]
MPEAOCTaBIICHUH TPaBa JOCTYIIA.

14.14. JIns ueneit YcnoBuii JloroBopsl 00

WCIIONB30BAaHUM  DJIEKTPOHHOU  CHUCTEMBI
JHCTaHIIMOHHOTO 0AaHKOBCKOTO
o0CTyKUBaHUS, MpeAyCMaTpPUBAIOIINE
npucoenuaenne  k  CorjameHuto 00
WCIIONBb30BAHUM  DJIEKTPOHHOU  CHUCTEMBI
JHCTAaHIIMOHHOTO 0aHKOBCKOTO
00CITy>)KUBaHUS (pa3MerieHHOMY Ha
opunmaapHOM  caite banka B cetm
«HaTepueTy), IIOIITMCAHHEIC MEXIY

CropoHamu [0 BBEACHHS B JICHCTBHE
HACTOSLIEH pelakuuu Y CJI0BUH, IPU3HAIOTCS
paBHOo3HauHbIMU [loroBopy JIBO ¢ Ilakerom
onepanuil «CtangapTHBII».

14.15. Cnucok [Ipunoxenui,
SIBJISTFOTIIAX CST HEOTHEMJIEMOM JaCThIO
Ycnosuit:

— Ilpunoxenue Nel «TpebGoBanus K
anmnapaTHO-MPOTrPAMMHBIM CPEICTBAM).

— Ilpunoxenne No2 «CrmocoObl T0CTaBKU
nH(pOpMALIUNY.

— Ilpunoxenne Ne3 «llopsmox pazbopa
KOH(MIMKTHBIX CUTYaIHiD».

— Ilpunoxenue Ne4 «TpeboBanus
MH(OPMAIIMOHHON 6€30MaCHOCTH.

signed by the Parties prior to the
enactment of this version of the Terms
is considered equivalent to an
Application for granting the right of
access.

14.14. For the purposes of the
Terms, Contracts on the use of the
Electronic System of Remote Banking
Services that include accession to the
Agreement on the use of an electronic
system for remote banking services
(published on the Bank’s official
website) signed by the Parties prior to
the enactment of this version of the
Terms are considered equivalent to the
RBS Contract with the “Standard
Package” of Operations.

14.15. List of Annexes, constituting

an integral part of the Terms:

— Annex No. 1 «Requirements to

hardware and software».

— Annex No. 2 «Means for the

delivery of informationy.

— Annex No. 3 «Procedure for the

resolution of conflict situationsy.

- Annex No. 4 «Information safety
requirementsy.




Ipnnoxenne Nel
K YCJI0BHSIM HCIOJIb30BAHMSA 3JIEKTPOHHOMN CHCTEMBI
AUCTAHIHMOHHOT0 0AHKOBCKOI0 00CIY:KMBAHUSA

TPEBOBAHMUS K AIIITAPATHO-
INPOI'PAMMHBIM CPEJICTBAM

1. Omnepamnmonnas cucrema Windows 7 wu
BBIIIIC.

2. Slupekc.bpaysep, Chromium-Gost, Chrome,
Mozilla wiu Firefox.

3. Hanmuuue nNOJKIIOUEHHOIO CETEBOIO HIIU
JIOKAJIbHOTO ITPUHTEPA.

4. Hannuue nmoaxiroYeHus K ceTu Internet.

5. Ilepen ycranoBkoii CucreMbl HEOOXOIUMO

YCTAaHOBUTh  MPOrpaMMHOE  OOecleyeHue
CpencrtBa  kpunrorpaduyeckoil  3alllUThI
uHpopMaryu >,

6. [Tpu oOMeHe  HMH(pOpMaLHCH c

Oyxranrepckumu cucrtemamu (nainee — bC)
«1C», «Ilapycy», BOCT-4 u ¢ npyrumu bC, B
KOTOPBIX  €CTh ~ BO3MOKHOCTh  DKCIOPTa
JIOKYMEHTOB B TEKCTOBBII dopmar,
HeoOxoauMo, 9ToOBI (opMar mar w dYmcemn
UMIIOPTUPYEMBIX TOKYMEHTOB COOTBETCTBOBAI
dopmaram Jar W YHCEN, 3aJaBacMbIM B
PETHMOHANIBHBIX HACTPOMKAaxX ONEepallMOHHOMN
CHUCTEMBI KOMIIBIOTEPA.

Annex No. 1
To the Terms of the Use of the Electronic System for
Remote Banking Services

REQUIREMENTS FOR THE SOFTWARE
AND HARDWARE.

1. Operating system Windows 7 or higher.

2. Yandex.Browser, Chrome,
Chromium-Gost, Mozilla or Firefox.

3. Availability of connected network or local
printer.

4. Internet connection.

5. Before installing the System, it is
necessary to install the software for the
Information cryptographic security
product?®.

6. When exchanging information with
accounting systems (ASs) "1C", "Parus",
BEST-4, and with other ASs, in which it is
possible to export documents in text format,
the format of dates and numbers of imported
documents must coincide with the formats of
dates and numbers set in the regional
settings of the computer operating system.

15 TIpumenumo tonbko s CK3U Kpunrollpo. / Applicable only for the CryptoPro ICSP.




puioxenue Ne2

K YCJI0BHSIM HCIIO0JIL30BAHUS 3JI€KTPOHHOI
CHCTEMbI JUCTAHIIMOHHOT0 0AHKOBCKOI'0
00CJIy:KMBAHUA

CIHOCOBBI JOCTABKN UTHOOPMALINHN

PaGora ocyuiecTBJsIeTCs yepe3
NOJKJIIYeHHEe K CBOeMY NpoBaiijaepy yciayr
cetu «UHTEpPHET».

[TapameTpbl MOJKIIOUEHHUS: OTKPBITHIM
TCP nopT 443 Ha calrt
https://corp.efbank.ru
[TapameTpsl MOAKIIOYEHHUS MOTYT OBITH
M3MEHEHBI B cOo00IeHbl KiIMeHTy B MMChbMEHHOM
YBEIOMJICHMM WM  HampaBieHbl  KiueHrty
nocpeacTBoM CHCTEMBI.

Hactpoiika KjiueHTOM JaHHOV TPAHCIOPTHOM

Annex No. 2

To the Terms of the Use of the Electronic
System for Remote Banking Services

MEANS OF DELIVERY OF

INFORMATION

Work is carried out

through a

connection to your Internet service provider

Connection parameters: open TCP port
443 to website at: https://corp.efbank.ru

Connection parameters may
and communicated to the Client

be changed
by a written

notification or sent to the Client via the

System.

The Client shall set this delivery mechanism

CXeMbl OCYIIECTBJISIETCS HAa padoyeM MecTe

independently at the workstation according

CaAMOCTOATECJIbHO corJaacHo TPe0OBAHUAM

to the provider’s requirements.

nmpoBaiijaepa.



https://corp.efbank.ru/
https://corp.efbank.ru/

Ipunnoxenne Ne3
K YCJOBHSIM HCIIOJIB30BAHHUSA JIeKTPOHHOI CHCTEMBI
AMCTAHIIMOHHOT0 OAHKOBCKOI0 00CIyKUBAHUSA

NOPAIOK PA3BOPA KOH®JIMKTHBIX
CUTYALIUU

1. O01e M0J0KeHUus

1.1. B nacrosimem Ilopsinke mox KOHPIUKTHON
CUTyallUell IIOHMMAeTcs BO3HUKHOBEHUE Y
CTopoH mpeTeH3ui, CBSI3aHHBIX C OOMEHOM
ONeKTpOHHBIMU JO0KyMeHTamu (nanee — O]1)
nocpenctBoM CUCTEMBI.

1.2. Huxe nmpuBeneH nepeyeHb KOH(IMKTHBIX
CUTyaluuid 1o 1noBOoAy ucnonHeHus O/,
paccMaTpuBaeMbIX TexHHUECKOW KOMHUCCHEH,
JEHCTBYIOLIENl B COOTBETCTBUM C IOPSIAKOM,
IPESYCMOTPEHHBIM Y CIIOBUSIMHU:

- OJ1 ucnionuen, a Kinuenr yreepxaaert, uro 9/
He MO0ChUIAJ U HE MOAIUCHIBA;

- Kiinent yrBepxnaer, uro oH Hampasui J/1, a
OJ1 He WCIONHEH, NPUYEM, 110 YTBEPXKJIECHUIO
Knuenra, ot banka nomyyena Ksutanius o6
WCIIOJIHEHUH;

- KiineHT yTBEpKIaeT, 4To OH HanpaBuil OJUH
O/1, a ucnonmuen apyrou I/1;

- HE TOATBEPXKACHA NOMIMHHOCTH /I
cpeactBamu  npoBepku  OIl  mpuHMMAaromen
Croponsl;

- ocnapuBaerci  (akT  uAeHTU(UKALUU
YnonHomoueHHOro npencrasutens Kiumenra,
KOTOPOMY TNPEAOCTaBICHO MPaBO MOIIMHCAHUS
oT uMenu Knnenra HanpasiseMslx B bank O/;
- Ipyrue KOHQIMKTHBIE CUTYyallld, CBSI3aHHbIC
¢ pynkuonupoBanreM CUCTEMBI.

1.3. IIpu BO3HMKHOBEHNH pa3Horiacuii CTOpoH
B cBs13u ¢ oOMeHoM D] mocpenctBoM CHCTEMBI,
a TaKke B MHBIX CIlydasgX BO3HUKHOBEHUS
KOH(IMKTHBIX/CIIOPHBIX CUTYallUi, CBI3aHHBIX
¢ okcmnyaramuedn  Cucremsl, obmeH O]
HEMEJIEHHO NPEKpaIaeTcs.

1.4. lo pa3peuieHusi KOHPIUKTHON CUTyaluu
Knuenty pekoMeHayercss He UCIOJIb30BaTh B

paboTe TEpPCOHANBHBI  KOMIBIOTEpP, Ha
KOTOPBIi YCTaHOBJIEHO IpOrpaMMHOE
obecneuenne CrUCTEMBI.

1.5. Ilpu paspeleHuu KOH(JINKTHBIX
CUTyaIui CrtopoHsl 00s13yroTCS
PYKOBOJICTBOBATHCS CIICAYIOIIUMU

IMIPpUHIOHUIIaMH

Annex No. 3
To the Terms of the Use of the Electronic System for
Remote Banking Services

PROCEDURE FOR THE RESOLUTION OF
CONFLICT SITUATIONS

1. General Provisions

1.1. In this Procedure, a conflict situation is
understood as the occurrence of claims by the
Parties related to the exchange of Electronic
Documents (hereinafter referred to as ED)
via the System.

1.2. Below is the list of conflict situations
regarding the execution of EDs, considered
by the Technical committee, acting in
compliance to the procedure, as under the
Terms:

- The ED was performed, and the Client
insists that the ED was not sent and was not
signed by the latter;

- The Client asserts that he directed the ED
but the ED was not performed, however,
according to the Client, Bank provide a
confirmation receipt for the above document;
- The Client asserts, that he sent one ED,
but a different ED was performed;

- the authenticity of the ED has not been
confirmed by the ES verification tools of the
receiving Party;

- the fact of identifying the Authorized
Representative of the Client, who has been
granted the right to sign ED sent to the Bank
on behalf of the Client, is being disputed;

- other conflict situations related to the
functioning of the System.

1.3. In the event of disagreements between
the Parties related to the exchange of EDs via
the System, as well as in other cases of
conflict/disputed situations associated with
the operation of the System, the exchange of
ED shall be immediately terminated.

1.4. Until the conflict situation is resolved,
the Client is advised not to use the personal
computer on which the System software is
installed.

1.5. During the resolution of conflict
situations Parties undertake to be guided by
the following principles:




- CropoHna-noay4yaTtenb 00s13yeTcst
MPU3HATH MOJUTMHHBIM U IEUCTBUTENBHBIM D1,
nepenanHelii el mocpeacTBoM CuHCTEMBI U
umeromuii OI1, chopmupoBannyro Ha Kirouax
DIl  CTopOHBI-OTHIPABUTEINS, TIPU  YCIOBUHU
MOJIOKUTEIBLHOTO pe3ylibTara nposepku 11 Ha
cootBeTcTBYOmUX UM Kittouax nposepku OlI;

- CropoHa-oTHpaBUTEIHL o0s3yercs
IPU3HATH TMOMJUHHBIM  (TIEpellaHHBIM €10
nocpeactBoM CHCTEMbI) U JEHCTBUTEIBHBIM
O/1, nmerommit D11, chopmupoBaHHyo Ha ee
Kitouax OIl, npu ycinoBuM MOJIOKHUTEIBHOTO

pe3yJbrara [IPOBEPKU oIl Ha
cooTBeTcTBYOmUX UM Kittouax nposepku OlI;
- OTBETCTBEHHOCTb BO3J1araeTcs Ha

CropoHny-oTIpaBUTEs npu HOJIy4EeHUU
Croponoii-nosyuaresieM  JioxkHoro OJ1 ¢
ycnenrHo noanenanHoit OIl, Tak kak B 3ToM
ciyyae CTOpOHa-OTIpPaBUTENIb HE obOecreyunia
coxpanHocTh Kitoueit OI1.

1.6. CropoHbl MIPU3HAIOT, 4TO
MaTeMaTH4ecKue CcBoWcTBa anropurma DITL°
rapaHTUPYIOT  HEBO3MOXHOCTh  TOJJICIIKH

sHaueHus D11 moObIM THITOM, He 00J1aJaf0IIHM
Karouom DOI1.

1.7. Croponsbl JIOJIKHBI MPEJICTAaBUTh
TexHuueckoun KOMUCCUU CIIENYIOME
MaTepHabl:

—  YBEAOMJIEHHE O MPETEH3UU B MHCbMEHHOM
BUJe Ha OyMa)XHOM HOCHUTeNle ¢ MOAPOOHBIM
W3J105KCHUEM 00CTOSATENHCTB u
MpEeANoaraéMplX MNPUYMH  BO3HUKHOBEHUS
KOH(JIUKTHOM CUTYyaInu;

—Hocutenu  uHpopMmanmu ¢ (aitmamu,
coJiepKalMK COpHbIN D1, BHITPYKEHHBIH U3
Cucrembl, a Takke pacrneyaTaHHBIM U3
Cucrembl crnopubii  JJ[ Ha OyMakHOM
Hocutene uin KButanuus Ha Hero. Onucanue
MPOUEAYPbl BBITPY3KU JAHHBIX ISl TPOBEPKHU
OII npuBeneno B JlokymeHTanuu;

— BBIIIUCKA M3 IpOTOKoja padoThl CHCTEMBI,
MOJITBEPKAAIOIIast TPUEM/OTIIPABKY CIIOPHOTO

- Receiving  party undertakes to
acknowledge, as authentic and valid, the ED
transferred thereto through the System and
which has an Electronic Signature, formed on
the ES Keys of the Sending party, subject to
the positive result of the Electronic Signature
verification on the corresponding ES
verification Keys;

- Sending party undertakes to
acknowledge as authentic (transferred thereto
through the System) and valid the ED which
has an Electronic Signature, formed under its
ES Keys, subject to the positive result of the
Electronic Signature verification on the
corresponding ES verification Keys;

- the responsibility is borne with the
Sending party in case the Receiving party
receives a false ED with successfully
falsified Electronic signature, as in this case
the Sending party did not assure the security
of the ES Keys.

1.6. Parties agree that the mathematical
features of the ES algorithm?®, guarantee
impossibility of falsification of the ES value
by any person, who does not possess the ES
Key.

1.7. Parties must present the following
materials to the Technical committee:

— awritten notice of claim on paper with a
detailed description of the circumstances and
the presumed causes of the conflict situation;

— data carriers with the files, containing the
disputed ED downloaded from the System,
as well as the printed disputed ED from the
System on paper or the Receipt confirmation
received for it. Description of the procedures
for the downloading of data for the
verification of the ES is provided in the
Documentation;

— an extract from the System's protocol
confirming the receipt/sending of the

DJI, wHa  OyMaxHOM  HOCHTENE,  3a disputed ED, in hard copy, for the period
coriacoBaHHbIi CTOpOHAMH TTEPUO]T; agreed upon by the Parties;

-B ciydae MCIOJIb30BAHUS YHOII: — in case of using the EUES: original
TO/IIACAHHBIC COOCTBEHHOPYYHBIMHU copies of the Acts of acknowledgement

16 s CK3U Kpunollpo — peann3oBaHHOTO B COOTBETCTBUM ¢ TPEOOBAHUAMM CTaH1apToB Poccuiickoii
Depepaunn aeiictByroumx [OCTos. / For the CryptoPro ICSP — implemented in accordance with the requirements
of the standards of the Russian Federation and applicable GOSTSs.
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NOJANUCIMU  YTIOJTHOMOYEHHBIX Jinl CTOpOH
OpI/IFI/IHaJIBI AKTOB HpI/I3HaHI/I$I;

—B ciaydae HCIIOJIb30BaHUS YKOIT:
Ceprudukar wimoua mnpoBepku  YKOIII,
BBLIAHHBIN Y nocroBepsrommm LEHTPOM,

MOATBEPKAAOIUN  (QaKT JEeHCTBUTEIBHOCTH
OII nox ocniapuBaembiM D/

— OpUTHHAIBI  3asBICHUA 00 H3MEHEHHH
cocTaBa YTOJHOMOYEHHBIX MPEICTaBUTENEH
Kimenra, annynupoBanum nercreus Kirroua
MPOBEPKHU oIl Y10JIHOMOYEHHOTO
npeactaButens Knuenra (mpu Hamu4um);

—Kmrou mposepku Ol  YnoaHOMOUYEHHBIX
npencrasuteneil  Knuenra/YoaHOMOYEHHOTO
muna  baHka, ¢ TIOMOLIBIO  KOTOPBIX
npoBoawiace mnposepka Il ocnmapuBaemoro
O

— pacreqyaTku Kitoua IIPOBEPKU
YHOII/Ceprudukara kimoua nposepku YKOIII
Kinnenra, pacneuatky Kntoua nposepku Y HOII
YnonaraomouenHoro iuna banka Ha GymMakHOM
HOCUTEJIE;

— Hocurenu ¢ Kiitouamu;

— Ipyrue MaTepuaibl, IMEIOIINE OTHOILIEHUE K
CyTH pacCMaTpUBaEMOM ITPETEH3HH.

1.8. CTopoHs! 00513aHbI CIOCOOCTBOBATH paboTe
TexHn4eckoll KOMHMCCMHM M HE€ JIOIYCKaTh
HEOOOCHOBAHHOTO OTKAa3a OT MPEAOCTABICHUS
HEOOXOIUMBIX  JOKyMEHTOB. B ciydae
HEINPEIOCTABICHUSI B YCTaHOBJIEHHBIM CPOK
Texaudeckoit komuccuu oaHOM u3 CTOpoH
KaKHX-JT100 u3 BBIIIIECIIEPEUNCIICHHBIX
MaTEpUaJoB K PacCMOTPEHHUIO NPUHUMAIOTCS
AQHAJIOTUYHBIE MAaTEpHajbl, IPEIOCTABICHHBIC
npyroit CTOpOHOH.

2. Ilpoueaypa mnpoBepKH HNOJJIMHHOCTH

signed with the handwritten signatures of the
Authorized Persons of the Parties;

— in case of using the EQES: the EQES
verification key Certificate issued by the
Certification Authority, confirming the
validity of the ES on the disputed ED;

— original statements on changes to the
composition of the Authorized
Representatives of the Client, cancellation of
the validity of the Client's Authorized
Representative's ES verification Key (if

any);
— The ES \verification Key of the
Authorized  Representatives  of  the

Client/Bank's Authorized Person used to
verify the ES of the disputed ED.

— printouts of the Client’s EUES
verification key/EQES verification key
Certificate and the Bank’s Authorized
Person’s EUES verification key on paper;

— Carriers with the Keys;

— other materials relevant to the essence of
the claim under consideration.

1.8. The Parties are obligated to facilitate the
work of the Technical committee and to
avoid unjustified refusal to provide the
necessary documents. In the event that one of
the Parties fails to provide any of the
aforementioned materials to the Technical
committee within the established timeframe,
similar materials provided by the other Party
shall be considered.

2. Procedure for the verification of the

9J1eKTPOHHBIX IOKYMEHTOB

2.1. Tlpouenypa npoBepku noaauHHOCTH /1
MIPOBOAUTCS HA 000PYIOBAaHUH U B IOMEIIEHUH
banka.

2.2. Ilpn pa3bope KOH(MIMKTHBIX CHUTyalUN
HCIIOJIb3YETCS CTOPOHHEE 9TaJIOHHOE
MIPOrpaMMHOE olecrnieueHue MIPOBEPKHU
nojymHHocTH DIl m CeprudukaroB kioya
nposepku OI1.

2.3. IIposepka nogmuaHOCTU D11 o ciopHbiM
OJ1 KnuenTta ocymecTBiaseTcsi HOCPEACTBOM:

authenticity of the Electronic Documents

2.1. The procedure for verifying the
authenticity of ED is carried out using the
Bank's equipment and on its premises.

2.2. When resolving conflict situations, third-
party reference software is used for the
authentication of the ES and ES verification
key Certificates.

2.3. Verification of the authenticity of the ES
on the disputed ED of the Client is carried out

by:




- mporpaMMHoro cpeacrsa «KpuntoAPM»,
ycTaHoBieHHOTO B Bankel’.

1100

- mporpammel  OpenSSL.exe'.  Omnucanne
IIPOrpaMMbl TPUBEJIEHO B JOKYMEHTALlUM Ha
opunmaneHOM caiiTe pa3paboTduMKa B CETH
«MuTepuery»: http://openssl.org/docs/.

2.4. ITposepka noymaHOCcTH D11 1o ciopHbIM

OJI banka ocymecTBISIETCS IOCPEIACTBOM

nporpaMMHoro  cpeacrea  «KpuntoAPMy,
YCTaHOBJICHHOTO B baHke.

2.5. ITlpomenypa mpoBepku TeXHHUYECKOH
KoMHCCcHEN YHOII, BBIITYILIEHHOU
bankom/YKOII, BeIymieHHONH B COOTBETCTBUH
c BHYTPEHHUM peraaMeHToM

Y nocToBepsOIIero MeHTpa, moja CiopHbiM D]
BKJIFOYAET CIICYIOUIUE ICUCTBUSA:

- YCTaHOBJICHME BpPEMEHHM MOJIMUCAHUA U
OTIPABKHU ocriapuBaeMoro C)I|
Y II0ITHOMOYEHHBIM IIPEACTABUTEIIEM
Knuenra/YnonHomoueHHbIM nuiiom banka;

- CBEpPKa JaTbl M BPEMEHU DPETUCTpALUH, a
Takke cpoka nericteus Kimoueit nposepku I11
YII0ITHOMOYEHHOTO IIPEACTABUTENS
Knuenrta/YnonHomouennoro numa  banka,
MOANUCAaBIINX crnopHbii DJI, ¢ npatoil u
BPEMEHEM NOANMCAHUS clIOpHOTO D/I;

- CBEpKa JaThl U BPEMEHHU perucrpanuu B banke
3asBICHUN 00 U3MEHEHUN cocraBa/
aHHYJIMpOBaHUM  jelcTBud  kimouerdn  Oll
YnonHoMmouyeHHBIX npencraBurenei Kimenra,
MOJIMMCABIINX CHOpHBIA /] (pu HaIM4uum), C
JaTON ¥ BpEeMEHEM NOJIMcaHus criopHoro D/1;

- TpPOBEpKA JEUCTBUTENBHOCTH IOJTHOMOYUI
JIML, OANMCABUINX CHOpHBINA D/, Ha naTy ero
MTOATMCAaHUs, OCYILECTBIIIEMAsI IO pe3yJIbTaTaM

paccMOTpEHHUs COOTBETCTBYIOILIUX
JIOKYMEHTOB, MOATBEPKIAOIINAX nx
ITOJITHOMOYHS;

- mpoBepka noanmuHHOCTH YHOIII/YKIII mon
BBITPYKEHHBIM CIIOPHBIM e)i| c
ncrionb3oBanueM  Kirroua  mposepkm  Oll

Croponbl-oTnipaBuTeNs criopHoro J/1;

- MpOBEpPKa TMOJJIMHHOCTA W UEJIOCTHOCTH
Kimroueit mnposepku Il YnoaHOMOUYEHHBIX
npeactaButenei  KimeHnTta/YmoaHOMOYeHHBIX
un banka:

- the CryptoARM software installed at the
Bank®’.

or

- the OpenSSL.exe!® program. The program
description is provided in the documentation
on the developer's official website on the
Internet at: http://openssl.org/docs/.

2.4. Verification of the ES under a disputed
Bank ED is conducted using the CryptoARM
software installed at the Bank.

2.5.The procedure for the Technical
committee's verification of the EUES issued
by the Bank or the EQES issued in
accordance with the Certification Authority's
internal regulations under a disputed ED
includes the following steps:

- establishing the time of signing and sending
the disputed ED by the Authorized
Representative  of the  Client/Bank’s
Authorized Person;

- cross-checking the date and time of
registration, as well as the validity period of
the ES verification Keys of the Authorized
Representative  of the  Client/Bank’s
Authorized Person who signed the disputed
ED, against the date and time of signing the
disputed ED;

- cross-checking the registration date and
time of statements submitted to the Bank
regarding changes in the composition or
revocation of the ES Keys of the Authorized
Representatives of the Client who signed the
disputed ED (if applicable) against the date
and time of signing the disputed ED;

- verifying the validity of the signing
authority of individuals who signed the
disputed ED as of the signing date, based on
the review of relevant documents confirming
their authority;

- verifying authenticity of the EUES/ EQES
on the downloaded disputed ED with the use
of a ES verification Key of the Sending party
of the disputed ED;

- verifying the authenticity and integrity of
the ES verification Keys of the Authorized
Representatives of the Client/Bank'’s
Authorized Persons:

1 TIpumenumo tonbko s CK3U Kpunrollpo. / Applicable only for the CryptoPro ICSP.
18 TTIpumenumo Tonbko k CK3U OpenSSL. / Applicable only for the OpenSSL ICSP.
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e B cinyuae ucnionb3oBanust YHOII:

- NIPOBEPKA COOTBETCTBUS 3K3EMILIIPOB AKTOB
MpU3HAHMS, TpenocTaBieHHbIX CTOpoHamMu B
cooTBeTcTBUHU ¢ 11.1.7. HacTosimero [lopsnka;

- CBEpKa COOTBETCTBHUSl KIIIOUEBBIX TOJIEH
Knroua nposepku OI1 3 AKTOB mpu3HaHHS C
pacneuaTkoll  mpoTtokoia mpoepku  Oll,
MOJIYYEHHOM MNpU  IMOMOIIA  MIPOrpPaMMBbl
OpenSSL.exe!®/ mocpencTBoM mporpamMmHOro
cpencta «KpunroAPM»?°, ycTaHOBIIGHHOTO B
banke.

e B ciyuae ucnonszoBanus YKOII:

- CBEpKa COOTBETCTBHUS KIIIOUEBBIX IOJIEH
Kiroua npoepku OI1 u3 daitna Ceprudukara
kimouya nposepkn  YKOII, nHanpasieHHOro
Kimmentom B baHk, ¢ pacrnedaTtkoid ImpOTOKOJIA
npoBepku Oll, mnoaydyeHHON MOCPENCTBOM
nporpaMmHOro  cpezictBa  «KpunroAPM»?t,
YCTaHOBJIEHHOTO B baHKe;

- B Clly4yae HEOOXOAMMOCTHU TOATBEPKICHUS
VYKOII TexHuueckas KOMHUCCHUSI HANpaBIIIeT
3amIpoc B YIOCTOBEPSIIOIIMM  LEHTP O
noATBepKIeHuH aectButenbHocTH YKOIII Ha
JaTy MOANUCcCaHus ocnapuBaeMoro J/1.

2.6. IToaTBepxxaeHreM KOPPEKTHOCTH
YHOII/YKOII  noxn  ocmapuBaemMbiM — OJ]
ABJIAETCS OJTHOBPEMEHHOE  BBIINIOJHEHUE

CHEAYIOUIUX YCIOBUM:

- Kitoun nposepku Ol YnonHOMOYEHHBIX
npeactasuteneit Knuenra/VYmolHOMOYEHHOTO
quna  banka, ¢ DOMOmIBIO  KOTOPBIX
npoBepsuinch  YHOII/YKOII, B  MomeHT
nocrymienus OJ[ B bank/Knuenty u ero
IIPOBEPKH SIBJISUINCH JIEHCTBYIOIIUMU, T.€. OBLIN
3apErUCTPUPOBAHbl B YCTaHOBICHHOM baHkoM
WIM BHYTPEHHMM  perjaMeHTOM palboThl
Y 10CTOBEPAIOIIErO LIEHTPA MOPSAKE, CPOKU UX
NEHCTBUS HE WCTEKIUM, U OHM He ObLIM
OTMEHEHBI;

- MOATBEPKACHA MOAJIMHHOCTh U LEIOCTHOCTh
Kimoueit mnposepku 3Ol  YnoaHoOMOUYEHHBIX
npencraButeneid Kiuenra/YnoinHOMOYe€HHOTO
muima  banka, ¢ TOMOIIBIO  KOTOPBIX
npoBouiack nposepka Y HOII/YKOIII;

- mpoBepka YHOIII/YKIII mox cnopusim D] ¢
ucnonp3oBanueM Kirouelr mposepku  Oll
YTIOTHOMOYEHHBIX IIpeICTaBUTENEH
Knuenra/Ynonnomouennoro nunia banka nana
MOJIOKUTEIbHBIM ~ pe3ynpTar, TO  €CTh

e In case of using the EUES:

- verifying conformity of the copies of the
Acts of acknowledgement provided by the
Parties as per paragraph 1.4 of this
Procedure;

- cross-checking the key fields of the ES
verification Key from the Acts of
acknowledgement against the printed out ES
verification protocol from
OpenSSL.exe!®/CryptoAPM?, installed in
the Bank.

e In case of using the EQES:

- verification of the key fields of the ES
verification Key from the EQES verification
key Certificate file sent by the Client to the
Bank against the printout of the ES
verification protocol obtained using the
CryptoARM? software installed at the Bank;

- if the EQES confirmation is required, the
Technical committee sends a request to the
Certification Authority to confirm the
validity of the EQES as of the date the
disputed ED was signed.

2.6. Confirmation of the correctness of the
EUES/EQES under the disputed ED is
established if the following conditions are
simultaneously met:

- the ES verification Keys of the Authorized
Representatives of the Client/Bank's
Authorized Persons used to verify the
EUES/EQES were valid at the time of receipt
of the ED by the Bank/Client and its
verification was valid, i.e., they were
registered in accordance with the procedures
established by the Bank or the Certification
Authority’s  internal  regulations, their
validity period had not expired, and they had
not been revoked.

- the authenticity and integrity of the ES
verification Keys of the Authorized
Representatives of the Client/Bank'’s
Authorized Persons used to verify the
EUES/EQES were confirmed;

- verification of the EUES/EQES under the
disputed ED using the ES verification Keys
of the Authorized Representatives of the
Client/Bank's Authorized Persons yielded a

¥ TIpumenumo Tonbko k CK3U OpenSSL. / Applicable only for the OpenSSL ICSP.
2 [Tpumenumo Tonsko k CK3U Kpunrollpo. / Applicable only for the CryptoPro ICSP.
2 TIpumenumo tonbko k CK3U Kpunrollpo. / Applicable only for the CryptoPro ICSP.
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noaTrBepania noamuHHocTs Y HOIT/YKOII nox
criopHbIM J/1;

- gnewictBus banka mo oOpaborke /]
MIPOBE/ICHBI B COOTBETCTBUHU C WH(pOpMalneH,
coaepsxareiicsa B /1.

2.7. B cnyuyae BBIIOJHEHHUS BCEX YCIOBHIA,
IIEPEUUCIICHHBIX B I1. 2.6 HacTosAwero [lopsika,
CropoHbl  corjamarTci € T€M,  4YTO
KOPPEKTHOCTh YHOIII/YK3II ot
ocnapuBaeMbiM O]l monaTBepxaeHa, TO €CTh
nposepsieMblid O] moanucaH KOPPEKTHBIMU
YHOIII/YKOIL

2.8. B ciydae HeBbIIOJIHEHUS JIIOOOTO U3
YCIIOBUM, IEPEYUCIICHHBIX B II. 2.6 HACTOSILETO
[lopsnka, CTOpoHBI COIIALIAIOTCS C TEM, YTO
KOPPEKTHOCTh YHOIII/YK3II HE
MOATBEPKJIEHA, TO €CTh MpoBepsieMblii /]
noanucan HekoppekTHbiMU Y HIIT/YKOIL

29. B Tom cnywae, ecnm baHkK mpuHAT K
HUCIIOJIHEHUTIO O, HOAITMCAaHHBIN
YHOII/YKIII YTIOTHOMOYEHHOTO
npeacraButenss  KioueHTa,  KOPPEKTHOCTH
KOTOpOTO YCTaHOBJICHA Texauueckon
koMmuccueil (CTOpOHBI COTJIAaCHBI C BBIBOJIAMU
Texanueckon KOMUCCHH), CropoHsl
COIUIAIIAIOTCS C TEM, YTO IpeTeH3un Knuenra k
banky,  cBsi3aHHBIE C  TOCJIEACTBUIMHU
WCIIONHEHUsT  yKazaHHoro OJI,  sBistoTcA
HE00OCHOBAHHBIMH.

2.10. B Tom cnywae, ecnu baHk mnpuHAn K
HCTOJIHEHUO 2/, MOITMCAHHBIN
YHOII/YKIII Y1o1HOMOYEHHOTO
npexncrasutens — KinmeHTa,  KOpPpPEKTHOCTb
KOTOpPOr0 HE TNOATBEpXkAcHA TeXHHYEeCKOu
koMmuccueil (CTOpOHBI COTJIAaCHBI C BBIBOJIAMU
TexHnueckoit komuccun), nperensuu Knvenra

K baHKy, cBA3aHHBIE C TOCJIEACTBUAMHU
UCIIOJTHEHUS yKa3aHHOT'O JOKYMEHTa
MIPU3HAIOTCS 0OOCHOBAHHBIMHU.

2.11. Pesymbratel  paboThl  TeXHUYECKOM

KOMHUCCHUH OTPAXKAKOTCA B aKTC, COCTABJIICHHOM

B 2 (IByX) OK3eMIUISIpax, IO OJHOMY
sKk3eMIuIpy A Kaxaod CTopoHsl, H
SIBJISFOILIUMCS OCHOBaHUEM MPUHSTUS

CropoHamMH OKOHYATEIBHOTO peIIeHus 00

YperyJIHupOBaHUH KOH(PIUKTHON CUTYaIIUH.
AKT 0 pe3ynbTatax  MNpPOBEJCHUS

TEXHUYECKON DKCIEPTHU3bI JOJDKEH COIEPKATh

CIIEYIOIYI0 HH(POPMAITHIO:

- cocTtaB TexHUYECKON KOMHCCHH;

- JIaTa ¥ MECTO COCTABJICHUS aKTa;

positive result, confirming the authenticity of
the EUES/EQES under the disputed ED;

- the Bank’s actions in processing the ED
were conducted in accordance with the
information contained in the ED.

2.7. If all the conditions listed in paragraph
2.6 of this Procedure are met, the Parties
agree that the correctness of the EUES/EQES
under the disputed ED is confirmed, i.e., the
disputed ED was signed with the valid
EUES/EQES.

2.8. If any of the conditions listed in
paragraph 2.6 of this Procedure is not met,
the Parties agree that the correctness of the
EUES/EQES is not confirmed, i.e., the
disputed ED was signed with the invalid
EUES/EQES.

2.9. If the Bank accepts for execution an ED
signed with the EUES/EQES of the
Authorized Representative of the Client, the
correctness of which is established by the
Technical committee (the Parties agree with
the conclusions of the Technical committee),
the Parties agree that the Client’s claims
against the Bank related to the consequences
of executing the said ED are unfounded.

2.10. If the Bank accepts for execution an ED
signed with the EUES/EQES of the
Authorized Representative of the Client, the
correctness of which is not confirmed by the
Technical committee (the Parties agree with
the conclusions of the Technical committee),
the Client’s claims against the Bank related
to the consequences of executing the said ED
are considered justified.

2.11. The results of the Technical
committee’s work are recorded in an act
drawn up in two (2) copies, one for each
Party, which serves as the basis for the Parties
to make a final decision on resolving the
conflict situation.

The Act on the results of the technical
examination must include the following
information:

- composition of the Technical committee;
- date and place of the act's preparation;




- JlaTa ¥ BpeMsl Hayajga U OKOHYAHHS pabOThI
TexHUIECKOM KOMUCCHUH;

- CyTh MPETECH3UH;

- IEepedYeHb MEPONPUATUH, INPOBEAEHHBIX
TexHnueckoil KOMHUCCUEH,

- dakTuyeckue 00CTOSITEILCTBA,
YCTaHOBJICHHbIE TeXHUYECKON KOMUCCHEH;

- BBIBOJIbI, K KOTOPBIM Ipullia TexHuueckas
KOMHCCHSI B  pe3yibTare  MpPOBEIEHHBIX
MEpOIPUATHIA,

- IIOJANKUCH YiIeHOB TeXHUUeCcKOM KOMHUCCHH Ha
Ka)KOM JIMCTE aKTa.

2.12. AKT IOANUCBIBAETCS BCEMH YJIE€HAMHU
Texunueckon komuccuu. YUnensl TexHUUECKOMH
KOMHMCCHUH, HE COIJacHEIE C BBIBOJAMH
OOJILIIMHCTBA, MTOJITUCHIBAIOT aKT c
BO3PKEHUSAMH, KOTOPBIA TpHJIaraercsi K
OCHOBHOMY aKTy, Ju0O W3JarailoT CBOE
HECOIJIacue U BBIBOALI B MHCHBMECHHOM BHJC B
OTJIEJIbHOM JIOKYMEHTE, KOTOPbIH MPUIIAraeTcs
K OCHOBHOMY aKTYy.

2.13. B cnyuae Hecornacusi ogHou u3 CTOpOH ¢
BBIBOJIAMH Texanueckoi KOMMCCHHU,
OTpPaXXEHHBIMU B aKT€ O  pe3yJbTarax
MIPOBEACHUS TEXHUYECKOU IKCTIEPTHU3HI,
yKJIOHEHUs1 oT dopMupoBanHus TexHUUecKOu
KoMuccuu Jubo yudactus B e€ pabore,
MPENsATCTBOBAHMS YUacCTHIO BTOPoil CTOPOHBI B
pabore TexHuyeckoll KOMHUCCUHM, BTOpas
Cropona BmpaBe mepenarb CHOOp  Ha
paccMoTpeHre B ApOWTpaxHbId Ccyn T.
MOCKBBI.

- start and end dates and times of the
Technical committee’s work;

- nature of the claim;

- list of measures undertaken by the
Technical committee;

- factual circumstances established by the
Technical committee;

- conclusions reached by the Technical
committee as a result of the measures
undertaken;

- signatures of the members of the Technical
committee on each page of the act.

2.12. The act shall be signed by all the
members of the Technical committee.
Members of the Technical committee, who
disagree with the conclusions made by the
majority, sign a report of objection, which is
annexed to the main report, or shall state their
disagreement and conclusions in writing in a
separate document, which shall be attached to
the main report.

2.13 In the event one Party disagrees with the
conclusions of the Technical committee as
reflected in the act on the results of the
technical examination, or if a Party refuses to
form the Technical committee, participate in
its work, or obstructs the other Party’s
participation in the Technical committee's
work, the other Party has the right to submit
the dispute to the Arbitration Court of
Moscow for resolution.
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Ipunnoxenne Ned

K YCJOBHSIM HCIOJI30BAHUSA 3JIEKTPOHHOH CHCTEMBbI

JAHCTAHIMOHHOTO 0AHKOBCKOI'0 oﬁcnymunaﬂml

TPEBOBAHUA NHO®OPMAIIMOHHON
BE3OIIACHOCTHA

MHWHHUMHU3aUN PUCKOB

HecankunonupoBanHoro nocryna k Cucreme, K
Cueram, cuery mo Bkiany (memno3uty) Knuenra

Cco

CTOPOHBI 3JIOYMBINIJICHHUKOB u

KOMIIpOMETalK KiIroueBoi uHpopmaiuu, bank
HacToATeNbHO Mpocutr KimeHtoB coOmonarh

ClIeyIoIne

Mepbl nH(OPMaLMOHHON

0€e30I1aCHOCTH

BoiaenuTe OTAEIBHBINA KOMIIBIOTEDP, KOTOPHIiA
HE 6YZI€T HCIIOJIB30BaTbCd B HWHBIX MLCIIIX,
KpoMe Kak JJs YCTaHOBKM M paboOThl B
Cucreme, U TpPEeNOCTaBUTH JOCTYIl K HEMY
OTPaHUYEHHOMY KPYTY JIMII.

He ocywmecrBiATh, a 1Opu  HAIAYUHK
TEXHHUYECKOH  BO3MOXHOCTH,  3alpEeTHUTh
BbIXOA B ceTb «MHTepHeT» ¢  3TOrO
KOMIIbIOTEpAa  Ha  HWHBIE  ajpeca, 3a
UCKJIIOUEHUEM aJIpecoB cepBepoB baHka.
OrpannuuTh WIM TOJTHOCTBIO 3alPETUTH
YI[aJ'IeHHI)II\/JI JOCTYII K BBIJICIICHHOMY
KOMIIBIOTEPY C  JIpYTUX  KOMIIBIOTEPOB
JIOKaJIbHOM cetu. He ncnosib30BaTh cpeacTaa

YAAJIECHHOT'O AAMUAHUCTPUPOBAHUSA Ha
BBIZICJICHHOM KOMIIBIOTEPE. HpI/I HaJIM4nuun
TCXHHUYCCKUX CpeacCTB, INOMCCTHUTD

BI)I)IGJ'IGHHI)H)'I KOMIIBIOTEP B OTACILHYIO CCTh,
KOHTPOJMPYEMYIO MEXCETEBBIM 3KPaHOM H
CHUCTeMaMU OOHapy>KEHUs aTak.

3ameHuTh Bce  cra”jgaptHele  Ilapomw,
3aaHHBIC TIpU YCTAaHOBKC CI/ICTGMBI, Ha
YHUKaJbHbIE COOCTBEHHBIE, MPOU3BOJIUTH
nepuoanueckyro cMmeny llaponeit (He pexe
OJTHOTO pa3a B TPH Mecdlla); HE OCTaBIJIAThH B
JICTKOAOCTYIIHBIX MECTaxXx MW HE II€pCaaBaThb
HEYNOJIHOMOYEHHBIM JHULaM 3aIncH,
cozepskamnte ceeneHus o [lapomsx s Bxoga
B Cucremy, xpanuth 3anucu o Ilaponsx B

MeECTE, 3aIHUIIEHHOM oT
HECaHKIIMOHUPOBAHHOTO JTOCTYIIA.
HUcnons3oBaTh Ha  MOCTOSHHOM  OCHOBE

AaHTUBUPYCHOE TPOTpaMMHOE 0OecredeHne C
MOCJICTHEH aKTyaJTbHOM Bepcuei 6as.

PerynspHo (He pexe OHOrO pa3za B HEJNEIIO)
BBITIOJIHATh AHTUBUPYCHYIO MPOBEPKY IS

Annex No. 4
To the Terms of the Use of the Electronic System
for Remote Banking Services

INFORMATION SAFETY REQUIREMENTS

In order to minimize the risks of Unauthorized
access to the System, to the Client’s Accounts,
deposit account by law violators and the
compromise of key data, the Bank strongly
recommends its Clients to comply with the
following information safety measures:

e Tochoose a separate computer that shall be
used solely for the purposes of installation
and working with the System, and provide
access to it to a limited number of persons.

e Not to access the Internet from such a
computer and, if possible, to prevent all
Internet connection from such a computer,
except for the connection with the Bank
services.

e To limit or prohibit remote access to such a
computer from all other computers of the
local network. Not to use remote
administration tools on such a computer.
Technical assets permitting, to create a
specified network controlled by a network
firewall and an intrusion detection system
for such a computer.

e To replace all default Passwords set out at
the moment of System installation with
unique passwords; to change Passwords
regularly (not less than once in three
months), do not leave in easily accessible
places and do not transfer to unauthorized
persons records containing information
about the Passwords for entering the
System, keep records about the Passwords
in a place protected from unauthorized
access.

e To constantly use anti-virus software with
the latest versions of databases.

e To carry out anti-virus checks on a regular
basis (not less than once a week) in order to
timely detect malicious software.




CBOEBPEMEHHOT0 O0OHAPY>KEHHsI BPEIOHOCHBIX

MIpOrpamm.
Ucnonb3oBarb Ha KOMIIBIOTEPE
HCKJIFOYUTEIIBHO JIMLIEH3UOHHOE

porpaMMHOe obecrieueHue.

PerynspHo (He pexe 0JHOTrO pa3a B MeCsAL WK
mo Qakry nyOIMKanMu) YCTaHABIMBATH
OOHOBJICHHS ONEPALIUOHHOMN CUCTEMBI.
[IpoBeputh rpymnny «AJIMHUHUCTPATOPHD) Ha
BBIICJICHHOM KOMIIBIOTEPE, UCKIIOYUTH BCEX
PAIOBBIX MOJIB30BATENEN U3 3TOU TPYIIIIbI, HE
pabortarormux ¢ CUCTEMO.

[Ipy HaNMYMM TEXHUYECKOW BO3MOXKHOCTH,
Ui ToJdb3oBaresied, — padoTaloumMx
Cucremoii, co3natb OTAEIBHYIO TPYIIIOBYIO
MIOJINTUKY, Pa3pellaollyl0 3alycK TOJIBKO
ONPEIEICHHBIX TPUIIOKEHU.

Jliia noctyna K cepBepaM baHka ucnonb3oBaTh
TOJIBKO 3aBeJOMO H3BecTHble Bam anpeca
UHTEPHET cepBepoB baHka.

B cioywae  OTCYTCTBHSI ~ BO3MOYKHOCTH
MOAKJIIOYEHUS K cepBepy banka
HEe3aMeUINTEIbHO co001maTs 00 3ToM baHky.
XpanuTh B Oe3omacHOM Mecte (B ceiide) u
HUKOMY He nepeaasatb Hocurenu ¢ Kimtouamu
NEKTpOHHOMU noanucyu ¥ Kirouamu nposepku
aNeKTpoHHOU moanucu (nanee — Kiroun),
obecieyMB K  HUM  JIOCTYH  TOJBKO
YIIOITHOMOYEHHBIX IIPEACTABUTENEH.
Hukorna He ocCymecTBIsATh KONHMPOBAHHE
Kiroueli Ha JIOKaJbHBIA JKECTKUM JOUCK
KOMIIBIOTEpA, JaXKe C MOCIEAYIOIIUM €ro
yAaJeHUueEM.

PerynspHo (He peke OJHOTrO pas3a B Mecsl)
MpoBEPSTh  LelNocTHOCTh  Hocurenen ¢
Kirouamu, nmpoBoAs NpOBEPKY HaIW4Ms Ha
HUX (PailyioB 3JIEKTPOHHON MOAIMHUCH.
CBOEBpEMEHHO (B COOTBETCTBUU c
MIOJIOKEHUAMU Ycnosuit) IIPOBOJUTH
IInanoByto cmeny Kiroueit.

He ocraBnsare Hocurenu c Kimrouamu 6e3
MIPUCMOTPA, MOAKIIYATh UX K KOMIIBIOTEPY
TOJIKO Ha BpeMs  HCIOJb30BaHUS WU
HE3aMEUINTEIbHO MX OTKJIKYaTh I0CIE
npoBefeHUsT OaHKOBCKUX onepauuid. [lpu
ocraBieHun pabouyero mecra Cucremsl 0e3
MPUCMOTpa Bcerja OJIOKUPOBAaTh SKpaH C
MOCIEAYIOIUM BBOAOM Mapojis A €ro
pa30JIOKUPOBKH.

[Ipon3BoauTh HE3aMEUIUTEIBHYIO 3aMEHY
Knroueld B ciiydyae ux KOMIOpPOMETAllUH WIIA
110/I03PEHUH Ha KOMIIPOMETALMIO.

e To use only licensed software on the
computer.

e To update the operating system regularly
(not less than once a month or upon
launching).

e To check the Administrator’s group on the
selected computer and to remove all users
that do not operate the System.

e Technical assets permitting, develop a
separate group policy for the users working
with the System and allow the use of
specific applications only.

e To use only known Internet addresses of
Bank servers to access them.

e To inform the Bank immediately, in case
Bank servers are unavailable.

e To store Carriers with Electronic signature
Keys and Electronic signature verification
Keys (hereinafter — the Keys) in a safe place
(a vault), never to transfer them to third
parties, to limit access to them only to
Authorized Representatives.

e Never to copy Keys on the local hard drive
of the computer, even in case the copies are
deleted immediately.

e To check the integrity of Carriers with the
Keys checking the presence of electronic
signature files on them on a regular basis
(not less than once a month).

e Timely (according to the provisions of the
Terms) perform the Planned change of
Keys.

e Not to leave the Carriers with the Keys
unattended; to connect them to the
computer only for the time of use and
immediately  disconnect  after  the
completion of banking operations. In case a
work place with the System is left
unattended, to block the screen and to use a
password for its further unlocking;

e Toimmediately replace Keys in case of their
actual or alleged compromise.
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e [IpuHATH HEOOXOAUMBIE MEPHI, TO3BOJISIOIINE

UCKITIOYUTH BHECEHNE HECAHKIITMOHUPOBAHHBIX
W3MECHECHUN B TEXHUYECKUE U MPOTPAMMHBIC
cpenctBa Ha kommbiorepe u B Cucreme,
NOSIBJIEHME Ha KoMiblorepe U B Cucreme
KOMITBIOTEPHBIX BUPYCOB, a TAKXKE MPOTrpamm,
HaIpaBJICHHBIX Ha paspyuieHue u
MOAU(UKAIMIO TPOTPaMMHOr0 00ecreYeHHUsI
Cucremspl, DJIEKTPOHHBIX JOKYMEHTOB, JHMOO
Ha nepexBaT [laponei, Kirouelt u npyroi
KOH(UISHIMATEHOW HH()OpMALIUH.
CBoOeBpeMEHHO yCTaHaBIUBAaTh
ob6HoBNeHHS CHCTEMBI.

He ycranaBnuBaTh OOHOBIEHUS, a TaKXKe HE
OTKPBIBATh CCBUIKH B MTOYTOBBIX COOOLICHHUSX,

BCC

MOJIyYUeHHBIX ~ OT uMeHM banka 1o
JNEKTPOHHOW  IOYTe;  MOJYYHB  TaKOE
coo0IIIeHNe, HEe3aMeIUTEIHLHO CO00IIaTh 00
9TOM baHKy.

E>xenHeBHO, B TE€UEHHUE OIEPALIMOHHOTO JTHS
bauka u 1o oxonuanmm PaGouero mus,
OCYHIECTBJISATh JONOJIHUTENbHBIA BXOJA B
Cucremy Uisi KOHTPOJISL TIEPEUHS UCXOISIINX
JOKYMEHTOB 3a TeKymui JeHb. Ilpum
0OHApYKEHHUH TI0/I03PUTEIBHBIX IOKYMEHTOB,
He3aMeUIUTeNbHO oOpaiarscs B baHk.

B cnydae mono3penuii Ha 3aMeiiieHue paboTh
KOMIIBIOTEPA OTKJIFOUHUTH KOMIIBIOTEP
(bU3MYEeCKH OT JIOKAJIbHOW CeTH U CeTH
«IHTEepHET» U OOPaTUTBCA K CHCTEMHOMY

aMUHUCTPATOPY c pochOoi 0
HE00X0AUMOCTH MIPOBEJICHUS MIOJTHOM
AHTUBUPYCHOM TIPOBEPKH CKAaHUPOBAHUEM

BceX (haiyIoB M MaMATH KOMITbIOTEpA.
B cnyuae, ecau MHIMAEHT MHPOPMAIIMOHHOM
0€30IaCHOCTH BCE K€ MPOU30ILEIN, HU B KOEM

clydyae HE€ BBIKIIOYAaTh KOMIIBIOTEp, a
OTKJIFOUUTh €ro (U3MYECKH TONBKO OT
mokanpHOM cetm W cetm  «MHTepHET»,

HEe3aMeUIUTEILHO O0PAaTUTHCA K CHCTEMHOMY
aAMUHUCTPATOPY M COOOIIMTH 00 WHIIUIECHTE
B bank.

B ciydae BBISIBIICHUSI Kmuentom
MOAO3pUTENbHBIX omnepanuii B Cucreme
He3aMeUINTEIFHO coo0mars 00 ToM B baHk.

o Take necessary measures to prevent
unauthorized changes to technical and
software tools on the computer and in the
System, the appearance of computer viruses
in the System, and programs aimed at
damaging or modifying the System’s
software, Electronic Documents, or
intercepting Passwords, Keys, and other
confidential information.

e Timely update the System.

e Not to install updates and not to open links
received in the e-mail from the Bank; to
inform the Bank about receiving any such
e-mails.

e To access the System additionally in order
to check the list of the documents for the
current day in a daily basis during a banking
day and at its end. In case of detection of
any suspicious documents, to inform the
Bank immediately.

e In case of suspicious delays in the
computer’s operations, to physically
disconnect the computer from the local
network and the Internet and to request
complete anti-virus scanning of all files and
computer memory from the system
administrator.

e In case of a breach of information security,
never to turn the computer off, but to
disconnect it physically from the local
network and the Internet, to address the
system administrator immediately and to
inform the Bank about the incident.

e In case the Client detects suspicious
operations with the System, he should
immediately inform the Bank about it.




