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TEPMUHBI U OITPEJEJIEHUA

ACII Kimenta — aHajor COOCTBCHHOPYYHOH MOJIHCH
Kmuenrta, ynocTtoBepsromuii  (QakT CcOCTaBICHHS U
MOIHICAaHUS DJIEKTPOHHOTO JOKYMEHTA, IIepe1aBacMoro B
bank or mmenn Kimenra ¢ ucnoas3oBaHueM CHCTEMBI,
YIOCTOBEPSIONINNA TOMIUHHOCTE TAaKOTO OIIEKTPOHHOTO
JIOKYMEHTa, BKIIIOYasi BCE €ro 00sf3aTeNbHBIC PEKBU3UTEHI,
MO3BOJIIOIU I JIOCTOBEPHO YCTaHOBHUTb, YTO
ONeKTPOHHBINA TOKYMEHT ucXoauT oT Knuenra. B xkauecTse
ACII ucnionb3yetcsa Pa3oBblil CeKpETHBIN MapoJb.

AyTeHTH(UKANMA — NpoLEeaAypa NPOBEPKU MOATHHHOCTU
Knuenta ¢ nomompto Jloruna, Ilapomnsi, Bpemennoro

maponisi, KomoBoro cioBa WIM  HHBIM  CIIOCOOOM,
NPEeyCMOTPEHHBIM YcnoBusamu. [TonoxurenbHbIN
pesynpraT  AyTeHTH(QUKAIIMH  TOATBEPXKAaeT,  UTO

¢dopmupoBanne u Tepenada B baHK OIEeKTpOHHBIX
IOKyMeHTOB/oOpamenne B bank  wepes  CmyxOy
KIIMEHTCKON ITOIEPXKKH, IPOU3BOANTCS caMuM KineHToM.
Ba3a nannbix — 6a3za nanHpx banka Poccun o cydasx u
MOMBITKAX OCYIECTBICHUS NEPEBOJOB JICHEKHBIX CPECTB
6e3 100POBOIBHOTO COTIACHs KIMEHTa, KOTOpasi CONEPIKUT
cBelieHUs, oOTHocamecs K Knmenty u  (wimm) ero
3JIEKTPOHHOMY CPE/CTBY IUIaTE’k,a, B TOM YHCIIE CBEJICHUS
(dheneparbHOrO OpraHa HCHOJHHUTEIBLHOW BiacTH B cdepe
BHYTPEHHUX JIell O COBEpIICHHBIX IPOTHBONPABHBIX
JEUCTBHSAX, MOTyJaeMble B COOTBETCTBHHU c
3akoHoAarenbcTBOM Poccuiickoit denepanuu.

Bank — AKIIMOHEPHBI KOMMEPUYECKHMII BAHK
«EBPO®OMMHAHC MOCHAPBAHK»  (akumoHepHOe
obmecTBo). Mecto Haxoxumenus: 121099, Poccus,
r. MockBa, yim. Hoseiii Apbar, 1.29. I'eHepanpHas
nnuen3us banka Poccun Ne 2402.

BanoTHble omepamuMuM — OIepalyy, SBISIOIINAECS
BaJIOTHBIMHU OTIEPAlUIMHU B COOTBETCTBUH C JCHCTBYIOLTUM
3aKOHOAaTeabCcTBOM Pocculickoit denepanuu.
BpeMeHHbII apoJib — YHUKAJIbHAS ITOCIEA0BATEILHOCTD
CHUMBOJIOB, HampaBisieMas Knuenty bankom mocpenctsom
CMC-COOOIIEHNST Ha 3aperucTpUpOBaHHBI HOMEp, H
ucrions3yemas Kinnenrom B kadectse [laposst nmpu nepsom
Bxoze B CucreMy, a Takke B CIy4ae BOCCTAHOBJICHUS
nocryna B Cucremy nociie Kommpomeraunu/yTpatsl uin
OJIOKHPOBKH Cucremoit Maposns n/vnu
Jloruna/6moxupoBanus nocrymna B Cucremy.

I'MC TI'MII - rocynapcTBeHHas HH(pOpMaIOHHAS
CUCTeMa O TOCYJapCTBEHHBIX MW  MYHHINIAIBHBIX
TUTaTeXaX.

JuctaHuMoHHOe  0aHKOBCKOe  OOCIy:KHBaHUe  —
npenoctasnenne bankom KimeHTy ¢ uncmoip3oBaHHEM
KananmoB noctynma BO3MOXKHOCTM —miepenaun  baHky
DJIEKTPOHHBIX ~ JIOKYMEHTOB B  LENSX  IPOBEICHMS
Onepanuii, NpeIOCTaBICHUE BO3MOXKHOCTH Hepeaadun
mexay bankom n Kimenrom ¢ ucnonbp3oBanuem Kananos
Joctyna JIokyMeHTOB 110 BKJIaJy, IpeiocTaBieHne bankom
Knuenry ¢ ucnonb3oBanmeM — KanamoB — nmoctyna
uHpopManMK O TOIyYeHHBIX B baHke Kpemurax,
Pa3MEIIEHHBIX CPOYHBIX BKJIA/IAX, BBIMYIIEHHBIX HAa WM
KimenTta GaHKOBCKUX KapTax, ocTtaTkax ¥ Omnepanusx 1o
CueraM, UHBIX CBEICHUH, NMPEIOCTABICHHE BO3MOXKHOCTH
OCYIIECTBIICHHS TIepenucku Mexxay bankom u Kimentom ¢
ucnonb3oBaHueM Kananos nocryna.

TERMS AND DEFINITIONS

EHS of the Client — an equivalent of handwritten
signature of the Client certifying the deed of drafting
and signing an Electronic document transferred to the
Bank on behalf of the Client using the System,
authenticating such Electronic document including all
its compulsory details, in order to reliably determine
that the Electronic Document is coming from the
Client. A Session Key is used as the EHS.

Authentication — a procedure of the Client
authentication using Login, Password, Temporary
Password, Memorable Word or any other means set
out in the Terms and Conditions. The positive outcome
of Authentication verifies that the creation and
submittal of Electronic Documents to the Bank/the
application to the Client Support Service is carried out
by the Client.

Database — database of the Bank of Russia with cases
and attempts of funds transfers without the Client’s
voluntary consent which contains the data related to
the Client and/or their electronic payment instrument,
including data of the federal executive body in the area
of internal affairs on commited unlawful actions
obtained in accordance with the legislation of the
Russian Federation.

Bank — Evrofinance Mosnarbank. Location: 29 Novy
Arbat, Moscow, Russia, 121099. General license No.
2402 of the Bank of Russia.

Currency transactions — transactions that are
currency transactions according to the legislation of
the Russian Federation in force.

Temporary Password — a unique sequence of
symbols sent to the Client by the Bank by means of
SMS to the Registered Number and used by the Client
as a Password at first login, as well as in case of the
System access recovery after a Compromise/loss or
blocking by the System of the Password and/or
Login/blocking of access to the System.

GIS GMP - government information system of
government and municipal payments.

Remote Banking Services — rendering by the Bank to
the Client, using the Access Channels, possibility to
transfer to the Bank Electronic Documents for the
purposes of Transactions conduction and Deposit
management, the Bank's submittal of information to
the Client on the credits obtained in the Bank, opened
term deposits, bank cards issued out in the name of the
Client, balances and Transactions on the Accounts,
other information via the Access Channels, as well as
providing possibility to hold correspondence between
the Bank and Client using the Access Channels.
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Jorosop JAUCTAHIIMOHHOT O 0aHKOBCKOTO
oocayxusanusi (Jorosop IBO) — 10roBOp MEKIy
KnuentoM u  baHkoM,  3aKIIOYEHHBIH — IyTeM

npucoeannenus Kimenta x YcnoBusim. orosop BO
BKIIOYaeT B cebsf moAmMcaHHOe  3asBiI€HHE O
MPUCOEANHEHNUU K Y CIOBUAM U HACTOSAIIUE Y CIIOBHSL.

JJokymMeHTbI MO BKJIAJAy — 3asBJICHUE HA OTKPBHITHE
CPOYHOr0 OAHKOBCKOTO BKJIaa, 3asBIICHHE HA 3aKPBITHE
CpPOYHOTO OAaHKOBCKOTO BKJIa/a, W/IIIN MHEBIC JTOKYMEHTEHI,
HaIpaBIIEMBIE C LENbI0 3aKITIOUCHHS UM PAaCTOPKEHUS
JIOTOBOpa CPOYHOTO OAaHKOBCKOTO BKIIAJa, IepeIaHHBIC
Kinenrom B bank win bankom Kimenty B Buze
OJNEeKTPOHHBIX IOKYMEHTOB C HCIOJb30BaHHMEeM KaHamoB

JIOCTYyTIA.
3asiBjleHHe O TNPUCOEIUMHEHMH K YCJIOBUSIM —
MUCbMEHHOE  BOJeu3bsiBIeHHEe KiMeHTa  3aKIrO4HTh
Horosop IBO.

3aperucTpupoBaHHbIi HOMEpP — HOMEpP MOOMIIBLHOTO
teneona, ykazaHHbli Kiumentom B 3asBiICHUH O

NPUCOCIUHEHNH K YCIIOBHAM WM 3asBICHHA O €Tro
m3MeHeHnn (o Qopme banka) mia menedt morydeHUs
uHpopManmu B cooTBeTcTBUH C JloroBopom JIBO u
TpeOOBaHUSAMH 3aKOHOJATENbCTBA Poccuiickoit
®Denepanun 06 obs3aTenbHOM MHpOpMUpoBaHUH bankom
KnuenTta, B ToM 4nciie 00 MCTCUCHHH CPOKa OAaHKOBCKOTO
BKJIa1a.

HUpnentuduxkarop moiaydareas CpeacTB — HOMED
MoOmipHOrO  Tenedona  KimeHTa,  MO3BOJISIOLIHIA
OJTHO3HAYHO YCTaHOBHUTH KimeHTa cpenu ompeneneHHOTo
MHOX€ECTBa KJIMEHTOB B baHke M onpenennTs PeKBU3HUTHI
JUIA  OCYIIECTBICHHS IEpeBOJa JIEHEXKHBIX CPEICTB
Kinenty na ero Cuer B banke co Cuera apyroro Knuenra,
oTkpbITOro B banke.

HNndopmaumnoHHbIi peKumM - pexum
¢ynkronupoBanus CucreMbl, mpu kotopoMm Kimmenty
JOCTYNEH  OTrpaHWYCHHBIH  (QYHKIHMOHAN  (PEXXUM

«IIPOCMOTpPay», a TaKKe HampamieHHe B baHk cooOmieHmi
cBOOOIHOTO (hopMmara).

Kanan pgocryma — xaHanm nepeiadyn DJEKTPOHHBIX
JIOKyMEHTOB, 00CITy)KMBaHHE 110 KOTOPOMY IPOM3BOAUTCS
C HCIOJIb30BAaHUEM CIELHAIM3UPOBAHHBIX TEXHHYECKUX
cpencts (MutepHer) 6e3 ydwactus paOoTHMKOB baHka,
obecrieunBaroui Knuenram BO3MOXKHOCTb
caMocToATeNIbHO (OopMHpOBaTH M IiepenaBath B baHk
DJeKTpOHHBIE JOKYMEHTH W TIoJy4aTh oOT baHka
DJIeKTPOHHBIE TOKYMEHTBHI.

Kapra banka — »smurupyemas bankom pacuerHas
(nebeToBast) kapTa, pacyeThl C MCHOJIB30BAaHUEM KOTOPOH
OCYIIECTBIISIIOTCS. B COOTBETCTBUU C 3aKOHOZATELCTBOM
Poccuiickoit ®enepauuu U YCIOBUSAMHM BBIIYCKAa U
00CITy)KUBaHHSA 0aHKOBCKHX KapT AO AKB
«EBPO®MHAHC MOCHAPBAHKY.

Kanent — ¢dusmueckoe o, uMeromee cuera B banke,
OTKPBITHIC HA OCHOBAHUH JIOTOBOPA OAHKOBCKOTO cUeTa (He
Kacalollerocst CYeTOB JUIsl PacdeToB C HCIOJIb30BaHUEM
0aHKOBCKUX KapT M CUETOB JJIsl pACYETOB I10 OTIEPALIUSIM C
poBeIMI (PUHAHCOBBIMH AaKTUBaMH) W/WIM JIOTOBOpPA
CYeTa BKJI3Ja «I0 BOCTPEOOBAHHUSD.

Kox nmocryma — 1mdpoBoil Koxa, ycTraHaBIMBacMBbIH
Kimentom B MoOmnmsHOM Bepcun Cuctembr EuroLink, s
ObIcTpOit AyTeHTHU(PHKAIINY.

Remote Banking Services Contract (the RBS
Contract) — an agreement between the Client and the
Bank concluded through affiliation of the Client to the
Terms and Conditions. The RBS Contract includes a
signed Application on affiliation to the Terms and
Conditions and these Terms and Conditions.

Deposit Documents — Application on opening Term
Deposit, Application on closing Term Deposit, and/or
other documents sent for the purposes to conclude or
terminate the Term Deposit agreement, transferred to
the Bank by the Client or by the Bank to the Client in
form of Electronic Documents with use of Access
Channels.

Application on affiliation to the Terms and
Conditions — a written expression of the Client’s will
to enter into an RBS Contract.

Registered Number — a mobile telephone number
specified by the Client in the Application on affiliation
to the Terms and Conditions or an Application on its
changing (according to the Bank's form) for the
purposes of receiving information under the RBS
Contract and the requirements of the Russian
Federation legislation on mandatory informing the
Client by the Bank, including of the bank deposit
expiration.

Recipient Identifier — a mobile telephone number of
the Client, which allows to unambiguously identify the
Client among a certain number of the Bank Clients and
determine the details for transferring funds to the
Client's account with the Bank from the account of
another Client opened with the Bank.

Information mode — functioning of the System when
only limited functionality is available for the Client
(view mode and the possibility to send free format
messages to the Bank).

Access Channel — Electronic Documents transfer
channel, which is serviced by means of special
technical tools (Internet) without engagement of the
employees of the Bank, providing the Clients with an
opportunity to generate and transfer to the Bank
Electronic Documents on their own.

Bank Card — payment (debit) card issued by the Bank,
used for payments performed in accordance with the
Russian law and Evrofinance Mosnarbank’s
Conditions of issuance and maintenance of bank cards
as well.

Client — a physical entity, holding accounts in the
Bank opened under the bank account agreement (that
is not related to any settlement accounts with bank
cards linked to them and accounts for settlements with
digital financial assets) and/or the "on-demand"
deposit account agreement.

Access Code — a digital code set by the Client in the
mobile version of the EuroLink System for fast
Authentication.
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KonoBoe ci0BO — TIOCIEIOBAaTEIbHOCTH CHMBOJIOB,
u3BecTHas Tonbko Kmmenty m banky, mcmonmb3yemas [uis
Ayrentudukanun Kinuenta npu oOcioyXMBaHHU dYepes
Cnyx0y kInMeHTCKo# moanepxku. KomoBoe cioBo MOXKeT
UCIIOJIB30BaThCSl MHOTOKPATHO.

Komnpomeranusi — yrpara KnmeHToM KOHTpons Haj
3aperucTpupoBaHHEIM HOMEPOM, a Takxke yrpata bankom
wii  KinweHToM — yBepeHHOCTM B TOM,  4TO
koHpuneHnuanpHas wuHpopMmarms (Jlormn, BpemeHHEBIH
mapons, Ilaponms, KomoBoe cmoBo) He MOXeT OBITh
HCTIONIb30BaHA TPETHUMH JIUIAMH.

Jlornn - YHUKaJIbHAS TIOCIIEA0BATEILHOCTD
OYKBEHHBIX/TIU()POBBIX CHUMBOJIOB, HCIIOJNb3yeMas I
Aytentnduxannn Knmernra B Cucteme. [Ipu peructpannu
Knuenra B Cucreme Jlorun ¢opmupyercs bankom B
aBTOMaTH4YecKoM pexume. B nocneactsun KnueHT Bnpase
U3MEHUTh JIOTMH B OPSAJIKE, YCTAHOBJICHHOM Y CIIOBUSIMHU.

Onepauusi — He MpoTUBOpeYalnas JACHCTBYIOIIEMY
3aKOHOJaTenbCcTBY Poccuiickoit Deaepanuu onepanus Mo
pacCTIOpsDKCHUIO  IEHS)KHBIMH  cpeacTBamMu  KimeHra,
ucronHseMass baHKOM Ha OCHOBaHWUHM OJEKTPOHHBIX

JOKYMEHTOB,  IlepeJaBaéMbIX B  COOTBETCTBHH  C
YcaoBusamu.
MMapoas - I10CJIEI0OBATENHHOCTD CHMBOJIOB,

CaMOCTOATENBHO co3anHas KimeHToMm, ucnobs3yeMas Juis
Ayrentuduxamun Knmenra mnpu 0OCIy)XMBaHHU IO
Kananam poctryma. Ilapomp MOXeT HCIONB30BaThCS
MHOT'OKPATHO.

Pacnopsi:zkeHne — DIEKTPOHHBIN JOKYMEHT, COJEp Kalluil
pacnopsbkeHne KimeHTa Ha COBepIICHHE OJHOW WU
Heckonbkux Omnepanuii, nepenanubii Kinnenrom banky c
ucnons3oBanueM Kananos gocrymna.

Perncrpanus — aBTOMaTH4eCKOE BHECEHUE B AIIEKTPOHHON
¢opme 3ammcn o momydyeHMH baHKOM DIEKTPOHHOTO
nokymeHta KimeHTa B NMpOTOKOJBI paboThl MPOTpaMMBbl,
XpaHamuecs B 0ase gaHHBIX CHCTEMBI, KOTOpBIE
aBTOMarnyeckn (opmupyroTcss W Beaytcss B Cucreme.
Peructparust 3aBepiaeTcsi NPUCBOCHUEM JJIEKTPOHHOMY
JIOKyMeHTY cTaTyca «[IpuHsITY.

PeecTp MHOAreHTOB — CIHCOK HHOCTPAHHBIX AareHTOB,
onpeneneHusix denepanbHbiM 3akoHOM 0T 14.07.2022
Ne255-®3 «O xoHTpone 3a JAEATENBHOCTBIO JIUI,
HaXOJAIIUXCS O]l MHOCTPAHHBIM BIMSHUEM.

PeecTp KOHTPOJIMpPYEMBIX JHI — CIHMCOK MHOCTPAHHBIX
TpaXIaH WK JIHL 0e3 TPaXJIaHCTBA, CBEICHHUS O KOTOPBIX
BKIIOYEHbl B  peecTp  KOHTPOJIMPYEMBIX  JIUL,
HIPEeIyCMOTPEHHBI  3aKOHOAATENbCTBOM O IPaBOBOM
[IOJIOKEHUU HWHOCTpPaHHbIX TpaxJaaH B Poccuiickon
denepanuu.

PasoBblii  cekpeTHbId  MapoJb  —  YHUKaJIbHAs
MOCJIEIOBATEIEHOCTE  CHMBOJIOB, HCIOJB3yeMasi s
MOATBEPIKJICHUST  TOJIMHHOCTH,  HEU3MEHHOCTH W
[EJIOCTHOCTH ~ DNEKTPOHHOTO  JIOKYMEHTa, a TakKXke
aBTopcTBa KiMeHTa B OTHOLIEHHMHU NeperaBacMbIX baHKy
OnexkTpoHHBIX JokyMeHTOB. Ilocine wucmonb3oBaHUS
PasoBsrit CEKPETHbII apojb CTAHOBUTCS
HeaeicTBuTenbHBIM. Kaxknpiil Pa3oBblil cekpeTHbIN Maposib
npusHaercs CTOpOHAMHM aHAJIOTOM COOCTBEHHOPYYHOU
noAmucH ¥ Tpu  coBepmeHnn Onepanuii  sABIAeTCA
CPENCTBOM  yINOCTOBEPEHHs  IIPAaB  PACHOPKEHHS
JCHE)KHBIMH CpPEICTBaMH, Haxomsmmmucs Ha Cuete, B

Memorable Word — a sequence of symbols, known
only by the Client and the Bank, used for
Authentication of the Client when dealing with the
Client Support Service. The Memorable word can be
multiply used.

Compromise — loss of control by the Client over the
Registered Number, as well as loss of confidence by
the Bank or the Client with regards to the fact that the
confidential  information  (Login, = Temporary
Password, Password, Memorable Word) cannot be
used by the third parties.

Login —a unique sequence of alphanumeric characters
used for the Client Authentication in the System.
When the Client is first registered in the System the
Login is generated by the Bank automatically. The
Client has the right to later on change the Login
following the procedure stipulated in the Terms and
Conditions.

Transaction — the Client’s cash assets disposition
operations not contradicting the applicable legislation
of the Russian Federation, implemented by the Bank
based on the Client’s Electronic Documents
transferred according to the Terms and Conditions.

Password — a sequence of symbols created by the
Client and used to authenticate the Client for servicing
through the Access Channels. The Password can be
multiply used.

Order — an Electronic Document containing the
Client’s instruction for conducting one or several
Transactions, transferred by the Client to the Bank by
means of Access Channels.

Registration — an automatic process of making an
electronic entry on the Bank’s receipt of the Client’s
Electronic Document in the program protocols stored
in System database, which are automatically generated
and maintained within the System. The Registration is
deemed complete when the Electronic Document is
assigned "Accepted " status.

Register of Foreign Agents — a list of foreign agents
as defined by Federal Law No. 255-FZ dated 14 July,
2022 On Control over the Activities of Persons under
Foreign Influence.

Register of Controlled Persons — a list of foreign
citizens or stateless persons whose information has
been included into the Register of Controlled Persons
established pursuant to the legislation governing the
legal status of foreign citizens in the Russian
Federation.

Session Key — a unique sequence of symbols used for
identification of the authenticity, immutability, and
coherency, as well as the Client’s authorship of the
Electronic Documents transferred to the Bank. A
Session Key becomes invalid after it is used. Every
Session Key is acknowledged by the Parties as an
equivalent of handwritten signature. When making
any Transactions, the Session Key certifies the rights
to dispose of the funds on the Account under Article
847 of the Russian Federation Civil Code. The Session
Key can be received by the Client via SMS or a PUSH
message (subject to technical capability).



https://login.consultant.ru/link/?req=doc&base=LAW&n=495333&dst=1736
http://context.reverso.net/translation/english-russian/alphanumeric+characters+and
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COOTBETCTBUU €O cTaTtbei 847 ['paxkmaHCKOro Kojekca
Poccuiickoit ®epnepanuu. Pa3oBblil CEKpeTHBI NapoJib
MOXeT ObITh monyuyeH KimeHToM mocpencTBoM cMc-
coobmenus wim nocpeactBom PUSH-cooOmenus (mpu
HaJIMYMH TEXHUYECKOH BO3MOKHOCTH).

CepBuc Best2Pay — cepBuc mo mepeBOay ICHEKHBIX
CPEACTB C  WCIIOJIb30BaHWUEM  OAaHKOBCKOW  KapThl
OTHpaBuUTENII Ha OaHKOBCKYIO KapTy HOJydaTens Mo
pacnopsokeHusM KineHTa, OCyIIECTBISIEMBIN C IIOMOLLBIO
Cucrtembl Uarepret-IInatexeid omeparopa yKa3aHHOTO
cepBrca (rmoctaBmKa yciryr) — O0mmecTBa ¢ orpaHIHYCHHOM
oTBeTCTBeHHOCTHIO «bect2meii» (MHH 7813531811).
Cucrema 0bicTpbIX miarexeii (CBII) — cepBuc OBICTPBIX
IU1aTeXeN mIaTexxHol cucreMbl banka Poccun.

Cucrema MHWurepHer-Ilnarexeii — wuHOOpMaLMOHHEIE
CUCTEMBI, MpOTpaMMHO-aIapaTHbIC KOMILICKCHI
omeparopa Cepsuca Best2Pay, B Tom wumciae cait
https://pay.best2pay.net, mossosstomue Kimenry banka
(opMUpOBaTE W HAMpPAaBIATh PACHOPSDKCHHSA B OaHK
CepBuca Best2Pay mms ocymecTBieHHs TepeBoaa
JICHEe)KHBIX CPEICTB C OAaHKOBCKOM KapTHI OTIPAaBUTEIS Ha
0aHKOBCKYIO KapTy TMoXydaTens (IepeBoi ¢ KapThl Ha

KapTy).
Cucrema EuroLink (Cucrema)  — cucremMa
JucTaHIIMOHHOTO 6aHKOBCKOTO 00CITy)KUBaHUS

(u3MYECKHX ML, UCHIONB3yeMasi, B TOM YHCIIe, B KAUEeCTBE
DJEeKTPOHHOTO CPeCTBA IIaTeXa.

Cay:xxk0a KIMEHTCKOH NOJAeP:KKM — TOJpa3/ieeHne
Banka, ocymiecTBistromee oocmykuBanue KIHEHTOB mpH
obpamennn B bank no tenedoHy, onyOIMKOBaHHOMY Ha
koprnoparuBHoM MHTepHeT-caiite banka.

CoeauHenHe — MOCIEI0BaTEILHOCTE AckicTBui KimeHTa,
HEOOXOANMMBIX Al ToNydeHus jpoctyna B Cucremy 1o
Kanany poctyma B mnpenenax OIHOTO HEMPEPBIBHOTO
uHTepBana BpemeHu. Jnasa  kaxgoro  CoeauHeHUs
AyTeHTU(UKALMS TPOU3BOJIUTCS OJUH pa3 W CUUTAETCA
JIeHCTBUTENFHON B TedeHne Bcero CoelnHEeHHUS.

Cropons! — bank u Kiuenr.

Cuert — cuer Kinenra, oTKpbIThI B baHke Ha OCHOBaHUH
JIOTOBOpa 0OaHKOBCKOTO cYera H/WIM JO0roBopa cuera
BKJIa/la «I0 BOCTpeOOBAaHMSA» W/HIU JOTOBOPAa CPOYHOTO
06aHKOBCKOTO BKJIAJA.

Tapudsr — pasmep Bo3HarpaxkzaeHus banka 3a
npefocTtasienre KimeHTy ycinyr 1o HUCHONB30BaHHIO
CucreMsl, B TOM 4HCIE 3 NIPEIOCTABICHUE BO3MOXKHOCTH
nposBeneHuss Onepanuii mo CueTy ¢ HCHONB30BaHUEM
Cucremsl. Tapudsl ycranaBnmBarorcsi bankom.

YUH — yHUKaTbHBIN HACHTH(UKATOP HAYUCICHHUS CYMMBI,
nHpopManus o kotopoM pasmeniera B [ IC I'MII.

YciaoBuss — HAcTOSAIIHE YCIOBHSA JUCTAHIIMOHHOTO
0GaHKOBCKOTO o0cITy>)KUBaHUS ¢bu3mgecKux J1
nocpeactBom  Cucremsr  EuroLink B AO  AKB

«EBPO®MTHAHC MOCHAPBAHK».

JuiekTponHoe cpeacTBo miarexa (JCII) — cpenctso u
(mmn) croco6, mo3Bossitomue Kiuenty banka cocTaBiisTs,
YIOCTOBEPATh W TMEpEIaBaTh pPACHOPSDKCHHSI B ILEISIX
OCYILICCTBIICHUS TEPEBOAA JICHEKHBIX CPEICTB B PaMKax
OpPUMEHSIEMBIX  (opM  OC3HANUYHBIX  PAcyeTOB  C
HCIIOJIb30BAaHUEM  HMH(OPMAITHOHHO-KOMM YHUKAITHOHHBIX
TEXHOJIOTHH, SJIEKTPOHHBIX HOCHTEICH HHPOPMAIIHH, B TOM

Best2Pay service — service for money transfers with
use of sender’s bank card to the recipient’s bank card
according to the Client orders, performed through the
Internet payment system of the mentioned service’s
operator (service provider) / Best2Pay LLC (taxpayer
identification number INN 7813531811).

Faster payments system (SBP/FPS) —faster
payments service provided by the Bank of Russia’s
payment system.

Internet payment system — information systems,
soft- and hardware complexes belonging to the
Best2Pay  operator, including the  website
https://pay.best2pay.net which allow the Bank’s Client
to create and send orders to the bank of the Best2Pay
service with the purpose of money transfer from the
sender’s bank card to the recipient’s one (transfer from
card to card).

EuroLink System (System) — a system of Remote
Banking Services rendered to physical entities, used,
without limitation, as an Electronic Means of
Payment.

Client Support Service — a Bank unit servicing
Clients upon referring to the Bank by the telephone
published on the Bank’s corporate website.

Connection — a sequence of Client’s actions required
for getting access to the System via the Access
Channel within the frameworks of one continuous
interval of time. For each Connection the
Authentication is performed once and considered valid
for the entire period of Connection.

Parties — the Bank and the Client.

Account — the Client’s account, opened in the Bank
under the bank account agreement and/or under the
"on-demand" deposit account and/or Term Deposit
agreement.

Rates — the size of Bank fees for the System usage
services rendered to the Client, including for providing
with an opportunity to conduct Account transactions
by means of the System. The Rates are set by the Bank.

UIN — unique identifier of charges, information about
which is provided in GIS GMP.

Terms and Conditions — the present Terms and
Conditions of remote banking services rendered to
physical entities by means of EuroLink system in
Evrofinance Mosnarbank.

Electronic Means of Payment (EMP) — a tool and
(or) method which enable the Bank’s Client to draft,
certify, and transfer orders for the purposes of
transferring monetary funds within the framework of
applicable forms of cashless settlements using
information and communication technologies,
electronic information carriers, including payment
cards, as well as other technical devices.



https://pay.best2pay.net/
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YHCIe IUIATEXKHBIX KapT, a TaKKe WHBIX TEXHHIECKUX
YCTpPOICTB.

DJIGKTPOHHBIH JAOKYMEHT — JIOKYMEHT, MOANUCAHHBIN
ACII Kinenra, nHdpopMmanusi B KOTOPOM IIPEJCTaBICHA B
JJIEKTPOHHON (opMe, BKIIOYas, HO HE OIPaHUYUBASICH,
3asBJICHHE Ha OTKPBHITHE/3aKPBITHE CPOYHBIX OAHKOBCKUX
BKJIa/IOB, PACOpPSKEHUs O TIEPEeBOJIE EHEKHBIX CPENCTB,
yBeJOMJICHHE 00 W3MEHEHHWH/OTCYTCTBHUH HM3MEHEHUI
paHee IPEACTaBICHHBIX NACHTH()UKAIMOHHBIX CBEICHNH B
pamKax [IPOBEICHUS bankxom MEpOIPUATHH,
HaIpaBJIICHHBIX Ha WICHTH(PHUKAINI0O W OOHOBIICHUE
CBEIICHHH O CBOMX KIHEHTAaX, WX IPEICTABUTEISX,
OcHe(UITMApHBIX BIAACIBIAX W BHITOJONPHOOPETATEISIX,
3asBeHHe 00 orpaHuueHun onepanuii mo Cuerawm,
MPOBOIUMBIX C MOMOIIbI0 CHCTEMBI, MHBIE 3asBJICHUS.
KnueHT mpusHaeT, 4TO 3JEKTPOHHBIH JOKYMEHT (B TOM
qucie NPHIOKEHUS K JIEKTPOHHOMY NOKYMEHTY, €CiH
TaKOBbIe MUMEIOTCS), cHOPMHUPOBAHHBIA M NEpEAaHHbIH B
nopsiake, mnpexycmorpeHHoM [loroBopom JIBO, umeer
PaBHYIO IOPUANIECKYIO CHILY C JOKyMEHTOM Ha OyMa)KHOM
HOCHTEJIE, ONNCAHHBIM COOCTBEHHOPYIHOH HOATHUCHIO.
PUSH-coo0menne — cooOmeHne, HUCIONb3yeMOe LIS
nepenadd MHGOPMALMKM HA MOOWIBbHBIC Tele(OHBI IO
yrpaBieHueM onepanuonnsix cucteM i10S, Android OS (o
texuomorussm Apple Push Notification Service u Google
Cloud Messaging).

1. OBIIME ITOJIOXKEHUA

1.1. Hacrosmue VYcioBUsS YCTaHAaBIMBAIOT TMOPSIOK
obcmykuBaHusl (QU3MUECKUX JIMII C HCIOJIb30BAHUEM
CucTeMbl W OMPENENSIIOT BO3HUKAIONIUME B ITOH CBS3H
npaBa, 00sI3aHHOCTH M OTBETCTBEHHOCTH CTOPOH.

1.2. YcnoBus ABISIOTCS THIIOBBIM QopmyisipoM baHka u
MOTyT OBITH NpHHATH KIMEHTOM He HMHa4Ye Kak MyTeM
NPUCOCAUHCHNS K VYCIOBUSM B LEJIOM B MOpPSIKE,
YCTaHOBJIEHHOM Y CJIIOBUSIMU.

1.3. 3axmouenue Jlorosopa /IO ocymiecTiusieTcss myTeMm
npucoenuHenuss Kimenra kx VYcinoBusM B 1EIOM B
COOTBETCTBUM cO cTaTbeil 428 I'pakmaHckoro komekca
Poccuiickoit @enepannn nmyreMm noanucanus KiueHTtom
3anenenus o npucoeounenuu Kk Ycnosusam na OyMakHOM
HOCHUTEJIC B IBYX 3K3EMILUIIPAX, COCTABICHHOTO O (opme
banka.

1.4. Bamk BmpaBe oTkazaTh KIHEHTY B 3aKIHOUCHHUH
Horosopa IBO, B ToM ymciie, HO HE OIpaHUYUBASCH, IPU
oOHapyxennn wuH(opMarmu o Kimenre B Peectpe
WHOCTPAHHBIX areHTOB, MPU OOHAPYKEHUN HHPOPMAITUH O
Kimente — WHOCTpaHHOM TpaXKIaHWHE Wi Jie 0e3
rpaxaaHcTBa B PeecTpe KOHTPOIUPYEMBIX JIUII.

Bbank otkaspiBaeT Kimenty B 3akmtoderun JJorosopa /IbO:

- B ciydae, ecim bankom ot banka Poccum momydena
nHdopmanus, coxepxamasics B basze maHHBIX, KoTOpas
COJICPKUT CBEJeHUs], oTHOCsuecs: K Kitmenty u (1im) ero
SNEKTPOHHOMY CPEACTBY IIaTeka, HOpuU 3ToM baHk
He3aMeIuTeNIbHO  yBepomisier Kimenrta o0 oTkase B
3axmoueHuu Jlorosopa JIbO ¢ yka3aHueM NpU4KHBI TAKOTO
OTKa3a M MOopsAKe NajbHenux neicteuil Kivenra,

Electronic Document — a document signed with the
Client’s EHS containing information in electronic
form, including but not limited to, Application on
opening/termination of term deposits, instruction to
transfer funds, a notice of change/no change in the
identifying information previously submitted in the
framework of the Bank activities aimed at the
identification and update of information about its
Clients, their representatives, beneficial owners and
beneficiaries, Application on limitation of operations
with accounts performed through the System, other
applications. The Client acknowledges that an
electronic document (including attachments to the
electronic document, if any) generated and transferred
in the manner provided for in by the RBS Contract, has
equal legal force with the document on paper signed
with the handwritten signature.

PUSH message — a message used to send information
to mobile phones running iOS, Android OS (via Apple
Push Notification Service and Google Cloud
Messaging technologies).

1. GENERAL PROVISIONS

1.1. The present Terms and Conditions hereby
stipulate the physical entities service procedure in
connection with the System and identify the rights,
obligations and responsibilities of the Parties arisen in
this regard.
1.2. The Terms and Conditions are considered to be a
typical form of the Bank and shall be accepted by the
Client only by means of affiliation to the Terms and
Conditions in general according to the procedure
stipulated by the Terms and Conditions.
1.3. The RBS Contract conclusion is performed by
Client’s affiliation to the Terms and Conditions as a
whole pursuant to Article 428 of the Civil Code of the
Russian Federation by the Client’s signing an
Application on affiliation to the Terms and
Conditions in hard copy according to the form of the
Bank.
1.4. The Bank shall reserve the right to refuse to
conclude the RBS Contract with the Client, including
but not limited to cases when the Client is founded in
the Register of Foreign Agents or when the Client who
is foreign citizen or stateless person is founded in the
Register Controlles Persones.

The Bank refuses to conclude the RBS Contract
with the Client:
- if the Bank receives from the Bank of Russia
information contained in the Database, that contains
data related to the Client and/or their Electronic Means
of Payment, the Bank shall immediately notify the
Client of refusal to conclude the RBS Contract with an
indication of the reason of refusal and follow-up
procedure for the Client.
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- B HHBIX CIIydasX, NPEIyCMOTPEHHBIX JCUCTBYIOUTNM
3aKOHOAaTeabCcTBOM Poccuiickoit denepanuu.

Hdnst  monrBepkaeHus — (daxkTa  3aKIIOYEHUS
Horosopa J1bO u perucrpauuu B Cucreme bank nepenaer
Knuenty sx3emMmisip 3asagnenusa o npucoeOuHeHuu K
Yecnoeuam ¢ ommemkoin o nonyuenuu bankom u
npuceoennvim Jloczunom ons éxooa ¢ Cucmemy.

15. bBamk c¢ mwmenpto o3HakomueHus KimeHra ¢
nHpopManueii, mpexycmorpernoit Jorosopom 5O, B Tom
guciue C YCJIOBUSAMH, pa3MemaeT BCIO HEOOXOAMMYIO
nHpOpManuio Ha KopropaTuBHOM WHTepHeT-caiite banka
www.evrofinance.ru w/minm pasmemiaet OOBSBICHHS Ha
CTEeHOaX B CTPYKTYpHBIX TOJpa3fenceHusx baHka,
OCYILIECTBIIIOMINX 00cTykuBanne KiimeHToB.

1.6. MomMeHTOM myOauKaIuu YCIOBHA U UHPOPMAIIUH, a

TaKke  MOMEHTOM  oO3HakomuieHuss  Kmmenta ¢
ONyOJIMKOBaHHBIMU ~ YCIOBUSIMH ¥ UH(DOpManuen
CUMTAeTC] MOMEHT UX [epBOro pa3MEUIeHUs Ha

koprnoparusHoM MHTepHeT-caiite banka.

1.7. NadpopmupoBanue KnreHTa 1mo BonpocaM, CBsI3aHHBIM
¢ ucnosHenueM J[lorosopa [IbO, o0 npuoCTaHOBICHUU
ucnonb3oBaHus Cuctembl (MuopManmoHHbIil  pesxxum/
OmoxmpoBaHne pgocryma B Cucremy)/mpekpaiieHun
ucronp3oBanus CucreMsl o naunuaruse banka/Kimenra,

a TaKxKe B clryvasx, MPETYCMOTPEHHBIX
3aKOHOJATENbCTBOM  Poccuiickoi ODenepanuy, c
YKa3aHHuEM MIPUYUHBI TaKoro
MPUOCTAHOBJICHU S/ TIPEKPAICHHS B JICHb TaKOro
MPUOCTAHOBJICHUSI/TIPEKPALCHUSI, OCYIIECTBIISIETCS

bankom mo Cucteme w/uinu 1o 3aperUCTPUPOBAHHOMY
HOMEpY W/WIM IIyTeM HalpaBICHUS IHCHMEHHOTO
YBEIOMIICHHS TIO ajpecy, yKa3zaHHOMy KimeHTom B
KOHTaKTHOW WH(pOpMaIHy 3asiBICHUS O MPUCOCTUHCHUH K
VcnosusaMm. baHk He HeceT OTBETCTBEHHOCTH 3@
HETaTUBHEIC TOCIIEACTBUS, KOTOPhIE MOTYT BO3HUKHYTH y
Kiuenra BeieicTBrie HEMOMYYCHUS YBeIOMIICHHS OT baHka
YKa3aHHBIMU BBIIIE crocobdamu B CBSI3U ¢
HEI0CTOBEPHOCTHIO/HEAKTYAIbHOCTHIO uHpOpMaLUY,
ykazaHHOH KnneHTOM B KOHTakTHOM wuHGpopMayu, a
TaKKe B CBS3H C HEJOCTYIMHOCTHIO /i KireHTa yka3aHHbBIX
C1oco00B CBS3MU.

1.8. IucrannnonHoe OaHKOBCKOE 00cyxuBanue Kimenra
¢ wucmoms3oBanueM  CHCTEMBI  NPOU3BOIUTCS B
COOTBETCTBHMM C  3aKOHOJATEIHLCTBOM  Poccuiickoit
Oeneparuy, YCIOBHAMA H JAOTOBOPAMH, 3aKITFOUCHHBIMU
Mexny bankom u KimeHTOM, WM MHBIMH JOKYMEHTaMH
Banka, onpenensonyMy NOpsIIOK MPOBEICHUS OTIEpaLUit
o cooTBeTCTBYIONEMY CUeTy.

1.9. Bauk B cootBerctBuu ¢ JloroBopom JIBO u Ha
OCHOBAHHHU COOTBETCTBYIOIIMX DIIEKTPOHHBIX JOKYMEHTOB
okaszpiBaeT KimeHTaM ycioyrd 10  MPeIOCTaBIICHUIO
BO3MOYXHOCTH TIPOBEJICHUSI C HCMONb30BaHHEM CHCTEMBI
CIIelyIOMUX AeHCTBHI:

- TEPEBOJ| JCHEKHBIX CPEICTB B POCCHUHCKUX PYOIIIX
Mexay cBonmu Cuetamu B baHke U Ha CBOU cYeTa B IPYTHUX
KPEIUTHBIX OPTaHU3aIHsIX;

- MEPEeBOJ ICHEKHBIX CPEACTB B POCCHHCKUX PYOIsIX Ha
cyeTa MHBIX TOJydaTesici (FOPUIUYECKUX U (HU3UUICCKUX
am);

- in other cases provided for by the applicable
legislation of the Russian Federation.

To confirm the RBS Contract conclusion and
registration in the System the Bank provides the Client
with a copy of the Application on affiliation to the
Terms and Conditions with the Bank’s receipt mark
and the assigned Login to enter the System.

1.5. The Bank posts all the necessary information on
the corporate  website of the Bank -
www.evrofinance.ru and/or posts announcement on
information boards in the structural units of the Bank
servicing the Clients, for the purposes of information
provision to the Client as set out by the RBS Contract,
including the Terms and Conditions.

1.6. The time of publication of the Terms and
Conditions and information, as well as the time of
presentation of the published Terms and Conditions
and information to the Client shall be deemed to be the
time when they are first posted on the corporate
website of the Bank.

1.7. The Client shall be informed by the Bank on the
issues related to the performance of the RBS Contract,
suspension of use of the System (Information
mode/blocked access to the System)/termination of
use of the System on the Bank’s/Client’s initiative, as
well as in other cases provided for by the legislation of
the Russian Federation with an indication of the reason
of suspension/termination the day of
suspension/termination, via the System and/or to the
Registered Number and/or by written notification to
the address specified by the Client in the contact
information of the Application on affiliation to the
Terms and Conditions. The Bank shall not be liable for
any adverse effects that may occur due to the Client’s
non-receipt of a notification from the Bank via the
above communication means due to wrong/outdated
information specified by the Client in the contact
information, as well as due to the inaccessibility of
such communication means for the Client.

1.8. The Remote Banking Services shall be rendered
to the Client using the System in accordance with the
legislation of the Russian Federation, the Terms and
Conditions, and the agreements concluded between
the Bank and the Client, or any other Bank documents
setting out the procedure of performing transitions on
the respective Account.

1.9. The Bank, according to the RBS Contract and
based on the applicable Electronic Documents, renders
services to the Clients, providing the opportunity to
conduct the following activities by means of the
System?:

- money transfer in Russian Rubles between own
Accounts opened with the Bank and to own accounts
with other credit organizations;

- money transfer in Russian Rubles to other
recipients’ accounts (legal and physical entities);

! TIpu manuuuym TexHUYecKoi Bo3MoxkHOCTH y Banka / Subject to technical capability of the Bank.
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- HEpPEBOJ JICHEKHBIX CPEACTB B POCCHHCKHX PYyOIsIX ¢
nomomsio Cepsuca Best2Pay (¢ Kapter banka ma kaprty
CTOPOHHETO 0aHKa-dMHUTEHTa, C KapThl CTOPOHHETO OaHKa-
smuteHTa Ha Kapty banka);

- MEepeBOA ACHEXKHBIX CPEICTB B POCCHHUCKUX pYyOINIsiX Ha
cueT baHka,;

- TIEPEBOJ| ICHEKHBIX CPEICTB B POCCHUCKHX PYONsX W B
MHOCTPaHHOH BaJIoTe Ha OPOKEPCKUE CUeTa, OTKPHITHIE B
banke mng Knuenra;

- MIEPEBOA ACHEKHBIX CPEJICTB B MHOCTPAaHHOW BaJIFOTE Ha
CBOM CYETa, HA CYETa WHBIX MOJTydaTeNel (FOpUINIECKUX U
(usnueckux ui) B baHke, a TakKe Ha CBOM CUETa, CUeTa
WHBIX TMoNTydareiel (FopuAnYecKuX M (PU3MUYECKUX JINI]) B
JPYTHX KPEIUTHBIX OPTaHU3AIMAX;

- nononHeHune cBoux CyeToB (3a MCKIIOYEHHUEM CUETOB,
OTPBITHIX HA OCHOBAaHHM JIOTOBOPA CPOYHOTO GAHKOBCKOTO
BKJIaJa) B baHke B poccHiiCKHX pyOJIsiX CO CBOMX CUETOB B
JPYTUX KPEIUTHBIX OpraHU3aIMsIX;

- TepeBOJ JICHSXKHBIX CPEICTB B pYOIsIX B MOIb3Y
IOPUANIECKUX hivii| " WHIVBHIYaJIbHBIX
IpeAnpUHUMATENeH I OIUIAThl TOBAPOB, PAOOT U YCIIYT ¢
UCTIONIb30BAaHUEM PEKBU3HTOB IIEPEBOAA, II€pPEIaHHBIX
MOJTy4YaTelneM CpPEACTB IUIATENBIINKY B 3JIEKTPOHHOU
(opMe U NpeACTaBICHHBIX B TOM YHCIE B BUJEC KOJAA HIIH
TUIATEXKHOW CCBHIIKH;

- TepeBOJ JCHEXKHBIX CPEICTB B pyONsX Ha EIUHBIH
KAa3HAYCHUCKUH CYeT B IIOJIb3Yy YYaCTHUKOB CUCTEMBI
Ka3HAYCHCKUX IIIaTe)KEd B LENSIX YIUIATHI IIJIATEKEH B
O10KETHYIO CUCTEMY Poccuiickoit ®denepanuy,
OCYIIECTBJIIEMBIi ~ HAa  OCHOBAaHHU  PaCIOPSIKECHHUH,
conepxxamux YHWH, uadopmarus o KoTopoMm pazMenieHa B
T'MC I'MII, ¢ wucnonb30BaHMEM PEKBU3UTOB MEPEBOJA,
MEepelaHHBIX TI0JTydaTesieM CpEJNCTB  IUIATENBIINKY B
3JIEKTPOHHON (popMe M TPENCTABICHHBIX B TOM YHCIE B
BUJIE KOJIA WJIH TUIATEXKHOW CCHUIKH;

- MOKYTKH-TIPOJIAXKH MHOCTPAHHOM BAIIIOTHI 3a pyOin;

- 3aKIIOYEHHE M PACTOPXKEHHE J0roBopa OaHKOBCKOTO
BKJIQ/1a;

- JOCTyI K
JIOKYMEHTOB,
- HacTpoiKa pa3pemeHus] IOIYy4EeHHS TMEepeBOJIOB C
nomMotsio M nentudrkaropa momyyaTesns CpencTs (BHyTPH
banka u uepes CBII), a Takxke oCylIecTBICHUS IEPEBOIOB
O 3allpocaM U3 APYrUX KPEAUTHBIX OpraHU3aluil;

- MoJy4eHHe XypHaia ornepanuii mo Cyeram (B pyoisix u
WHOCTPaHHOI BaloTe);

- oJTy4eHne MH(POPMAIH O CPOYHBIX BKJIa1ax;

- oJTy4eHne MHPOPMAINH O KpPeaHTax;

- mony4eHue nHpopManuy 0 0AHKOBCKUX KapTax;

- mony4eHue nHhopManur o OPOKEPCKUX CUETAX;

- moy4yenne uHpopMaluu o6 stanax obpaboTku B banke
otmpasiaeHHOro Kimenrom DIeKTpOHHOTO JOKYMEHTa,

- TOJy4YeHHE yBEIOMJICHHH O HEOIUIAaYeHHBIX IITpadax H
Hajorax (B ciiyuae OQOPMIIEHHS COOTBETCTBYIOIICH
TIOJITMCKH);

- camocrosTenbHas cMeHa [lapos, Jloruna;

- CAMOCTOATENILHOE BOCCTaHOBJIEHHE J0cTyna B Cuctemy?;
- (hopmupoBanue cBoeli 6a3bl 1a0IOHOB IUIATEKEH;

COXpaHCHHBIM  KOIIUAM BHGKTPOHHI)IX

- money transfers in Russian Rubles through the
Best2Pay service (from the card issued by the Bank to
the card of other issuer, from the card of other issuer
to the card issued by the Bank);

- money transfer in Russian Rubles to the Bank
account;

- money transfer in Russian Rubles and foreign
currency to brokerage accounts opened for the Client
with the Bank;

- money transfer in foreign currency to own accounts,
to other recipients’ accounts (legal and physical
entities) opened with the Bank, as well as to own
accounts and to accounts of other recipients (legal and
physical entities) in other credit organizations;

- replenishment of own accounts opened with the
Bank in Russian Rubles from own accounts opened
with other credit institutions (except accounts opened
on the basis of term deposit agreement);

- money transfer in Rubles in favour of legal persons
and autonomous entrepreneurs as payment for goods,
works and services with use of transfer details
submitted by the payee to the payer in digital form,
including in the form of a code or a payment link;

- money transfer in Rubles to the treasury single
account in favour of treasury payments system
participants in order to make payments to the budget
system of the Russian Federation, performed based on
orders that contain UIN, information about which is
provided in GIS GMP, with use of transfer details
submitted by the payee to the payer in digital form,
including in the form of a code or a payment link;

- foreign currency exchange for Rubles;

- concluding and termination of Term Deposit
agreement;

- access to stored copies of the Electronic Documents;

- setting permission to receive transfers with help of
the Recipient Identifier (inside the Bank and through
the SBP/FPS), as well as for money transfer on request
of other credit institutions;

- retrieval of a transactions statement (in RF Rubles
or foreign currency);

- retrieval of information on term deposits;

- retrieval of information on credits;

- retrieval of information on bank cards;

- retrieval of information on brokerage accounts;

- retrieval of information on the Electronic Document
processing phases in the Bank;

- receiving notifications about unpaid fines and taxes
(if there is a corresponding subscription in place);

- independent change of Password and/or Login;
- independent regaining access to the System?;
- creation of own base of payments templates;

2 1IpM OTCYTCTBHM COBIAf€HHMs 3aperucTpUpOBaHHOro HoMepa KimeHTa ¢ 3aperncTpupoBaHHBIMHM HOMEPAMH IPYTHX
Kauentos./ Providing there is no coincidence of the Registered Number of the Client with the Registered Numbers of other
Clients.


http://context.reverso.net/translation/english-russian/brokerage+accounts
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- oomeH ¢ barnkom coobmenusmMu cBo6oqHOTrO PopmaTa
(C BO3MOXHOCTBIO TIPUCOCINHEHHSI (AIIOB), B TOM YHCIIE
00 0T3bIBE DJEKTPOHHOTO IOKYMEHTa JI0 MOMEHTa €ro
ucroyiHeHus: bankom.

1.10. VYcnyrm B pamkax MoOwibHOW Bepcuu CucteMsbl
EuroLink?® JTOCTYITHBI Knuenram Banka,
3aperucTpupoBaHHblM B CHCTeME U HMMEIOLIUM
TEXHHYECKYI0 ~ BO3MOXHOCTb  JUIA  HCIIOJIb30BAaHUS
MoOmsHOU Bepcuu Cucremsl EuroLink.

1.11. TIlpencraBurenr  KnmeHTa  mpm  HaauIuH
COOTBETCTBYIONIEH OBEPEHHOCTH® BIpaBe B paMKax
Horoopa BO or wmmenn KimeHTa noAammceHBaTh u
MIOaBaTh 3asBJICHHUS O:

- MPUCOETUHEHUH K YCIOoBHIM (3akmoueHuu JloroBopa

NBO);
- OokupoBaHUHU AocTyna B Cucremy,
- cmede Jlormma w/mnu  Komosoro ciaoBa  W/Wid

3aperucTpupoBaHHOTO HOMEPA;

- HampaBJICHUN BpeMeHHOTO0 maposs;

- mepeBoje CucteMbl B THPOpPMAaIMOHHBINA PExKIM;

- YCTaHOBIICHUH OTPAHUYCHUH 10 00IIeH CyMMe OTepaItiii
3a KaJNCHOApHBIA JCHb W/WIN KaJleHOApHBIH MeCHI,
MpOoBOIUMEIX TI0 CdetaM ¢ ToMoIbi0 CHCTEMB,

- orMeHe MH(oOpManmmoHHOTO peXUMa/OTpaHWICHAN 10
oOmiell cymMMme omeparuii 3a KaJCHIApHBIA JCHb H/WIH
Mecsll, MPOBOIUMBIX 10 CueTaM ¢ nmomoisio CHCTEMBI,

- pactopxenuu [Jorosopa J1BO.

Bce ocranbpable AelicTBYA B paMKax HacToAlero JJorosopa
JABbO Knuent o06s13an coBepiath JUUHO, €CITU UHOE MIPSIMO
HE MPEyCMOTPEHO Y CIIOBHUSAMH.

1.12. Ha orHomeHuss Mexnay banmkom wu Kimertrom
pacipocTpaHsIoTCs Y CIOBHS MTPEIOCTABICHHS CEPBUCA T10
MepeBOY AEHEKHBIX CPEJICTB B PAMKAX CHCTEMBI OBICTPBIX
ratexedt (Ycemous CBIT), yreepxaerasie baHkoM, TEKCT
KOTOPBIX OIYOJIMKOBAaH B IOPSAKE, MPETyCMOTPEHHOM II.
15, n. 1.6 wnacrosmmx Ycnouit (KimeHT cuuraetcs
npucoequHUBIINMCA K Y cnousaM CBIT).

bank BrpaBe BHOCUTH u3menenus B Ycnosus CBII B
nopsiake, ycraHoBieHHoM B YcioBmsax CBII. B cimyuae
npotuBopeunst Ycinouir CBII ycnoBusM, U310KEHHBIM B
JHorosope JJBO, Ycnosust CBII uMeroT npuopurer.

1.13. JInst uenerd YcioBuid HEpaOOUNMHU JHSIMU CUHTAIOTCS

CcyO0OTBI ¥  BOCKpeceHbs (BBIXOAHBIC JHH), 3a
UCKJIFOUYCHHEM  OOBSABICHHBIX pabOYuMH  JHIMH B
YCTaHOBJIEHHOM 3aKOHOaTEIbCTBOM Poccuiickoit

Deneparnl MOpsAAKe, a Takke Hepabouyue Npa3gHUIHBIC
JIHY, ycTaHOBIEeHHbIE TpynoBelM KonekcoMm Poccuiickoi
Odenepanuu, W Te [HU, Ha KOTOPbIE B CHIYy HOPM
JIEUCTBYIOIIETO 3aKOHOJIaTEILCTBA Poccuiickoii
®denepanuil  EPEHOCATCS BBIXOJAHBIC JHU. Paboumvu
OHIMH JJI1  [eleil  YCIOBHII CUMTAlOTCA JHH, HE

- exchange of free format messages with the Bank
(that provides for the possibility of file
attachment), including on the revocation of the
Electronic Document until its execution by the Bank.
1.10. The services provided via the mobile version of
the EuroLink System?® are available to the Bank's
Clients who are registered in the System and have the
technical capability to use the mobile version of the
EuroLink System.

1.11. Where there is a corresponding power of
attorney” in place, the Client's Representative shall
have the right to sign and submit the following
applications on behalf of the Client as provided for
under the RBS Contract:

- On affiliation to the Terms and Conditions
(conclusion of the RBS Contract);

- for blocking access to the System;

- for Login and/or Memorable word and/or Registered
Number changing;

- for receiving the Temporary Password;

- for switching the System to the Information mode;

- for setting up limitations on the total amount of
operations with accounts performed during a calendar
day and/or calendar month through the System;

- for cancelling the Information mode/limitations
imposed on the total amount of operations performed
on accounts during the calendar day and/or calendar
month through the System;

- for the RBS Contract termination.

All the other actions and measures under this RBS
Contract shall be taken by the Client personally, unless
provided otherwise by these Terms and Conditions.
1.12. Relations between the Bank and the Client shall
be subject to the Terms and Conditions of provision of
funds transfer service as part of the faster payments
system (the FPS Terms) approved by the Bank, the text
of which is published in accordance with the procedure
stipulated in points 1.5 and 1.6 hereof (the Client is
considered to have joined the FPS Terms).

The Bank shall have the right to make
amendments to the FPS Terms in accordance with the
procedure stipulated in the FPS Terms. In the event of
contradictions between the FPS Terms and the terms
of the RBS Contract, the FPS Terms shall take
precedence.

1.13. For the purposes of these Terms and Conditions,
Saturdays and Sundays (weekends) shall be deemed
non-business days, except those declared business
days in accordance with the procedure established by
the laws of the Russian Federation, as well as non-
working holidays specified in the Labor Code of the
Russian Federation and the days which weekend days
are carried over to by virtue of the applicable laws of
the Russian Federation. Business days for the purposes

3 TIpu nanuuuyu TexHUueckoil BosmoxkHocTh y Banka / Subject to technical capability of the Bank.

4 Odopmnsercs B bamke mmm mnpemocraBiseTcas B baHK B HOTapuanbHOH (opMe (C amocTHIEM HIM WHBIMU
JIETaTU3aIMOHHBIMU OTMETKaMH, B ciiydae ee o(OpMIIEHUS B WHOCTPAHHOM TOCYIapCTBe, C HaJJIekKaIlIuM 00pa3zoM
3aBepEeHHBIM IIepeBoIoM Ha pycckuii s3biK)./ Shall be formalized at the Bank or shall be submitted to the Bank in notarial
form (with apostille or legalization marks, in case of its formalization in a foreign country, with duly certified Russian
translation).
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ABJISTFOLIMECS] HEPaOOYNMH JHSAMH COTJIIACHO HACTOALIEMY
IIyHKTY Y CIIOBUH.

1.14. Otnomenus banka u KimeHTa, HeyperymupoBaHHbIC
HACTOSIIUMH Y CIIOBUSIMH, PETYIHPYIOTCS ACHCTBYIOLINM
3aKOHOJATEILCTBOM Poccuiickoit ®Denepanuy,
HOpPMaTHBHBIMM akTaMu banka Poccum, a Ttakxke
JIOTOBOpaMH, 3aKJIFOUECHHBIMU Mex 1y bankom u Kitnentom,
Ha OCHOBaHHHU KOTOpPbIX KnuenTy oTkpsIThl Cyera.

2. UICHHOJIb3OBAHUE CUCTEMBbI

2.1. JOCTYII BCUCTEMY

2.1.1. Joctyn B Cucremy mpenoctaBisieTcs KimeHTtawm,
sakmounBiuM Jlorosop JABO myrem mnpucoeguHeHHsT K
YcnoBusiM, U 3aperucTpupoBaHHEIM baHkom B Cucreme.
Bank perucrpupyer Kimenra B CucremMe npu OTCYTCTBHH
COBIAJICHUS HOMeEpa MOOHIIBHOTO TenedoHa,
npenoctaBieHHoro  Kmmentom B 3asfBIGHUHM O
MPUCOETUHEHUN K YCJIOBUSAM WM 3asABICHUU O €ro
n3MeHenuu (mo ¢gopme banka) ¢ HOMepaMu MOOHIBHBIX
TeneOHOB, paHee 3aperucTPUpPOBaHHBIX baHkoM B
Cucreme.

2.1.2. Hoctyn Kimmenra B CHCTeMY OCYIIECTBIISICTCS
TOJBKO TPU YCIOBHH 00s3aTeNbHOW AyTEeHTH(HUKALUH
Kinuenra.

2.1.3. Odummaneueiii anpec CHCTEMBI B CETH HHTCPHET:
https://dbo.efbank.ru.

2.1.4. JloruH Juis BXOJIa B CUCTeMY IpucBanBaercsi bankom
B MoMeHT peructpaunu Knmenra B Cucreme. B cimyuae
yrpatbl/Kommpomeraruu/0aokuposku Cuctemoit JloruHa,
a Takke B WHHBIX ciay4yasx KimeHT (mpenctaBHTENb
Knuenrta) BrpaBe oOpatutbes jaudHO B oduc banka s
MPUCBOEGHUS HOBOro JlorMHa C  COOTBETCTBYIOLINM
MHCbMEHHBIM 3asIBJICHHEM. Knnenr BIIpaBe
CaMOoCTOATENbHO M3MEHUTH JlornH nocpencTsoM CHCTEMBI.
2.1.5. BpemeHnHsIit mapois Hanpasisiercs Kimmenty bankom
MIOCPE/ICTBOM CMC-COOOIIEHUSI Ha 3aperucTpUpPOBAHHBINA
Homep nipu nogade Knuenrom (npencraBurenem Kimenra)
3asenenus o0 npucoedunenuu K Ycaoeuam, TpU
BO300HOBJIICHUN paboThI Cucremst nocie
[IPUOCTAHOBJIEHUS JOCTyNa K Hed npu nopade Kimentom
(mpencraBuTeneM Kinenra) COOTBETCTBYIOILETO
MUCBMEHHOTO  3afBJICHUS/IIO  WHWIOMATHBE  baHka.
BpemeHHbIll naponbs AeMCTBYET B TEUYEHHE CpOKa,
YKa3aHHOTO B HAIIPaBIEHHOM cMc-cooOmeHun. [Ipu
HanpaBneHun Knuenty Bpemennoro mnapons bank
aHHynupyet aeiictyromuii [Tapons Knuenra.

2.1.6. KimeHt 00s3aH M3MEeHNTh BpeMmeHHBIN mapoib B
TEUEHHE CPOKa €ro JICHCTBHS Ha OCTOsIHHBIN [Tapois, pu
5ToM  BpeMmensslii napoms  aHHymupyercs. s
poaoIDKeHNs paboTel B CucteMe, B TOM YHCIIE B CIydae
yrpats/KoMmpomeTannu/6JI0KUPOBKH Cucremoit
Bpemennoro mapons/Ilapons Kiuent (mpemcraBUTENb
KimenTa) nomkeH oOpaTtuThest TUYHO B opuc banka s
MOTy4CHHS HOBOTO Bpemennoro naposs c
COOTBETCTBYIOIINM ITMCHMEHHBIM 3asIBIICHUEM.

217.B cilyuae Komnpomeranuun Bpemennoro
naposs/ITapons/Jlornna/3apeructpupoBaHHoro  Homepa/
Komosoro cnosa Kiinenr Bipase cooduute banky o dakre

of these Terms and Conditions shall be deemed days
that are not non-business days hereunder.

1.14 Relations between the Bank and the Client not
governed by these Terms and Conditions shall be
governed by the Russian legislation, regulations of the
Bank of Russia, as well as the agreements concluded
between the Bank and the Client, on the basis of which
Accounts are opened for the Client.

2. UTILIZATION OF THE SYSTEM

2.1. ACCESSTO THE SYSTEM

2.1.1. The access to the System is provided to the
Clients who have signed the RBS Contract by means
of affiliation to the Terms and Conditions and
registered in the System by the Bank. The Bank
registers the Client in the System, providing there is no
coincidence of the mobile telephone number, specified
by the Client in the Application on affiliation to the
Terms and Conditions or an Application on its
changing (according to the Bank’s form), with the
mobile telephone numbers prior registered by the
Bank in the System.

2.1.2. The access to the System is granted to the Client
only after the Authentication.

2.1.3. The official address of the System in the Internet
network at: https://dbo.efbank.ru.

2.1.4. The Login to enter the System is assigned by the
Bank at the moment of registration in the System. In
case of loss/Compromise/blocking by the System of
the Client’s Login and in other cases the Client (the
Client's Representative) may personally apply to a
Bank Office in writing to obtain a new Login. The
Client shall have the right to independently change the
Login via the System.

2.1.5. A Temporary Password shall be sent to the
Client by the Bank by means of SMS to the Registered
Number upon the Client (Client's Representative)
submitting the Application on affiliation to the Terms
and Conditions upon resumption of the System’s
operation after suspending access thereto upon
submission of a respective written application by the
Client (Client's Representative) /at the initiative of the
Bank. The Temporary Password shall be valid for the
period specified in the SMS. When sending a
Temporary password to the Client, the Bank cancels
the current Client Password.

2.1.6. The Client must replace the Temporary
Password within its validity with a permanent
Password. Then, the Temporary Password will
become null and void. To continue working in the
System, including in case of
loss/Compromise/blocking by the System of the
Client’s Temporary Password/Password, the Client
(the Client's Representative) shall personally apply to
a Bank Office in writing to obtain a new Temporary
Password.

2.1.7.In case of Compromise of the Temporary
Password/Password/Login/Registered Number/
Memorable Word, the Client may inform the Bank of
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Kommpomeraruu uepe3 Ciry:x0y KITMEHTCKOM TOIICPIKKH C
Y4ETOM IOJIOKEHUH NMyHKTA 2.3.7 HACTOSAIINX Y CIIOBUM ISt
nocienyronieid 6inoxkupoku bankom nocryna Knuenra B
Cucremy. bank 6nokupyer nocryn Kimenra B Cucremy u
B JeHb OnokupoBku uHpopmupyer Kimenra mnyrtem
HarpaBJeHUsI CMC-COOOIIEHHUsS C YKa3aHWEM IPHYHHBI
OJIOKMPOBKH 110 3aperuCTPUPOBAaHHOMY HOMEDY.

2.1.8. bank Omoxmpyer moctyn Kimenra B Cuctemy Ha
OCHOBaHMM TpeOoBaHus KimeHTa, HampaBIEHHOTO 110
Cucreme b0 repegaHHOro UM/mpeacraBuTeneM Kimenrta
npy JTUYHOW siBKe B bauk min gepe3 Cimyx0Oy KIMEHTCKOM
noguepXkd. B meHs OmokmpoBkm nmocryma Kimenrta B
Cucremy bank  wunpopmumpyer Kimenta  myrem
HaIlpaBJIEHUsI CMC-COOOIIEHUS MO 3aperUCTPUPOBAHHOMY
HOMepY C yKa3aHUeM IPHYHHBI OJIOKUPOBKH.

2.1.9. Jlns mpomoikeHus pabotel B CucteMe B ciiydae
yTpaThl KiMeHToM KOHTpOJs Hal 3aperucTpUpOBaHHBIM
HoMepoM Kuument (mpencraButens KimeHTa) nosmkeH
obpaTtuthes M4HO B oduc banka g ykazaHHS HOBOTO
3aperncTpupoOBaHHOTO HOMEpA.

2.1.10. Hcnonp3oBanue Bpemennoro
napoisi/[lapomns/Jloruna/Komosoro CJIOBa, nelicTBre
KoTOoporo Obu1o mpekpaiieHo bankom (o TpeboBaHMIO
Knunenrta, mo coOCTBEeHHONH WHHIMATHBE B CiIydae
Kommpomeraruu u T.7.), HE JOIMyCKaeTCsl.

2.1.11. Cmena KomoBoro cioBa mpoussoautcst Kiuenrom
(npencraBurenem KineHTa) mpu JIMYHOM OOpaliceHUH B
oduc banka.

2.1.12. Tloaxmoyenue K MoOWIbHON Bepcuu CHCTEMBI
EuroLink ocymecrBisercs KimeHTOM caMOCTOSITENBHO
MOCPEACTBOM  CKaYMBaHUS MOOWIBHOTO  IIPHIIOKEHHS
Evrolink (B odunmanbHbIX OHIAMH-Mara3nHax MOOMIBHBIX
NpUIIOXKeHnH® ubo Ha KopropaTuBHOM WHTEpHET-caiiTe
bBanka), ero yCTaHOBKHM M 3aIlyCKa Ha CBOEM MOOMIBHOM
ycrpoticte. st paboTel B MOOWIBHOM Bepcuu CHCTEMBI
ucnone3ytorcss Jlormn u Ilapoms/BpeMeHHBIH Tapois,
ucrone3yemsle i Bxoxa B Cuctemy. KimeHT Moxer
TaKXKe YCTAaHOBUTH IPAaBHJIO JUISI BXOJa B MOOMIIBHOE
npwioxkenne 1o  Komy  goctyma  (mpemiaraetcs
MPWIOKEHUEM TIPH TIEPBOM BXOj€) JHUOO C IOMOIIBIO
Touch ID, Face ID u apyrux crnoco6oB, mpeaycMOTPEHHBIX
B MOOWJIBHOM TPHJIOXKEHUH (TIPH HATMYUHM TEXHHIECKOU
BO3MO>KHOCTH MOOMIIBHOTO YCTPOMCTBA).

2.1.13. Uuadopmamus o0 moOCTaBUIMKE MOOHMIBHOTO
npwioxenust Evrolink m ycnoBus ero ucronb3oBaHMs
pa3MeraroTcs Ha KopropaTuBHOM MHTepHeT-cailite banka
www.evrofinance.ru u Ha CcTeHAaX B CTPYKTYPHBIX
MOPa3IeTICHISIX Banka, OCYIIECTBIISIONINX
obcimyxxnBanne KimentoB. Pa3memenme  yka3aHHOM
MHQOPMALIMK O03HAYAeT IOJATBEPKIAECHHE BO3MOXKHOCTH
ncnonb3oBaHus Kimmerrom MoOmnsHOH Bepcuu CHCTEMEBI B
COOTBETCTBUU C Y CJIOBUSMH.

2.1.14. KiiueHT yBeZIOMJICH U COTJIACEH, YTO 00CITy)KMBaHUE
¢ momo1bto CHCTEMBI MOXKET HE OCYILECTBIAThCS baHkoM
B Cllydae, €Clii 3aperucTpUpoBaHHbIH Homep KimeHta
COBIAJIaCT C 3aperHCTPUPOBAHHBIM HOMEPOM JPYToro
Knuenra.

the Compromise through the Client Support Service
taking into account the provisions of point 2.3.7 of
these Terms and Conditions, for subsequent blocking
by the Bank of the Client's access to the System. The
Bank blocks the Client’s access to the System and the
day it is blocked informs the Client by sending SMS
to the Registered Number with an indication of the
reason of blocking.

2.1.8. The Bank shall block the Client’s access to the
System based on the Client’s personal request sent via
the System or submitted by the Client/his
Representative personally in the Bank or through the
Client Support Service. The day Client’s access to the
System is blocked the Bank informs the Client by
sending SMS to the Registered Number with an
indication of the reason of blocking.

2.1.9. To continue working in the System in case the
Client lost control over the Registered Number, the
Client (Client's Representative) shall personally apply
to a Bank Office to specify a new Registered Number.

2.1.10. It is not allowed to use the Temporary
Password/Password/Login/Memorable Word
terminated by the Bank (upon the Client’s request on
their own initiative in the event of Compromise, etc.).

2.1.11. The Memorable Word may be changed on the
Client’s (Client's Representative’s) personal request
submitted in the Bank personally.

2.1.12. Connection to the mobile version of the
EuroLink System is carried out by the Client himself
by downloading the Evrolink mobile application (from
official online app stores® or from the Bank's corporate
website), installing and launching it on his mobile
device. The Login and Password/Temporary Password
used to enter the System are used to work in the mobile
version of the System. The Client may also set a rule
to login to the mobile application via the Access Code
(offered by the application at the first login) or via
Touch ID, Face ID and other methods supported by the
mobile application (subject to technical capability of
the mobile device).

2.1.13. Information on the provider of the Evrolink
mobile application and terms of its use are placed on
the Bank's corporate website at www.evrofinance.ru
and on information boards in the structural units of the
Bank servicing the Clients. The placement of the said
information shall mean the confirmation of the Client's
ability to use the mobile version of the System in
accordance with the Terms and Conditions.

2.1.14 The Client has been informed and agrees that
services rendered with the use of the System may not
be provided by the Bank, if the Registered number of
the Client concides with the Registered number of
another Client.

5 [Tpu manuuuym TexHUdecKoii BosmoxknocTw. / Subject to technical capability.
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2.2. TIPUOCTAHOBJIEHUE N
OI'PAHUYEHMUME UCIIOJIb30OBAHUSA
CUCTEMbI

2.2.1. bank BnpaBe 0e3 NpeABapUTEIBHOTO YBEIOMIICHHS
Knuenrta, B TOM umcie, HO HE OTPaHUYUBASCH, B Clydae
Hapymenns Kmentom Jlorosopa 15O, Kommnpomeranum,
BeIABICHU Omnepanuii, COOTBETCTBYIOIIMX IPU3HAKAM
OCYIIECTBJICHHSI IIEPEBOJAa JIEHEXKHBIX CpeIcTB  0e3
JI00poBONMBHOTO  cornacusi  KimeHTa, IpPHOCTaHOBUTH
ucronsp3oBanne Kimmernrom CucTeMBl B COOTBETCTBHH C
HACTOAMMMH Y CIOBUsIME (ITyTeM OJOKHPOBAaHHS JOCTYIIA
B Cucremy) wunu mnyteM nepeBojga Cucremsl B
WUndopmanmonnsiii pexum. B srom ciyuae bank
He3aMeJUITENIBHO, €CIM MHBIE CPOKH HE NPETyCMOTPEHBI
3aKkoHozareascTBOM  Poccuiickonn  ®enepauuu  unu
Horosopom [JIBO, mnocne OJOKHpOBaHHS [OCTyNa B
Cucremy/ nepeBoja Cucremst B THOOPMAIIMOHHBIN PEKHM
yBegomiIsieT 00 3ToM (akTe B MOPsIIIKE, IPEAYCMOTPEHHOM
MyHKTOM 1.7 HacTosAumx Y cloBUi.

2.2.2. B ciy4asx, IpeayCMOTPEHHBIX 3aKOHOIATeITLCTBOM
Poccuiickoit  ®enepauuu. baHk  npuocTaHaBIMBAET
ucnonpzoBanne Kinentom Cuctemsl (yTeM mepeBoja B
WudopmanmoHHbI pexuM) Ipu MOJy4eHHH OT baHka
Poccun nndopmarmu, coaepikarieiics B base maHHbBIX, Ha
MEepUOJi HaxOXJICHWs B HEH YKa3aHHBIX CBEACHUH O
Knuente n(unm) ero 3m1eKTPOHHOM CPEACTBE IJIaTexka.
ITpu sToM bank He3ameqmuTeNEHO yBenomisieT Kimenra o
MIPUOCTAHOBJIEHUHU HCIOJb30BaHUsl CUCTEMBI COIVIACHO Y.
11.7 ct. 9 ®enepanbHoro 3akoHa ot 27.06.2011 Nel61-03
«O  HauMOHANBHOM  IUIATEXKHOM  CUCTEME»  IyTeM
HaIpaBJICHUS CMC-COOOIIEHUS Ha 3aperncTpUpOBAHHBII
HOMep U yBenomiieHus o Cucreme.

B cnywyae monyyeHuss B HOpSAKE, YCTaHOBICHHOM
bankom Poccuu, nHpOpMamrod MCKIIOUEHUN CBEICHHM,
otHocaumxcsik Knmenty, wu3 bassl manHbix  bank
He3aMeJIUTEIHHO BO30OHOBIISIET WCIIOJIb30BaHNE
Knuentom CucteMbl M He3aMEUIMTENBHO YBEIOMIISIET
Knuenta o BO3MOXHOCTH HCIONB30BaHUsT CHUCTEMBI TIPH
OTCYTCTBUM HWHBIX OCHOBAaHMHM JJii MPUOCTAHOBJICHUS

HCITIOJIb30BaHMS Cucremsbl B COOTBETCTBUU C
3akoHoAaTenbcTBOM  Poccuiickoit ~ ®denepauun  wiu
Horosopom JIBO.

2.2.3. bamk BmupaBe BBOAWTH OTrpaHHWYEHHS Ha

ucnons3oBanue Knuenrom Kananos nfocryna, B ToMm umcie
OTPAaHUYUTH HEPEUEHb BUIOB DJIEKTPOHHBIX TOKYMEHTOB,
Onepanuii n Pacmopsokennid, npoBeneHWEe W mepemada
KOTOPBIX Bo3MokHa KimenToM 1o onpeneneaaomy Kanamry
JIOCTyIla, a TakXKe W3MEHATh mepedeHp Omepanuii u
(hyHKIHH, KOTOpPBIE MOTYT OCYIIECTBIATHCS KnmeHToM C
ncronb3oBaHueM CHCTEMBI M OTPaHUYHBATH BpEMs IpruemMa
1 ucnojaHeHus PacnopspkeHui.

2.2.4. B ciyuasx, NpeayCcMOTPEHHBIX 3aKOHOAATEILCTBOM
Poccuiickoit ®enepanun, bank npu nonyd4eHun cBeneHUi
o Kimenre — mHOCTpaHHOM TpaKIaHWHE WM JHIE Oe3
rpax<1aHCTBa, CoAepKaluxcsa B PeecTpe KOHTPOIUPYEMBIX
JIULI, Ha TIEpUOJ] HAX0XKJICHHs B HeM cBelneHuil o Kiuenre
YCTaHaBJIMBAaeT B OTHOIICHWU Takoro KimeHTa ocoObIid
peXIM paboThI CucreMbt c OTpaHUYCHHBIM
(hyHKITHOHATIOM:

2.2. SUSPENSION AND RESTRICTION
OF SYSTEM USE

2.2.1. The Bank reserves the right, without prior
notification to the Client, including, but not limiting to,
in the event of the Client’s violation of the RBS
Contract or a Compromise, or identification of
transactions that qualify as a case of transfer of funds
without the Client’s voluntary consent, to suspend the
Client’s use of the System in accordance with these
Terms and Conditions (by blocking the Client’s
access to the System or by transferring the System to
Information Mode. In this case, the Bank shall
immediately, unless other time limits are provided for
by the legislation of the Russian Federation or the RBS
Contract, notify the Client of the blocking of the
Client’s access to the System/restriction of services by
transferring the System to Information Mode, in
accordance with the procedure set forth in p.1.7 of
these Terms and Condicitons.

2.2.2. In cases provided for by the legislation of the
Russian Federation, the Bank shall suspend the
Client’s use of the System (by transferring the System
to Information Mode) upon receipt from the Bank of
Russia of information contained in the Database
concerning the Client and/or their electronic means of
payment.

The Bank shall immediately notify the Client of the
suspension of the use of the System in accordance with
the p. 11.7 of the Art. 9 of the Federal Law No. 161-
FZ dated 27 June 2011, On the National Payment
System, by sending an SMS to the Registered Number
and by notification through the System.

If the Bank receives, in accordance with the
procedure established by the Bank of Russia,
information from the Bank of Russia on the deletion
of information related to the Client’s data from the
Database, the Bank shall immediately resume the
Client’s use of the System and immediately notify the
Client of the possibility of using the System, provided
that there are no other ground for suspension of the use
ofthe System stipulated by the legislation of the
Russian Federation or the RBS Contract.

2.2.3. The Bank reserves the right to impose
limitations on the usage of Access Channels by the
Client, including the list of types of Electronic
Documents, Transactions, and Orders, which can be
conducted and transferred by the Client using a
specific Access Channels, as well as to change the list
of types of Transactions and functions that may be
carried out by the Client using the System and to limit
the time of acceptance and performance of Orders.
2.2.4. In the cases provided by the legislation of the
Russian Federation, upon receiving information
concerning a Client who is a foreign citizen or stateless
person contained in the Register of Controlled
Persons, the Bank shall, for as long as the Client’s
information remains in the Register of Controlled
Persons, impose on such Client a special mode of
operation of the System with limited functionality,
which:
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- mo3BosrromuM Kimenty ucnonb3oBate Cuctemy
B PEXKHME «IIPOCMOTpa», oOTmpasisiTe 1o Cucreme
cooOmennsi  cBobogHoro  ¢Qopmara,  OCYLIECTBISTH
Onepauu B pyOJsiX IO YIulaTe HAJIOTOB (aBaHCOBBIX
TIaTexen), cOopoB, CTPaxOBBIX B3HOCOB,
COOTBETCTBYIOIIMX TMeHedW u  mrpadoB 1O  HX
MepeyrciIeHuo B OrokeTHylo cucteMy P® wu(wmm) B

TrOCyAapcTBeHHBIE  Oro/DKeTHBIE  (QOHIBL, a  Takke
aIMHUHHUCTPATHBHBIE ¥  YCTAHOBJICHHBIE  YTOJIOBHBIM
3aKOHOJATEeICTBOM  mTpadsl (B TOM  9HCIIE C

ncnonbs3oBannem CBIT);

- He mo3BoAomKM KiHeHTy ocCyImecTBIsTh
nocpenctBoM Cuctemsl 00w apyrue Onepanuu (B TOM
gucie ¢ ucrnonp3oBanuem CBIT).

IIpu »tom bank ysemommser Kimenta 00
OTpaHUYEHUH HCTIONB30BaHUA CHCTEMBI COTIacHo 4. 9.2 cT.
9 ®enepanpHoro 3akona ot 27.06.2011 Nel61-®d3 «O
HAIMOHAJbHOU IIATEKHOM CUCTEME) IIyTEM HAIPABIICHUS
COOTBETCTBYIOLIETO yBeqoMIIeHHs o Cucreme.

B cimygae momydenuss wuH(opmManmnu 00 HCKIIOYECHUH
cBeleHui, oTHocsaumxca k  Kimenry, wu3 Peectpa
KOHTPOJMPYEMBbIX JHI baHK BO30OHOBIISIET NCTIOJIL30BAHIE
Knuentom CucteMbl B MOTHOM 00BEME U yBEIOMISET
Knunenta mo CucremMe O BO3MOKHOCTH HCIIOJIB30BAHUS

CucteMbl MNpu OTCYTCTBUM HHBIX OCHOBAaHHUH JUIf
HpHOCTaHOBHeHI/IH HUCIIOJIB30BAaHUA CI/ICTeMLI B
COOTBETCTBUU c 3aKOHOJIaT€JIbCTBOM Poccuiickon

®Denepanun unu JJorosopom JIBO.

2.2.5. dakt OTpaHUYEHHsI/TIPUOCTAHOBIICHHUS
ucrnonb3oBaHus CHCTEMBI HE OTMEHSET O0S3aTeNbCTB
Knmenra, BbITEKaromMX M3 OJIEKTPOHHBIX JTOKYMEHTOB,
MOATBEPXKICHHBIX ~ Pa3oBBIM  CEKPEeTHBIM  I1apoJieM,
noydeHHbIX bankoMm m 3apernctpupoBaHHbIX B CHcreme

JO  OrPaHWYCHMS/TPUOCTAHOBIEHUS  HCIIOJIB30BAHUSA
CucreMsl.
2.2.6. Cucrema aBTOMaTHyecku Oxokupyer Jlorun

Kmuenra #a 180 cekyHm mocie TpeX HENMpaBHIIBHBIX
nonbIToKk BBoAa [lapoins. Tlocie Tpex mocienoBarenbHbIX
6mokupoBok Ilaponss Knuenta Cuctema aBTOMaTHUECKH
ImpHUocTaHaBIuBaeT  obcmyxuBanue  Knmenra.  Jna
npoaoinkeHus padbotsl B Cucreme KineHr (mpeacraBuress
Krnuenta) Bpase oOpatutsest auuHO B ouc banka.

2.2.7. bank BnpaBe 0e3 IpeABapUTEIHHOTO YBEIOMIICHHS
KnueHnTa BBOOWTH OTpaHWYECHHUS, NMPUOCTAHABIMBATH U
(vmm) IpeKpaIaTh BO3MOXKHOCTb MIPUMEHEHHS
MoOmIbHOTO TIpHUiokeHus Evrolink.

2.3. IOPAJIOK B3AMMOJIEHCTBUS
BAHKA U KIIMEHTA

2.3.1. Bank ocymectisier Oneparuu mo Cuery Kimenra

Ha ocHoBaHuM Pacrnopspkenuit Kinenra. VYxkazanHbie
Pacnopsoxkennst  mepematorcs Knuentom  banmky ¢
HCIOJb30BAaHUEM OIpeleleHHbIX YcinoBusiMu KaHanos
Jloctyna.

2.3.2. TlonTBeprkneHue aBTopcTBa PacropspkeHU U MHBIX
DNEKTPOHHBIX JOKYMEHTOB Ipou3BoauTcst KiuenrtoM npu
noMoInu Pa3oBoro cekpeTHOro mapours.

2.3.3. JleticTBusi, mepedyuclicHHbIE B M. 1.9 HacTosmmx
YcnoBuid, OCYHIECTBISAIOTCS bBaHKOM B COOTBETCTBUH C

- allows the Client to use the System in view-
only mode, send free-format messages through the
System, and perform transactions in Russian rubles for
the payment of taxes (advance tax payments), duties,
insurance contributions, applicable interest and
penalties to the budgetary system of the Russian
Federation and/or state extra-budgetary funds, as well
as administrative and criinal fines established by law,
including through the Fast Payment System (FPS);

- does not allow the Client to perform any other
transactions  through the System, including
transactions using the FPS;

The Bank shall notify the Client of the restriction on
the use of the System in accordance with p.9.2 of art.9
of Federal Law N0.161-FZ On the National Payment
System dated 27 June 2011 by sending the relevant
notification through the System.

Upon receiving information confirming the removal of
data related to the Client from the Register of
Controlled Persons, the Bank shall fully restore the
Client’s use of the System and notify the Client via the
System that the System may be used, provided that
there are no other grounds for suspending the use of
the System under the legislation of the Russian
Federation or the RBS Contract.

2.2.5. The restriction/suspension of the use of the
System shall not release the Client from its obligations
arising from Electronic Documents authenticated by
Session Keys, which have been received by the Bank
and registered in the System prior to the imposition of
such restriction, suspension of the use of the System.

2.2.6 The system shall automatically block the Client’s
Login for 180 seconds following three usuccessful
password attempts. Following three consecutive
Password blocks, the System shall automatically
suspend the provision of services to the Client. To
continue using the System, the Client (Client's
Representative) may personally visit a Bank Office.
2.2.7. The Bank shall have the right, without prior
notice to the Client, to impose restrictions on, suspend
and/or terminate the Client’s ability to use the Evrolink
mobile application.

2.3. PROCEDURE OF INTERACTION
BETWEEN THE BANK AND THE
CLIENT

2.3.1. The Bank conducts Transactions on the Account
of the Client based on the Clients’ Orders. These
Orders are transferred by the Client to the Bank using
the Access Channels established by the Terms and
Conditions.

2.3.2. Confirmation of the authorship of Orders and
other Electronic Documents is carried out by the Client
by using Session Keys.

2.3.3. Activities listed above in point 1.9 of the present
Terms and Conditions are conducted by the Bank in
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JIEUCTBYIOIINM 3aKOHOIaTE€ILCTBOM Poccuiickon
®enepanuy, HOPMATUBHBIMU akTamMu banka Poccun,
HACTOAIIMMHU YCJOBHSIMH U  YCJIOBUSAMH JOTOBOPOB
0aHKOBCKOr0 CcueTa, JIOrOBOPOB OAHKOBCKOTO BKIIAJa,
JIOTOBOPOB BBIMYCKa M OOCITY)KHBaHHsS OaHKOBCKHX Kapr,
JIOTOBOPOB ~ OpOKEPCKOTO  OOCITY)KUBAHWS, W  HHBIX
JIOTOBOPOB, 3aKJIr04aeMbIX Mexay bankom u Knnentom.

2.3.4. MUcnonp3oBanme CucTeMbl [UIA  Iepenadd
OJNEeKTPOHHBIX JOKYMEHTOB HE OTrpaHWYMBACT IIpaBa
Kinenrta no npenocraBieHuio B baHK COOTBETCTBYIOLIUX
Pacnopspkenmit  Ha  mpoBenmeHme Omepanuif, WuiIu
COOTBETCTBYIOIINX JOKYMEHTOB Ha  OCYIIECTBICHHUE
Bankom ompeneneHHbIX qeicTBHI Ha OyMa)KHOM HOCHTEIIE,

COCTaBIICHHBIX no dopme, NpeTyCMOTPEHHOU
COOTBETCTBYIOIIUM JIOTOBOPOM, 3aKJIFOUEHHBIM MEXKIY
CropoHamy, W/1u c y4eToM TpeboBaHuit

3aKoHoJarenscTBa Poceuiickoit denepanuu.

IIpu sTom CTOpOHBI COINAIIAIOTCS C TEM, YTO B
Cily4ae IOoCTyIUIeHHs B baHk DIeKTpOHHOTO JOKyMEHTA I10
Kananmam mocTyma m COOTBETCTBYIOLIETO JTOKYMEHTA HIIH
pacniopspkeHusl Ha nposeneHne Omnepannuy Ha OyMaKHOM
HOCHTEJIC, COJAEPXAIINX WICHTHYHBIE YCIOBUS, JHOO
NocTymiieHnss B baHK HMICHTHYHBIX  DJIEKTPOHHBIX
JOKyMEHTOB, baHk OyzmeT paccMmarpuBaTh KaXKIBIH W3
YKa3aHHBIX JOKYMEHTOB KakK CaMOCTOSITEIbHBIN JOKYMCHT,
n OCYHICCTBUT BCC }IEIZCTBI/ISI, HCO6XOZ[I/IMI)I€ JJIs1
MPOBEICHNUSA Omnepauuu o KaxXaomy u3
Hpe,[[CTaBJ'IeHHI)IX/HepeI[aHHBIX Kinuenrom JOKYMEHTOB.
2.3.5. Eciu B TekcTe YCIOBUH SIBHO HE OTOBOPEHO HHOE,
MOMEHTOM IOJTydeHHs DJIEKTPOHHOTO JOKyMeHTa baHkom
aBisiercs ero Perucrpamus B Cucreme.

2.3.6. CTOpOHBI MPHU3HAIOT B KAYECTBE CIWHOW MIKAJIBI
BpeMeHHu 1pu paborte ¢ Cucremoli MockoBcKoe MOsICHOE
BpeMsi. KOHTPOJIbHBIM SIBIISETCS BPEMsl CHCTEMHBIX 4acoB
anmnapaTHbIX cpencTB banka.

2.3.7. CropoHbl TNpH3HAIOT, 4YTO CB3b KiMeHTa co
Cryx60if KIIMEHTCKOM HOJIIEPIKKU Banka
ycraHaBiuBaercsi mo padounm nusm banka ¢ 09.00 mo
18.00 u., B msatHuiy — ¢ 09.00 10 16.45 4., 10 MOCKOBCKOMY
BpeMeHU. baHKk BhpaBe ycTaHaBIMBaTh JUIsi KOHKPETHBIX
pabounx ngHell baHka cokpaiieHHBIH paboumii JeHb,
npeiBapuTeabHO yBenoMuB KimeHra myTeM pa3MerieHus
COOTBETCTBYIOIIEH nHpOpMANU B TIOPSIIIKE,
MpelyCMOTPEHHOM TI. 1.5 HacTosumMX Y ClIOBUH.

2.3.8. Ilpuem OneKTpOHHBIX JOKyMeHTOB CucreMoit
OCYIIECTBIISIETCS] KPYTIIOCYTOYHO.

2.3.9. Ucnonuenne DIeKTPOHHBIX JTOKYMeHTOB KineHTOB
OCYIIECTBIISIETCS B CPOKH, YCTaHOBJICHHBIE
3aKoHOAaTeascTBOM Poccuiickoii denepanuu u J0roopom
Mexay bankom u KiueHtoMm, ompenensiomuM HOpsIoK
MPOBEICHUsI OTIEpalMii 10 COOTBETCTBYOLIeMY CUeTy.

2.3.10. Bamorubie omepauuu no Cueram KimeHtoB c
ucnoynb30BaHueM CHCTEMBI OCYIIECTBISIOTCS C YYETOM
TpeOOBaHUI BaJIOTHOTO 3aKOHOJATEIbCTBA Poccuiickoit
denepanun.

2.3.11. CropoHBI MPHU3HAIOT, YTO NepeaanHbie KimeHToMm,
NPOIIEANINM B KaXXIOM CiIy4ae HaIJISKaIIuM o0pa3oM
nponeaypy AyTeHTH(GUKAINN, DJIEKTPOHHBIE TOKYMEHTHI,

accordance with the effective legislation of the
Russian Federation, regulatory acts of the Bank of
Russia, the present Terms and Conditions and terms
and conditions of the agreements on bank account,
bank deposits, issuing out and maintenance of bank
cards as well as brokerage service agreements, and
other agreements signed between the Bank and the
Client.

2.3.4. The use of the System for transferring Electronic
Documents to the Bank do not limit the rights of the
Client on submitting to the Bank corresponding Orders
on conduction of Transactions, and/or corresponding
documents on conduction of specified actions by the
Bank in hard copy, made in the form provided for by
the relevant agreement concluded between the Parties
and/or considering the legal requirements of the
Russian Federation.

Thereat, the Parties agree that in case the Bank
receives an Electronic Document via the Access
Channels and corresponding document or order on
Transaction conduction in hard copy, containing
identical conditions on Transaction conduction, either
in case the Bank receives identical Electronic
Documents, the Bank will process each of the
mentioned documents as independent document and
will execute all actions required for the conduction of
Transaction for each document submitted / transferred
by the Client.

2.3.5. Unless otherwise explicitly stipulated in the
Terms and Conditions, the time of receipt of an
Electronic Document by the Bank shall be the time of
its Registration in the System.

2.3.6. The Parties acknowledge the Moscow local
standard time as unified time-scale when working in
the System. Check time is considered to be the RTC of
the Bank hardware.

2.3.7. The connection between the Client and the
Client Support Service of the Bank is established on
working days of the Bank from 9:00 a.m. till
6:00p.m., on Friday from 9:00a.m. till 4:45 p.m.
(Moscow time). The Bank shall have the right to set
shortened working day for certain Business days of the
Bank with a prior notification of the Client by posting
of the relevant information in compliance with the
procedure, stipulated by paragraph 1.5 of the present
Terms and Conditions.

2.3.8. Electronic Documents are accepted by the
System 24 hours a day.

2.3.9. The Client’s Electronic Documents are
performed within the timing established in accordance
with the legislation of the Russian Federation and the
agreement between the Bank and the Client setting out
the procedure of performing transitions on the
respective Account.

2.3.10. Foreign currency transactions on the Clients’
Accounts using the System are performed in
compliance with the foreign currency legislation of the
Russian Federation.

2.3.11. The Parties acknowledge that Electronic
Documents transferred by the Client, every time
properly passing the procedure of Authentication,
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HNOATBEPXKIEHHbIE  Pa3oBbIM
COOTBETCTBEHHO:

- YAOBJICTBOPSIIOT TPEOOBAHMIO 3aKJIIOUCHHS CHEJIKHA B
NPOCTOH NHCHMEHHOH (opMe M BIEKYT IOpUIUYECKHE
MOCJEACTBHUA, aHaJIOTUYHBIE MOCTIEICTBHSIM,
MOPOXKAAeMbIM  CHAENKAMHM,  3aKIIOYEHHBIMH  IyTEM
MOANUCAHUS JOKYMEHTOB IpU (HU3MYECKOM (B3aUMHOM)
MPUCYTCTBHUHU JIMILI, COBEPUIAIONINX CIENKY;

- PpaBHO3HAa4YHB, B TOM 4YHCI€ HMEIOT paBHYIO
IOPUINYECKYIO U TOKA3aTEIbCTBEHHYIO CHITy aHAIOTHYHBIM
[0 COJEPKAaHUIO M CMBICTY JOKyMEHTaM Ha OyMa)KHOM
HOCHUTEIIE, COCTaBIIEHHBIM B COOTBETCTBHUM  C
TpeOOBaHUSAMH, MPEIBABIIEMBIMA K JOKYMEHTaM TaKOTO
poma, W TOANMCAHHBIM COOCTBEHHOPYYHOH MOIMHUCHIO
KnueHnta, u SBIAIOTCS OCHOBaHHMEM [UIS IPOBEICHUS
bankom Omepauuit ot umenu Kimenra, ocymiecTBieHHsS
BaHKOM COOTBETCTBYIOIIUX JAECHCTBUM;

- HE MOTYT OBITh OCIIOPEHbI WK OTpULaThcs CTOPOHAMU U
TPETBUMHU JTUIAMU WIH OBITH MIPU3HAHBI
HEEHCTBUTENBHBIMU TOJIBKO HA TOM OCHOBAHHU, YTO OHH
nepenansl B bank ¢ ucnonszosanueM Cucremsl u Kananos
JIOCTyTa;

- MOTYT OBITh NIPEICTAaBICHBI B KaYECTBE JOKA3aTENbCTB,

CEKPEeTHBIM  TapojieM,

PaBHOCHIIBHBIX ~ MHCHbMEHHBIM  JJOKA3aTelIbCTBaM, B
MOPSIKE, MPEyCMOTPEHHOM 3aKOHOJIATEILCTBOM
Poccuiickoit @enepanuu.

I[Ipu a3TOoM cooOmieHHs cBoOOJHOTO (hopmara,

nepenanueie Knuentom 1mo  Cucreme, B 4YacTu
pactopsbkenuss KnmeHTa JeHEXXHBIMH CpEACTBaMH Ha
Cuere (BKNaze), a TaKkKe B YacTH PACIOpPSKEHHA 00
OTKPBITUH cueTa (BKJIaAa) U 3aKPBITHH BKJIaga baHKOM K
WCTIONIHEHUIO HE TpUHHMaioTcsa. Tarke baHkoMm He
MIPUHUMAIOTCA K HCNONHeHUIo Pacnopsokenns Kinenrta Ha
MIePEeBOJI ICHEKHBIX CPEJICTB B POCCHHCKUX PYOIISIX Ha CBOH
cdera (BKJIAABI) B IPYTUX KPEOUTHBIX OPTaHU3ALUAX HJIH
CICMATBHBIN CUeT ornepaTopa (UHAHCOBOH IUIAT(POPMEL,
OeHepuIIapoM 10 KOTOPOMY BBICTYHaeT AaHHBINA KimeHT,
nepefannsie KimeHTOM ¢ ucmonb3oBaHueM uHTep(eriica
Cuctemsl «Py6ieBsIii IepeBoI.

2.3.12. CropoHbl NpU3HAIOT, YTO MepelnaHHble baHkom
coo01eHns1 CBOOOIHOTO popmara:

- paBHO3HAYHB, B TOM 4YHCJIE€ WMEIOT PaBHYIO
IOPUIUYECKYIO U 10KA3aTEIbCTBEHHYIO CUITy aHAJIOTHYHBIM
M0 COJEPKAaHUIO M CMBICIY JOKyMEHTaM Ha OyMakKHOM
HOCHUTEIIE, COCTaBJICHHBIM B COOTBETCTBHH  C
TpeOOBaHUSAMH, NPEIBABIIEMBIMA K JOKYMEHTaM TaKOTO
poAa, W TOANUCAHHBIM COOCTBEHHOPYYHOW MOAIUCHIO
YIOIHOMOYEHHOro mnpexacraBurens baHka, 3aBepeHHON
nmeyaTbio banka;

- HEe MOT'YT OBITh OCTIOpEHBI MK OTpuliaThcss CTOPOHAMH H
TPETBUMH JTUIAMA WA OBITH TIPU3HAHBI
HeIeHCTBUTENbHBIMI TOJIBKO Ha TOM OCHOBAHHH, YTO OHH
nepenansl bankom ¢ ucnonszoBanreM CructeMbl U Kananos
JIOCTYTIA,;

- MOTYT OBITh IIPEICTAaBJICHbl B KaYeCTBE J0OKA3aTEJIbCTB,
PaBHOCWIBHBIX  NHUCBMEHHBIM  JlOKa3aTeldbCTBaM, B
HOpsiIKE, IPeSyCMOTPEHHOM 3aKOHOJATENbCTBOM
Poccuiickoit ®enepaunu, Npu 3TOM JOMyCTUMOCTh TaKUX
JIOKa3aTeNbCTB HE MOXET OTPHULATHCS TOJBKO Ha TOM
OCHOBAHHWH, 9TO OHU IMPEICTABICHBI B BUAC DIEKTPOHHBIX
JTOKYMEHTOB.

confirmed by means of a Session
correspondingly:

- meet the transaction conclusion requirements
in a simple written form and bring to legal
implications, originated by the transactions, concluded
by means of ratification of documents in physical
(mutual) presence of individuals concluding the
transaction;

- are equivalent, including having equal legal
and evidential force, to identical documents in hard
copies in terms of content and meaning, created in line
with requirements to such type of documents with
handwritten signature of the Client, and are considered
as foundation for transactions conduction by the Bank
on behalf of the Client, for making corresponding
actions by the Bank;

Key,

- cannot be contested or denied by the Parties
and third entities or be acknowledged void only based
on the fact that they have been transferred to the Bank
by means of the System and Access Channels;

- can be presented as testimonies, equal to
written evidences, according to the procedure
stipulated by the legislation of the Russian Federation.

In this case the free format messages that contain
the Client's instructions as to how to dispose of the
funds on the Account (deposit) as well as instructions
how to open the Account (deposit) and to close the
deposit with the Bank transferred by the Client via the
System are not accepted and given effect to. The Bank
also does not accept for execution the Client’s Orders
for money transfer in Russian Ruble to his own
accounts (deposits) hold in other credit institutions or
to the special account of operator of the financial
platform, whose beneficiary is this same Client,
submitted by the Client with use of the System’s
interface “Ruble transfer”.

2.3.12. The Parties hereby acknowledge that the free
format messages, transferred by the Bank:

- are equivalent, including having equal legal and
evidential force, to identical documents in hard copies
in terms of content and meaning, created in line with
requirements to such type of documents with
handwritten signature of the authorized representative
of the Bank and verified by the stamp of the Bank;

- cannot be contested or denied by the Parties
and third entities or be acknowledged void only based
on the fact that they have been transferred by the Bank
by means of the System and Access Channels;

- can be presented as testimonies, equal to
written evidences, according to the procedure,
foreseen by the legislation of the Russian Federation,
thereat the admissibility of such testimonies cannot be
denied only due to the fact that they have been
presented in the form of Electronic Documents.
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2.3.13. B COOTBETCTBHHU c
3aKOHOIaTEILCTBA Poccuiickoit denepanun 00
MHQOPMHUPOBAaHMM KJIMEHTA O COBEPIUCHUH KaXKIOW
ONEepalliy C HCIOJIb30BaHUEM JJIEKTPOHHOIO CpEACTBa
miatexxa bank ¢ momomeio Cucrems! yBepomisieT Kinuenra
0 coBepuleHHH Kaxjaoi Omnepanuu ¢ HCHOJIb30BaHUEM
PazoBoro cexpeTHOro maposs.

ITo mepe coBepienust Onepanuii ¢ UCIOIb30BAHHEM
PazoBoro cekperHoro mapoisisi, baHk He mo3aHee
cienyromnero padodero a5 GOPMHIPYET B aBTOMAaTHIECKOM
pexuMe JKypHan omepanuid B Cucreme, K KOTOpOMY Yy
Kinnenra AMeeTCS THOCTOSIHHBIN (eXXeTHEBHBIH,
KPYIJIOCYTOUHBIH) nmoctyn 1o Kanamam mocryma. B
YKa3aHHBIX XypHaJlaX ONepaIuii COAEPKUTCS MHYOPMALHS
0 JBWKCHUU JCHEXHBIX CpeACTB 0 CUEeTy U O COCTOSHHU
Cuera.

Taxxe bank He3aMmemuTensHO 1Mo Mepe 00paboTKH
Pacnopsoxennit Kinenra ¢opMmupyeTr B aBTOMaTHYeCKOM
pexxuMe U nepenaer B CucreMy MH(GOpMAIMIO O CTaTyce
PacnopspkeHuid.

®opmupoBaHre baHKOM BBIIIEYKa3aHHOTO >KypHasa
onepauuii B Cucreme, a Takxe npucBoeHue baHkoMm B
CucremMe COOTBETCTBYIOLIETO CTaTyca PacmopshkeHUIo,
ABISIETCA HaJUIeXKalUM yBenomiueHueM Kimenra, B Tom
4yhclIe€ O pe3ynbTaTaXx NpHEeMa K HCIOIHEHHIO, OT3bIBA,
OTKa3a B MCIOJHEHHUH PacmopsikeHHs B COOTBETCTBUH C
HOPMATHUBHBIMU akTamMu banka Poccum, u He TpeOyer
JIOTIONTHUTEIBHOTO HampasieHus bankom Kinmenty kaxux-
60 yBEIOMIICHUH.

Juem nonyuenns Kimentom ot banka yBenomieHus
0 coBepIeHHOIT Onepariyy, sBIseTCsS AeHb POPMUPOBAHUS
bankoM BbllIeyKka3aHHOTO KypHana onepauuii B Cucreme
— mo Mepe cosepuieHus Omepanuii, HO He MO37HEE
pabodero mHs, CIEIyIONIEr0 3a JHEM COBEpLICHUS
COOTBeTCTBYIOIIENH Onepaunu.

TpeOOBaHUSIMHU

2.3.14. KnueHT 00s13yeTcsl He pe:Ke OIHOTO pa3a B JeHb
ocymecTBIATh Aoctyn B Cucremy mo Kanamam goctyma
JUIsL ToNTydeHusi UHGOpMaluM O 3aperucTPUPOBAHHBIX
PacniopspkeHnsx, u o coctostHuM CdeTa B IEJSIX IPOBEPKH
npoBeneHHbIX bankom Oneparyii, a Takxe AJIs OJTyYSHHS
XKypHaima omepanmuidi O coBepmeHHBIX Omepanusx c
UCTIOJIb30BaHNEM Pa30BOro cexpeTHoro naposis.

2.3.15. Hemocrymnenne B Teyenne 10  (mecsarw)
KaJeHJapHbIX JHeH ¢ jgarel Perucrpanuu Pacnopsbkenus
NUCbMEHHOM mpereH3uu KimeHTa, cocTaBleHHOH B
cBoOonHON (opme, Hampasisiemoil B baHk ¢ momomnipio
Cucremsl o Kananam pocryna/na OyMa)xHOM HOCHTEIE, O
Hecornacuu ¢ Omepanmel, MPOBEACHHOW HAa OCHOBAaHUH

JTaHHOTO Pacnopsxenus 1170701078 CIIMCaHHBIM
KOMHUCCHOHHBIM BO3HArpaKIcHUEM, CUUTAETCS
npusHanuem  Kimentom  Ttakoro Pacnopsbkenus u

MOATBEPKIIEHUEM TIpoBeZieHHONH Onepannn/CrucaHHOTo
KOMHCCHOHHOTO BO3HATPaKICHUSI.

2.3.16. TIlocne momyuenus bankom ot Kimenra
MMCbMEHHOW TMpeTeH3un o Hecoryacuu c Omepanuei,

HpOBeZ[eHHOﬁ Ha OCHOBaHUUN COOTBETCTBYIOLICTO
PaCHOpH)KeHI/ISI/CHI/IcaHHBIM KOMHUCCHOHHBIM
BO3HaArpaxJa€Huem, bank yCTaHaBJIMBACT

Nuadopmanmonusii pexum B CucTeMe B OTHOIICHUH
KimenTta, 1 B JeHb Takoro mpuocTaHOBICHHUS CHCTEMBI
HanpaByisieT KIMEHTY COOTBETCTBYIOIIEE COOOIICHHE IO

2.3.13. In accordance with the legislation of the
Russian Federation on informing clients of transaction
performance with the use of electronic means of
payment, the Bank shall notify the Client of each
Transaction performance using the System confirmed
with a Session Key.

Upon conduction of Transaction by means of
Session Key, the Bank, not later than the next working
day, automatically generates transactions statement in
the System, to which the Client has permanent access
(daily, round-the-clock) via the Access Channels. The
above mentioned statements contain information on
the cash flows on the Account, as well as on the
balance of the Account.

Also, the Bank, upon processing the Orders of the
Client, automatically generates and transfers to the
System information on the status of the Orders.

The creation of the mentioned statement in the
System as well as assigning corresponding status of
the Order by the Bank is considered to be proper
notification given to the Client, including related to the
results on accepting for execution, revocation, refusal
from execution of the Order according to the
regulatory acts of the Bank of Russia, and do not
require additional submittal of any notification to the
Client by the Bank.

The day of receiving notification on conducted
Transaction from the Bank by the Client is considered
to be the day of generating the above mentioned
statement in the System by the Bank — upon
conduction of Transaction, but the day succeeding the
corresponding Transaction conduction day at the
latest.

2.3.14. The Client is obliged to enter into the System
at least once a day via the Access Channels for
obtaining information on registered Orders, and on the
Account balance for the purposes of checking the
Transactions conducted by the Bank, as well as
obtaining statement on Transactions by using Session
Key.

2.3.15. In case the Client does not submit a written
claim on disagreement with Transactions, conducted
based on the mentioned Order and/or deducted
commission fee, formed in free format and submitted
to the Bank by means of the System via Access
Channels / in hard copy within 10 (ten) calendar days
as of the date of Order registration, such Order is
considered acknowledged by the Client of such Order,
and such Transaction/deducted commission fee —
confirmed by the Client.

2.3.16. After receiving by the Bank a written claim
from the Client on disagreement on the Transaction
conducted based on corresponding Order/deducted
commission fee the Bank sets the Information mode in
the System for the Client, the day of suspension of the
System sends the Client a message via the System with
an indication of the reason of suspension. The Bank
renews the System service only after submittal of
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CucteMe C yKa3aHHEM NPHYUHBI €€ HPHOCTAHOBIICHHUS.
Bank Bo3zoOHOBMseT paboTy CHCTEMBI TOJBKO IOCTE
nepenaun Knuentom (mpencrasutesnem Kiumenra) B bank
COOTBETCTBYIOIIETrO 3asBJICHUS Ha OyMa)KHOM HOCHUTENE
npu 1uuHOM Busute Knuenta (mpencrasutens Kinuenra) B
bank.

2.3.17. Ilpm BouBnenuun bankom Omepamuii (32
UCKIIIOYCHUEM Onepanuit B paMKax CBII),
COOTBETCTBYIOIINX NPHU3HAKAM OCYIIECTBIICHHS NEPEBOA
JICHEeXKHBIX CpeACTB 0e3 IO0OpOBOJBHOTO  COTIACHS
Kinenra, bank npuocTaHaBiMBaeT MpUEM K HCIIOIHEHUIO
Pacnopspxenus Ha CPOK, MIPENyCMOTPEHHBIN
3aKoHOAaTeascTBOM Poccuiickoit denepanum.

O m[pHOCTaHOBICHWH HCIOJNHEHUS PacmopskeHus
KnmeHta o coBeplIeHHH ONEpaliM, COOTBETCTBYIOLIECH
MIPU3HAKaM OCYIIECTBICHHUS NIEPEBOMA IEHEKHBIX CPECTB
06e3  pmoOpoBombHOro  cornmacus — Kiwmenra,  bank
He3aMeUIMTeNIbHO  yBenoMisier o0 stoMm KimeHnta B
MopsAIKe, TPEAYCMOTPEHHOM 1. 1.7 HacTosAMX Y CIIOBUH.

Knuent MOATBEPXKIACT/HE MOATBEPKAAET
BO30OHOBJICHHE WCHONHEHHS PacropspkeHHs B CpOKH,
yCTaHOBJICHHBIC 3aKOHOJIATEIbCTBOM Poccwuiickoit
Oeneparmun, oOpartuBmmck B bank uepes CmyxOy
KIIMEHTCKON TOIEPKKH B paboune quu banka cormacHo 1.
2.3.7 HacTosmux Y CIOBUMA.

B ciydae, ecnu Knuent nmocie nposeneHus bankom

npouenypsl  AyTeHTH(dUKAlMM ~ HE  MOJTBEPIKAAET
BO300HOBJICHHE  HCHONHEHUs  PacmopsbkeHusa,  TO
COOTBETCTByIOIIEE  PacnopsbkeHue — cuMmTaercs — He

MPUHATBIM K HCIOJHEHHWIO, TPU 3TOM IO HHUIMATHUBE
Knmenta bank ocymiecTBisier OJOKHPOBKY [OCTyNa B
Cuctemy. B nens GmoxumpoBku nocryma B Cucremy baHk
HarpasisieT Knuenty CMC-COO0IIIeHNE Ha
3aperucTpupoBaHHbI HOMEp C YKa3aHHEM IPUYUHBI TAKOH
OJIOKMPOBKHU.

Bo3zobHoBienne paboTsl CUCTEMBI B IaHHOM CIIydae
OCYIIECTBIISIETCS TOJNBKO Tmocie mnepenadn Kimenrom
(npencraBurenem Kiuenra) B baHk cooTBeTCTByIOIIETO
3asBJICHUS Ha OyMaXHOM HOCHTENIe TNpH JHYHOW SBKE
KnuenTa (mpencrasutenst Knuenta) B bank.

B cnyuae, ecnmu Knment nocne nposeneHus bankom
IpOLEAYPbI AyTteHTH(HKATIT MIOATBEPXKAAET
BO30OHOBJIGHME  WCIOJIHEHWS  PacnopsbkeHus,  To
cooTBeTcTBYyMOIIee Pacnopskenue ucnonnserca bankom B
CJIEAYIOIIEM HOPSIIKE:

- IpU MOCTYIJIEHUH B baHK NOATBEpXKICHUS
UCIIOJIHEHHUS] B T€UYEHUE OMNEPALMOHHOTO [HS, J€HEXKHbIE
cpeacTBa cruchiBatoTcst co Cuera B Tekymuit pabounit
neHs banka;

- IpU  TOCTYIUICHHH  TOATBEPXKACHUS  TIOCIe
OTIEPALIMOHHOTO JHS, JACHE)KHBIE CPEICTBA CIHMCHIBAIOTCS
co Cuera He mo3aHEe cheayromero pabodero aus banka.

Bank CaMOCTOSTEIEHO olpeaenseT
MPOIOJKUTEIIEHOCTh OIIEPAIIMOHHOTO JUHSL. 06
orepanroHHOM 1He KIHMeHT yBeqoMIISIeTCSl OCPEICTBOM
HampaByieHus: wHGopMaruu o6 3ToM mo Cucreme HiIU
pa3MeIeHnss COOTBETCTBYIOMIEH HMH(pOpMaru Ha IOCKe
OOBSBICHUII B OTEPAIMOHHOM 3ajie  OOCITYKUBaHHS
(u3uyUeckux JIMI, Ha KOpPIOpaTUBHOM VHTepHeT-cailiTe
Banka, B Tapudax.

corresponding written application in hard copy by the
Client (Client's Representative) upon in-person visit of
the Client (Client's Representative) to the Bank.

2.3.17. Should the Bank identify any Transactions
(save operations performed within SBP/FPS)
qualifying for a case of fund transfer without the
Client’s voluntary consent, the former shall suspend
execution of the Order for the period stipulated in the
legislation of the Russian Federation.

The Bank shall immediately notify the Client, in
the manner prescribed by para. 1.7 hereof, about
suspension of execution of the Client’s Order on a
transaction corresponding to signs of funds transfer
without the Client’s voluntary consent.

The Client confirms/does not confirm the
execution of the Order, within the timeframe
established by the legislation of the Russian
Federation, by contacting the Client Support Service
of the Bank during the Bank’s Business days
according to p. 2.3.7 hereof.

If the Client, identified by the Bank through the
Authentication procedure, does not confirm that the
Order is executable again, the corresponding Order
shall be considered not accepted for the execution, and
the Bank shall block access to the System on the
initiative of the Client. The day access to the Ssytem
is blocked the Bank sends the Client an SMS to the
Registered Number with an indication of the reason of
blocking.

In this case, the System’s operation shall be
resumed only after the Client (Client's Representative)
files the relevant application to the Bank in hard copy
during in-person visit of the Client (Client's
Representative) to the Bank.

If the Client, identified by the Bank through the
Authentication procedure, confirms that the Order is
executable again, the Bank shall resume the System’s
operation, and the respective Order shall be executed
by the Bank in the order as follows:

- if the Bank receives confirmation of
execution within the banking hours, the funds shall be
debited from the Account on the current business day
of the Bank;

- if the Bank receives confirmation outside the
banking hours, the funds shall be debited from the
Account no later than the next business day of the
Bank.

The Bank shall independently determine the
length of the banking day. The Client shall be notified
of the banking day through the System or by placing
the relevant information on the Bulletin Board in the
customer area or on the Bank’s corporate website, in
the Rates.
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Ilpu HemomyyeHMH B CpPOKHU, YCTAHOBJICHHBIC
3aKkoHogareascTBOM Poccuiickoit ®enepanuu, ot Knnenra
BBINICYKA3aHHOTO TOATBEPKACHUSA/HE TOATBEPIKICHUS
Pacniopsbkenue cuuTtaeTcst He MPUHATHIM K UCTIOTHEHHUIO.

Ilopspox geiicTBuid mpu  BbIABIEHUM baHkom

Onepanuii B pamkax CBII, cooTBeTCTBYIOIMX MpU3HAKaM
OCYUIECTBJICHUSI TEpPEeBOJa JCHEXKHBIX CpPEACTB 0Oe3
JIOOPOBOJIHLHOTO coryiacus Knuenra, onpezeneH
VYenosusimu  CBII,  petictBytommmu B AO  AKB
«EBPO®MTHAHC MOCHAPBAHK».
2.3.18. B cmyuae, ecnm, HECMOTpsi Ha HOATBEPIKICHHE
Kmuentom Pacmopsbxenust B coorBercTBum ¢ m. 2.3.17
HacToAwuX YcioBul, bank nmomyunn ot banka Poccum
uHpOpMannIo, coaep)kairylocss B base naHHBIX, ero
WCIIOJTHEHUE TPUOCTaHaBlIMBaeTcs baHKOM Ha CpOK,
MpeAyCMOTPEHHbIN  3aKOHOAATeNnbCcTBOM  Poccuiickoit
®denepanuu.

B sToM ciydae yBemomiieHHE O TPHUOCTAHOBJICHHUH
ucnonuHenus: Pacnopstkenuss KimeHta o coBepiieHUH
onepanuu, COOTBETCTBYIOLIEH MPU3HAKAM OCYILECTBICHUS
mepeBosia JCHE)KHBIX CpeACTB 0e3  J10OpOBOIBHOTO
cormacus  KimeHra, HampaBjieHHoe  bankom B
COOTBETCTBHU C M. 2.3.17 HacToAImUX Y CIIOBHM, SIBISETCS
Takke yBenomsieHueM KimeHTa o0 NpHOCTAaHOBIIEHUU
MpHeMa K UCIIOIHEHUIO MOATBEPKACHHOTO PacnopskeHust
Knuenra.

23.19. Ilpu  HemodyuyeHMH B  YCTaHOBJICHHBIC
3aKoHoAaTeascTBOM Poccuiickoin denepanuu Cpokud OT
KnueHnTa cOOTBETCTBYIONIETO OTKa3a B HCIOJHEHUE
baHkoM MOATBEPkAEHHOTO PACTIOPSHKEHUS, TT0 UCTEUEHUH

JaHHOTO  CpOKa bank wucnomHser TMOATBEPKIACHHOC
pacnops’KEeHUe Kiuenra npu OTCYTCTBHUHU HWHBIX
YCTAaHOBJICHHBIX 3aKOHOJaTCJIbCTBOM Poccuiickoit

®Denepalyl OCHOBaHUH HE MPHHAMATD €T0 K HCIIOTHCHHUIO.
2.3.20. baHK He pacchUIaeT COOOIICHHS TOCPEICTBOM CMC-
cooOmieHn#t Ha 3aperuCTPUPOBAHHBIA HOMEDP W/WIA WHOU
HOMEp MOOWIBHOTO TeledoHa, IpeIoCTaBICHHBIN B baHK,
WK afpec 3JeKTPOHHOW mouTsl KimeHTa, a Takxke He
NPOU3BOJUT TeNe(OHHbIE 3BOHKH C IIEJBI0 TOJYYEHUS
YKa3aHHBIMH CIOCO0aMH  Kako#i-mnbo wuH(OpMaIuu o
Knuente unu nanueix o Cucreme.

2.3.21. B uensix cHIKeHUs prcka coBepiuenus Onepanui,
COOTBETCTBYIOLINX MPU3HAKAM OCYILIECTBIECHHS MEPEeBOJa
JICHe)KHBIX ~ CpeAcTB 0e3  J0OpOBOJIBHOTO  COTJIACHS
Knuenra, Knmenr (npencraButens Kimenra) Brpase B
M000M cllydae IO CBOEMY YCMOTPEHHIO OOpaTUTHCS B
banxk ju1s ycTaHOBIIEHUS! OTpaHUUYEHUSI HA OCYLIECTBICHUE
onepauuii B CuicreMe myTeM:

- repeBojia ee B VIHGOPMaMOHHBINA PEXIM;

- YCTAaHOBICHHMS  COOTBETCTBYIOUIMX  OTpaHHYCHHI
(MMUTOB) TIO OOIIEH CyMMe OIeparyii 3a KaJIeHIapHbII
JICHb W/WJIA MECAI, IPOBOIUMBIX 10 CyeTraM C MOMOIIBIO
Cucremsl.

Bce orpanmuenuss ycranaBnuBaiotrcs baHkoM He
Ho3/iHEe Paboyero JHS CJICITYIOLIETO 3a THEM IIPUHSTHS UM
COOTBETCTBYIOLIETO 3asdBJICHUS, MPEAOCTaBICHHOIO Ha
OyMaxHOM HOCHWTEeNe TpH JMYHOW sBke Kimenra
(npencraBurens Knuenra) B Bank, nmubo HarmpaBieHHOTO
Kinentom nocpencrsom CucTeMsl.

3asBienne 00 YCTAHOBIIEHWH COOTBETCTBYIOIIUX
oTrpaHWYEHUH (JTUMHUTOB) TIO OOIIEH CyMMe oreparuii 3a
KaJCHIApHBIN IeHb W/MIIH MECSI], TPOBOAMMBIX 1m0 Cyetam

No such a confirmation/non-confirmation
received from the Client within the timeframe
established by the legislation of the Russian
Federation, the Order is considered not accepted for
the execution.

The procedure applied by the Bank after

detecting Transactions performed through SBP/FPS
without the Client’s voluntary consent is defined by
the FPS Terms of EVROFINANCE
MOSNARBANK.
2.3.18. Despite the confirmation of the order being
sent by the Client in accordance with p. 2.3.17. of the
present Terms and Conditions, if the Bank receives
from the Bank of Russia information from the
Database, the execution of the order shall be
suspended by the Bank for a term stipulated by the
legislation of the Russian Federation.

In this case, a notification about suspension of the
execution of the Order of the Client on performing a
transaction with the signs of funds transfer without the
Client’s voluntary consent, sent by the Bank in a
manner prescribed by p. 2.3.17 hereof, also serves as a
notification to the Client on suspension of acceptance
for execution of the confirmed Order of the Client.

2.3.19. If the Bank does not receive from the Client the
respective revocation of the confirmed order within
the timeframe established by the legislation of the
Russian Federation, after expiry of the defined term
the Bank shall execute the confirmed order of the
Client provided there are no other reasons, stipulated
by the legislation of the Russian Federation, not to
execute it.

2.3.20. The Bank shall neither send SMS to the
Registered Number and/or another mobile phone
number submitted to the Bank nor messages to the
Client’s e-mail address, and shall not make phone calls
for the purpose of obtaining any information about the
Client or the System.

2.3.21. With the purpose to reduce the risk of money
transfer performed without the Client’s voluntary
consent, the Client (Client's Representative) has the
right to apply to the Bank at his/her discretion to
impose restrictions on performance of operations in
the System through:

- switching the System to the Information mode;
- setting up respective limitations (limits) on the total
amount of operations performed within Accounts
during the calendar day and/or calendar month through
the System.

All the limitations should be activated by the
Bank not later than the business day next to receiving
the relevant application from the Client in hard copy,

submitted personally by the Client (Client's
Representative) or sent through the System.
The application for setting up respective

limitations (limits) on the total amount of operations
performed within accounts during the calendar day
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¢ oMompo CUCTEMBI, B BHJIE DJIEKTPOHHOTO JOKYMEHTA
(coobmmenne cBOOOTHOTO (popMaTa) TOIDKHO IIepeaaBaThCs
Knunentom B baHk ¢ ykazaHueM B HEM CyTOYHOTO JIMMMTA
(cymma B pyonsix P®) u (wnu) mecssaHOTO TuMuTa (CyMMa
B pyOisix P®), mpu 93TOM MeCSYHBIN JIUMHUT HE MOKET OBITH
MEHBIIIE CYyTOYHOTO.

OTMeHa/n3MeHeHHEe YCTaHOBJICHHBIX OIPaHUYeHHH, B
TOM umcie MHPOpMaIMOHHOTO pEeKUMa, OCYIIECTBISETCS
bankoM Tmocie TPUHATHS WM COOTBETCTBYIOILETO
3asBieHust KitmeHTa Ha OyMa)kKHOM HOCHTEIE TIPH JINIHON
sBke Kiuenra (npencrasurens Knmenra) B bank.

2.4. IEPEBOJ AEHEKHbIX CPEJICTB C
IMMOMOIIBIO CEPBUCA BEST2PAYS.

2.4.1. C nmomomnipto Cepruca Best2Pay Kmuent Bmpase
OCYILIECCTBIISITH TIEPEBOJ  JICHEKHBIX CPEACTB MEXAY
0aHKOBCKMMH KapTaMH IUIATeXKHBIX cucteM  Visa,
MasterCard, MMWP, BbIIYHICHHBIMH  POCCHUCKUMU
KPEOUTHBIMA OpPTaHU3AlMSAMH, B PEXHME PpeaTbHOTO
BPEMEHH, IIPH 3TOM CPOK 3aUHCIICHHS ICHEKHBIX CPE/ICTB
3aBUCHT OT OaHKa-dMHUTEHTA, BBITYCTUBILETO OAaHKOBCKYIO
KapTy HOJIy4yaTes ICHEeKHbBIX CPECTB.

2.4.2. TlepeBoz c 6aHKOBCKO KapThl HA OAHKOBCKYIO KapTy
MOXeT OBITh OCyIIecTBIeH npHu cornacuun KimeHnra c
nyonyHoit odeproii Oanka Cepsuca Best2Pay. B ciyuae
otkaza Knmenta banka oOT cornacus C yCJIOBHSMH,
W3J0KeHHBIMH B myOmmaHOW odepre Oanka Cepsrca
Best2Pay, mepeBon ¢ 0aHKOBCKOW KapThl HA OaHKOBCKYIO
KapTy HEe MOXET OBITh OCYIIECTBIICH.

2.4.3. HacrosmmmM KimeHT yBemOMIICH M COTJIACeH, YTO
CTOPOHHHMI OaHK-3MHUTEHT, BBHITYCTHUBIINH OaHKOBCKYIO
KapTy, BIpaBe B3MMaTh JONOJIHHUTEILHYI0 KOMHCCHIO 3a
MEepeBO/l  JICHEXKHBIX  CPEJCTB, OCYIIECTBISIEMBIl  C
nomoineio Cepsuca Best2Pay. C tapudamu cropoHHero
0aHKa-?MHMTEHTa, BBINYCTUBIIETO0 OAHKOBCKYIO KapTy,
KnueHT nomkeH 03HaKOMUTBCS [0 COBEPIIEHHS 1eHCTBUH
MO TEpeBOJly JEHEKHBIX CPEJCTB, OCYILECTBISIEMBIX C
nomotnsio CepBrca Best2Pay.

2.4.4. Hacrosmm KiMeHT yBeIOMIICH M COTJIACEH, YTO
nepeBox ¢ Kaprtel banka Ha kapTy cTopoHHero OaHKa-
smuTeHTa ¢ nomoinsio Cepsuca Best2Pay BozmoxeH npu
ycinoBun  nofxitodeHus  Kimmentom  ycmyrm  SMS-
MHQOPMHUPOBaHMS, TMOCKOJBbKY O€30MacHOCTh  TaKHX
nepeBojioB  obecrieunBaercst TexHosorued  3DSecure
(Verified by Visa/MasterCard Secure Code/MirAccept).
IepeBon MOJITBEPKIACTCS Kimenrom BBOJIOM
OIHOPA30BOT0  MapoJiss, HampaBisiemMoro B SMS-
coobmennn Knmenty. Bo3MOXHOCTE TeEepeBOIOB ¢
0aHKOBCKHX KapT CTOPOHHHX OaHKOB-DMHUTECHTOB, HE
noayep xuBaronux 3DSecure, MOXKET ObITH OrpaHUUYCHA.
2.4.5. Tlpu mnepeBose NEHEXKHBIX CPEJCTB C IOMOIIBIO
Cepsuca Best2Pay o6s3anHocTn banka orpaHHYMBarOTCS
TOJBKO cOopoM M mepenaueii omeparopy Cepuca
Best2Pay  wndopmanmu o  Hamepenun — Kimenra
OCYLIECTBHUTH NEPEBOA ¢ OAHKOBCKON KapThl OTIIPABUTEIS
Ha OaHKOBCKYIO KapTy moxydatelis. bank He popMupyer Ha
OCHOBe mpencTaBieHHoW  Kimuentom  mHbopMmaiuu

and/or calendar month through the System should be
submitted in form of an Electronic Document (free
format message) by the Client to the Bank, specifying
there a daily or monthly limit in Russian Ruble, taking
into account that the monthly limit may not be less
than the daily one.

The cancelling/modification of limitations
imposed, including the Information mode, is
performed by the Bank after receiving the Client’s
respective application in hard copy, submitted
personally by the Client (Client's Representative) to
the Bank.

2.4. TRANSFER OF FUNDS WITHIN
THE BEST2PAY SERVICE®

2.4.1. With help of the Best2Pay service the Client
may transfer money between bank cards of the
payment systems Visa, MasterCard and MIR issued by
the Russian credit institutions, real-time, meanwhile
the term of crediting depends on the bank, which
issued the recipient’s bank card.

2.4.2. The transfer from card to card may be performed
if the Client accepts the public offer of the Best2Pay
bank. If the Client rejects conditions exposed in the
public offer of the Best2Pay bank, the transfer from
card to card can not be performed.

2.4.3. By means of the present, the Client is notified
and agrees that other bank, which issued the bank card,
may retain an additional commission for money
transfer performed with help of the Best2Pay service.
The Client should consult the other bank’s tariffs
before undertaking activities of money transfer
through the Best2Pay service.

2.4.4. By means of the present, the Client is notified
and agrees that the transfer from the Bank’s card to the
card issued by other bank with help of the Best2Pay
service is available if the Client sat up the SMS-
informing service, given that such transfers are
secured by the 3DSecure technology (Verified by
Visa/MasterCard Secure Code/Mir Accept). The
Client confirms the transfer entering a one-time
password sent via SMS. The possibility of transfers
from other banks’ cards without 3DSecure could be
restricted.

2.4.5. When funds transferring with help of the
Best2Pay service, the Bank’s responsibilities are
limited to gathering and transfer of information to the
Best2Pay operator about the Client’s intention to
transfer money form the sender’s card to the
recipient’s one. The Bank does not elaborate on the
basis of information provided by the Client any Client

® [Ipu manuuuy TexHUYecKoil Bo3MoKHOCTH y banka u oneparopa Cepsuca Best2Pay/If technically possible for both the
Bank and Best2Pay operator.
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Pacniopsokenust Kimmenra/unsie pacropsbkenus mo Caeram
KrnuenTta, He ocymiecTBIseT UX HpPHUEM W HCIIONHEHHE, a
TaK)Ke HE OCYLIECTBISIET PacueT KOMUCCHH 3a ITPOBECHUE
OTepalyu ¢ IOMOIIBIO YKa3aHHOTO CEpPBHCA.

baHk He HeceT OTBETCTBEHHOCTH 3a paboTy CHCTeMBI
Wutepuer-IlnaTexeit, a Takxke ee omeparopa W OaHKa
Cepsuca Best2Pay.

2.5. IEPEBO/JI AEHEKHbBIX CPEJICTB
BHYTPU BAHKA C
HNCIIOJIB30BAHUEM HOMEPA
MOBHWJIBHOI'O TEJIE®@OHA/ HOMEPA
BAHKOBCKOM KAPTBI/HOMEPA

CYETA’
2.5.1. Bank B pamkax Cucremsl EuroLink, B Tom uncie ee
MOGHJIbHOM BEpCHH, [PEIOCTABISIET Kinenry
BO3MOKHOCTb:

- COBEpIIAaTh OIEpPalMH 10 MEPEBOY ACHEKHBIX CPEICTB
co cBoero Cuera B bamke Ha Cuer mpyroro Kimenra,
OTKpEITEIE B banke, ¢ yka3zanmem WpenTndukaropa
MOJIyYaTeNiss CPeICTB/HOMEepa OAHKOBCKOW KapThl/HOMepa
Cuera KnwueHTa-momy4arens JCHEXKHBIX CPEACTB —
nons3oBarenss Cucrembr EuroLink (mamee — «Kimient-
nonydarensy»). llepeBon neHexkHbIX cpencTtB co Cuera
onnoro Knunenta B banke na Cuer apyroro Kimenra,
OTKpBITHIE B baHke, pajmee Takxe UMEHyeTrcs —
«BHYTPEHHHH NEPEBOII;

- noiy4arb Ha cBoi Cuer B baHke NeHexHblE CpelcTBa
BHYTPEHHUM  TIEPEBOJOM  IIOCPEICTBOM  yKa3aHHUs
Knuenrom-tuatensimukom Vaentudukaropa momydarens
cpencte/ HoMmepa OaHKOBCKOH KapTel/HOMepa Cuera
Knuenra-nomyqaresns.

2.5.2. KnueHT naet cBoe coriiacue Ha UCIIOJIb30BaHUE €ro
3aperucTpupoOBaHHOTO HOMeEpa B KayecTBe
Vnentndukaropa momydaTens CpeACTB MPH BHYTPCHHEM
MepeBoJie B €ro MoJIb3y IyTeM MOJIKIIOYEHHUS YCIyTrd
3a4uCiIeHus ¢ MoMoIneio MpeHTuduxaropa moxydaTens
cpeacts u BbIOOpa Knmenrom Cuera mM3 umciaa CBOMX
CueroB B wuHTepdeiice «Hactpoiiku — IlepeBombi»
Cucremsl EuroLink (B wuHTepdeiice «Hactpoilku —
Cucrema OBICTPBIX IUIaTEXEH» — MPU HCIOIb30BaHUU
MobuibHOU Bepenn Cuctemsl EuroLink).

KnueHnt yBegoMieH U cornaceH, 4ro B clIydae, eciu
3apeructpupoBaHHblii HOMep KimeHTa coBmagaer c
3aperucTpupoBaHHEIM ~ HOMepoM  apyroro  Kimenra,
BHYTPEHHHH MEpeBOJ C  HCIHOIB30BaHHEM  TaKUX
3aperncTpupOBaHHBIX HOMEpPOB B KadecTBe
Wnentuduxatopa MOTyqaTess CPEICTB HE
OCYIIIECTBIISETCS.

Knuent yBegoMieH U cornaceH, 4ro B claydae, eciu
UM TOAKIIIOYEHA YCIyra 3auuClI€HHs C MOMOIIBIO
Wnentndukaropa noiydareist CpeACTB, IPH 3TOM paHee
BbIOpaHHbI  Kimentom Cuer 3ayucieHUs NEpPEeBOIOB
3aKpPBIT nim OaHKOBCKast kapra® SIBIISIETCS
HEJIeHCTBYIOIIEH, TO IEHEXKHBIE CPEICTBA 3aUUCIIAIOTCS Ha
Cuer, onpeneneHHbIi BaHKOM CaMOCTOSTENHHO M3 YHCIIa

Orders/other orders related to the Client Accounts
neither receives nor executes them, nor calculates
commission for operation performing through the
abovementioned service.

The Bank does not assume responsibility for
functionality of the Internet payment system neither of
its operator nor of the Best2Pay bank.

2.5. TRANFER OF MONEY INSIDE
THE BANK WITH USE OF MOBILE
PHONE NUMBER/NUMBER OF BANK
CARD/ACCOUNT NUMBER?

2.5.1. The Bank via EuroLink System, including its
mobile version, provides the Client with the following
opportunities:

- to conduct transfers of funds from his/her own
account with the Bank to the account of another Client
opened with the Bank, indicating Recipient Identifier/
Bank Card Number/ Account Number of the
Receiving Client — user of the EuroLink System
(hereinafter referred to as the Receiving Client).
Transfer of funds from the account of the Client with
the Bank to the account of another Client opened with
the Bank is hereinafter referred to as internal transfer;

- to receive funds by means of internal transfers to
his/her own account with the Bank by indicating the
Receiving Client’s Recipient Identifier / Bank Card
Number / Account Number by the Paying Client.

2.5.2. The Client gives his/her consent to use his/her
Registered Number as the Recipient Identifier for
internal transfers in his/her favour through activation
of the crediting service with help of the Recipient
Identifier and selection of an Account among his own
accounts through interface “Settings-Transfer” of the
EuroLink System (within the interface “Settings-
Faster payments system”, if the EuroLink’s mobile
version is used).

The Client is notified and agrees that in case the
Registered Number of the Client is the same as the
Registered Number of another Client, an internal
transfer using such Registered Numbers as the
Recipient Identifier of the funds will not be performed.

The Client is notified and agrees that in case of
activating the crediting service with help of the
Recipient Identifier and the previously selected
Account for crediting funds is closed, or the bank card®
is invalid, thus, the money will be credited to the
Account defined by the Bank independently and
selected from the Client Accounts, until the Client will

" TIpu HanMuMy TeXHUYECKOH Bo3MoxkHOCTH y Banka / Subject to technical capability of the Bank.
8 (Cuer, cooTBeTCTBYIOIIMH naHHOW OaHKOBCKOH KapTe, BhOpaH Knmentom B kadectBe CueTa 3adymcieHHs
nepesogos/An account corresponding to this bank card selected by the Client as the Account for crediting funds.
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CueroB Kimenra, 10 MOMEHTa OYEpEIHOTO BBIOOpa
Knunentom Cuera 3auiciIeHUs] IEPEBOIOB U3 YHCIIA CBOUX
CueroB B wuHTepdeiice «Hactpoiiku — IlepeBoabi»
Cucremsr EuroLink (B wunTepdeiice «Hactpoiiku —
Cuctema OBICTPBIX IUIATEXEI» - TPH HCHOJIB30BAHUU
MobOwibHOU Bepcun Cuctemsl EuroLink).
253. Ilpm  ykazamum  KIiMEeHTOM-IUIATENBITMKOM
3apeructpupoBaHHoro Homepa KiueHrta-momydaTtens B
KadyecTBe  MneHTu(dukaTopa  IMOITydaTedst  CPEIACTB
JEeHeXXHbIE cpencTBa 3auncisaorcs Ha Cuer Kimenrta,
onpeneneHHblil KIIneHToM caMOCTOSITENBHO U3 YHCIIA €ro
Cueros. [Ipu yka3aanu KimneHTOM-TUIaTeBIIIKOM HOMEpa
OaHKOBCKOW KapTel KumeHTa-monydaress, IeHEKHBIC
cpeactBa 3auucisiorcss Ha CUeT, COOTBETCTBYIOIIUH
JaHHOW OaHkoBckoW kapre. ITpm ykazanum KimeHToM-
mwiatensimukoM Cuera KimeHrta-momydatens, JeHEKHBIE
cpenctBa 3auMcisiorcss Ha Takoi Cuer Kuwmenra-
nonmydarens. Ilpm 3TOM  JeHEXHBIE CpeACTBa IO
COOTBETCTBYIOIICH OMEpalud MOTYT OBITh 3aYUCIIECHBI
Tonpko Ha CHeT, peXHM KOTOpOro IpeayCMaTpUBAET
BO3MOKHOCTbH TaKOT'O 3a4HCIICHHS.
254. [na coBepmeHuss KimeHTOM-IDIaTENBITIKOM
orepalMu 1O  BHYTpEeHHeMYy  nepeBoxy  baHk
npenocraBinsier  KIMEHTy-IIaTenbIMKy — BO3MOXKHOCTD
HCTIONIb30BATh Wnentudukarop MOTydaTenst
cpeacTB/HOMep OaHKOBCKOM KapTel/HoMep Cuera s
neneii  QgopmupoBanuss B Cucreme EuroLink
Pacnopsixenust. Wnentuduxarop IOIyYaTems
cpeacTB/HOMep OaHKOBCKO# kapThl/HOMep CueTa BBOJUTCS
Knuentom-mmarensimukoM B uHTepdetice “IlepeBon
kiueHTty 6anka” Cucremsl EuroLink.

KnueHnr yBenomileH W corjiaceH, 4YTO B LENAX
COBEpIICHHS Olepanuii 10 BHYTPEHHEMY MEpeBOaY
UCTIONB3YIOTCS CBEACHHS B 00BeMe, NpPEeaycCMOTPEHHOM

JIEHCTBYIOIIUM 3aKOHOIaTE€ILCTBOM Poccuiickoii
denepanuu.

IIpu YKa3aHUH KnaneHToOM-n1aTeabIuKoM
Unentuduxaropa MOJTyJaTes CpelCcTB/HOMEDPA

0aHKOBCKO# KapThl/HOMepa CueTa A1 esiel COCTaBICHHUS
PacniopspkeHus 7151 BHYTPEHHET0 MIEPeBO0/1a HCIOIb3YI0TCS
JTaHHbIE, IPEAOCTaBIICHHbIE baHKkOM.

IIpu YKa3aHAU KineHTOM-nnaTenbumukom
Wnentndukaropa  momydartens/HoMepa — OaHKOBCKOH
KapTel/HoMepa Cuera CpeicTB Ul LeJed COCTaBICHUS
Pacnopsoxenust bank IPENOCTABIIACT Knuenry-
IUIATENBIIUKY COOTBETCTBYIOILUE yKa3aHHOMY
Wnentudukaropy HoJyvarens CpeACTB/HOMEPY
OaHkoBckoW  KapTel/HoMepy Cuera cBemeHHMs IS
MPOBEPKH: (GaMUIMsL, WM, OTYECTBO (NP HAIUIHNH)
Kinnenrta-nonyyarens (dbaMunust TpeAoCTaBIsETCS B
MacKHpOBaHHOM Buze). KiueHT yBejoMIIeH U coryiaceH Ha
nepeaavy yKa3aHHBIX CBEICHUH IS MPOBEPKH JPYTOMY
Knuenty, ykazaBmemy i ieiell BHyTPEHHETO IepeBoa
cootBercTBytommi Kinnenry Unentuduxarop norydartens
cpeacTB/HOMep OaHKOBCKOM KapThl/HoMep Cuera.

B cnysae ycmemnoii mposepku  Knmentom-
IUIATENIBIIMKOM  TPEAOCTAaBICHHBIX  CBEJICHHUH, OH
noAnuceiBaeT M nepepaer B bank Pacnopsbkenue B
HOpsiAKE, OMPEIENCHHOM  HACTOSIUMHU Y CJIOBUSMH.
KimeHnTt-nonydaress yBeIOMIIEH M COTJIACEH, YTO IIOCIHE
ucnionHenuss  Pacnopsbkenuss  KnmenTa-mnartensmivka,
YKa3aHHOT'O B HACTOSIILEM ITyHKTe, KilneHTy-muarensmuKky

select once again the Account for crediting funds
among his own accounts through interface “Settings-
Transfer” of the EuroLink system (within the interface
“Settings-Faster payments system”, if the EuroLink’s
mobile version is used).

2.5.3. If the Paying Client specifies the Registered
Number of the Receiving Client as the Recipient
Identifier, the funds shall be credited to the Client's
Account determined by himself from the list of the his
own Accounts. If the Paying Client specifies the
Receiving Client's bank card number, the funds shall
be credited to the Account of this bank card. If the
Paying Client specifies the Receiving Client's
Account, the funds shall be credited to such Account
of the Receiving Client. In this case, the funds under
the respective transaction can be transferred only to an
Account, the mode of which provides for the
possibility of such transfer.

2.5.4. In order for the Paying Client to execute an
internal transfer, the Bank shall provide the Paying
Client with the possibility to use the Recipient
Identifier / Bank Card Number / Account Number for
the purposes of forming an Order in the EuroLink
System. The Recipient Identifier /Bank Card
Number/Account Number is entered by the Paying
Client in the interface "Transfer to Bank Client" of the
EuroLink System.

The Client is notified and agrees that for the
purposes of internal transfers the information is used
to the extent provided by the current legislation of the
Russian Federation.

The data provided by the Bank shall be used for
internal transfers for the purposes of drafting the
Order, when the Paying Client specifies the Recipient
Identifier / Bank Card Number / Account Number.

If the Paying Client specifies the Recipient
Identifier / Bank Card Number / Account Number for
the purposes of drafting an Order, the Bank shall
provide the Paying Client with the following
information corresponding to the specified Recipient
Identifier / Bank Card Number / Account Number to
verify: name, surname, patronymic (if any) of the
Receiving Client (surname provided in disguise). The
Client is notified and agrees to convey this information
for verification to another Client who specified the
respective Client's Recipient Identifier / Bank Card
Number / Account number for internal transfer
purposes.

In case of successful verification of the submitted
information by the Paying Client, he shall sign and
submit the Order to the Bank in the manner determined
by these Terms and Conditions. The Receiving Client
is notified and agrees that, since the Order of the
Paying Client specified in the present point is
executed, the Paying Client receives access through
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CTaHOBSITCS JJOCTYIHBI TOCcpencTBOM CUCTEMBI (M3BECTHBI)
PEKBH3HUTHI COOTBETCTBYIOLIETO INEPEBOJA, B TOM HUHCIIE
¢ammnus, ums, oryectBo (nmpu Hanmumu) Kimenra-
nojxyyatens W HOMEp CueTa, Ha KOTOPBIA 3a4MCIICHEI
JICHEXKHBIE CPEJICTBA.

255, bank BnpaBe onpenensate Buabl CueToB, C
KOTOPBIX/Ha KOTOpBIE MOXeET OCYILIECTBISATHCS
BHYTPEHHHUIl TepeBOA B MOPSIKE, MNPETyCMOTPEHHOM

pa3zenoM 2.5 HacTOSIIUX Y CIIOBHH.

2.6. XPAHEHUE PACHOPSPKEHI/Iﬁ o
ITPOBEJEHHWH OIIEPALIMUH, 3AIIUCEHN
TEJE®OHHbIX PA3I'OBOPOB

2.6.1. Bank 00s13aH 00eCIEYNTh XPAHCHUE MTOJYUYCHHBIX OT
Knunenra Pacnopspkenuif, JlokyMeHTOB IO BKIagy B
TE4eHHUe IIPEIyCMOTPEHHBIX 3aKOHOIATEeILCTBOM
Poccuiickoit  ®denepauuui  CpOKOB ISl XpaHEHUS
AQHAJIOTUYHBIX JOKYMEHTOB, COCTaBJICHHBIX Ha OYMa>KHOM
Hocurese. Crioco6 u ¢GopMaT XpaHEHHS OIPEACIIOTCS
BaHKkoM caMOCTOSTENBHO.

2.6.2. Bce omepanum, mnpousBomumble CTopoHaMH B
Cucreme, UKCHPYIOTCS B TNPOTOKOJAX  PabOTHI
NpOrpaMMBbl, XpaHAIMXCs B 0aze naHHBIX CHCTEMBI B
banke. B cnyuae paznornacus mexny bankom u Kinrnenrom
B OTHOIICHUH IMEPeJaHHBIX OJEKTPOHHBIX TOKYMEHTOB
CTOpOHBI IPU3HAIOT B KAYECTBE 10KA3aTEIBCTB YKa3aHHBIE
3aMKCH, a TaKXKe 3allUCH B MPOTOKOJNE paboTsl CHCTEMBI,
xpansauuecs B banke.

CucreMa BeeT YYeT JEHUCTBUH, NPOU3BOAMMBIX

Croponamu B  Hedl. CdopmupoBanHble  bankom
COOTBETCTBYIOIIME  OTYETHl 10  IPOM3BEICHHBIM
omepanusM (mefictBussM) B CucremMe Ha OyMakKHBIX
HOCHTEJISIX IO ¢dopme  banka, TIOJITMCAHHbIE
YIIOJTHOMOYEHHBIM JIMIIOM baHKa M CKpeIuIeHHbIE TIe9aThio
banka, SBISIOTCA JOCTATOYHBIMH JIOKa3aTeIbCTBAMU
(haxToB cosepmeHnst CTOpoHaMH oneparuii 1 qefcTeuii (B
ToM unciie CHCTeMOH aBTOMaTH9ECKH), TPETYCMOTPEHHBIX
HACTOSIIIUMH Y CJIOBHSIMH, ¥ MOTYT OBITh HCIIOJIE30BaHBI
MIPY pa3penieHnH JII0OBIX CTIOPOB, a TAKXKE MPEIOCTABICHBI
B CYI.
2.6.3. KnueHT yBenoMIIEH O TOM, YTO BCe Tele(OHHbIE
Pa3roBOpHI 3aIMCHIBAIOTCS U XpaHsATcsS B baHke B TeueHne
CpOKa, YCTaHOBIIEHHOTO 3aKOHOAATeNbCTBOM Poccuiickoit
®denepanun. 3anicu yKa3aHHBIX TeJe(QOHHBIX pa3roBOPOB
MOTYT OBITh HCIIOJIB30BAHbI IPH Ppa3pelIeHHH JIFOOBIX
CIIOPOB, a TaK)Xe MPEAOCTABICHEI B CY/I.

3. KOHOUAEHIIMAJIBHOCTb

3.1. Bank 00s3yeTcsl NIPUHATH BCE JOCTYIHBIE MEPbI JUIs
NpPEJIOTBPAIIEHUsST  HECAHKIIMOHUPOBAHHOTO  JIOCTYyIa
TPETHHX JIUI K HH(OPMAIIUH, COCTABIISIONIEH OAHKOBCKYIO
taiitny KiuenTa. JIro6ast mHpOpMAIIHs TaKOTO POJia MOXKET
OBITh MpefoCTaBlICHa TPETHUM JIMI[AM HE HHAYe Kak B
HOpPSIKE, YCTaHOBJICHHOM 3aKOHOJIATEILCTBOM
Poccuiickoit ®enepannu.

3.2. Hacrosimum KiIMeHT nmpu3HaeT, 4To MCIOJIb30BaHKE B
COOTBETCTBHHM C HACTOSIIUMH Y CIOBUSIMH Pa3oBbIx
CEKPETHBIX MapoJIeii, a TAK)KE MOPSIOK AyTeHTH(DUKALIUH 1

the System to the Receiving Client payment data,
including his name, surname, patronymic (if any) and
the number of credited account.

2.5.5. The Bank is entitled to determine the types of
Accounts from which/to which an internal transfer can
be conducted in accordance with the procedure
stipulated in Section 2.5 of these Terms and
Conditions.

2.6. STORAGE OF ORDERS ON
TRANSACTIONS, TELEPHONE
CONVERSATION RECORDS

2.6.1. The Bank shall ensure that Orders, Deposit
Documents received from the Client are stored within
the term stipulated by legislation of the Russian
Federation for storing similar documents drawn up on
paper. The method and format of storing are
determined by the Bank independently.

2.6.2. All the operations carried out by the Parties in
the System are fixed in the protocols of the System
operations, which are kept in the database of the Bank
System. In case of disagreement between the Bank and
the Client related to the transferred Electronic
Documents, the Parties acknowledge the mentioned
notes, as well as the notes fixed in the System
operations protocol stored in the Bank, as evidences.

The System tracks the actions carried out by the
Parties therein. The corresponding reports on
conducted operations (actions) in the System,
generated by the Bank, made in hard copies according
to the Bank’s form, signed by the authorized signatory
of the Bank, and sealed by the Bank, are considered to
be sufficient evidences of facts of operations and
actions made by the Parties (including automatically
by the System), foreseen by the present Terms and
Conditions, and can be applied for settlement of any
disputes, as well as submitted to the court.

2.6.3. The Client is notified that all telephone
conversations are recorded and stored in the Bank
within the time period established by the laws of the
Russian Federation. Records of these telephone
conversations can be used when resolving any
disputes, as well as submitted to the court.

3. CONFIDENTIALITY

3.1. The Bank is obliged to take all available measures
for preventing the unauthorized access of third parties
to the information considered bank confidentiality of
the Client. Any type of such information can be
provided to the third parties only according to the
procedure stipulated by the legislation of the Russian
Federation.

3.2. Hereby the Client acknowledges that the
application of Session keys according to the present
Terms and Conditions, as well as the Authentication
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mocrynma Kmmenta B CHcTeMy  TOCTaTOYHBI IS
obecrieueHns 3aIIUTHI TTepegaBaeMoii mo Kanamam goctyna
WHPOPMALUU OT HECAaHKIIMOHUPOBAHHOTO JOCTyHa K HEW
Tperhux Juil. [Ipu 3Trom KinueHT moaTBepkmact, 4to emy
U3BECTHO O TOM, 4YTO B Tpouecce JIMCTaHIMOHHOTO
6aHKOBCKOTO 00CITy)KUBaHUS BO3MOXEH pHUCK
HECAHKIIMOHUPOBAHHOTO JIOCTYMa TPEThHUX JIUI[ K TaKOM
WHPOPMALMU U HACTOSIIUM BBIPAXKACT CBOC COTJIACHE C
TeM, 9To baHK He HeceT OTBETCTBECHHOCTH 3a pasIIIallleHUe
uHpopmammn o  Kimente B cmywae  Takoro
HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

3.3. Ilepemaua Kmmentom Jlormaa, BpemenHoro mapois,
ITaposns, KomoBoro cioBa, Pa3oBeIX CeKkpeTHBIX maposeit
TPETPUM JIMIIaM HE IOIMYCKaeTCs, TaK KaK BIICUYET PHUCK
HCCAHKIIMOHUPOBAHHOT'O aoctyna TPETbUX JIMI] K
nepenaBaemMoil no Kanamam pocryna unpopmanuu. B
ciyuae nepenaun Knuentom Jloruna, Bpemennoro napous,
[Tapons, KomoBoro cnoBa, Pa3oBbIX CEKpeTHBIX Mapojei
TPEeThbUM JMIIaM baHKk He HeceT OTBETCTBEHHOCTH 3a
HECAaHKIIMOHWPOBAaHHBI  JTOCTyT K  IepelJaBaeMoiu
uHpOopMammu W ymepO, mnpwymHeHHBIH —Kimenty
BCJIEJICTBHE TAKOTO HECAHKITMOHUPOBAHHOTO JOCTYTIA.

3.4. Hacrtosmwmm KimeHT mpum3HaeT, 4To0 B TIpoIecce
nepegadn  MHPOPMANWU IyTEM HAMpPAaBICHHS CMC-
COOOIICHNsT Ha 3aperMCTPUPOBAHHBI HOMEp BO3MOXKCH
PUCK HCCAHKIIMOHUPOBAHHOTO JOCTylla TPETbUX JHUI K
Takod MHGOPMAIMM W HACTOSIIUM BBIPa)KaeT CBOE
coryiacle ¢ TeéM, 4TO baHK He HeceT OTBETCTBEHHOCTH 3a
pasrnamenue wHpopmanuu o Kimentre, Omepanusix B
ClIydae TaKOTO HECaHKIIMOHMPOBAHHOI'O JOCTYIIA.

4. BO3HATPAKJIEHUE BAHKA

4.1. Pasmep u NOPSNOK YIepKaHUS KOMHCCHOHHOTO
BO3ZHArpaXJeHHUs 3a IpenocTaBieHne baHkoM ycioyr B
COOTBETCTBUU C YCIOBUSIMH YCTaHABJIUBAIOTCSI COTJIACHO
Tapudam.

4.2. KimeHT HACTOSIIMM MpPEeNoCTaBIsieT baHKy mpaBo
CIHCHIBATh 0€3 JOMOIHHUTEIFHOTO pacnopsbkeHus KoinenTa
CYMMBI KOMHCCHOHHOTO BO3HarpaxaeHus banka 3a ycimyru
B cooTBeTcTBHU ¢ Tapudamu, a Takke OPyrue pacxobl,
noHeceHHble baHkoM B CBA3M C  HCIOJHEHUEM
Pacniopspkenuii, JIOKyMEHTOB 1O BKJIAIy W/WIA WHBIX
DNEeKTPOHHBIX TOKYMEHTOB, B TOM YHCJI€ KOMHUCCHOHHBIC
BO3HArpaXIeHUsI OAHKOB-KOHTPAreHTOB, ¢ JIFOOBIX CueToB
Knnenrta B banke, Kak OTKpBITBIX Ha MOMEHT
npucoeanHeHns KimeHTa K HaCTOSIIUM Y CIIOBUSM, TaK U
co CueroB, KOTOphIE MOTYT OBITH OTKPBITHI KIiHEHTY
Bankom B Oyaymem, COTJIaCHO COOTBETCTBYHOIIUM
JIOTOBOpaM, 3aKJII0YeHHBIM Mex]ly CTOpOHaMHU.

HecMoTtps Ha yka3aHHble nooxkeHus: KineHT Brpase
OCYUIECTBJISITh OIJIATY KOMHCCHOHHOTO BO3HArpa)XJACHUS
Banka 3a yciyru B cooTBercTBUH ¢ Tapudamu, a Takxke
JIpyrue pacxojpl, IOHECeHHble baHkOM B CBs3U C
ucrionHeHueM Pacnopsbkenuid, JJokyMeHTOB 1O BKiIamy
W/WTM UHBIX DJIEKTPOHHBIX JOKYMeHTOB KineHTa mo0sMu
WHBIMHI crocobamu, MIPEeyCMOTPEHHBIMHU
3aKoHOAaTenbcTBOM Poccuiickoit @eneparum.

4.3. KiIMeHT HaCTOSIIMM [acT COTIacue Ha MCIOJHCHUE (B
TOM 4YHClie 4YacTH4yHOe) baHkoM B mOJNHON cymme
JIOKYMEHTOB, ycTaHOBJIIEHHbIX bankom Poccun, s

procedure and the procedure regulating the Client’s
access to the System are sufficient for protection of the
information transferred via the Access Channels from
unauthorized access of third parties. Thereat, the
Client confirms that he/she is informed about the
possibility of a risk of unauthorized access of third
parties to such information in the process of remote
banking services and hereby agrees with the fact that
the Bank does not bear responsibility for disclosure of
information on the Client in case of such unauthorized
access.

3.3. Transferring of information on the Login,
Temporary Password, Password, Memorable Word,
Session Keys by the Client to third parties is
prohibited, as it generates risk of unauthorized access
of third entities to the information transferred via the
Access Channels. In case of transferring of
information on Login, Temporary Password,
Password, Memorable Word, Session Keys by the
Client to third parties, the bank does not bear
responsibility for unauthorized access to transferred
information and the loss caused to the Client in the
result of such unauthorized access.

3.4. The Client hereby acknowledges that when
sending information by SMS to the Registered
Number the risk of third-party unauthorized access to
such information arises and hereby agrees that the
Bank shall not be held liable for the disclosure of
information about the Client and Transactions in the
case of such unauthorized access.

4. BANK FEE

4.1. The size and procedure on collecting the fee
for the services rendered by the Bank according to the
Terms and Conditions, is identified according to the
Rates.

4.2. The Client hereby provides the Bank with a right
to write-off without additional instructions of the
Client the sum of Bank fee for rendered services
according to the Rates, as well as other expenses
covered by the Bank for the purposes of execution of
the Orders, Deposit Documents and/or other
Electronic Documents including the fees of banks-
contractors, from any Accounts of the Client opened
in the Bank, both opened at the moment of affiliation
of the Client to the present Terms and Conditions and
from the Accounts that the Client may open in future,
according to corresponding agreements signed
between the Parties.

Notwithstanding the mentioned provisions, the
Client reserves the right to pay the Bank fee for the
rendered services according to the Rates, as well as
other expenses covered by the Bank in relation to
execution of the Orders, Deposit Documents and/or
other Electronic Documents of the Client by any other
means, stipulated by the legislation of the Russian
Federation.

4.3. The Client hereby agrees on implementation
(including partial) by the Bank, in full sum, of the
documents, established by the Bank of Russia, for
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MPEeIyCMOTPEHHBIX 1. 4.2
HacCTOALIMX YCIOBUH, B TEUEHUE CpOKa JAEHCTBUA
Horosopa JIBO ©6e3 orpaHudyeHus MO KOJIUYECTBY
pacyeTHbIX JOKYMEHTOB, II0 CyMME€ M TpeOOBaHMSIM H3
00s13aTenbCTB, BhITeKatonux u3 JJoropopa J150O.

4.4. baHk WMeeT TNpaBO B OJHOCTOPOHHEM THOPSIKE
n3MennTh Tapudbl ¢ n3Bemennem KimeHra He mo3nHee,
yeM 3a 5 (mATh) KaleHOApPHBIX [THEH OO BCTYIUICHHS
Tapugos B cmry, myTeM OIMyOJNKOBaHWS WH(POPMAIWU B
Mopsiike, TPEAYCMOTPEHHOM B IyHKTEe 1.5 HacTosmmx
YcaoBui.

OCYILIECTBIICHHUS  TIPaB,

5. YPET'YJIUPOBAHUE
PA3HOIJIACUI

5.1. Cropbl, BO3HHKAOIIHE B CBSI3UM C HCHOJTHCHUEM
Horoeopa JIBO, CTopoHBI 00s3YIOTCS pa3pemiatb ImyTeM
MIEPEroBOPOB C YYETOM HPUHIHUIIOB AOOPOCOBECTHOCTH U
B3aUMHOIO yBaeHHs. B ciydae HEBO3MOXHOCTH
YperylnupoBaHUs ~ BO3HHUKIIMX  pa3sHOIVIACHM  IyTeM
neperoBopoB, CTOpOHBI OYAyT paccMaTpHBaTh CIOpPHI B
CyZie B COOTBETCTBUHM C 3aKOHOJATEIbCTBOM Poccuiickon
depepanuu.

5.2. B cmy4ae Hecornacus Knmenta ¢ neiictBusimu banka,
CBSA3aHHBIMH C HWCHOJTHEeHHeM bankoM Pacmopsbkenui,
JIOKyMEeHTOB TO BKIaAy W/HWIN WHBIX ODIEKTPOHHBIX
nokyMeHToB, KnmenTt Hampasmser B baHk ¢ momomisio
Cuctemsl o Kanamam mocryma/Ha OymMa)XHOM HOCHTENE
3asiBJICHHE C M3JI0)KCHHEM CYTH NPETEH3NH.

5.3. bank paccmarpuBaer 3asiBieHus KiieHnTa, B ToM umciie

npu BO3HUKHOBEHUHU CIIOpPOB, CBSI3aHHBIX c
ucrionb3oBanreM  Knumentom  CucteMbl, a  Takke
npenocraBiser  KioMeHTy  BO3MOXKHOCTh — IOJIy4aTh

HHPOPMALIUIO O pe3yabTaTaX PACCMOTPEHUS 3asBICHUM, B
TOM YHCIIe B MUCbMEHHOU popme mo TpedoBanuto Kinenra,
B Ccpok He Oomee 30 mgHeW cO MHSA TONYYEHHUS TaKUX
3asBIICHUH, a Takxke He Ooee 60 mHEH co IHA MOTydeHUs
3asBICHAN B CcIy4dae UCIONb30BaHus CHCTEMBI Ui
OCYIIECTBIICHUSI TPAaHCTPAHUYHOTO TIEpeBOAa JEHEKHBIX
CpEJICTB.

3aximo4eHne O  HEO0OOCHOBAaHHOCTH  MPETEH3UH
Hanpassgercs Knmuenty mo Cucreme, a Taxke MOXeET OBITh
BBIIAHO B NHCBMEHHOM  BHIE C  TOJIIHUCHIO
YIIOJITHOMOYEHHOT'O paboTHUKA banka Kiuenty

(mpencraBurento KimenTa) npu iu4uHoOi siBke B BaHK.

6. OTBETCTBEHHOCTb CTOPOH

6.1. IIPABA, OBSI3AHHOCTHU "
OTBETCTBEHHOCTDb BAHKA

6.1.1. bank o0s3yeTcs mnpenoctaBisTh  KimeHry
(npencraButento  KimeHTa) BO3MOXHOCTb —IOJIy4EHHUS
aKTyaJbHON M JOCTOBEpHOW MH(pOpPMAIMU O MEPETaHHBIX
Knuentom Pacnopspxenusix, onepauusix no ero Cuerawm,
cocrostHud ero C4eToB U MHYH WH(POPMALHUIO B MOPSIKE,
MPEeLyCMOTPEHHOM Y CIIOBUSIMU.

6.1.2. Bank BmpaBe OTKa3arh KJIHMEHTY B HCIOJHCHHH
3apErUCTPUPOBAHHOTO  PacropsikeHms,  eciiM  TIpH

execution of rights, stipulated in point 4.2 hereof,
within the period of validity of the RBS Contract
without limitations in terms of the quantity of
settlement documents, sum and requirements from
obligations, arisen from the RBS Contract.

4.4. The Bank reserves the right to change the Rates
unilaterally by notifying the Client on it not later than
5 (five) calendar days prior to entry of the Rates into
force by means of publishing the information
according to the procedure stipulated in point 1.5 of
these Terms and Conditions.

o. SETTLEMENT OF DISPUTES

5.1. The Parties are obliged to settle the disputes
arisen in relation to the implementation of the RBS
Contract by means of negotiations considering the
principles of fidelity and mutual respect. Provided that
it is not possible to settle the arisen disputes by
negotiations, the Parties will address the disputes in
the court according to the legislation of the Russian
Federation.

5.2. In case the Client disagrees with the actions of the
Bank with regards to the implementation of the
Orders, Deposit Documents and/or other Electronic
Documents by the Bank, the Client transfers to the
Bank an application, mentioning the subject of
complaint, by means of the System via the Access
Channel / in hard copy.

5.3. The Bank shall consider the statement of the
Client, including when disputes in connection to the
System use by the Client arise, as well as provide the
Client with the opportunity to receive information on
the results of consideration of statements, including in
writing at the request of the Client no later than in 30
days from the day of receipt of the statement and no
later than in 60 days from the day of receipt of the
statements in case the System has been used for a
cross-border transfer of funds.

The conclusion on groundlessness of the
complaint is transferred to the Client via the System,
as well as can be issued to the Client (Client's
Representative) upon in-person visit to the bank, in
written form with the signature of an authorized
employee of the Bank.

6. LIABILITIES OF THE PARTIES

6.1. RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE BANK

6.1.1. The Bank shall provide the Client (Client's
Representative) with an opportunity to obtain relevant
and reliable information on the Orders transferred by
the Client, Transactions on their Accounts, the state of
their Accounts, and other information in accordance
with the procedure set out by the Terms and
Conditions.

6.1.2. The Bank is entitled to refuse from the
execution of the registered Order of the Client in case
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MOCJIeIYIOIIEH
HCIIOJIHEHUE

MpoBepke OyAeT yCTaHOBJIIEHO, YTO
NIPEAYCMOTPEHHON M Omneparyn
MPOTUBOPEUUT 3aKOHOATENbCTBY Poccuiickoit
®enepanuu, HoOpMaTUBHbIM aktam banka Poccun,
VYcnoBusMm wnu goroBopy mexnay bankom u Kinenrtow,
ONpENENAIONIEMY TMOPAIOK NPOBEIEHUS ONepalui 1o
cooTBeTcTByI0IIEMY CUeTy.

6.1.3. bamk BmpaBe B 1000 MOMEHT MO CBOEMY
YCMOTPEHMIO, B TOM YHCJIE, HO HE OTPaHUYUBASACH, B CIIydae
Hapymenns Kmrentom Jlorosopa 15O, Komnpomeranum,
BesiBIIeHHsT Orepanny, COOTBETCTBYIOIIEH IpH3HAKaM

OCYIIECTBJICHHSI IIEPEBOJAa JEHEXKHBIX CpeIcTB  0e3
nIoO0poBoIBbHOTO cornmacusi Kimumenra, oTkasars KnmeHty B
HCTIOJTHEHUH m000r0 3apErUCTPUPOBAHHOTO
DNEeKTPOHHOTO JIOKYMEHTa/TIPUOCTAHOBUTH ero

ucnosHeHue, mpu 3ToM KimeHnt (npenctasurens Kinuenra)
BIIpaBe Nepenatb B baHk COOTBETCTBYIOUIUI JOKYMEHT Ha
OyMa)XHOM  HOCHTENEe, COCTaBJICHHBIH 10  Qopme,
MPeIyCMOTPEHHON COOTBETCTBYIOLIUM JIOTOBOPOM,
3aKIIOYCHHBIM Mexay CTopoHamu, W/WIH C  y4eTOM
TpeOoBaHUi 3aKoHOMaTehcTBa Poccuniickont deneparmm.
6.1.4. bank Bupase motpeboBath oT KitneHTa npecTaBuTs,
B TOM dYHCIE, ¢ MOMOIbI0 CHCTEMbI, MOATBEPXKIAFOIIHE
JOKYMEHTBI, HEOOXOANUMBIE Ul OCYIIECTBICHUS baHkoM
(yHKIIMM areHTa BaJIOTHOTO KOHTPONSA, B Cllydae
ocymecTsieHus Knuenrom BamoTHoit onepanuu.

bank BmpaBe oTkazaTe KiHeHTy B HCHONHEHHH
3aperucTpupoBaHHoro  PacmopsbkeHus, B cilydae
HECOOTBETCTBUS  IpOBOAMMON BamoTHOl  onepanuu
JICHCTBYIOIEMY BaJIOTHOMY 3aKOHOJATEIbCTRY
Poccuiickoli ~ ®enepanMu  W/WIM  HENPECTaBIICHHS
KnreHToM NMOoATBEp K AaroNX JIOKYMEHTOB.
6.1.5. Banmk BmpaBe He BO3BpamaTh KOMHCCHOHHOE
BO3HArpaxk/ieHue, roiay4yeHHoe ot KimeHnra 3a ucromHeHue
Pacnopskenus, 3apeructpupoBaHHoro B Cucreme, eciu
JaHHoe PacrnopsbkeHue He MOXKET OBITh BBITIOJHEHO 10
He3aBUCSIIUM OT baHka nmpuynHaMm.
6.1.6. baHk He HeceT OTBETCTBEHHOCTH 33 HEHCIIOJIHEHHE
PacriopspkeHnst W/uiaM WHOTO ODIIEKTPOHHOTO JIOKYMEHTa
Knmenta B cioywae oTkaza baHka OT HCHONHEHHS
PacriopspkeHnst W/uiaM WHOTO ODIIEKTPOHHOTO JIOKYMEHTa
Knuenta, a Takke B  CiydasX  HEHCHOJIHEHUS
PacrniopspkeHuss W/WiaM MHOTO DJIEKTPOHHOTO JIOKYMEHTa
KnuenTa, ecnm ncronHeHue npuBeno Obl K HapyIICHHIO
TpeboBaHuit JIefCTBYIOILEr0 3aKOHOJATEeNbCTBA
Poccuiickoit denepanuy, HOPMATUBHBIX akTOB baHka
Poccun, Hactosmmx VYciIoBHi, 1OrOBOPOB OaHKOBCKOTO
cuera (BKJIaza), a TaKKe YCIOBUI WHBIX 3aKIIOYEHHBIX
Mexay Knmentom u bankom cormamenwid (ZoroBoposB), B
TOM YHCIIe, ecu PacropsikeHne 1/iimi HHOM DIeKTpOHHBIH
JIOKyMeHT He Obuto moarBepikiaeHo Kimentom PazoBem
CEeKpeTHBIM  mapoyieM, Jmbo TmpoBepka  PasoBoro
CEKPETHOT0 TapoJIsl Jajia OTPUIATEIbHBIN pe3yIbTaT, TH00
JICHEeXKHBIX cpencTB Ha Cuerax KimmeHTta He 1OCTaTOYHO AJIs
ucrionHenust Pacropspkennst (W/uik MTHOTO DJIEKTPOHHOTO
JIOKyMEHTa) n/unm yIIaThl KOMHUCCHOHHOTO
BO3HarpakieHuss baHKy W/WiaM BO3MELIEHUs MHBIX
pacxonoB banka B cBs3u ¢ mpoBeaeHueMm Omepauuu,
OCYILECTBIICHHS] COOTBETCTBYIOLIUX JEUCTBUIl, a Takke B
WHBIX  ClIy4asX,  MNPEOYCMOTPCHHBIX Y CIIOBHSIMH,
COOTBETCTBYIOIIMM  JOTOBOPOM  OaHKOBCKOTO  CUETa
(BKIIaga) ¥ 3aKOHOIATENbCTBOM Poccuiickoii demeparium.

the subsequent checking will identify that execution of
such Transaction does not meet the requirements of the
legislation of the Russian Federation, regulatory acts
of the Bank of Russia, the present Terms and
Conditions or the agreement between the Bank and the
Client, identifying the transactions conduction
procedure on the corresponding Account.

6.1.3. The Bank is entitled to refuse from/suspend the
execution of any registered Electronic Document of
the Client at any time, at its own discretion, including,
but not limited to, in case of violation of the RBS
Contract, a Compromise, a Transaction with the signs
of money transfer performed without the Client’s
voluntary consent, thereat the Client (Client's
Representative) reserves the right to submit to the bank
the corresponding document in hard copy, made in the
form of the Bank and according to the agreement
signed between the Parties and/or considering the legal
requirements of the Russian Federation.

6.1.4. The Bank is entitled to request from the
Client submittal of justifying documents, including by
means of the System, required for carrying out the
function of currency control agent by the Bank in case
the Client conducts Currency transactions.

The Bank is entitled to refuse from the execution
of the registered Order of the Client in case the
mentioned Currency transaction does not meet the
requirements of the effective currency legislation of
the Russian Federation and/or failure of the Client to
present confirming documents.

6.1.5. The Bank is entitled to refuse from refunding the
fee received from the Client for execution of the Order
registered in the System, if the mentioned Order
cannot be executed due to reasons beyond the Bank’s
control and competence.

6.1.6. The Bank does not bear responsibility for
execution of Orders and/or other Electronic
Documents of the Client in case of refusal of the Bank
from execution of the Order and/or other Electronic
Document of the Client, as well as in cases of not
executing the Order and/or other Electronic Document
of the Client if such execution could have brought to
violations of requirements of the effective legislation
of the Russian Federation, regulatory acts of the Bank
of Russia, present Terms and Conditions, bank
account (deposit) agreements, as well as conditions of
other agreements (contracts) signed between the Client
and the Bank, including if the Order and/or other
Electronic Document was not verified by the Client by
means of Session Key, either the Session Key
identification gave negative result, either there are not
enough funds on the Accounts of the Client for
execution of the Order (and/or other Electronic
Document) and/or payment of the bank fee and/or
compensation of other expenses of the Bank related to
the Transaction conduction, taking corresponding
measures, as well as in other cases, foreseen by the
Terms and Conditions, corresponding bank account
(deposit) agreement and legislation of the Russian
Federation.
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6.1.7. BaHk He HECET OTBETCTBEHHOCTH 3a HEBLIIOJIHEHHE,
HECBOEBPEMEHHOE WM  HEMPAaBHIHHOE  BEHIIOJHEHHE
PacriopspkeHnH W/WITM WHBIX DJIEKTPOHHBIX JTOKYMEHTOB
Kimenra, ecnmu 3To OBUIO BBI3BAHO IIPEIOCTABICHUEM
Knuentom (mpencraBurenem KimeHTa) HEIOCTOBEpHOM
W/MIM HETOYHOHW WH(OpMAlUM INPH 3aKIIOYSHUH H/WIN
ucnonuenun  Jorosopa IO, BBogom Kimentom
HEBEPHBIX JIaHHBIX, a TakXe 3a HapylleHue paboThI
CucreMbl B pe3yiapTare OMmMMOOK H  HETOYHOCTEH,
JOyIeHHbIX KimmeHToM.

6.1.8. bamk He HeceT OTBETCTBEHHOCTH 3a yImepo,

MIPUYMHEHHBIN Knuenty BCJIEAACTBUE
HECAaHKIINOHMPOBAHHOTO  HCIIOJIBb30BAaHHWA  TPETHUMH
ounamMM  3aperucTpupoBaHHOrO  Homepa,  Ilapous,

KonoBoro cioBa, a Taxoke Jloruna, BpemenHoro naposns u
PazoBoro cexperHoro mapoins, mneperaHHbIX KimeHTy
(npencrasuremo Kinenra). bank HeceT OTBETCTBEHHOCTh
3a MOCJECTBUSI HECAHKITMOHUPOBAHHOTO JIOCTYIIA TPEThUX
qu1 k CUcTeMe MCKITIOUUTENBHO B CIydasX, KOTJa TaKou
HECaHKIIMOHUPOBAHHBII JOCTYI BBI3BaH HECOOIIOICHUEM
Bankom TpeboBaHMit HACTOSAIINX Y CIIOBUI.

6.1.9. baHk He HeceT OTBETCTBEHHOCTH 3a IIOJIHOE WIIH
YacTUYHOE HEHCTIOJTHEHUE CBOUX 00513aTEIIECTB,
BBITEKAIOIIUX M3 YCIOBUN, €CITU TaKoe HEWCIIOJHEHHE
BBI3BAHO OOCTOSATEIECTBAMH HEMPEOIOIUMOMN CHIIBI, B TOM
YHCJIe PEUICHHSIMH OPTaHOB 3aKOHOJATENBHOM, CyAeOHOM
W/WITM UCTIOJTHUTENIbHOU BacTH Poccuiickoit deneparuu, a
taxxe banka Poccuu, KoTopble 1€1at0T HEBO3MOKHBIM I
banka BbITIONHEHUE CBOWX O0O0s3aTENLCTB; 3aJE€PKKAMHU
miatexei mo BuHe banka Poccuu; BOeHHBIMU T€HCTBUSIMH,
CTUXUWHBIMY WU UHBIMH O€CTBUSIMH, TPOUCXOSIINMHU B
paiioHax, o(UIHaTbHO TPU3HAHHBIMI HAXOSITUMHUCS IO
BIIMSTHAEM BBIIIICYKa3aHHBIX 0OCTOSTEIBCTB.

6.1.10. bank He HeceT OTBETCTBEHHOCTH 3a IMOCICACTBUS
HapymeHus KimeHToM TpeOOBaHWA ¥ TOJOXKEHUH
HACTOSAIINX Y CIOBUH.

6.1.11. Bank He HECET OTBETCTBEHHOCTH 3a IOCIEACTBHUS
HapymeHus padorocrnocobHoctn Kananos goctyna.

6.1.12. BaHk He HeceT OTBETCTBEHHOCTH 3a HApPYIICHUE
paboter CHCTeMBI, a TaKke CPEACTB CBSA3H, C HOMOIIBIO
KoTopeix Kimenty HampaBisiercst cMmc-cooOlieHne Ha
3aperucTpupoBaHHBI HOMEp, B pe3ynbTare ACHCTBUI
TPETHUX JIHILL.

Bank He HeceT OTBETCTBEHHOCTH 3a KakKHe-Inbo

aBapuu, cOOM B  OOCIYXHBAaHWUHW, CBS3aHHBIC C
000pyOBaHUEM, CHCTEMaMH MepeAadd SJICKTPOIHEPTHH
W/WIN  JTUHAR ~ CBA3W, CETH HWHTEPHET, KOTOpHIC
obecreunBarOTCsA, MOMAIOTCS, SKCIUTYaTHPYIOTCS W/HIH
OoOCITy’)KMBAIOTCSI ~ TPETPUMH JIMIIAMH B  CBS3H  C
HaIpaBJICHUEM Kinenty CMC-COO0TIIeHHH Ha

3aperucTpupOBaHHBIA HOMED.

6.1.13. baHk He HeceT OTBETCTBEHHOCTH 3a YOBITKH
KnueHTa, BO3HMKIIME BCIEICTBHE HECBOEBPEMEHHOTO
cooOmennss banky o Kommpomeraumun wu (wiam) o
HarpaBJIeHUH DJIEKTPOHHBIX JOKYMEHTOB 1o CucTeMe 1ox
BIMSHHUEM OOMaHa WM TIpH 3JIOYNOTPEOJICHUH €ro
JIOBEpHUEM.

6.1.14. Bank He HeCeT OTBETCTBEHHOCTH 3a YOBITKH
KineHnra, BO3HMKIIME B pe3yibTaTe YTpaThl (IIOpYH,
nepenayn, yrtepu, pasrinamennn) Kinmentom Jloruna,

6.1.7. The Bank does not bear responsibility for non-
execution, untimely or improper execution of Orders
and/or other Electronic Documents of the Client, if it
was arisen from the fact of providing inaccurate and/or
invalid information by the Client (Client's
Representative) upon conclusion and/or fulfillment of
the RBS Contract, entering of incorrect data by the
Client, as well as for System operations faults due to
mistakes and inaccuracies made by the Client.

6.1.8. The Bank does not bear responsibility for the
loss caused to the Client as a result of unauthorized
usage by the third parties of the Registered Number,
Password, Memorable Word, as well as Login,
Temporary Password, and Session Key transferred to
the Client (Client's Representative). The Bank bears
responsibility for the consequences of unauthorized
access of third parties to the System, exceptionally in
those cases when such unauthorized access is obtained
due to failure of the Bank to comply with the
requirements of the present Terms and Conditions.
6.1.9. The Bank does not bear responsibility for full or
partial non-execution of its obligations, arisen from the
present Terms and Conditions, if such non-execution
is conditioned by force-majeure events, including
decisions of legislative, judiciary and/or executive
authorities of the Russian Federation, as well as the
Bank of Russia, which make it impossible for the Bank
to perform those obligations; payments delays due to
the fault of the Bank of Russia; military actions;
natural disasters and other disasters taking place in the
regions, officially announced as impacted by the above
mentioned circumstances.

6.1.10. The Bank does not bear responsibilities for the
circumstances of violation of requirements and
provisions of the present Terms and Conditions by the
Client.

6.1.11. The Bank does not bear responsibilities for the
circumstances of performance faults of the Access
Channels.

6.1.12. The Bank does not bear responsibilities for any
disruption in the operation of the System and the
communication means employed by the Client to send
SMS to the Registered Number through the fault of
any third parties.

The Bank shall not be held liable for any
accidents, service failures related to the equipment,
power transmission systems and/or communication
lines, the Internet, which are secured, served, operated
and/or serviced by third parties in connection with
sending SMS to the Client’s Registered Number.

6.1.13. The Bank does not bear responsibilities for the
losses of the Client caused due to late notification to
the Bank on Compromise and/or due to sending of
Electronic Documents using the System under the
influence of fraud or by breach of trust.

6.1.14. The Bank does not bear responsibilities for the
losses of the Client caused due to loss (damage,
transfer, loss, disclosure) by the Client of the Login,
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Bpemennoro napoms, [Tapons, KogoBoro ciosa, PazoBoro
CEKPETHOT'0 TapoJIsl.

6.1.15. baHk He rapaHTUpyeT COBMeCTUMOCTb CHUCTEMEHI ¢
OIEpaIlMOHHON CHUCTEMOH W CTOPOHHUM IPOTrPaMMHBIM
obecrieueHneM, YCTaHOBIJICHHBIM Ha
KOMITbIOTEpe/MOOMIBHOM ycTpolicTBe KitneHra.

6.1.16. Pemienue 00 0TMEHE HCIIOTHEHUS PacopsikeHus o
nposenenun Onepanun 1100 00 OTKIOHEHUH 3ampoca Ha
OT3BIB JJIEKTPOHHOTO JOKYMEHTa baHK NpHHUMAET C
ygeToM TpeOOBaHMS 3aKOHONATENBCTBA Poccuiickoit
Oeneparii 0 0E30T3BIBHOCTH  TEpPEeBOJA  IEHEKHBIX
cpencts. B ciydae ormensl Pacniopsikenus bank Bnpase He
BO3BpAaIIaTh KOMHCCHOHHOE BO3SHATPAXK/ICHHE, TOyYCHHOE
or Kimenra, ecnmu otmeHeHHoe Pacmopspkenue ObLTO
3aperucTpupoBaHo B Cucreme.

6.1.17. BaHk He HeceT OTBETCTBEHHOCTH 3a MOCJCICTBUS
HECAaHKIIMOHUPOBAHHOTO  HUCIIOJIb30BAaHHUS  TPETHUMHU
muuamu Kona noctyma, HCHosib3yeMoro B MOOMIBHOM
NPWIOKEHUH, B TOM 4YHCJIE 3a NpUuMHEeHHble KimeHty
BCJICJICTBHE ITOTO YOBITKH.

6.1.18. bank He HeceT OTBETCTBEHHOCTH 3a HETIONyYCHHE
Kmuentom cmc-cooOmernii Ha 3aperdcTpHPOBaHHBIN
HOMep o BuHe KimeHTa mimm MOOMIIBHOTO omepaTopa, a
Takke 3a yOeITkm KimeHTa, BO3HUKIIHE BCIICACTBUE
HeromydeHus KimeHToM cMc-cOOOIIeHW 1Mo BHHE
KnuenTa uiau MOOMIIBHOTO Omeparopa.

6.1.19. bank He HeceT OTBETCTBEHHOCTH  3a
HECAaHKLIMOHHUPOBAHHBII JOCTym K IIeperaBacMoil Ha
3aperucTpupoBaHHEI HOMep HHpopManmuu u ymepo,
TPUYUHEHHBIH Knuenty BCJIC/ICTBHE TaKoro
HECAHKIIMOHMPOBAHHOTO JOCTYIA, B TOM YHCIIE, B CIIy4ae
yrparsl KimeHToM KOHTpoJs Hal 3aperucTpUpOBaHHBIM
HOMEpOM, JI0 MOMEHTa mnoiydyeHus or Kimenra
yBEJOMIICHHS 00 yTpaTe 3aperucTpUpOBAHHOTO HOMEpa.
6.1.20. bamx BmnpaBe moTpeboBath oT KimeHra
MpeACTaBUTh, B TOM dHcCiIe, ¢ momoupio CHCTEMSI,
MOATBEPIKJAIOIINE  JOKYMEHTBI, HEOOXOAMMBIE  JUIS
BbIMOJIHEHNA bankoM TpeboBanuii PenepaabHOTO 3aKOHA
or 07.08.2001 Ne 115-®3 «O mHPOTHBOACHCTBUH
jeranu3anuyl  (OTMBIBAaHUIO)  JIOXOJOB,  MOJYYEHHBIX
MPECTYIHBIM ITyTeM, 1 (GPMHAHCHPOBAHUIO TEPPOPU3May.

bank BnpaBe oTkazath KilMeHTY B HCHOIHEHUH
3aperucTpUpoBaHHOrO0  PacmopsbkeHuss B coydasx,
HOPEIYCMOTPEHHBIX JEHCTBYIOIIMM 3aKOHOAATEIbCTBOM
Poccuiickoit deaepanuu o IpOTUBOAECHCTBUH JIETANU3ALUI
(OTMBIBaHMIO) 10XOJIOB, MTOJYYEHHBIX IPECTYITHBIM ITyTEM,
1 GUHAHCUPOBAHUIO TEPPOPHU3MA.

6.2. IIPABA, OBSI3AHHOCTHU "
OTBETCTBEHHOCTD KJIMEHTA

6.2.1. KnueHt 00s3yeTcss COOJ0aTh PEKOMEHIAUHU 10
nHpOpMaMOHHOK Oe3omacHoCTH TpH padoTe ¢ CrcTeMoi,
ykazannble B Ilpunmokenuu Ne 1 k YcnoBusM, a Takxke
MEPUOIUYCCKU pacchiiaeMbie bankom mo Cucreme wu
myONuKyeMbIe Ha KopropatuBHOM MHTepHeT-calite baHka.
KiueHT HeceT pHCK BO3MOXKHBIX YOBITKOB B Pe3yJIbTaTe
HECAHKIIMOHUPOBAHHOT'O JTOCTYIA TPeThUX juil kK Cucreme,
B TOM 4HCJIE B pe3yidbTare WCIOMHCHUS baHKOM

Temporary Password, Password, Memorable Word,
Session Key.

6.1.15. The Bank does not guarantee compatibility of
the System with the operating system and third-party
software installed on the Client’s computer/mobile
device.

6.1.16. The decision to cancel a Transaction Order or
to reject a request on Electronic Document withdrawal
shall be taken by the Bank based on the requirements
of the legislation of the Russian Federation on
irrevocability of money transfers. In case of
cancellation of an Order, the Bank is entitled to refuse
from refunding the fee received from the Client if the
canceled Order was registered in the System.

6.1.17. The Bank shall not be held liable for the
consequences of unauthorized use by third parties of
the Access Code used in the mobile application,
including losses incurred by the Client as a result
thereof.

6.1.18. The Bank shall not be liable for the Client's
failure to receive SMS sent to the Registered Number,
where such failure is due to the Client's own fault or
the fault of the mobile network provider. The Bank
shall also not be liable for any losses the Client suffers
as a result of such failure to receive SMS, where such
failure is due to the Client's own fault or the fault of
the mobile network provider.

6.1.19. The Bank shall not be liable for any
unauthorized access to information sent or transferred
to the Registered Number and for resulting losses the
Client may suffer, including in case the Client loses
control over the Registered Number, till the notice of
the Registered Number loss has been received from the
Client.

6.1.20. The Bank shall have the right to demand that
the Client submit the supporting documents (including
the submission of such documents via the System)
necessary for the Bank to meet the requirements of
Federal Law No. 115-FZ dated 07 August, 2001 "On
the Counteraction of the Legitimization of Proceeds of
Crime and the Financing of Terrorism".

The Bank shall have the right to deny the Client
the execution of the registered Order in cases provided
for under the effective laws of the Russian Federation
on the counteraction of the legitimization of proceeds
of crime and the financing of terrorism.

6.2. RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE CLIENT

6.2.1. When working in the System the Client is
obliged to follow the information safety
recommendations mentioned in Appendix No. 1 to the
present Terms and Conditions, as well periodically
sent by the Bank via the System and published in the
corporate web site of the Bank. The Client bears the
risk of possible losses in the result of unauthorized
access of third parties to the System, including in the
result of execution of Electronic Documents by the
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DNEeKTPOHHBIX JOKYMEHTOB, NIEpeIaHHBIX B baHk OT nMeHn
Kimenra n nongnmcannasix ACII Kinenra.

6.2.2. B cnyuae oTkaza baHka OT UCHOJNHEHHS
Pacnopspxenus, Knuent (npencrasutens Kinuenra) snpase
oOpaTuThcs B baHK 3a MONydeHHMEM COOTBETCTBYOLIECH
nH(OpMaLUK, B TOM YUCIIE O IPUYNHAX HEHCIOJIHEHHMSI.
6.2.3. KiieHT HeceT OTBETCTBEHHOCTH 32 MPaBUIILHOCTD U
aKTyaJIbHOCTh BCEX CBEICHMH, coolmaeMblx uM baHky,
NpY 3aKJIIOYCHWH W WCIOJTHEHWH Hacrtosmero Jlororopa
JAbO. Ilpm wu3MeHeHWM YKa3aHHOW B 3asgBICHUH O
MPUCOCOMHEHUN K YcioBusM wuHpopMmarmu, KimeHT
00s3aH HEMENJIeHHO yBeOOMHUTh 00 »sTom bank B
IUCBMEHHOM  BHUAE€ MNpu Ju4HOM  sBke Kiumenta
(npencrasurens Knuenra) B bank. B ciryqae, eciin Kimment
HapyllaeT MOPSJOK HCIojib30BaHuss CHCTEMBI B 4acTd
UCTIOJIHEHHUSI CBOEH O0O0S3aHHOCTH IO MPEIOCTABICHHIO
banky  moctroBephoit  mH(OpMaimu  (OOHOBICHHOM
uHdopmanmy B cilydyae ee H3MeHeHMs), baHk BmpaBse
MIPUOCTAaHOBUTH Hcnonb3oBaHue Kimentom Cuctemsl. [o
MoMeHTa monmydeHus bankom yBenomieHus Komenta
(npencraBurenss Kimenra) o0 W3MCHEHWH KOHTAaKTHOM
uHpopmanmy, baHK He HeceT OTBETCTBCHHOCTH 3a
HETIOIy9YeHNEe WM~ HECBOCBPEMCHHOE  IIOyYCHHE
HanpaBieHHOH KimeHty koppecmonnmeHmmu, a KimeHT
HECeT BCC PHUCKH BO3MOXKHBIX YOBITKOB, BBI3BaHHBIX
HEMOJyYeHHEM WM HECBOCBPEMEHHBIM IIOJyYeHUEM
HarpasjeHHO# KiieHTy KoppecnoHIeHIIH.

6.2.4. Kiment o0s3yeTcs oOecneynTh
nHdopmanuu 0 MOJY4YEeHHOM Bpemennom
napoJsie/usmMeHeHHoM  Ilaposie  cmoco0oM, —JIenaroliuM
Bpemennsnii  mapons/[lapons  HEOOCTYIHBIM — TPETHUM
avnaM, B TOM 4HClIe, HE cooOmars BpemeHHbIH
napoinb/[lapons  pabotHmkam  bamka, a  Takxe
He3aMeIMTeNbHO yBenoMisiTh bank o Kommnpomeranuu
Bpewmennoro mapoist/[lapos.

6.2.5. Kiment o0s3yercs He mnpoBomuTh 1o Cueram
oreparuu, CBSI3aHHBIE c OCYLIECTBIICHHEM
NpeANPUHUMATENCKON IESTEIbHOCTH.

Knuent o6s3yercs He mnpoBoaute Mo Cueram
BAIIOTHBIE  omepanuu 0e3  paspelieHud, KOTOpbIe
HEOOXOJMMBI B COOTBETCTBUM C  JICUCTBYIOIIUM
3akoHOJaTenbcTBOM Poccuiickoit denepanuu.

6.2.6. B ciyudae yTpaThl KOHTPOJIS Haj
3aperucTpupoBaHHEIM ~ HOMepoM  Kiment  o0s3yercs
He3aMe/UTHTENIbHO coo0muTh 00 3TOM B baHK.

6.2.7. Kimenr o0s3yercs oOecreduTs MoOJepKaHUE
IpueMa CMc-COOOIIeHNI Ha 3aperucTpupOBaHHOM HOMeEpe.

XpaHEeHHe

6.2.8. KiueHt o0s13yercst npeiocTaBuTh baHky B KauecTBe
3aperucTpupoBaHHOTO HOMEpa JCHCTBUTEIHHBIA HOMED
MOOMIBHOTO TenehoHa © 00ECIeYNUTh MOCTOSHHYIO
JIOCTYITHOCTh HOMepa MOOWIIBHOTO TelieoHa Al mpruema
coobmienuii B hpopmare SMS-cooOmeHui.

6.2.9. KnueHT HeceT OTBETCTBEHHOCTh 3a JIOCTOBEPHOCTH
HOMepa MOOWJIBHOTO TelieoHa, 00s3aH He JOIyCKaThb
co3zfaHue JyOsmKaroB (KJIOHOB) Sim-KapTbl, a TaKkxe He
JIONCKaTh IIOJIydeHHE, HCIIOJIb30BaHWE W 3aMeHy sim-
KapTel W/WiIK HOMepa MoOwibHOro Ttenedona, Komosoro
CJIOBA HEYTIOJTHOMOYEHHBIMH JIHIAMH.

Bank transferred to the Bank on behalf of the Client
and signed with the EHS of the Client.

6.2.2. In case of refusal of the Bank from execution of
an Order the Client (Client's Representative) may
apply to the Bank for respective information, including
that of the reasons for such execution failure.

6.2.3. The Client bears responsibility for the accuracy
and relevance of all data transferred to the Bank upon
conclusion and implementation of the present RBS
Contract. In case of changes related to the information
mentioned in the Application on affiliation to the
Terms and Conditions, the Client is obliged to notify
the Bank on those changes immediately in a written
form and in-person visit of the Client (Client's
Representative) to the Bank. Provided that the Client
violates the procedure on using the System related to
implementation of own obligations with regards to
providing the Bank with accurate information
(updated information in case of its change), the Bank
reserves the right to suspend the use of System by the
Client. Till the moment of receiving by the Bank a
notification from the Client (Client's Representative)
on changing contact information, the Bank does not
bear responsibility for non-receipt or delayed receipt
of correspondence directed to the address of the Client,
and the Client bears all the risks of possible losses,
related to non-receipt or delayed receipt of
correspondence directed to the address of the Client.
6.2.4. The Client shall store the information about the
received Temporary Password / changed Password in
a way that makes the Temporary Password / Password
inaccessible to any third party, including not provide
the Temporary Password / Password to the Bank
employees, as well as immediately notify the Bank if
the Temporary Password / Password is compromised.

6.2.5. The Client shall not carry out any transactions
on the Accounts related to entrepreneurial activities.

The Client shall not carry out any currency
operations on his/her Accounts without the permit
required by the applicable law of the Russian
Federation.

6.2.6. In case the Client lost control over the
Registered Number, the Client must immediately
notify the Bank thereof.

6.2.7. The Client will secure continuous and
uninterrupted receiving of SMS at the Registered
Number.

6.2.8. The Client undertakes to provide the Bank with
a valid mobile phone number as a Registered Number
and to ensure that the mobile phone number is always
available for receiving SMS.

6.2.9 The Client shall be held liable for the accuracy
of the mobile phone number and shall prevent the
creation of duplicates (clones) of the sim card, as well
as the receipt, use, and replacement of the sim card
and/or mobile phone number, Memorable Word by
unauthorized persons.
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6.2.10. Kimentr o00s3yercss 00eCHEYUTh XpaHCHHE
nHpopmanuu o KomoBoM ciioBe crmocoOom, IemaroniiM
Ko/10Bo€ CITI0BO HEIOCTYITHBIM TPETHUM JIHIAM.

6.2.11. KnueHT 00s3yercsi HEMeaIeHHO MH()OPMHPOBATH
bank o wHanpaBneHMH DJIEKTPOHHBIX JIOKYMEHTOB IO
Cucreme mox  BiusSHMEM  oOMaHa  WIM  TIpH
3JI0yTIOTPEOJICHUH €ro JJOBEPUEM.

7. I3SMEHEHHUE YCJIOBHUH

7.1. YcnoBus MOTYT OBITh H3MEHEHBI 110 HHUIMATHBe barka
MyTeM BHECCHHS W3MEHCHWH W/WIM JONONHCHWH B
VYcnoBus, B TOM 4HCIE ITyTeM YTBEpXKICHHS HOBOI
pemakuuu  YCJIOBWH, B TOpPAOKE, YCTaHOBICHHOM
HACTOSLIUM pa3feioM Y CIIOBUM.

7.2. VI3aMeHeHus W/WIT IOTIOJTHEH U B Y CIIOBHSI, BHECEHHBIE
bankoM, BCTymaloT B CHJIy MO HCTeUCHMH 5 (IIITH)
KaJICHIApHBIX JTHEH ¢ narbl omyOnukoBaHus bankom
nHpopManuy 00 3THX W3MECHEHMAX W/WIN IOTOJHEHUSIX
1100 ¢ AaThl BCTYIUICHHUS N3MEHEHUI W/UITH JOTIOIHEHNH B
CHIly, €CIM Takas JaTa yKa3aHa B OITyOJMKOBaHHOM
nH(opManuy, HO He paHee 5 (IIATH) KaJICHIapHBIX THEH ¢
JTaTHl ONyOIMKOBaHUS HHPOPMALINH.

B cayuae uzmenenus 3akoHoaarenbctsa Poccuiickoit
®enepanuu Y cioBus, 10 MOMEHTa UX U3MEHEeHHs baHkoM,
MIPUMEHSIOTCA B 9aCTH, HE POTHBOpEYaIel TpeOOBaHISIM
3aKoHoJarenbcTBa Poccuiickoit @enepanuu.

7.3. Kimenr o0s3aH He peke ONHOrO pa3a B 5 (TATh)
KaJICHIApHBIX JIHEH 3HAKOMUTbCA C uHpOpManuew,
myonukyemoii baHkoM B COOTBeTCTBHU ¢ myHkmom 1.5
Ycnosuid.

7.4. B cygae Hecornacus Kinenrta ¢ u3MEHEHUSIMH W/HIH
JIOTIOTHEHUSIMHU, BHECEHHBIMHU B Y CIIOBUS, MIIH yCIIOBHSIMU
HOBOH penakiuu Ycinosuid, KineHt BnpaBe pacTOprHyTbh
Horosop IbO B mopsiake, yCTaHOBICHHOM B paszodeie §
Ycnosuid.

75. B cimywyae, ecimm [0 BCTYIUIGHHS B  CHIY
OITyOJIMKOBaHHBIX baHKOM M3MEHEHU W/UiTH TOTI0THEHNH,
BHECEHHBIX B YCJOBUS, baHK He MONTy4Ma yBeZOMIICHUS
Knuenta o pacropxxenun [orosopa JBO, CropoHsl
MPU3HAIOT, YTO YKa3aHHbIE M3MEHEHUS W/WJIH JJONOJIHEHHUS
B YcnoBus npuHATH KineHrom.

7.6. baHk He HeceT OTBETCTBEHHOCTH, €CIM MH(pOpMAIHs
00 U3MEHCHUU W/ JIOTIOJTHEHU N Ycnosuit,
OIyOJIMKOBaHHAS B MOPSAKE W B CPOKH, YCTaHOBIICHHEIC
YcnoBusimu, He ObLIa TOJMydeHAa W/HMIW H3ydeHa W/WIIH
MpaBWIbHO HCTOJIKOBaHa KimeHToM.

7.7. JTroOble U3MEHEHUS W/WIIM JOIOJHEHUS B Y CIIOBHUS C
MOMEHTA UX BCTYIUICHUS B CHITy PABHO PAcCIPOCTPAHSIOTCS
HA BCEX IUI], MPHUCOCIUHUBINNXCSI K YCJOBUSAM, B TOM

6.2.10. The Client undertakes to ensure the storage of
information about the Memorable Word in a way that
makes the Memorable Word inaccessible to any third
parties.

6.2.11. The Client undertakes to immediately notify
the Bank about sending of the Electronic Documents
under the influence of fraud or by breach of trust.

7. CHANGE IN THE TERMS AND
CONDITIONS

7.1.The present Terms and Conditions may be
changed by the initiative of the Bank via making
adjustments and/or amendments in the Terms and
Conditions, including via verification of the new
edition of the Terms and Conditions, according to the
procedure stipulated by the present section of the
Terms and Conditions.

7.2. Adjustments and/or amendments in the present
Terms and Conditions, made by the Bank, enter into
force after 5 (five) calendar days as of the date of
publication of information by the Bank on such
adjustments and/or amendments, either as of the date
of entering into force of adjustments and/or
amendments, if such date is mentioned in the
published information, but not earlier than 5 (five)
calendar days as of the day of publication of
information.

In case of changes in the legislation of the
Russian Federation, the Terms and Conditions, till the
moment of their adjustment by the Bank, are applied
insofar as they do not conflict with the requirements of
the legislation of the Russian Federation.

7.3. The Client is obliged to get familiarized with
the information, published by the Bank according to
point 1.5 of the present Terms and Conditions at least
once in 5 (five) calendar days.

7.4. Provided that the Client disagrees with the
adjustments and/or amendments, made in the Terms
and Conditions or with the conditions of the new
edition of the Terms and Conditions the Client
reserves the right to cancel the RBS Contract
according to the procedure mentioned in Section 8 of
the present Terms and Conditions.

7.5. In case the Bank receives no notification from the
Client on cancellation of the RBS Contract prior to
entering into force of the adjustments and/or
amendments of the Terms and Conditions published
by the Bank, the Parties acknowledge that the
mentioned adjustments and/or amendments of the
Terms and Conditions are accepted by the Client.

7.6. The Bank bears no responsibility if the
information on adjustments and/or amendments of the
Terms and Conditions published according to the
procedure and within the deadlines, established by the
present Terms and Conditions, was not received and/or
studied and/or properly interpreted by the Client.

7.7. Any adjustments and/or amendments in the Terms
and Conditions, as of the day of entering into force,
equally refer to all parties affiliated to the Terms and
Conditions, including parties affiliated to the Terms
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YHCciIe MPUCOSAMHMBIIMXCA K YCIOBHAM paHEE JaThl
BCTYIUICHUS] I3MEHEHUH 1/MIH TOTIOJTHEHUH B CHITY.

8. CPOK JIEMCTBUS U MOPSIIOK
PACTOPXEHMUSA JOT'OBOPA 1O

8.1. Nororop JIBO BcTymaeT B CHTy ¢ MOMEHTA TIOTYYEHUS
Kmuentom (mpeacraButenem Kimumenrta) 3asBieHus o
MIPUCOEANHEHNH K Y CIIOBUSAM ¢ OTMETKOM baHka.

8.2. lorosop JIBO neiicTByeT 10 MOMEHTa NpEeKpalleHHs
BCEX JIOrOBOPOB OaHKOBCKOTO cuera (HE KacarolIuxcs
CYETOB JUI PACYECTOB C UCTONB30BaHHEM OAaHKOBCKUX KapT
W CUETOB AJIsI PacyeToB II0 OMepaunusiM C IHU(PPOBBIMU
(MHAHCOBBIMH aKTHBaMM) U JOTOBOPOB CHUETa BKJIAJA «J0
BOCTpeOOBaHUsI», 3aKIF0ueHHBIX Kiinenrom ¢ bankom.

8.3. JHorosop [JBO wmoxer OBITH pPACTOPTHYT IIO
TpeboBaHuIo 0qHOH 13 CTOPOH, IPH 3TOM HCIIOJIL30BAHHE
Knunentom Cuctemsl npekpamaercs. B nenp pactopxeHus
Horosopa JIBO u otkmouenus Knuenra ot Cuctemsl bank
nHpOopMHpPYET ero o0 3TOM IIyTeM HAampaBICHUS CMC-
coo0IIeHHs1 Ha 3aperuCTPUPOBAHHBI HOMEP C yKa3aHUEeM
MPUYMHBI TAKOTO OTKIIFOYEHUS.

8.4. B cnyuae, eciu KimeHT He OCYIIECTBISUT BXOX B
Cuctemy ©Oonee 14 (ueTblpHagUaTH) KaJleHIApHBIX
MecsneB, baHK B IENSX CHIDKEHHS pPUCKA COBEPIICHUS
Omnepartiuii, COOTBETCTBYIOLINX MPHU3HAKAM OCYIIECTBICHHS
mepeBoia  JEHEXKHBIX CPEACTB 0e3  1oOpOBOJIBHOTO
cornmacusi KnmeHra, BIpaBe OTKas3aTbCsl OT HCHOJHEHHMS
Hactosmero Jloroeopa JIBO, muceMeHHO yBemoMHB 00
stoM Knnenra.

8.5. Pactopxkenme J[loroopa JIBO ocymecrtBisercs B
CJIC/TYIOIIEM TIOPSI/IKE:

8.5.1. B cayuae pacropxenuss [orosopa JIbO mo
nHunmaruee banka, bank yBenomuser 06 stom Kinenrta He
no3aHee, ueM 3a 14 (4eTeIpHaAIAaTh) KaleHIapHBIX THEH 10
natel  pactopkenus Jorosopa JBO mocpenctBom
HaInpaBJICHUSA COOOMICHUS 110 TIOYTOBOMY anpecy Kinenra,
coobmeHHOMY UM TipH 3akitroueHnn [Jorosopa B0, mubo
¢ mnomomipto  Cucrembl, 1HOO0 HWHBIM  CIIOCOOOM,
YCTaHOBJIEHHBIM YCIOBUSIMU. B neHb pacTopxeHus
Horosopa IBO u otkimouenust Knuenra ot Cucremsl bank
HHPOPMHPYET €ro 00 3TOM IyTeM HAaNpaBICHUS CMC-
coo0mieHns Ha 3aperucTPUPOBAaHHBIN HOMEP C yKa3aHHEM
MPUYMHBI Takoro oTkmoueHns. OOs3atenscTBa banka mo
IpUeMy M UCHOJHEeHUulo PacnopsikeHuid, JIOKyMEHTOB IO
BKJIAly W/WIU WHBIX OJEKTPOHHBIX JOKYMEHTOB C
rcnoib30BaHneM CHCTEMBI CYUTAIOTCS MPEKPAIICHHBIMHE C
JIaThl ¥ BPEMEHHU, YKa3aHHBIX B YBEJIOMJICHUH.

8.5.2. B cuyuae pacropxenuss [orosopa JbO mo
nannuaruse Kimenra Knuent ysenomisier 06 stom bank
IyTEeM HalpaBJCHUS YBEJOMJICHUS O PAaCTOPKECHUH
JHorosopa JIFO no Cucreme 1100 1myTeM MpeACTaBICHUS B

BaHKk THCEMEHHOTO YBEIOMIICHHS O PACTOPKCHUU
Horoopa JIBO mnpum  nuuHoit  sBke  Kimenta
(npencraButenss Kimenta) B bank. Jloroop JIBO

CUMTAETCS PACTOPTHYTBIM C JaThl TNPHUHATHS baHkoM
YKa3aHHOTO YBEJIOMJICHHUS, TMPU YCIOBHU OTCYTCTBHS Y
Kimenta o0s3arenscTB mo morameHuio mepen bankom

and Conditions earlier dates of entering into force of
adjustments and/or amendments.

8. PERIODS OF VALIDITY AND
PROCEDURE ON RBS CONTRACT
CANCELLATION

8.1. The RBS Contract enters into force as soon as the
Client (Client's Representative) receives the
Application on affiliation to the Terms and Conditions
with the Bank’s mark.

8.2. The RBS Contract is effective till the moment of
cancellation of all agreements on bank accounts (that
have no attitude to the accounts for settlements by
using bank cards and accounts for settlements with
digital financial assets) and "on-demand" deposit
agreements signed between the Client and the Bank.
8.3. The RBS Contract may be terminated at the
request of either Party, in which case the Client’s use
of the System shall be discontinued. The day the RBS
Contract is cancelled and the Client gets disconnected
from the System the Bank informs the Client on this
fact by sending an SMS to the Registered Number with
an indication of the reason of disconnection.

8.4. If the Client has not logged in to the System for
more than 14 (fourteen) calendar months, with the
purpose to reduce the risk of money transfer performed
without the Client’s voluntary consent, the Bank has
the right to refuse to execute this RBS Contract, giving
notice to the Client in writing.

8.5. The termination of the RBS Contract shall be
carried out as follows:

8.5.1. In case of RBS Contract cancellation by the
initiative of the Bank, the Bank notifies the Client on
it not later than 14 (fourteen) calendar days prior to the
date of RBS Contract cancellation by means of
sending a message to the post address of the Client,
mentioned by the latter upon conclusion of the RBS
Contract either by means of the System, or by any
other means established by the Terms and Conditions.
The day the RBS Contract is cancelled and the Client
gets disconnected from the System the Bank informs
the Client on this fact by sending an SMS to the
Registered Number with an indication of the reason of
disconnection.The obligations of the Bank on
acceptance and execution of Orders, Deposit
Documents and/or other Electronic Documents by
using the System are considered terminated as of the
date and time, mentioned in the notification.

8.5.2. In case of RBS Contract cancellation by the
initiative of the Client, the Client notifies the Bank on
it via transferring a notification on RBS Contract
cancellation by means of the System either by
submitting a written notification on RBS Contract
cancellation to the Bank for which purpose the Client
(the Client's representative) shall visit the Bank
personally. The RBS Contract is considered canceled
as of the date of receiving of the mentioned
notification by the Bank provided that the Client has
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3amommkeHHoctd 1o JloroBopy JBO. Ilpn Hammaum
YKa3aHHBIX 0053aTENBCTB 10 MOTAIICHHIO 3a/[0JPKCHHOCTH
nepen bankom Jlorosop /IBO cunrtaeTrcs pacTOPrHYTHIM C
MOMEHTa MCIOJIHEHHS 0053aHHOCTH 110 OILIATEe YKa3aHHOM
3a10JDKeHHOCTH. B nenp pactopxenus [lorosopa /IbO u
otkimoyeHnst Knmenra or Cucremsl bank uHbopmupyer
ero o0 3TOM MyTeM HalpaBIeHHS CMC-COOOIIEHHs Ha
3aperucTpUpoOBaHHBIA HOMEpP C YKa3aHUEM MPUYHMHEI
TaKOT0 OTKIIIOYECHHSI.

Bce Pacmopspkenust, JIoKyMeHTHI TI0 BKJIany W/¥ITH
WHbIC DeKTpOHHBIE JOKYMEHTBI Krnuenra,
3apEerUCTPUPOBAaHHbIE BaHKOM 10 MOMEHTa NPHHATHA
yBenomiieHns Kimenra o pactopxkennn Jlorosopa JIBO,
MOJUIekKAT HCTIONHEHHI0 bBaHKOM B COOTBETCTBUH C
VYcenosusamu.

C MomeHTa mpuHATHA baHkoM yBemomieHHS

Kmuenta o pacropxenuun [orosopa JBO bank
IpeKpam@aer MpHeM M 3aBeplIaeT HCIOJIHEHHE paHee
npuHAThIX Pacnopspkennit Knuenrta, JIOKyMEHTOB 1O
BKJIaJly, HHBIX DJIEKTPOHHBIX JOKYMEHTOB.
8.6. Ilpekpamenne obs3aTenscTB o oroBopy JAbO He
BJICUET MPEKPAIICHNS 00s3aTENBCTB 110 WHBIM JIOTOBOpaM
(cormameHusM), 3aKIMIOYEHHBIM Mexny Kimentom w
Bbankowm.

no debt service obligations to the Bank under the RBS
Contract. In case of presence of such debt service
obligations to the Bank, the RBS Contract is
considered canceled as of the moment of performance
of obligations on payment of the mentioned debt. The
day the RBS Contract is cancelled and the Client gets
disconnected from the System the Bank informs the
Client on this fact by sending an SMS to the Registered
Number with an indication of the reason of
disconnection.

All Orders, Deposit Documents and/or other
Electronic Documents of the Client, registered in the
Bank till the moment of accepting the notification of
the Client on RBS Contract cancellation are subject to
execution by the Bank according to the mentioned
Terms and Conditions.

As of the moment of accepting the notification of

the Client by the Bank on RBS Contract cancellation,
the Bank stops accepting and finalizes the execution of
early Orders, Deposit Documents and other Electronic
Documents of the Client.
8.6. Cancellation of obligations under the RBS
Contract does not bring to cancellation of obligation
under other agreements (contracts) signed between the
Client and the Bank.




HOPUJIOKEHHUE Ne 1

K YCIOBUSIM AUCTAaHIIMOHHOTO OAaHKOBCKOT'O OOCITY>KUBaHUS
¢usmueckux sy nocpencrsom Cucremsl EuroLink

B AO AKb «kEBPO®VHAHC MOCHAPEAHK»

PEKOMEHJIAITAA TIO HH®OPMAIIMOHHOM
BE3OITIACHOCTH, B TOM YUCJIE ITO
CHUXEHMUMIO PUCKOB IIOBTOPHOI'O
OCYWECTBJIEHUSA IIEPEBOJA JEHEKHBIX
CPEJICTB BE3 1OBPOBOJIBHOI'O COTI'JIACUSA
K/IMEHTA

B cBM3m ¢ y4YacTHBIIMMHUCS CIIydassMd  IIPOBEACHHUS
MOIIEHHHYIECKUX OTIEPAIIH 110 IEPEBOTY ICHEKHBIX CPEJICTB C
UCTIONIB30BAHMEM CHUCTEM JUCTAaHIMOHHOTO OaHKOBCKOTO
oOciyxuBaHMA depe3 ceTb VIHTepHET © B LeAX
MIPEAOTBPALICHHUS] HECAHKIIMOHUPOBAHHOTO gocTymna Kk Cueram
KnueHnra co CTOpOHBI 37T0yMBIIUIEHHUKOB BaHK HaCTOSATENBHO
pEeKOMEHIyeT (PU3MYECKUM JILAM — 1oJib30BaTesiM CUCTEMBI
EuroLink (mamee — Cuctema) coOII0OAaTh CIACAYIOMIAE MEPBI
nH}popMaMOHHOH 6€30NaCHOCTH:

e lcnonb3oBaTh Ha MOCTOSIHHOM OCHOBE aHTUBUPYCHOE
porpaMMHOE obecrieueHue ¢ MocieHed aKTyaabHON
Bepcueld 0a3 (Ha BceX YCTPOWCTBaxX, € KOTOPBIX
ocymiecTBisieTcst 1ocTyn B CHcTeMy W/WITH Ha KOTOpBIE
npuxoaut SMs/push yBenomienue).

e PeryisapHO BBINONHATH AHTUBHPYCHYIO IPOBEPKY VIS
CBOEBPEMEHHOTO oOHapyXeHHs BPEIOHOCHBIX
mporpaMM (Ha BCEX YCTPOWCTBaX, € KOTOPBIX
ocyIecTBiseTcs JocTyn B CHcTeMy H/MIIH Ha KOTOpBIe
npuxoaut Sms/push ysemomienue).

e PerynspHo ycTaHaBIMBATH OOHOBIIEHUS OTIEPAIMOHHOMN
cucteMbl U Opayzepa VIHTEpHET, MOCPEICTBOM
KOTOPOTO OCYIIECTBIIIETCS HOCTYI B CuUcTeMy (Ha BCeX
YCTPOMCTBax, C KOTOPBIX OCYIIECTBISIETCS JOCTYI B
CucrteMy W/WiIM Ha KOTOpble NPHUXOTUT SMS/push
YBEIOMIICHHE).

e He ycraHaBnuBaTh Ha YCTPOWCTBA, C KOTOPBIX
ocymiecTBisieTcst goctyn B CucreMy, mporpamMMbl JUTs
yaaneHHoro ympasieHus (Team Viewer, Ammyy
Admin, AnyDesk, VNC u 1.11.).

e biokupoBarh JOCTyl K YCTPOMCTBaM, MOCPEICTBOM
KOTOPBIX ocymecTBisgercss goctyn B Cucremy. He
OCTaBIATH  pa30JIOKMPOBAHHBIE  YCTpoWcTBa  0Oe3
MPHUCMOTpA.

e OcymecTBaiaTh BXxoJ B CUCTEMY IOCPEACTBOM IPSIMOTO
Habopa ccoutku  https://dbo.efbank.ru B ctpoke
Opay3sepa WJIM TIO CCBUIKE Ha KOPIIOPAaTHBHOM
Wutepner-caiite banka. Ilpu 3ToM Bcerna npoBepsTsh,
YTO COEJMHEHHE OCYIIECTBISIETCS 10 Oe30macHOMY
nporokosry https Ha anpec *.efbank.ru (mampumep,
dbo.efbank.ru). B agpecHoli CTpoKe TOJKEH MOSBUTHCS
3HAYOK 3aKPBITOTO 3aMKa.

e l30eraTsp UCTIONIb30BaHMS HEJIOBEPEHHBIX
KOMITBIOTEPOB (uHTEpHET-Kade u HHBIE
OOILENOCTYITHBIE KOMIIBIOTEPEI) M MyOnuuHbIX Wi-Fi
ceteil mpu nocryne B CucreMy, T.K. B 3TOM ClIydae
BO3MOXKEH IepexBaT 3JIOYMBIIUICHHUKAMH  BCEro
Bamero tpaduka, B TOM uucie HHGOPMALUH O
HapoJIsX.

APPENDIX NO. 1

To the Terms and Conditions of remote banking
services rendered

to physical entities by means of EuroLink System
in EVROFINANCE MOSNARBANK

RECOMMENDATIONS ON
INFORMATION SECURITY, IN
PARTICULAR ON REDUCING THE
RISKS OF RE-TRANSFER OF FUNDS
WITHOUT THE CLIENT'S VOLUNTARY
CONSENT

With a view to the increasing number of fraud
transactions of funds by means of remote banking
systems via Internet and for the purposes of
prevention of unauthorized access of hackers to the
Accounts of the Clients, the Bank strongly
recommends to physical entities — EuroLink System
users (hereinafter — “the System”) to meet the
following measures of information security:

e To use on permanent basis anti-virus software
with the last updated version of databases (on
all devices used to access the System and/or that
receive SMS/push notifications).

e To performanti-virus screening on regular basis
for timely disclosure of hazardous programs (on
all devices used to access the System and/or that
receive SMS/push notifications).

e To install regularly the updates of the
operational system and the Internet Browser
(which is used for accessing the System) (on all
devices used to access the System and/or that
receive SMS/push notifications).

e Do not install in devices used for access to the
System any software for remote manipulation
(Team Viewer, Ammyy Admin, AnyDesk,
VNC, etc.)

e To block access to the devices used to access
the System. Not to leave unlocked devices
unattended.

e To access the System via direct link
https://dbo.efbank.ru or the link on the
corporate web-site of the Bank. One should
always make sure that connection with
*.efbank.ru (e.g., dbo.efbank.ru) is established
via the secure protocol (https). A closed lock
icon will appear in the address bar.

e Do not access the System using the untrusted
computers (Internet cafés and other public
computers) amd public wi-fi networks when
accessing the System, as attackers may
intercept all your traffic, including password
information.
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e VYcTraHaBIMBaTh 0OHOBIIEHHSA MPOTPaMMHOTO
o0ecrieueHns TOJIBKO U3 OQHUIIHATBHBIX HCTOYHUKOB.

e He coxpanars Jlorus u [Tapons CuctemMsl B maMaTu
Opaysepa.

e He xpanurts Jlorun u Ilapons Cucrems! B OTKPBITOM
BUJE Ha YCTPOIlcTBaX, C KOTOPBHIX OCYIIECTBISIETCS
noctyn B Cuctemy.

e lcnonp3oBaTh  NPWIOKEHWUS  Ha  cMapT(oHaXx,
MOJTyYeHHBIE u3 odurmansEHbBIX Mara3uHOB
npwiokeHnit.  MoOwmimpHas — Bepcuss  CucTemsl

pa3MelneHa Ha kopnopatuBHoM MHTepHeT-calite banka
- https://evrofinance.ru/chastnym-litsam/sistema-

eurolink/.
e PerynsapHo, HE pexe OAHOIO pas3a B J€Hb, I10JIYy4aTh U
MPOBEPATH HHMOPMAIIMIO O 3apETUCTPUPOBAHHBIX

PacnopspxkeHusx u o coctostHuu CueToB.

Bank pexomenayer KineHTy yuuThIBaTh pUCKU NPH paboTe ¢
Cuctemoil wuepe3 cerb UHTepHET M INOHHMAaTh, YTO
HCTIONB30BaHUE TOJBKO AHTHBHUPYCHOTO IPOTPAMMHOTO
obecnieuerns He qaet 100% rapaHTHH 3aIIUTHI OT IPOBEACHUS
37I0yMBIIIJICHHIKOM MOIIIEHHIYECKHX omepanuii B Cucreme.
B cmywae ecimm y Bac mepecrama paboraTh cHM-Kapra,
CBSDKUTECH CO CBOMM OIIEPATOPOM COTOBOI CBSI3M U BBISICHHUTE
npuanHy. BO3MOXHO, 3JI0YMBIIUICHHUKH TOMYYHIA KIIOH
(mybnmkar) Bameit cuM-KapTHI.

Crnemyer  yuuThIBaTh  CaMble  PAacIpOCTpaHEHHBIE  Ha
CErOJHAIIHUN JEeHb CXEMbl MOLIEHHUYECTBA B ceTU MIHTEpHET:

e «CounaspHBIi HHXUHUPHHDY» — 3JI0YMBIIIJICHHUKH
pacchUIaloT cooOrmeHus IIOCPENCTBOM
SMS/3neKTpOHHOM OYTHI WITH 3BOHAT OT UMeHH baHka
U MOJ PA3IUYHBIMU MPEATIOraMHU MBITAIOTCS MOIY4YUTh
ot Knuenra Jlorunsl, [Taponu, ®©.1.0., Homepa cueTos,
KapT, IMH-KOJOB H T.JI.

e «DumuHr» — Kimenty mpucelnaercs mo moyTe WK
HHBIM CIIOCOOOM CCHUIKA Ha MOJENIbHBINA CaT,
KOTOPBI MOET BH3yaJlbHO HE OTIMYAaThCi OT
MOJUIMHHOTO, ¢ IpockOoii BBect JloruH, Ilapons Ha
noctyn B CuctemMy W JApyrue JaHHBIE TOJ JIFOOBIM

npeioroM  (MCTEK  CPOK  JEWCTBUS  Mapo,
HE00X0IMMOCTh MIPOUTH JIOTIOJTHUTENBHYIO
aBTOPU3AlMIO, Pa30JIOKMPOBKA  3a0JIOKHPOBAHHOTO

JIOCTYIIA | T.I1.).

e 3apakeHHe BPEJAOHOCHBIM KOJOM — MPOHCXOAUT Yepes
pacnpoCcTpaHEHUE BPENOHOCHBIX IPOrpaMM uepes
WuTepHeT-pecypcsl, Hampumep, CalThl COLMAIbHBIX
ceTel WM TIOCPENCTBOM CHAM-PAacCBUIKHM depe3
anekTpoHHyto moduty. I[locme 3apaxenuss CuCTEMBI
Kinenra BUPYCOM HJIN «TPOAHOM» 3JIOYMBINIJICHHUK
MOJTy9aeT TOJTHBIA KOHTPOJb Hax CHCTEMOH.

HpI/I nucnoib3oBaHun CUCTEMBI HCO6X0}II/IMO IIOMHUTB, YTO:

B cayyae BbifgBaeHus KimeHTOM mo03pHTEIBHBIX
onepanuii B Cucreme Heo0X0IMMO He3aMeAJUTEILHO
cBsa3aTbes co Cinyx00ii kaneHTckoil noaaepxku banka mo
HOMepYy TesedoHa, 0nmy0JHKOBAHHOMY HA KOPIIOPATHBHOM
HNnrepHer-caiite banka.

The B
upon

Install updates of system software only from
official sources.

Do not save Login and Password for the System
in the browser’s memory.

Do not store Login and Password for the System
openly in devices used for access to the System.

Use only those smartphone apps that are
downloaded from official app stores. The
mobile version of the System is posted on the
Bank’s corporate website at:
https://evrofinance.ru/eng/individuals//system-
eurolink/.

Receive information about the registered
Orders and the status of the Accounts and verify
it at least once a day.

ank recommends the Client to consider the risks
working in the System via Internet and

understand that only use of anti-virus software
provides with 100% protection guarantee from fraud
transactions by hackers in the System of the Client.

In case if your sim card appears inactive, please
contact your mobile service provider and clarify the
reasons. May be intruders received a clone (copy) of

your s

im card.

It is necessary to consider the most widely spread
schemes of fraudulent activities in the Internet for

today:

When
that:

“Social engineering” hackers send SMS /email
or call you on behalf of the Bank and under
various pretexts try to get the Client’s Login,
Password, Print Name, numbers of accounts,
cards, pin codes, etc.

“Phishing” — The Client receives by mail or
otherwise a link to a fake web-site, which can
be visually identical to the official one, with a
request to enter the Login and Password for
any reasons to access the System (password is
out-of-date, additional authorization s
required, unlocking of the blocked access,
etc.).

Infection by a malicious code by means of
spreading malicious programs via Internet
resources, for example, social networks web-
sites, or by spamming via electronic mail.
After infecting the Client’s System with a
virus or a “Troyan” program the hacker gets
full control over the System.

using the System it is required to remember

In case the Client discloses suspicious transactions

in the

System, it is required to refer to the Bank’s

Client Support Service immediately via telephone

numb
Bank.

er published on the corporate website of the
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