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YCJIOBUA JTMCTAHIIMOHHOI'O
BAHKOBCKOI'O OBCJIY KUBAHUA
COUBNYECKHUX JIMI TOCPEACTBOM
CUCTEMbI EUROLINK
B AO AKb «<EBPO®UHAHC
MOCHAPBAHK»

TEPMUHBI U OITPEJAEJEHUA

ACII KimenTa — aHaymor COOCTBEHHOPYYHOH HOIIHACH
Knuenta, ymocroBepsromunii (akT CcoOCTaBICHUS U

MOJIUCAHUS ONeKTPOHHOTO JIOKYMEHTa,
nepeaasaemMoro B bank ot wumenn Kimenra c
UCIIOJIb30BaHHEM Cucremsl, YIOCTOBEPSIOIIUI

MO/UIMHHOCTh  TaKOT0  OJEKTPOHHOTO JIOKYMEHTa,
BKJIIOYass BCE €ro o0s3aresNbHble  PEKBU3UTBHI,
MO3BOJIIIOIUI ~ JOCTOBEPHO  YCTaHOBUTh,  UTO
ONEeKTpOHHBIM JOKyMEHT ucxogut ot Kiuenrta. B
kauectBe ACII wucnons3yercst Pa3oBblii ceKpeTHBII
MapoJb.

AyTeHTH(UKALIUA — npoueaypa MIPOBEPKU
noanuHHocTy Knuenta ¢ nomomsto Jloruna, Iaposs,
Bpemennoro mapons, KomoBoro cioBa wWiM HHBIM
crocoooM, MPeyCMOTPEHHBIM YcaoBusaMu.
ITonoxurenbHbIl pe3yibTar AyreHTuduKau
MOATBEPXKIACT, YTO popMUpOBaHKE U Nepenada B bank
DJIeKTPOHHBIX JOKyMeHTOB/oOpalieHue B baHk uepes
Cnyx0y KIHEHTCKOM TOANEPKKH, MPOU3BOIUTCS
camuM Knuenrom.

Bank — AKIMOHEPHBIN KOMMEPYECKHIA
BAHK «EBPO®MHAHC MOCHAPEAHK»
(akmmoHepHOE  00mEecTBO). MeCTO  HaXOXKICHHS:
121099, Poccus, . Mocksa, yi. Hosrit Apbar, a. 29.
I'enepanbnas nuuen3us banka Poccun Ne 2402.

BanioTHble omepanMm — ONEpaluy, SBISIOLIAECS
BAJIFOTHBIMHU ornepanuaMu B COOTBETCTBUHU C
JIEUCTBYIOIIMM  3aKOHOJAaTeIbCcTBOM  Poccuiickoit
®denepanuu.

Bpemennsbrii napoJib - YHUKaJIbHAsI
MOCJIEI0BATENBHOCTh CHMBOJIOB, HampasisieMas
Kinnenty BankoM mocpeAcTBOM CMC-COOOIIEHUsT Ha
3aperucTpUpOBaHHBIA ~ HOMEp, W  HCIOJb3yeMas
Kinenrom B kauectBe Ilaposns npu mepBoMm Bxoie B
CucreMy, a TakXKe B CIIydae BOCCTAHOBICHUS JOCTyIA K
Cucreme mocie  Kommpomeramuw/yTpaTsl WM
OJIOKHPOBKH Cucremoit Maposns W/unm
Jlornna/mprocranoBnenus gocryna k Cucreme.

JucTaHIHOHHOe O(aHKOBCKOe O00CJHy:KHBaHMEe —
npenocTabieHne bankom KimeHTy ¢ nCHoibp30BaHUEM
KananoB poctyma BO3MOXXHOCTH Tiepenaun baHky
DONEKTPOHHBIX JIOKYMEHTOB B IEJAX IPOBEICHHS
Onepanmii, mnpenocraBieHne bankom Kiuenty c
ucrnonb3oBanueM KananoB poctyma wH(pOpMamuud o
MONMY4YeHHBIX B baHke Kpeawrax, pa3MemeHHBIX
CPOYHBIX BKJajgaX, BBINYIIEHHBIX Ha uMsA Kimenra
0aHKOBCKMX KapTax, octarkax u Omeparusax 1o
Cuerawm, HWHBIX CBeJICHU, MIPEIOCTaBIICHIE
BO3MOXXHOCTH OCYILECTBJICHHSI TEPEHUCKU MEXIY
bankom u Kimentom c¢ wucnonbszoBanuem Kananos
JlocTyna.

TERMS AND CONDITIONS OF
REMOTE BANKING SERVICES
RENDERED TO PHYSICAL ENTITIES
BY MEANS OF EUROLINK SYSTEM
IN EVROFINANCE MOSNARBANK

TERMS AND DEFINITIONS

EHS of the Client — an equivalent of handwritten
signature of the Client certifying the deed of drafting
and signing an Electronic document transferred to the
Bank on behalf of the Client using the System,
authenticating such Electronic document including all
its compulsory details, in order to reliably determine
that the Electronic document is coming from the
Client. A Session Key is used as the EHS.

Authentication — a procedure of the Client
authentication using Login, Password, Temporary
Password, Memorable Word or any other means set
out in the Terms and Conditions. The positive
outcome of Authentication verifies that the creation
and submittal of electronic documents to the Bank/the
application to the Bank’s customer support is carried
out by the Client.

Bank — Evrofinance Mosnarbank. Location: 29 Novy
Arbat, Moscow, Russia, 121099. General license No.
2402 of the Bank of Russia.

Currency transactions — transactions that are
currency transactions according to the legislation of
the Russian Federation in force.

Temporary Password — a unique sequence of
symbols sent to the Client by the Bank by means of
SMS to the Registered Number and used by the Client
as a Password at first login, as well as in case of the
System access recovery after a Compromise/loss or
blocking by the System of the Password and/or
Login/suspension of access to the System.

Remote Banking Services — rendering by the Bank
to the Client, using the Access Channels, possibility
to transfer to the Bank Electronic Documents for the
purposes of Transactions conduction, and the Bank's
submittal of information to the Client on the credits
obtained in the Bank, opened term deposits, bank
cards issued out in the name of the Client, balances
and Transactions on the Accounts, other information
via the Access Channels, as well as providing
possibility to hold correspondence between the Bank
and Client using the Access Channels.
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Jorosop AUCTAHUHMOHHOI'Q 0aAHKOBCKOI'0
odocay:xxuBanusi (JoroBop) — HOTOBOp MEXKIy
Knuentom u  bBaHKOM, 3aKiIOYEHHBIH  IyTeM

npucoenunenus Komenra x  YcmoBusm. JloroBop
BKJIIOYaeT B ce0s moAamucaHHoe 3asBIEHHE O
NPUCOETUHEHUN K Y CIIOBHSIM, HACTOSIIUE YCIOBHS U
Tapudsr banka.

3asiBjeHHEe O TMPHCOEIMHEHHM K YCJIOBHAM —
MMMCEMEHHOE BOJICH3bsABICHHEe KimenTa 3aKkiIio4YnTH
Horosop.

3aperucTpupoBaHHbIi HOMEpP — HOMEpP MOOMIBHOTO
tenedona, ykazaHHBIH Kiumerrom B 3asgBiIeHHH O
NPHCOCANHCHUHN K Y CIIOBUSIM WJIM 3asBJICHHU O CMEHE
HOMEpa MOOWJILHOTO Tele)OHa IS IeTIeH MOMydeHHS
nH(OpMaLUK B COOTBETCTBHH ¢ JJoroBopom.

Kanan poctyma — xaHanm nepenadd OJIEKTPOHHBIX
JIOKYMEHTOB, o0ciyKHBaHHE o KOTOPOMY
HPOU3BOIUTCS c HCIIOB30BaHHEM
CIICIIMATTM3UPOBAaHHBIX TEXHUYECKUX CpencTB
(UaTeprer) ©Oe3 ywactus paboTHHKOB  banka,
obecrevnBawImunii Kinenram BO3MOXHOCTb
CaMOCTOSTENEHO (OPMHPOBATh M HepeaaBath B baHk
ONeKTpOHHBIE JOKYMEHTHI M IOJydYath OT baHka
ONEeKTPOHHBIE TOKYMEHTHI.

Kauenr — ¢pusudeckoe nuiio, umeromniee Cyera B banke,
OTKPBIThIC HA OCHOBAHHHU J0rOBOpa OaHKOBCKOTO cueTa
(He  Kkacaromerocss CuYeToB  JUII  pacdeToB  C
HCIIOJIb30BAaHUEM OAaHKOBCKHX KapT) W/WIHM JOTOBOpa
cyeTa BKJIaJia «J0 BOCTPEOOBAHHMSI.

Kon J0CTyna - YEeThIPEX3HAYHBIN KOJI,
ycraHaBiuBaeMblli KimmeHTOM B MOOWIBHOW BepcHU
Cuctemsl EuroLink, mis 6p1cTpoii AyTeHTH(UKAIIH.

KoxoBoe c¢/i0BO — MOCIIeOBaTEIbHOCT CHMBOJIOB,
u3BecTHas Tojbko KimeHty m baHky, mcmosib3yemas
st Ayrentudukauny Kinenta npu o0cityKHBaHUH
gepe3 Cnyx0y kiameHTCKoH mnomuepxku. Komosoe
CJIOBO MOJKET MCIIOJIb30BAThCS MHOTOKPATHO.

Komnpomerauus — yrpara KineHTOM KOHTpOJSI Haj
3aperucTpUpOBaHHEIM HOMEPOM, a Takke yTpaTa
bankoM wnnu KiMeHTOM yYBEPEHHOCTH B TOM, 4TO
KoH(uAeHunansHas nHpopmanws (Jlorun, BpemeHHbIH
napoib, [lapons, KomoBoe cioBo) He MoXeT OBbITh
UCIIOJIb30BaHa TPETbUMHU JTHLAMU.

Jlornn - YHHKaJIbHasI MOCIIEI0BATENBHOCTh
OYKBEHHBIX/IIM(PPOBBIX CHMBOJIOB, MCHOJB3yeMas JUIs
Aytentndpukanmmu  Kimmenra B Cucreme. Ilpu
peructpanuu Kimenra B Cucteme Jlorun ¢popmupyercs
bankoM B aBTOMaTHMuecKoM pexume. B mocnenctBumn
Knuent BnpaBe wu3menutrs JloruH B mopslke,
YCTaHOBJICHHOM Y CIIOBHSIMH.

Onepanuss — HE NPOTHUBOpEHAIas ICUCTBYIOIIEMY
3aKOHOAATENbCTBY Poccuiickoit @enepanuu onepaus
M0 PaclopsLKEHUI0 ACHEXHbIMU cpencTBamu Kinenra,
ucnonHsiemass baHkOM Ha OCHOBaHWMU ODJNEKTPOHHBIX
JIOKyMEHTOB, TME€pellaBaéMbIX B COOTBETCTBUU C
VYcnoBusimMu.

Remote Banking Services Agreement (the
Agreement) — an agreement between the Client and
the Bank concluded through affiliation of the Client to
the Terms and Conditions. The Agreement includes a
signed Application on affiliation to the Terms and
Condition, these Terms and Condition, and the Rates
of the Bank.

Application on affiliation to the Terms and
Condition — a written expression of the Client’s will
to enter into an Agreement.

Registered Number — a mobile telephone number
specified by the Client in the Application on
affiliation to the Terms and Condition or an
Application on changing the mobile telephone
number for the purposes of receiving information
under the Agreement.

Access Channel — electronic documents transfer
channel, which is serviced by means of special
technical tools (Internet) without engagement of the
employees of the Bank, providing the Clients with an
opportunity to generate and transfer to the Bank
electronic documents on their own.

Client — a physical entity, holding Accounts in the
Bank opened under the bank account agreement (that
is not related to any settlement accounts with bank
cards linked to them) and/or the "on-demand" deposit
account agreement.

Access Code — a four-digit code set by the Client in
the mobile version of the EuroLink System for fast
Authentication.

Memorable Word — a sequence of symbols, known
only by the Client and the Bank, used for
Authentication of the Client when dealing with the
Client Support Service. The Memorable word can be
multiply used.

Compromise — loss of control by the Client over the
Registered Number, as well as loss of confidence by
the Bank or the Client with regards to the fact that the
confidential  information  (Login,  Temporary
Password, Password, Memorable Word) cannot be
used by the third parties.

Login—a unique sequence of alphanumeric characters
used for the Client Authentication in the System.
When the Client is first registered in the System the
Login is generated by the Bank automatically. The
Client has the right to later on change the Login
following the procedure stipulated in the Terms and
Conditions.

Transaction — the Client’s cash assets disposition
operations not contradicting the applicable legislation
of the Russian Federation, implemented by the Bank
based on the Client’s Order transferred according to
the Terms and Conditions.



http://context.reverso.net/translation/english-russian/alphanumeric+characters+and

IMapoas - MOCJIEI0BATEIFHOCTD CHMBOJIOB,
CaMOCTOATENBHO co3faHHas KimeHToMm, Hcronb3yemast
st Ayrentudukanun Kitmenra npu o6cmyKMBaHUH 110
Kananam pgoctyna. Ilaponbs MoOXeT HCIOJIB30BaThCA
MHOT'OKPaTHO.

Pacnopszkene  —  DJEKTPOHHBIH  JTOKYMEHT,
cofepxaiuil pacnopspkenne Knuenrta Ha coBepieHue
onHOW wim Heckonbkux Omnepauuii, mnepeJaHHBIN
Kinentom banky ¢ ucnonszoBanuem Kananos nocryma.

Perucrpanmsa — aBTOMAaTHYeCKOE BHECEHHWE B
JJIeKTPOHHOH Qopme 3amich O THoixydeHun bankom
OneKkTpoHHOTO JOKyMeHTa KimeHTa B IPOTOKOIBI
paboTBl mporpaMMBbl, XpaHsmuecs B 0a3ze HTaHHBIX
Cuctembl, KOTOpbIE aBTOMAaTHYeCKH (popMHpyIOTCA 1
Beaytcss B Cucreme. Perucrpanus 3aBepuaercs
MPUCBOCHUEM OJEKTPOHHOMY JIOKYMEHTY cTaryca
«IpunsaT».

Pa3oBblii  cekpeTHbIi NAapoJib —  YHUKalbHas
MOCJIEIOBATEIEHOCTE CHMBOJIOB, HCIOJb3yeMas Ul
HNOATBEPXKIEHHUS MOMJIUHHOCTH, HEU3MEHHOCTH H
LEIOCTHOCTH OJEKTPOHHOTO JOKYMEHTa, a TaKxke
aBTopcTBa KiMeHTa B OTHOLIEHHH TIEpPENaBaEMbIX
Banky DNEKTPOHHBIX JIOKYMEHTOB. [ocne
WCIONB30BaHUsl  Pa3oBBIi  CEKpeTHBIM  mapoib
CTAaHOBUTCS HeIEHCTBUTEIbHBIM. Kaxawpiii Pa3oBblii
CEKpeTHBIN Mapoib npusHaercs CTOpOHAMM aHAJIOTOM
COOCTBEHHOPYYHOH IOJMHUCH M TIPH COBEPIICHHU
Omneparnuii SBISIETCS CPEACTBOM YIOCTOBEPEHMS IPaB
pacropsKeHus JICHEKHBIMH CpeIcTBaMu,
HaxonamuMmucs: Ha Cdere, B COOTBETCTBHHU CO CTaTheH
847 I'paxxmanckoro konekca Poccuiickoit deneparum.
Pa3oBEIif CEKpeTHBIN Tapoilb MOXKET OBITh IONyYeH
KnueHToM  mocpenctBoM  CMC-COOOIICHMS WU
nocpenctBoM  PUSH-cooOmennss (mpu — Hanwguw
TEXHUYECKOH BO3MOKHOCTH).

Cucrema EuroLink (Cucrema) —  cucrema
JIMCTaHITHOHHOTO 0GaHKOBCKOTO 00CITy>KMBAHUS
(1)H31/I‘IGCKI/IX Jah, HWCIoJb3yeMas, B TOM YHCIIC, B
KauecTBe DIIEKTPOHHOTO CPEICTBA TLIATEKA.

Cay:k0a KJIMEHTCKOI MOIIePKKU — IMOIpa3Ie/ICHUE
banka, ocymecTristoniee o0cyxuBanue KimeHToB

npu  obpamenun B bamk 1o  Temedony,
OIyOJMKOBAaHHOMY Ha KOpHOpaTuBHOM MHTepHeT-
caiite banka.

CoenuHeHHe —  TIOCJIEIOBATENLHOCTH  JICMCTBUH

Knuenra, HeoOXOIUMBIX Al TOJYYEHHs JOCTyna K
Cucreme no Kamanmy noctyma B mpegenax OIHOTO
HENpEephIBHOTO HHTEpBania BpeMeHH. s Kaxaoro
CoenuHeHnss AyTeHTH()HKAIWS TPOU3BOAUTCS OIUH
pa3 M CUMTAETCs JECHCTBUTEIBHOM B TEYEHHE BCETO
CoennHeHus.

Croponbl — bank u Kimnenr.

Cuer — cuer Kimenra, orkpeiThiii B banke Ha
OCHOBaHWW JOTOBOpa OAHKOBCKOTO cCYeTa HW/HUIH
JIOTOBOPA CUeTa BKIIA/Ia «JI0 BOCTPEOOBAHUSY.

Tapudsl Banka — pazmep BozHarpaxaeHus: banka 3a
npenocrasiienue KiMeHTy yciayr mo MCrosib30BaHHIO
CucteMbl, B TOM 4YHCIIE 3a IpPEIOCTaBICHUE
BO3MOXHOCTH TmpoBeneHuss Omnepanuit mo Cuery c
ucnob3oBanueM CHCTEMEL.

Password — a sequence of symbols created by the
Client and used to authenticate the Client for servicing
through the Access Channels. The Password can be
multiply used.

Order — an Electronic Document containing the
Client’s instruction for conducting one or several
Transactions, transferred by the Client to the Bank by
means of Access Channels.

Registration — an automatic process of making an
electronic entry on the Bank’s receipt of the Client’s
Electronic Document in the program protocols stored
in System database, which are automatically
generated and maintained within the System. The
Registration is deemed complete when the Electronic
Document is assigned "Accepted " status.

Session Key — a unique sequence of symbols used for
identification of the authenticity, immutability, and
coherency, as well as the Client’s authorship of the
Electronic Documents transferred to the Bank. A
Session Key becomes invalid after it is used. Every
Session Key is acknowledged by the Parties as an
equivalent of handwritten signature. When making
any Transactions, the Session Key certifies the rights
to dispose of the funds on the Account under Article
847 of the Russian Federation Civil Code. The
Session Key can be received by the Client via SMS or
a PUSH message (subject to technical capability).

EuroLink System (System) — a system of Remote
Banking Services rendered to physical entities, used,
without limitation, as an Electronic Means of
Payment.

Clients Support Service — a Bank unit servicing
Clients upon referring to the Bank by the telephone
published on the Bank’s corporate website.

Connection — a sequence of Client’s actions required
for getting access to the System via the Access
Channel within the frameworks of one continuous
interval of time. For each Connection the
Authentication is performed once and considered
valid for the entire period of Connection.

Parties — the Bank and the Client.

Account — the Client’s account, opened in the Bank
under the bank account agreement.

Bank Rates — the size of Bank fees for the System
usage services rendered to the Client, including for
providing with an opportunity to conduct Account
transactions by means of the System.
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YciaoBusi — HacToOsIIMEe YCJIOBUS JUCTAHIIMOHHOTO
0aHKOBCKOTO  OOCHYyXHMBaHUS ~ (DU3WYECKUX  JIHII
nocpeactBom  Cucrembr  EuroLink B AO AKB
«EBPO®MTHAHC MOCHAPBAHK».

DuekTpoHHoe cpeacTBo miaarexa (JCII) — cpenctso
u (umm) cnoco6, mno3Bossitomme Knmenty banka
COCTAaBJIATH, yIOCTOBEPSITH u nepenaBaTh
pactopspKeHUsl B LIENSX OCYIIECTBJICHHUS IepeBoja
JCHEXKHBIX CPEACTB B PaMKax HPHMEHSAEMBIX (GopM
Oe3HAIMYIHBIX pacueToB c UCIIOJIE30BaHHEM
MHPOPMAIMOHHO-KOMMYHHUKALIMOHHBIX ~ TEXHOJIOTHI,
9JIEKTPOHHBIX HOCHUTENeH MH(GOpPMaLUH, B TOM YHCIC
IJIATSKHBIX KapT, a TakkKe MHBIX TEXHUYECKHX
YCTpPOICTB.

DJIEKTPOHHBI JOKYMEHT JIOKYMEHT,
noanucanHbeiit ACIT Kiuenra, nHpopManus B KOTOpoM
Npe/ICTaBJICHa B AJIEKTPOHHOH (hopme, BKIIFOYast, HO HE
OTPAaHUYNBASCh, PACTIOPSKEHUS O TMEPEBOE ICHEKHBIX
CPEICTB, YBEJIOMJICHHE 00 W3MEHCHHUH/OTCYTCTBUH
U3MEHEHNNI paHee MIPEICTaBICHHBIX
UIeHTU(HUKANOHHBIX CBEACHUH B paMKax IPOBEICHHS
bankom MEPONPUATHH, HaIpaBJICHHBIX Ha
UICHTU(HUKALIUIO U €XETOAHOE OOHOBJICHHE CBEJICHUH O
CBOMX KJIMCHTAX, UX MPEICTaBUTEIIX, OCHe(UINapHBIX
BIaAeiIbllaX M  BBITOAONPHOOpETaTeNnsix,  HHbIC
3asBiaeHUs. KJMEHT mNpHu3HaeT, YTO 3JIEKTPOHHBIIN
JIOKYMEHT (B TOM YHCJIE IPUI0KEHUS K 3JIEKTPOHHOMY
JIOKYMEHTY, eciu TaKOBBIE UMEI0TCH),
cOPMHUPOBAaHHBIH M  TEpeJaHHbIi B  MOpSIKE,
MpeayCMOTpeHHOM  J[oroBOpoM, HMeEET  paBHYIO
IOPUIMYECKYI0 CHIIy C JOKYMEHTOM Ha OyMa)kKHOM
HOCHUTEIIE, MOIMUCAHHBIM COOCTBEHHOPYYHOU
HOJIHCBHIO.

PUSH — coobmienne — coo0mieHne, UCIoIb3yeMoe s
nepeaavyn MHPOPMALUH Ha MOOMIIbHBIE TeIe(OHBI MO
yrpaBiieHueM orepannoHHbIxX cucteM i0S, Android OS
(mo TexHonorusm Apple Push Notification Service u
Google Cloud Messaging).

1. OBLYUE INOJIOXKEHUA

1.1 HaCTOHIIII/IC VcnoBus YCTaHaBJIMBAKOT TOPAAOK
06CJ'Iy)KI/IBaHI/I$I (1)H3H‘{GCKI/IX Jii € HUCIIOJIB30BAHUEM
Cucremsl u ONpeAC/ISIIOT BO3HUKAOIIUEC B 3TOH CBS3U
IpaBa, 0053aHHOCTH U OTBETCTBEHHOCTD CTOpOH.

1.2. YcnoBust SIBISIIOTCSL TUIIOBBIM (opmyiisipoM banka
M MOTYT OBITh PUHATH KITMEHTOM He MHaYe Kak IMyTeM
MPUCOCIMHEHUSI K YCIOBHSAM B IEJIOM B IOPSAKE,
YCTaHOBJIEHHOM Y CJIIOBUSIMHU.

1.3. 3axmouenue  JloroBopa  OCYIIECTBISECTCS
Knuentom B coorBercTBMM €O  cTaTtbeil 428
I'paxpanckoro konekca Poccuiickoit  ®enepanuu
myTeM TIpeAacTaBieHuss B bank  3asenenus o
npucoedunenuu K Ycnoeuam Ha OyMaKHOM HOCHUTEIIE
B JBYX OK3EMIULIpaX, COCTaBJIEHHOro mo dopme

IIpunoxenus Nel x YcnoBusim.

1.4, lna moaTBepxacHus dakTa 3aKmodeHus JloroBopa
n peructparuu B Cucreme bank mepemaer Knmenry
SK3EMIULIP 3aA6/1eHUA 0 nPUCOeOUHEeHUU K YC108UAM

Terms and conditions — the present terms and
conditions on remote banking services rendered to
physical entities via EuroLink system in Evrofinance
Mosnarbank.

Electronic Means of Payment (EMP) — a tool and
(or) method which enable the Bank’s Client to draft,
certify, and transfer orders for the purposes of
transferring monetary funds within the framework of
applicable forms of cashless settlements using
information and communication technologies,
electronic information carriers, including payment
cards, as well as other technical devices.

Electronic Document — a document signed with the
Client’s EHS containing information in electronic
form, including but not limited to, instruction to
transfer funds, a notice of change/no change in the
identifying information previously submitted in the
framework of the Bank activities aimed at the
identification and annual update of information about
its Clients, their representatives, beneficial owners
and beneficiaries, other applications. The Client
acknowledges that an electronic document (including
attachments to the electronic document, if any)
generated and transferred in the manner provided for
in by Agreement, has equal legal force with the
document on paper signed with the handwritten
signature.

PUSH message - a message used to send information
to mobile phones running i0S, Android OS (via
Apple Push Notification Service and Google Cloud
Messaging technologies).

1. GENERAL PROVISIONS

1.1. The present terms and conditions stipulate hereby
the physical entities service procedure in connection
with the System and identify the rights, obligations
and responsibilities of the Parties arisen in this regard.

1.2. The Terms and Conditions are considered to be a
typical form of the Bank and shall be accepted by the
Client only by means of affiliation to the Terms and
Conditions in general according to the procedure
stipulated by the Terms and Conditions.

1.3. The Agreement conclusion is carried out by the
Client in line with the Article 428 of the Civil Code
of the Russian Federation by presentation to the Bank
an Application on affiliation to the Terms and
Conditions in hard copy according to the form
presented in Appendix No. 1 to the present Terms and
Conditions.

1.4. To confirm the Agreement conclusion and
registration in the System the Bank provides the
Client with a copy of the Application on affiliation to




c ommemkoil 0 nonyuenuu bankom u npuceoennvim
Jozunom ona éxooa ¢ Cucmemy.

1.5. banmk c wnemslo o3HakomieHus Kimenta c
nHdopmanmed, npeaycMoTpeHHoi JloroBopom, B TOM
quciie ¢ YCIIOBUSIMH, pa3MelaeT BCIO HEOOXOIUMYIO
uHdopmanmio Ha KopropatuBHoM IHTepHer-caiite
Banka  www.evrofinance.ru  wmunum  pasmemaer
OoOBsIBIIEHHSI ~ Ha  CTEHAaX B CTPYKTYPHBIX
NOJpa3AeNIeHUIX banka, OCYILECTBIISTIOIINX
obciyxuBanmne KinmeHTos.

1.6. MomeHTOM ITyONuKauy Y CIIOBHHA 1 HH(OPMAITHH,
a TaKKe MOMCHTOM oO3HakowseHWs Kimenra c
OIyOJMKOBaHHBIMU ~ YCIOBUSIMH W HH(pOpMaImen
CUMTAaeTCd MOMEHT HX IIepBOTO pa3MCEUICHHs Ha
koprnoparusHoM MHTepHeT-caiite banka.

1.7. Onogemienue KnueHTa mno Bonpocam, CBS3aHHBIM C
ucrnonHeHneM JloroBopa, B TOM YHCIIE OIOBELICHHE
Kiuenta 00 orpaHHYeHUN/IPUOCTAHOBICHUH AOCTyIa
k Cucreme mo wmHmIuatuBe banka, 00 Omepanmsx,
COOTBETCTBYIOIINX MpU3HaKaM OCYIIECTBIICHHUS
mepeBoia JCHEXKHBIX cpencTB Oe3 cormacus KimeHra,
ocymecTBisieTcs bankom mo CucremMe WHiIH 1O
3aperucTpUpOBaHHOMY  HOMEpYy  W/HWIH  IIyTeM
HalpaBJIeHUs NMUCHBMEHHOTO YBEIOMJICHHS IO aJpecy,
yKazaHHOMY KIIMEHTOM B KOHTakTHON HWH(OpMAIUU
3asBieHUs O TMPUCOCTUHEHHH K YCIOBUSIM. baHk He
HECET OTBETCTBEHHOCTH 3a HETaTHUBHBIE IMOCIIEICTBUS,
KOTOphIE MOTYT BO3HUKHYTHh y KiimeHTa BclieicTBHe
HENoJyueHus: yBeqomJieHUs OT baHka yka3aHHBIMH
BBIILIE crocobamu B CBS3H c
HEIOCTOBEPHOCTHIO/HEAKTYAIFHOCTRI0  MH(POPMALIUH,
yka3zaHHOH KimeHTOM B KOHTakTHOH HH(OpMAINH, a
Takk€ B CBA3M C HenocTynHocTeio ans Kimenra
YKa3aHHBIX CIIOCOOOB CBSI3H.

1.8. [luctaHmmoHHOe OaHKOBCKOE OOCITYXKHBaHHE
KnuenTa ¢ ucnonszoBanueM CucTeMbl IPOU3BOIUTCS B
COOTBETCTBHU C 3aKOHOJATEIbCTBOM Poccuiickoi
®depnepanuy, YcnoBusMu u JIOTOBOpamy,
3aKIIFOUeHHBIMU Mexay bankom u Kimentom, wimn
WHBIMH  JIOKYMEHTamMu baHKa,  ONpenemsonuMu
MOPSAJIOK [IPOBEJICHUS onepanuit 30}
cooTBeTcTBy0IIEMY CUeTy.

1.9. bank B coorBercTBHM C JloroBopom U Ha
OCHOBaHUU COOTBETCTBYIOIIUX ONEeKTPOHHBIX
JOKyMEHTOB  OKa3biBaeT KimeHtram ycimyru 1o
HOPEJOCTABICHUIO  BO3MOXHOCTH  IPOBEICHUS  C
ucnob3oBaHueM CHCTEMBI CIEIYIOMNX ONepPaItii:

— TepeBOJ  JCHEXKHBIX CpPEACTB B
POCCHICKMX PYOJsIX MEXIy CBOWMH
Cueramu B banke u Ha cBOM cuera B
JPYTUX KPEIUTHBIX OPraHN3aIuaX;

— TIIepeBOJ  JEHEXKHBIX CpPEACTB B
poccHiCKMX pYyOJIsiX Ha cueTa MHBIX
noxyyarteneld  (IOpUAMYECKUX U
(U3MYECKUX JINLT);

— TIepeBOoj, JCHEXKHBIX CpPEACTB B
poccuiickux pyoisix Ha cuer banka;

— TIIepeBOJ  JEHEXKHBIX CpPEACTB B
POCCHHCKHX PYOJISIX ¥ B UTHOCTPAHHON

the Terms and Conditions with the Bank’s receipt
mark and the assigned Login to enter the System.

1.5. The Bank posts all the necessary information on
the corporate  website of the Bank -
www.evrofinance.ru and/or posts announcement on
information boards in the structural units of the Bank
servicing the Clients, for the purposes of information
provision to the Client as set out by the Agreement,
including the Terms and Conditions.

1.6. The time of publication of the Terms and
Conditions and information, as well as the time of
presentation of the published Terms and Conditions
and information to the Client shall be deemed to be
the time when they are first posted on the corporate
website of the Bank.

1.7. The Client shall be notified by the Bank of the
issues related to the performance of the Agreement,
including notification of the Client of any
restriction/suspension of access to the System on the
Bank’s initiative and Transactions with the signs of
money transfer performed without the Client’s
consent, via the System and/or the Registered Number
and/or by written notification to the address specified
by the Client in the contact information of the
Application on affiliation to the Terms and
Conditions. The Bank shall not be liable for any
adverse effects that may occur due to the Client’s non-
receipt of a notification from the Bank via the above
communication means due to wrong/outdated
information specified by the Client in the contact
information, as well as due to the inaccessibility of
such communication means for the Client.

1.8. The Remote Banking Services shall be rendered
to the Client using the System in accordance with the
legislation of the Russian Federation, the Termsand
Conditions, and the agreements concluded between
the Bank and the Client, or any other documents
setting out the procedure of performing transitions on
the respective Account.

1.9. The Bank, according to the Agreement and based
on the applicable Electronic Documents, renders
services to the Clients, providing the opportunity to
conduct the following transactions by means of the
System:

— money transfer in Russian Rubles
between own Accounts opened with
the Bank and to own accounts with
other credit organizations;

— money transfer in Russian Rubles to
other recipients’ accounts (legal and
physical entities);

— money transfers in Russian Rubles
to the Bank account;

— money transfers in Russian Rubles
and foreign currency to brokerage
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BAMIOTE Ha OpOKepckue  cdeTa,
oTKpbIThIE B banke mist Knnenra;

— IIepeBOj  JICHEXKHBIX CpPEACTB B
WHOCTPAaHHOH BaJlIOTE HA CBOU CUETa,
Ha CYeTa MHBIX  HOJIydarenei
(ropuaryecKkuX ¥ pU3NYECKUX JIMI) B
banke, a Taxke Ha CBOM cyeTa, cyera
WHBIX TOJTy4aTesied (FOpUIMYECKUX U
¢u3mdeckux M) B OPYTUX
KPEOUTHBIX OPTraHN3alInsiX;

— IOKYNKH-TIPOJAXKH HMHOCTPaHHOH
BaJIFOTHI 32 pyOIIH;

— JOCTYm K COXpPaHEHHbIM KONHAM
DJIEKTPOHHBIX JOKyMEHTOB;

— IOJydYeHHEe J>KypHaja omepaunuid Mo
Cuyeram (B pyOnsIX W HMHOCTPAaHHOU

BaJIIOTE);

— mosydyeHHe MHGOPMAIMKA O CPOUHBIX
BKJIaJIax;

— mojydeHue HHPOPMAIIMHU O KPEIHUTaX;

— MOJy4YeHHe uHdopmanuu 0
0aHKOBCKHX KapTax;

— MOJy4YeHHe uHdopmanuu 0

OpOKEPCKUX CUeTaX;

— nojydeHue MHpopManuu o0 3dTamax
o0OpaboTku B baHke OTHpaBieHHOTO
Knuentom DNEeKTPOHHOTO
JOKYMEHTa;

— IOJIyYyeHue YBEAOMIICHUM 0
HeoIUIaueHHBIX wTpadax u Haorax
(B cirydae odopmIeHHS
COOTBETCTBYIOILICH ITOJIHUCKH);

— caMmocrosaTenpHas cMeHa [lapous,
Jloruna;

— (opmupoBaHUe cBoei 0a3bl
1a0JIOHOB TJIATEXKEH;

— obmen c¢ baHkoM coO0OImEHHIMH
cBOOOIHOTO dbopmara (c
BO3MOYKHOCTBIO NPUCOEINHEHUS
¢aiiioB), B TOM uucie 00 OT3BIBE
DNEeKTPOHHOTO JIOKyMEHTa hi()
MOMEHTA ero UCHONHEeHUs] BaHKoM.

1.10. Ycayru B pamkax MoOuibHON Bepcun CHCTEMBI
EuroLink* JOCTYITHBI Kaunenram banka,
3aperncTpupoBaHHeiM B CucreMe ¥ HMEOLIMM
TEXHHYECKYI0 BO3MOXHOCTb JUIS  HCIIOJIb30BaHHS
MoOmepHOU Bepcuu Cucrems! EuroLink.

1.11. IlpencraButens KimeHTa TpM  HAIAYHN
COOTBETCTBYIOIIEH JOBEPEHHOCTH BIPaBE B paMKax
Jorosopa oT uMeHu KnreHTa nonuceIBaTh U 01aBaTh
3asBIEHHUS O:

- OokupoBanuu CHUCTEMBI,

- cmeHe JloruHa;

- HanpaBjieHu1 BpeMeHnHoro mapoJs;

- pactopxeHuu Jlorosopa.

Bce ocranpHble aAeicTBHA B paMKax HACTOSILETO
JoroBopa KmnmeHt o0si3aH coBepiiath JUYHO, €CIH
WHOE TPSIMO HE MIPETYCMOTPEHO Y CIIOBHSMH.

accounts opened for the Client with
the Bank;

— money transfer in foreign currency
to own accounts, to other recipients’
accounts (legal and physical
entities) opened in the Bank, as well
as to own accounts and to accounts
of other recipients (legal and
physical entities) in other credit
organizations*;

— foreign currency exchange for
Rubles;

— access to stored copies of the
Electronic Documents;

— retrieval of a transactions statement
(in RF Rubles or foreign currency);

— retrieval of information on term
deposits;

— retrieval of information on credits*;

— retrieval of information on bank
cards™;

— retrieval of information on
brokerage accounts;

— retrieval of information on the
Electronic document processing
phases in the Bank;

— receiving notifications about unpaid
fines and taxes (if there is a
corresponding  subscription  in
place)*;

— independent change of Password
and/or Login;

— creation of own base of payments
templates;

— exchange of free format messages
with the Bank (that provides for
the possibility of file
attachment), including on the
revocation of the Electronic
document until its execution by the
Bank.

1.10. The services provided via the mobile version of
the EuroLink System1 are available to the Bank's
Clients who are registered in the System and have the
technical capability to use the mobile version of the
EuroLink System.

1.11. Where there is a corresponding power of
attorney in place, the Client's Representative shall
have the right to sign and submit the following
applications on behalf of the Client as provided for
under the Agreement:

- for System blocking;

- for Login change;

- for receiving the Temporary Password;

- for the Agreement termination.

All the other actions and measures hereunder shall be
taken by the Client personally, unless provided
otherwise by these Terms and Conditions.

! TIpu nanuuuyn TexHu4YecKoii BosmMoxkHocTH y banka / Subject to technical capability of the Bank
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1.12. Jns wueneit YcnoBuih HEpabOYMMH  THSIMH
CUHTAIOTCA CyOOOTHI M BOCKPECEHBs (BBIXOIHBIC JHN),
3a HCKJIIOUCHHUEM OOBSBICHHBIX PAaO0UYMMHU ITHSIMH B
YCTAHOBJIEHHOM  3aKOHOAATelbcTBOM  Poccuiickoil
Denepanuu MopsiIIIKe, a  TaKxke Hepaboure
Mpa3AHUYHbIE  JHH, YCTaHOBJEHHbIE TpPYIOBHIM
kojmekcom Poccuiickoit ®denepauuu, W TE AHHU, Ha
KOTOpBIE B cuiy HOpM JIEHCTBYIOIIETO
3aKOHOIaTEILCTBA Poccuiickon ®denepanun
MIEPEHOCATCS] BBIXOMHBIE NHU. PaboumMu JHAMHU IS
mene YCIOBHIT CUMTAIOTCA JHH, HE SBISIONIHECS
HepaboOYMMHU JHSMH COTJIACHO HACTOSIIEMY IYHKTY
YcaoBuid.

1.13. OTHOWIEHUS Banka 31 Knuenra,
HEYperyJIHpOBaHHBIE  HACTOSIIUMH Y CJIOBUSAMH,
perynupyroTcs ACHCTBYIOUIUM  3aKOHOJATEIbCTBOM
Poccuiickoit ®epepanuy, HOPMATUBHBIMM AaKTaMH
banka Poccuu, a Takke NOroBOpaMH, 3aKIFOUYECHHBIMHU
Mexay bankom m KnneHTom, Ha OCHOBaHMM KOTOPBIX
Kinenty otkpbiThl Cuera.

1.12. For the purposes of these Terms and Conditions,
Saturdays and Sundays (weekends) shall be deemed
non-business days, except those declared business
days in accordance with the procedure established by
the laws of the Russian Federation, as well as non-
working holidays specified in the Labor Code of the
Russian Federation and the days which weekend days
are carried over to by virtue of the applicable laws of
the Russian Federation. Business days for the
purposes of these Terms and Conditions shall be
deemed days that are not non-business days
hereunder.

1.13 Relations between the Bank and the Client not
governed by these Terms and Conditions shall be are
governed by the Russian legislation, regulations of the
Bank of Russia, as well as the agreements concluded
between the Bank and the Client, on the basis of which
Accounts are opened for the Client.

2. UCI10JIb3OBAHUE CUCTEMbI

2.1.40CTYI K CUCTEME

2.1.1. octyn k Cucreme npenocrasisiercs: KineHrawm,
3aKJIIOYMBIINM J[0TOBOP AMCTAHIIMOHHOTO OAHKOBCKOTO
00CITy’>)KMBaHUS ITyTeM MPUCOCAUHEHHS K Y CIOBHAM, H
3aperucTpupoBaHHbIM bankom B Cucreme.

2.1.2. Joctyn Knmenta k CucTeMe OCYIIECTBIISCTCS
TONBKO TIPH YCIOBUH 00s3aTeNbHON AyTeHTH()HKAINN
Knuenra.

2.1.3. O¢unmansueri agpec CHCTEMBI B CETH HHTEPHET:
https://dbo.efbank.ru.

2.1.4. JloruH U1 BXOIAa B CHCTEMY IIPHCBaMBACTCS
bankom B MomeHT peructpanuu Knuenra B Cucteme. B
ciy4ae yrpatel/KomnpomeTanun/010KHPOBKH
Cucremoii JlornHa, a Takke B MHBIX ciydasx KmmeHT
(mpencraBurens Kimenta) BipaBe 00paTUTHCS JIMYHO B
opuc banka s TpucBoeHUs HoBoro JlormHa c
COOTBETCTBYIOITNM ITUCHMEHHBIM 3asiBieHHeM. KnneHT
BIIPAaBE CAMOCTOATENIBHO U3MEHUTH JIOTMH OCpencTBOM
CucteMsl.

2.1.5. Bpemennslii maposs HampasisieTcss Kimenty
bankom MOCPEICTBOM CMC-COOOIIEHNUS Ha
3aperucTpupoBaHHbBI HOMep mHpu mogade Kimentom
3aaenenus o0 npucoedunHeHuu K Ycaoeuam, 1pu
BO300HOBJICHHH paboTHI CucreMbl mocJie
NPUOCTAHOBIEHHUS JOCTyma K HEH Tmpu mopade
Knnentom COOTBETCTBYIOIIIETO MICbMEHHOTO
3asBJIeHNs/TI0 nHUIMaTuBe banka. BpeMenHsiit mapois
JEWCTBYeT B TEUCHHE CpOKa, YKAa3aHHOTO B
HANpaBJIEHHOM cMc-cooOmennn. [lpu HampaBiaeHun
Knuenty Bpemennoro mnapons bank anHymupyer
neicrByromuii [Tapons Knuenra.

2.1.6. Kiuent 06s3aH n3MeHnTh BpemeHHbIH napoiis B
TE€YeHHE CpPOKa ero AecTBus Ha NOCTOsIHHBIN [lapoiib,

2. UTILIZATION OF THE SYSTEM

2.1.ACCESS TO THE SYSTEM

2.1.1. The access to the System is provided to the
Clients who have signed Agreements on remote
banking services by means of affiliation to the Terms
and Conditions and registered in the System by the
Bank.

2.1.2. The access to the System is granted to the Client
only after the Authentication.

2.1.3. The official address of the System in the
Internet network: https://dbo.efbank.ru.

2.1.4. The Login to enter the System is assigned by
the Bank at the moment of registration in the System.
In case of loss/Compromise/blocking by the System
of the Client’s Login and in other cases the Client (the
Client's Representative) may personally apply to a
Bank Office in writing to obtain a new Login. The
Client shall have the right to independently change
the Login via the System.

2.1.5. A Temporary Password shall be sent to the
Client by the Bank by means of SMS to the
Registered Number upon the Client submitting the
Application on affiliation to the Terms and
Conditions upon resumption of the System’s
operation after suspending access thereto upon
submission of a respective written application by the
Client/at the initiative of the Bank. The Temporary
Password shall be valid for the period specified in the
SMS. When sending a Temporary password to the
Client, the Bank cancels the current Client Password.

2.1.6. The Client must replace the Temporary
Password within its validity with a permanent
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npu 3ToM Bpemenuwlii maposib aHHynupyetcs. s
poaoIDKeHUs paboTsl B CHcTEMe, B TOM YHCIIE B CITydac
yrparsl/KoMnpomeTanun/610KUpOBKU Cucremoit
Bpemennoro maposnsi/ITaponst Kiment (npencraBurens
Kinenra) nomkeHn oopatutbest TMIHO B oduc banka mis
MOJy4yeHHss  HOBOro  BpemenHoro  mapois ¢
COOTBETCTBYIOIINM ITUCHMEHHBIM 3asBIICHUEM.

21.7.B caygae Kowmmpomeranmmu  Bpemennoro
napoisi/[lapomns/Jlornaa/3aperucTpupoBaHHOTO
HoMepa/KomoBoro cioBa KimeHT BmpaBe coOOIIUTH
Banky o ¢akre Kommpomerammu uepes CruyxOy
KJIMEHTCKOM MOAJEPKKH C YUETOM MOJIOKEHUM MyHKTa
2.3.7 wHacroammx YCIOBHH [UIA  TOCIEXyOIIei
6moxupoBku bankom nocryna Knuenra B Cuctemy.

2.1.8. bank 6nokupyer nocryn Kinuenrta B Cucremy Ha
OCHOBaHMU TpeOoBaHus KineHTa, nepeiaHHoro UM MpH
JUYHOU sABKe B baHk (mepenaHHOTO MpeCcTaBUTENEM
Kiuenra npu nuuHo# siBke B bank) mn gepes Ciryx0Oy
KIIMEHTCKOH MOJAEPIKKH.

2.1.9. Ina npomomkenus pabotel B CucTeMe B cirydae
YTpATHI Kimentom KOHTPOJIS Hajq
3aperucTpUpoOBaHHBIM  HOMEpOM  KIMEHT IOJDKeH
oOpartuthcs InuHO B ouc baHka s yka3aHUss HOBOTO
3aperucTpIpoOBaHHOTO HOMeEDA.

2.1.10. UcnonszoBanue Bpemennoro
napoJisi/Ilapossi/Jloruna/KomoBoro  cioBa, JeiicTBUE
KOTOpOro OBLIO MpekparieHo bankoM (o TpeboBaHMIO
Knuenta, mo coOCTBEHHOW WHUIMATHBE B CIydyae
Kommpomerarnuu u T.1.), HE JJOMyCKaeTCsl.

2.1.11. Cwmena KomoBoro cioBa MpOU3BOIUTCS
Kiuentom nipu mmaaoM obpamennn B oduc banka.

2.1.12. TogxnroueHne K MOOWIBHON Bepcru CHCTEMBI
EuroLink ocymectBnsercss KimmeHTOM caMoCTOSTENEHO
MOCPEJICTBOM CKAuYMBAaHUS M YCTAaHOBKH MOOWIBHOTO
npunoxenust Evrolink (s 10S B App Store, s
Android B Google Play), ee 3amycka Ha cBoeM
MOOMIBLHOM YyCTpoiicTBe. Jlnsi paboThl B MOOWIBHOM
Bepcun  Cucremsl  ucmnonb3ytorcst  JlormH U
ITapose/BpeMeHHBII TapOih, UCIIONIB3YEMBIC IS BXO1a
B CucteMy. KiIeHT MOKET TakKe YCTaHOBHTH IIPABUIIO
JUIS BX0/1a B MOOWIIbHOE Tipriioxkenue mo Koay mocryma
(mpennaraeTcs NPUIIOKEHUEM TIPU TIEPBOM BXOJI€) OO
¢ nmomormpo Touch ID, Face ID u apyrux cmoco0os,
MPEIYCMOTPEHHBIX B MOOMIBHOM MPWIOKEHUH (IIpH
HAJIMYAN TEXHHYECKOW BO3MOXXHOCTH MOOMIBHOTO
YCTpOHCTBA).

2.1.13. Uubopmanus O MOCTABUIMKE MOOHIBHOTO
npwioxkeHuss Evrolink n ycioBust €ro MCIOnIb30BaHUS
pa3memniaroTcss Ha KopropatuBHOM MHTepHeT-caiiTe
Bauka www.evrofinance.ru u Ha creHzgax B
CTPYKTYPHBIX TOIPa3ICIICHUSIX banka,
OCYILECTBIISIOLINX o0ciryKuBaHHe Knuenros.
Pasmemienne  ykazaHHOW  MHGpOpPManMu — O3HAYaeT
MOATBEPXKIICHNUE BO3MOXKHOCTH HCIIOJIb30BaHUS
Knuenrom  moOwnbHOW — Bepcum  CuctemMbl B
COOTBETCTBHH C Y CJIOBHSMHU.

Password. Then, the Temporary Password will
become null and void. To continue working in the
System, including in case of
loss/Compromise/blocking by the System of the
Client’s Temporary Password/Password, the Client
(the Client's Representative) shall personally apply to
a Bank Office in writing to obtain a new Temporary
Password.

2.1.7.In case of Compromise of the Temporary
Password/Password/Login/Registered
Number/Memorable Word, the Client may inform the
Bank of the Compromise through the Client Support
Service taking into account the provisions of point
2.3.7 of these Terms and Conditions, for subsequent
blocking by the Bank of the Client's access to the
System.

2.1.8. The Bank shall block the Client’s access to the
System based on the Client’s personal request
submitted in the Bank personally (submitted by the
Client's Representative personally) or through the
Client Support Service.

2.1.9. To continue working in the System in case the
Client lost control over the Registered Number, the
Client shall personally apply to a Bank Office to
specify a new Registered Number.

2.1.10. It is not allowed to use the Temporary
Password/Password/Login/Memorable Word
terminated by the Bank (upon the Client’s request on
their own initiative in the event of Compromise, etc.).

2.1.11. The Memorable Word may be changed on the
Client’s personal request submitted in the Bank
personally.

2.1.12. Connection to the mobile version of the
EuroLink System is carried out by the Client himself
by downloading the Evrolink mobile application
(from App Store for iOS, from Google Play for
Android), installing and launching it on his mobile
device. The Login and Password/Temporary
Password used to enter the System are used to work
in the mobile version of the System. The Client may
also set a rule to login to the mobile application via
the Access Code (offered by the application at the
first login) or via Touch ID, Face ID and other
methods supported by the mobile application (subject
to technical capability of the mobile device).

2.1.13. Information on the provider of the Evrolink
mobile application and terms of its use are placed on
the Bank's corporate website www.evrofinance.ru
and on information boards in the structural units of
the Bank servicing the Clients. The placement of the
said information shall mean the confirmation of the
Client's ability to use the mobile version of the
System in accordance with the Terms and Conditions.



http://www.evrofinance.ru/

10

2.2.[IPUOCTAHOBKA U
OIrPAHUYEHWE
OBCIIYXXUBAHUA

2.21. bamk BmpaBe 0e3  IPEABAPUTEIBHOTO
yBenomsieHuss KimeHTa, B TOM 4Yucie, HO He
OTpaHWYMBAsCh, B CiIydae HapymeHus Knnenrom
HoroBopa, Kommpomeranum, BeisBieHus Omnepamnui,
COOTBETCTBYIOIINX MIpU3HaKaM OCYIIECTBIICHUS
IepeBosia JCHEXKHBIX CpencTB 0e3 cornacus Knmenra,
BPEMEHHO IIPHOCTAHOBUTh WM OTPAHUYUTH JOCTYII
Kmuenta x Cucreme. B atom ciygae bank B cpox He
Mo3JHee  clenylomero  pabodero  JTHS  Iocie
NPUOCTaHOBKW/OTPAaHUYEHHS JIOCTYNa YBEIOMIIIET O
(axre NPUOCTAHOBJICHHS/OTPaHMYCHUST  JIOCTYyIa
Knnenta B Cucrteme B mopsiike, NMPeTyCMOTPEHHOM
MyHKTOM 1.7 HacToAmMX YcCloBuil.

2.2.2. bank BOpaBe BBOJUTH OrPaHUYEHHs Ha
ucnons3oBanne Kmnuenrtom Kananos npoctyma, B ToMm
4HUCIE€ OrPAaHUYUTh TEepPeUeHb BUAOB OJIEKTPOHHBIX
JIOKyMeHTOB, Onepanuii u PacniopspkeHnuil, npoBeieHNnE
U Tepenada KOTOpbIX Bo3MoxkHa Kimentom 1o
omnpeneneHHoMy Kanamy mocTyna, a Takke H3MEHSTb
nepeuenb Omepanuii W (QYHKIHMH, KOTOpbIE MOTYT
OCyIIeCTBIAThCS ~ KIHMEHTOM ¢ HCHOJIb30BaHUEM
CucteMbl W OTpaHMYMBaTH BpeMs IpueMa U
UCIOJIHEHUS PacniopskeHui.

2.2.3. dakt MPUOCTAHOBJICHUS/OrPaHUYEHHS
obcmyxuBanusi B CuctemMe He OTMEHSIET 0053aTeIhCTB
Kiuenra, BBITEKAIOMUX U3 DICKTPOHHBIX JTOKYMEHTOB,
MOATBEPKIICHHBIX Pa30BBIM  CEKpPETHBIM  MapoJieM,
MONYYCHHBIX BaHKOM W  3aperHCTPUPOBAHHBIX B
CucreMe 10 NpUOCTAaHOBJIEHUS IeHCTBUS CHUCTEMBL.

2.2.4. Cucrema aBTOMaTHuyecku Onokupyer Jlorun
Kinenta Ha 60 cekyHO mocie Tpex HEHpaBHIIBHBIX

MONBITOK BBOJIA ITapons. [Tocne Tpex
nocjenoBaTeNbHeIX  OnokupoBok [lapoms Komenta
Cucrema ABTOMAaTHYCCKU MpUOCTaHaBJINBACT

obcmyxxuBanmne Kimenra. [l mpomomkeHns paboTsl B
Cucteme Kimment BmpaBe oOpaTHUTBCA JIMYHO B OGUC
banka.

2.25. bank BmpaBe 0e3  mpeABapUTEIBHOTO
yBenomsieHuss  KnueHTa  BBOXMTH — OTpaHHYEHHS,
NPUOCTAaHABIMBATh U (WJIN) NMPEKpaIiaTh BO3MOKHOCTh
pUMeHeHus1 MoOmIIbHOTO npritoxkeHust Evrolink.

2.2.SERVICE SUSPENSION AND
RESTRICTION

2.2.1. The Bank reserves the right to suspend or
restrict the Client’s access to the System without
preliminary notification, including, but not limited to,
in case of violation of the Agreement by the Client or
a Compromise, identification of Transactions that
qualify for a case of fund transfer without the Client’s
consent. In this case the Bank, not later than the next
working day after suspension / limitation of access,
should notify on the fact of suspension/ limitation of
the Client’s access to the system according to the
procedure mentioned in point 1.7 of the present
Terms and Conditions.

2.2.2. The Bank reserves the right to impose
limitations on the usage of Access Channels by the
Client, including the list of types of Electronic
Documents, Transactions, and Orders, which can be
conducted and transferred by the Client using a
specific Access Channels, as well as to change the list
of types of Transactions and functions that may be
carried out by the Client using the System and to limit
the time of acceptance and performance of Orders.

2.2.3. The fact of suspension / restriction of services
in the System does not cancel the obligations of the
Client arisen from the Electronic Documents verified
by the Session Key, received by the Bank and
registered in the System before suspension of the
System operation.

2.2.4. The system automatically blocks the Client’s
Login for 60 seconds after three incorrect password
attempts. After three consecutive cases of the Client’s
Password blocking the System automatically
suspends service rendering to the Client. To continue
working in the System the Client may personally
apply to a Bank Office.

2.2.5. The Bank may introduce restrictions, suspend
and/or terminate the usability of the Evrolink mobile
application without prior notification of the Client.
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2.3.MOPSIJOK B3AMMOLEUCTBUS
BAHKA U KITUEHTA

2.3.1. baumk ocymectBiaser Omnepanuun mo Cuery
Knnenta Ha ocHoBanuu Pacnopspxenuit Kiuenra.
Vkazannsle Pacnopsbkenuss nepeparorcss Kimentom
BaHky ¢ Mcnonb30BaHUEM ONpPEACICHHBIX Y CIOBUSMU
Kananos nocryna.

2.3.2. TlopTBepxneHue aBTOpCTBa PacmopspkeHUH u
WHBIX OJIEKTPOHHBIX JOKYMEHTOB IIPOU3BOIMTCS
Kinentom npu nomomiu Pa3oBoro cekpeTHOro napoJis.

2.3.3. Onepauuu, nepeyucieHHble B 11.1.9 HacTosmMx
YcnoBuid, oCylIecTBISAIOTCS baHKOM B COOTBETCTBUHU C
JICUCTBYIOIIMM  3aKOHOJATeNbCTBOM  Poccuiickoit
®enepanuu, HopMaTUBHBIMU akTamu banka Poccun,
HACTOSIIIUMH YCIIOBUSIMH M YCJIOBHUAMHU JIOTOBOPOB
0GaHKOBCKOTO  cyeTa, JOrOBOPOB  BBIIyCKa U
oOcimyxuBaHUsI ~ OaHKOBCKHX  KapT,  JIOTOBOPOB
OpOKepCKOro OOCTYXHBAaHUS, M WHBIX JOTOBOPOB,
3aKiIro4aeMbIx Mexay bankom u Kinentom.

2.3.4. Vcnomp3zoBanme CuHCTeMBI Ui Iepegadu
DONEeKTPOHHBIX TOKYMEHTOB HE OTpaHMYMBAacT IIpaBa
Knuenta 1o MPEIOCTABICHUIO B bank
COOTBETCTBYIOIIUX PacmopsokeHuii Ha INpOBEACHHUE
Onepaiyii, W/WIK COOTBETCTBYIOIINX IOKYMEHTOB Ha
OCyLIECTBJIEHUE BaHKOM OIpeNeeHHbIX NEHCTBUM Ha
OyMa)XHOM HOCHUTEJE, COCTAaBJICHHBIX II0 (opme,
MPEeIyCMOTPEHHOH  COOTBETCTBYIOIIMM  JIOTOBOPOM,
3aKIIIOYCHHBIM MeXTy CTOpoHaMH, W/ C y4EeTOM
TpeOoBaHMit 3aKOHOIaTEILCTBA Poccuiickoii
denepanuu.

ITpn sTomM CTOPOHBI COrIaIanTCs ¢ TEM, YTO B CIIydae
MOCTYIUIEHNs! B baHK OJIEKTPOHHOTO JOKYMEHTa IO
KananmaMm 1ocTyna M COOTBETCTBYIOIIErO IOKYMEHTA
WM pacHopsDkeHHs Ha mnpoBeneHue Omepanyu Ha
OyMa)XHOM HOCWTENE, COJCpXKALIUNX HACHTHYHBIC
ycioBHs, OO TOCTYIUICHHS B bBaHK MISCHTHYHBIX
ONEeKTPOHHBIX JIOKyMEHTOB, bank Oyzmer
paccMaTpuBaTh KOXKIBIH U3 yKa3aHHBIX JOKYMEHTOB KaK
CaMOCTOSITENIbHBI  JOKYMEHT, U OCYLIECTBUT BCE
JIeWCTBHS, HEOOXOqMMBIE I mpoBeneHust Onepanun
MO0  KaXIOMY W3  NPEACTaBICHHBIX/TIEpElaHHBIX
Knuenrom 1okymMeHTOB.

2.3.5. Ecnut B TekcTe Y CIIOBHIA SIBHO HE OTOBOPEHO HHOE,
MOMEHTOM  TIOJIydeHHUs] DJEKTPOHHOTO JIOKYMEHTa
Bankowm sBnsercs ero Perucrpanus B Cucreme.

2.3.6. CTOpOHBI IPU3HAIOT B KaYECTBE €IUHON IIKaJIbI
BpeMeHH nipu pabote ¢ Cuctemoit MoCKOBCKOE TOsICHOE
BpeMsa. KOHTPOJIbHBIM SIBJISCTCS BpeMsl CHCTEMHBIX
YacoB alIapaTHbIX cpeacTs banka.

2.3.7. CTopoHBI TpH3HAIOT, 4TO CBs3b KimeHTa cO
Cuayx060it KJIMEHTCKOM HOJAEPIKKU Bbanka
ycraHaBiMBaercs 1o padounm nusm banka ¢ 09.30 no
18.30u., B matHuny — c¢ 09.30 mo 17.154., mo
MOCKOBCKOMY BPEMEHH B NpEANpPA3AHUYHBIE JHU B
COOTBETCTBHH C ITPHUKa30M 110 baHKy, omy0IMKOBaHHBIM
B MOPSKE, TPEAYCMOTPEHHOM ITyHKTOM 1.5 YcnoBuit.

2.3.PROCEDURE OF INTERACTION
BETWEEN THE BANK AND
THE CLIENT

2.3.1. The Bank conducts Transactions on the
Account of the Client based on the Clients’ orders.
These Orders are transferred by the Client to the Bank
using the Access Channels established by the Terms
and Conditions.

2.3.2. Confirmation of the authorship of Orders and
other Electronic Documents is carried out by the
Client by using Session Keys.

2.3.3. Transactions listed above in point 1.9 of the
present Terms and Conditions are conducted by the
Bank in accordance with the effective legislation of
the Russian Federation, regulatory acts of the Bank of
Russia, the present Terms and Conditions and terms
and conditions of the agreements on bank account,
issuing out and maintenance of bank cards as well as
brokerage service agreements, and othex agreements
signed between the Bank and the Client.

2.3.4. The applied systems for transferring Orders
and/or free format messages to the Bank do not limit
the rights of the Client on submitting to the Bank
corresponding orders on conduction of Transactions,
and/or corresponding documents on conduction of
specified actions by the Bank in hard copy, made in
the form provided for by the relevant agreement
between the Parties and/or considering the legal
requirements of the Russian Federation .

Thereat, the Parties agree that in case the Bank
receives an Electronic document via the Access
Channels and corresponding document or order on
transaction conduction in hard copy, containing
identical conditions on Transaction conduction, either
in case the Bank receives identical Electronic
documents, the Bank will process each of the
mentioned documents as independent document and
will execute all actions required for the conduction of
Transaction for each document submitted / transferred
by the Client.

2.3.5. Unless otherwise explicitly stipulated in the
Terms and Conditions, the time of receipt of an
Electronic Document by the Bank shall be the time of
its Registration in the System.

2.3.6. The Parties acknowledge the Moscow local
standard time as unified time-scale when working in
the System. Check time is considered to be the RTC
of the Bank hardware.

2.3.7. The connection between the Client and the
Client Support Center of the Bank is established on
working days of the Bank from 9:30 a.m. till
6.30 p.m., on Friday from 9.30 a.m. till 5.15 p.m.
(Moscow time)on days before holidays according to
the order of the Bank published in compliance with
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2.3.8. Ilpuem DneKTpoHHBIX JOKYMEHTOB CucTeMoit
OCYIIECTBIISIETCS] KPYTIIOCYTOYHO.

2.3.9. Ucnonnenne DNEKTPOHHBIX  JOKYMEHTOB
KineHTOB ocCyIiecTBiIs€TCS B CPOKH, YCTaHOBJIEHHBIC
3aKoHojareabcTBoM  Poccuiickon  ®epepanuu U
JoroBopoM  Mmexnay — banmkom  m KiwmeHrowm,
OTIPEACIAIONIMM HOPAAOK IMPOBEIACHUS OINEpanuil 1o
cooTBeTcTByOmEMY CUery.

2.3.10. Bamotasie omepanuu mo Cueram KimeHTOB €
ucmonb30BaHueM CHCTEMBI OCYIIECTBISIOTCS C YIETOM
TpeGoBaHMit BAJIFOTHOTO 3aKOHO/IaTeNIbCTBA
Poccuiickoit ®enepanuu.

2.3.11. CropoHBbl TpHU3HAIOT, YTO IEpeJaHHbIC
KnuentoM, mpomenmuMmM B KaXAOM  Clydae
HaJUIeXaIuM o0pa3oM mpoluenaypy AyTeHTHduKauuy,
DJIeKTPOHHBIE IOKYMEHTHI, IOATBEPKICHHBIE Pa3oBbIM
CEKPETHBIM I1apoJIeM, COOTBETCTBEHHO:

- YIIOBIIETBOPSIIOT TpeboBaHMIO
3aKIIOYCHMSI CHCIKH B  IIPOCTOH
MUCBMEHHOH  opMe M BICKYT

HOPpUANICCKUC IoCJICACTBUA,
AHAJIOTHYHBIC OCICACTBUAM,
MOPOKAACMbIM CACIIKaMH,

3aKJIFOYCHHBIMH ITyTE€M IOJITHCAHUSL
JOKYMEHTOB  mpH  (pusnueckoM
(B3auMHOM)  TIPHCYTCTBHUH  JIHII,
COBEPILAIOIINX CIEIIKY;

- PaBHO3HAYHBL, B TOM YHCIE HMEIOT
paBHYIO IOPUIUYECKYIO U
JIOKa3aTeIbCTBEHHYIO CHITy
AQHAJIOTUYHBIM 110 COJICP)KAHHIO U
CMBICITy JHOKYMEHTaM Ha OyMakKHOM
HOCHTEIIE, COCTaBIICHHBIM B
COOTBETCTBMM C  TpeOOBaHMSAMH,
NPeIbABISEMBIMH K  JOKyMEHTaM
TAaKOTO pPoOAa, ©  MOJIHCAHHBIM
c0oOCTBEHHOPYUHOI MO/IMUCKHIO
Knuenrta, n SBISIOTCS OCHOBaHHEM
i npoBeneHust bankom Omneparmit
ot mMmeHn KnmeHTa, ocymiecTBIeHU
bankom COOTBETCTBYIOIUX
JIeHCTBH;

- He MOryT OBITb OCHOPEHBI WIH
orpunatbcst CTOpOHAMH U TPETBUMU
JUIAMH WO OBITh  NPU3HAHBI
HEJIeHCTBUTENBHBIMU TOJIBKO Ha TOM
OCHOBAHMH, YTO OHHU IIEPEJaHbl B
Bank ¢ ucnons3oBanremM CHucTeMBI U
Kananos nocryna;

- MOTYT OBITh  TPEACTaBICHH B

Ka4yecTBE JI0Ka3aTeabCTB,
PaBHOCHJIBHBIX MUCHbMEHHBIM
JI0Ka3aTeIbCTBaM, B MOpAIIKE,
MPeyCMOTPEHHOM

3aKOHOJIaT€ILCTBOM Poccuiickoi

denepanuu.

the procedure, stipulated by paragraph 1.5 of the
present Terms and Conditions.

2.3.8. Electronic Documents are accepted by the
System 24 hours a day.

2.3.9. The Client’s Electronic Documents are
performed within the timing established in
accordance with the legislation of the Russian
Federation and the agreement between the Bank and
the Client setting out the procedure of performing
transitions on the respective Account.

2.3.10. Foreign currency transactions on the Clients’
Accounts using the System are performed in
compliance with the foreign currency legislation of
the Russian Federation.

2.3.11. The Parties acknowledge that Electronic
Documents transferred by the Client, every time
properly passing the procedure of Authentication,
confirmed by means of a Session Key,
correspondingly:

- meet the transaction conclusion
requirements in a simple written
form and bring to legal
implications, originated by the
transactions, concluded by means
of ratification of documents in
physical (mutual) presence of
individuals concluding the
transaction;

- are equivalent, including having
equal legal and evidential force, to
identical documents in hard copies
in terms of content and meaning,
created in line with requirements to
such type of documents with
handwritten signature of the Client,
and are considered as foundation
for transactions conduction by the
Bank on behalf of the Client, for
making corresponding actions by
the Bank;

- cannot be contested or denied by
the Parties and third entities or be
acknowledged void only based on
the fact that they have been
transferred to the Bank by means of
the System and Access Channels;

- can be presented as testimonies,
equal to written evidences,
according to the procedure
stipulated by the legislation of the
Russian Federation.
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Ilpuy »sTtomM coobmeHuss cBoOogHOTO  (hopMmara,
nepenanasle  Kmmenrom mno Cucreme, B 49acTu
pacniopsbxeHust KimieHTa AeHEXHBIMHM CpelCTBAMU Ha
Cuere (BKJIaje), a TaKKe B YaCTH PaCIOPSDKEHUST 00
OTKPBITUM M 3aKpBITUM cueTa (BkiIaza) baHkom k
UCIIOJIHEHHIO HE IPUHUMAIOTCSI.

2.3.12. CTopoHbI IIPU3HAIOT, YTO NepeiaHHble bankom
co00IIeHNs CBOOOHOTO popmarTa:

- pPaBHO3HAYHBI, B TOM HYHCJIE HMEIOT
paBHYIO IOPUIMYECKYTO u
JIOKa3aTEIbCTBEHHYIO CHITY
AQHAJTOTUYHBIM 110 COJCPXKAHHIO U
CMBICITy HOKYMEHTaM Ha OyMakKHOM

HOCHTEIIE, COCTaBIICHHBIM B
COOTBETCTBHM C  TpeOOBaHUAMH,
MpCaABABIIACMbIMU K HOKYMEHTaM
TaKoro pona, u oA CaHHbIM
COOCTBEHHOPYYHOI MOJIITUCHIO
YIOJTHOMOYEHHOIO  IpeACTaBUTENS

banka, 3aBepeHHoi neyaTthio baHka;

- HE MOTYT OBITh OCIIOPEHBI WU
orpunatscsi CTOpOHAMH U TPETEUMH
TUIaMd WA OBITh  TPU3HAHBI
HEJICHCTBUTEILHBIMUA TOJBKO HA TOM
OCHOBAaHMH, YTO OHH IIEPEJaHbI
Bankom ¢ ucnonp3oBanueM CHCTEMEBI
n Kananos nocryna;

- MOTYT OBITh  TIPEJCTAaBIIEHH B
KadyecTBE JI0Ka3aTeIbCTB,
PaBHOCHIIBHBIX MUCbMEHHBIM
JI0Ka3aTeIbCTBaM, B MOpsJIKE,
MPEIyCMOTPEHHOM
3aKOHOJATEILCTBOM Poccuiickoit

denepanuu, Mpy 3TOM JOIMYCTUMOCTh
TaKUX JIOKa3aTeJbCTB HE MOXKET
OTpPUIATBCSI  TONBKO  Ha  TOM
OCHOBAHHWH, YTO OHH NIPEICTABIICHHI B
BU7I€ DJIEKTPOHHBIX TOKYMEHTOB.
23.13. B  coorBercTBMM ¢  TpeOOBaHHUAMH
3akoHojaTtenbcTBa  Poccuiickoit  Pepepaunu 00
MHQOPMHUPOBAHUH KJIHEHTAa O COBEPIICHUH KaKIOH
OTIepallii C MCIIOJIB30BAHUEM JJIEKTPOHHOTO CPE/ICTBA
mwiatexxa bank ¢ momompro CucTeMBl yBeAOMIISET
Knuenta o cosepmenun kaxnod Omnepauun c
UCTOJIb30BaHNEM Pa30BOro cexpeTHoro napois.

ITo mepe coBepuieHuss Onepauuid ¢ MCIOIb30BAaHUEM
PazoBoro cekperHoro mapoisisi, bank He mno3aHEe
crenyromero  pabosero  aHs  dopmupyeT B
ABTOMATHYECKOM pEeXHME IKypHalI oOIepanuil B
Cucreme, kK koTopomy y KireHra umeercst oCTOSTHHBIN
(e>xemHEBHBIN, KPYTIOCYTOUHBINA) goctyn mo Kanamam
jocryna. B ykazaHHBIX  KypHaJax  onepanui
comepkutcss WHGOpMaNMs O JABMKEHUH JEHEKHBIX
cpencts no Cuery u o cocrossHuu Cuera.

Taxxe baHk He3aMemUTENBPHO MO Mepe 00pabOTKU
Pacniopspxenuit KimenTa dhopmupyer B
aBTOMAaTHYECKOM pexume Hu nepenaer B Cucremy
HHPOPMALUIO O cTaTyce PacopsnkeHUH.

®opmupoBanre baHKOM BBILIEYKa3aHHOTO KypHalla
oneparuii B Cructeme, a Takke MpHcBoeHHe baHkoM B
CucreMe COOTBETCTBYIOIIETO CTaTyca PacmopspkeHuto,

ABJIACTCA HAUICKAIUM YBEJOMIICHUEM KHI/ICHTa, B TOM

In this case the free format messages that contain the
Client's instructions as to how to dispose of the funds
on the Account and to open/close an account (deposit)
with the Bank transferred by the Client via the System
are not accepted and given effect to.

2.3.12. The Parties hereby acknowledge that the free
format messages, transferred by the Bank:

are equivalent, including having
equal legal and evidential force, to
identical documents in hard copies
in terms of content and meaning,
created in line with requirements to
such type of documents with
holographic  signature of the
authorized representative of the
Bank and verified by the stamp of
the Bank;

cannot be contested or denied by
the Parties and third entities or be
acknowledged void only based on
the fact that they have been
transferred by the Bank by means
of the System and Access
Channels;

can be presented as testimonies,
equal to written evidences,
according to the procedure,
foreseen by the legislation of the
Russian Federation, thereat the
admissibility of such testimonies
cannot be denied only due to the
fact that they have been presented
in the form of Electronic
documents.

2.3.13. In accordance with the legislation of the

Russian

Federation on

informing clients of

transaction performance with the use of electronic
means of payment, the Bank shall notify the Client of
each Transaction performance using the System
confirmed with a Session Key.

Upon conduction of Transaction by means of Session
Key, the Bank, not later than the next working day,
automatically generates transactions statement in the
System, to which the Client has permanent access
(daily, round-the-clock) via the Access Channels. The
above mentioned statements contain information on
the cash flows on the Account, as well as on the
balance of the Account.

Also, the Bank, upon processing the Orders of the
Client, automatically generates and transfers to the
System information on the status of the Orders.

The creation of the mentioned statement in the System
as well as assigning corresponding status of the Order
by the Bank is considered to be proper notification
given to the Client, including related to the results on
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YHCIIe 0 pe3yNbTaTax MpHueMa K MCIOJHEHUIO, OT3BIBA,
0TKa3a B MCIIOJHEHUU PacmopskeHnsI B COOTBETCTBHH C
HOpMaTHBHBIMH akTamu banka Poccuu, n He TpeOyer
JIOTIOJTHUTENBHOTO HampaBieHus bankom Knuenty
KaKuX-JIM0O yBEJIOMIICHHUH.

Juem nonyuenust Knuentom ot banka yBenomieHus o

COBEPILICHHOM Onepanun, SIBIIACTCS JICHb
(dopmupoBanus BaHKOM BBIIICYKA3aHHOTO >KypHAla
omepanuid B CucTeMe - 1O Mepe COBEPLICHHS

Omneparnwii, HO He TI03HEe pabodero AHS, CIEIYIOIIEro
3a JIHEM COBEpIICHHsI COOTBETCTBYIOIIEeH Onepannu.

2.3.14. KimneHT 00s13yeTcs He peske OHOI0 pa3a B IeHb
OCYILECTBIIATH JocTym kK Cucreme o Kanamam gocryna
JUISL TIONy4eHHs MH(GOPMAIMH O 3aperiCcTPUPOBAHHBIX
Pacnopspxkenusix, u o cocrosHun Cuera B LEJIX
MPOBEPKU TpoBeleHHbIX bankoMm Omepanuii, a Takxke
JUIA TIOJyYeHMs JKypHajla olepaluii 0 COBEPIICHHBIX
Omnepanysx ¢ UCNOIb30BaHUEM Pa30BOro cekpeTrHoro
napoJs.

2.3.15. Hemocrymienne B TeueHume 10 (mecsTn)
KaJCHIapHBIX nHER c aThl Perucrpamumn
Pacnopspkenuss nuceMeHHod npereHsun  Kinenra,
COCTaBJIICHHOH B CBOOOMHOW (hopMe, HAmpaBIIIeMOW B
Bank ¢ momompro Cuctemsbl mo Kanamam moctyma/Ha
Oyma)kHOM HocuTene, o Hecornacuu ¢ Omneparuei,
MIPOBEJEHHON Ha OCHOBAaHUU JaHHOTrO PacrnopspkeHus
W/WIIA CIUCAHHBIM KOMHCCHOHHBIM BO3HArPaXKICHHEM,

CUUTAETCS [IPU3HAHUEM Knuenrom TaKoro
PacniopsikeHuss W NOATBEPXKIEHUEM IIPOBEICHHOU
Onepanun/CrucaHHoro KOMUCCHUOHHOTO
BO3HArpaXJACHUsI.

2.3.16. TIlocme momydyernms bankom ot Kimenra
MUMCBbMEHHOW MpeTeH3uu 0 Hecoryacuu c¢ Onepatuei,
MPOBEICHHOH HAa OCHOBaHHH COOTBETCTBYIOIIETO
PacrnopspkeHust/crimcaHHbBIM KOMHMCCHUOHHBIM
BO3HarpaxaeHueMm, baHk mprocTaHABIMBACT JeiicTBHE
Cuctemsnl B oTHolIeHHH KieHTa 1 BO30OHOBIISIET €ro
TONbKO mocie mepeaaun  Kinmentom B baHk
COOTBETCTBYIOIIIETO 3asBICHUSI HA OYMaKHOM HOCHTEIIS
pu 1u4HOM Busute Kinenra B bask.

23.17. Tlpu BoisiBnenuun bankom  Omneparmi,
COOTBETCTBYIOLIUX IMpHU3HAKaM OCYILECTBIICHUSI
nepeBosia JICHEXXHBIX cpelcTB Oe3 cormacust Kimenra,
Bbank BpeMeHHO nmpuocTaHaBiaMBaeT focTyn Kimenra k
CucrteMe M He3aMeJUINTEIbHO YBEAOMISIET 00 3TOM
Knuenta B nopsake, mnpeaycMoTpeHHoMm —1m.1.7
HACTOSIIUX Y CIIOBUH.

Knuent MTOJITBEPXKIACT/HE MOATBEPKIAET
BO300HOBJICHHUE HCTIOTHEHUS Pacnopsoxenust
obparuBmmce B bank depes CmyxOy KIMEHTCKON
TIOJIICPIKKH.

B cnyuae, ecnu Knuent nocne nposeaenus bankom
npoueaypsl  AyTeHTU(UKAMA HE  IMOATBEPIKAACT
BO30OHOBJICHHSI ~ WCIIOJIHEHUS  PacmopspkeHus, TO
COOTBETCTBYIOIIIEE Pacniopspxenune CUHTAETCS
0TO3BaHHBIM KJiHMeHTOM, mpu 3TOM BO30OHOBIICHHE
pabotel CHCTEMBI OCYIIECTBISIETCS TOJILKO TIOCHE
nepegaun  Kimnentom B bBaHK COOTBETCTBYIONIETO
3asBJICHUS Ha OyMa)KHOM HOCHUTEJIC TIPU TMYHOM BH3HUTE
Kimnenra B bank.

accepting for execution, revocation, refusal from
execution of the Order according to the regulatory
acts of the Bank of Russia, and do not require
additional submittal of any notification to the Client
by the Bank.

The day of receiving notification on conducted
Transaction from the Bank by the Client is considered
to be the day of generating the above mentioned
statement in the System by the Bank - upon
conduction of Transaction, but the day succeeding the
corresponding Transaction conduction day at the
latest.

2.3.14. The Client is obliged to enter into the System
at least once a day via the Access Channels for
obtaining information on registered Orders, and on
the account balance for the purposes of checking the
Transactions conducted by the Bank, as well as
obtaining statement on Transactions by using Session
Key.

2.3.15. In case the Client does not submit a claim on
disagreement with Transactions, conducted based on
the mentioned Order and/or deducted commission
fee, formed in free format and submitted to the Bank
by means of the System via Access Channels / in hard
copy within 10 (ten) working days as of the date of
Order registration, such Order is considered
acknowledged by the Client of such Order, and such
Transaction/deducted commission fee - confirmed by
the Client.

2.3.16. After receiving by the Bank a written claim
from the Client on disagreement on the Transaction
conducted based on corresponding Order/deducted
commission fee the Bank suspends the System service
for the Client and renews it only after submittal of
corresponding written application in hard copy by the
Client upon in-person visit of the Client to the Bank.

2.3.17. Should the Bank identify any Transactions
qualifying for a case of fund transfer without the
Client’s consent, the former shall temporarily suspend
the Client's access to the System and immediately
notify the latter in the manner prescribed by para. 1.7
hereof.

The Client confirms/does not confirm that the
execution of the Order has been resumed by
contacting the Bank’s Customer Support.

If the Client, identified by the Bank through the
Autentification procedure, does not confirm that the
Order is executable again, the corresponding Order
shall be considered to have been withdrawn by the
Client, and the System’s operation shall be resumed
only after the Client files the relevant application to
the Bank in hard copy during the Client's personal
visit to the Bank.
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B cnyuae, ecnu Knuent mocne npoBenenus bankom
pOLETyPHI AyTteHTH(UKAINH MOATBEPXKIACT
BO300HOBJICHHE HCIOIHEeHHUs Pacnopspkenus, To bank
BO300HOBIsIET padoTy CHCTEMBI U COOTBETCTBYIOILEE
Pacnopspxkenne ucnonsseTcss bankoM B cienyromem
HOpPSIKE:

- TOpU TOCTYIUNICHMH B baHK TOATBEpKICHUS
WCIIOJIHEHUSI B TEYEHHE OTIEPALHOHHOTO JTHSI, ICHE)KHBIE
cpenctea crmchiBatoTcs co Cyera B TEKyIwid pabounii
neHb banka;

-  [OpU TOCTYIUICHMM  TOJTBEPXKIEHUS  IOCIe
OTIEpAIMOHHOTO JIHS, JICHEXKHBIE cpeacTea
cruchiBatoTcst co Cuera HE TMO3JHEE CIEAYIOUIEro
pabouero nus banka.

bank CaMOCTOSATEIILHO ornpezenser
MPOAOJDKUTEIBHOCTE  onepannoHHoro  nHi. OO
OTIepalOHHOM JHE Knuent yBeOMJIseTCs
MOCPE/ICTBOM HarpaBjieHuss UHGOpMauu 00 3TOM IO
CucreMe Wi  pa3MeIIEHHs  COOTBETCTBYIOLICH
nH(pOpManMK HA JOCKE OOBSBICHUI B ONEPallnOHHOM
3a1e  oOCHyXMBaHUS (U3MYECKUX JIMIl WIA Ha
KoprnoparuBHoM MHTepHeT- caiite baHka.

IIpn Hemomywyenmn ot KimeHTa BhIIIEyKa3aHHOTO
MOATBEPXKICHUS/HE TIOTBEPXKICHHS Bank
BO300OHOBISIET padory CuCTeMbl UM HCIOJHSET
PacnomeeHI/m IO UCTECYCHUHN CPOKOB, YCTAHOBJICHHBIX
3aKoHOAaTeascTBOM Poccutickoit denepanuu.

2.3.18. baHk He paccbulaeT COOOLICHUs MOCPEACTBOM
CMC-COO0IIeHNIT Ha 3aperuCTPUPOBAHHBIN HOMED W/UITH
HOMep MOOMIIbHOTO TeneoHa, yKa3aHHbIH B 3asiBICHUN
0 TIPUCOEANHEHNH K Y CJIOBUSIM HIIM aIPEC MIIEKTPOHHOM
noutsl KnmenTa, a takke He MPOU3BOIUT Tene(OHHbBIE
3BOHKH C IIEJBIO TTOJYYEHUs] yYKa3aHHBIMH CIOCOO0aMHU
Kakoi-1mbo nHpopmannu o Kinnenre wnm JaHHBIX O
Cucreme.

24. XPAHEHHUE PACHOPv}I)KEHHI/? 0
IIPOBE/IEHHUH OIIEPAIIHH, 3AIITHCEH
TEJIE®@OHHBIX PA3I'OBOPOB

2.4.1. bank 00s13aH 00ecHeYlTh XpaHEHUE MOITYUSHHBIX
oT Kine\nra Pacnopsxenuit B TEUYEHHE
MPEAYyCMOTPEHHBIX 3aKOHO/AATeNbCTBOM Poccuiickoit
@Denepaliliil  CPOKOB  JUII  XPAaHEHHS aHAJIOTHYHBIX
JIOKYMEHTOB, COCTAaBJIEHHBIX Ha OyMa)XKHOM HOCHTEIE.
Croco06 u ¢opMmaT XpaHeHHUs OmpeneNsoTes baHnkom
CaMOCTOSITENIBHO.

2.4.2. Bce onepauuu, npousBojguMble CTOpOHaMH B
Cucreme, (QUKCHPYIOTCS B TPOTOKOJAX PabOTHI
NpOTpaMMBI, XpaHAuXcsi B 6a3e naHHBIX CHCTEMbI B
banke. B cmywae pasHormacus Mexay baHkoM u
KnueHnToM B OTHOIIEHWH TNEpeNaHHBIX DIIEKTPOHHBIX
JokyMeHTOB  CTOpOHBI ~ NPU3HAIOT B KauecTBe
JOKa3aTENbCTB yYKAa3aHHBIE 3aIMCH, a TAKXKE 3alHCH B
nmpoTokoJie pabotbl CUCTeMBI, XpaHsuecs B banke.
CuctemMa BemeT Yy4eT JACWCTBHHA, MPOU3BOIUMBIX
Croponamu B Heil. CdopmupoBannsie bankom
COOTBETCTBYIOIIUE  OTYETHl O  HPOM3BEAECHHBIM
oreparusaM (neiictBusiv) B CucremMe Ha OyMaXKHBIX
Hocutesisix 1o ¢opme  baHka, nozamnucaHHbIe
YIOTHOMOYEHHBIM JIMIIOM baHka u CKpeIieHHbIe

¢4aTbro banka SABJIAOTCA J0CTaTOYHbIMH

If the Client, identified by the Bank through the
Autentification procedure, confirms that the Order is
executable again, the Bank shall resume the System’s
operation, and the respective Order shall be executed
by the Bank in the order as follows:

- if the Bank receives confirmation of execution
within the banking day, the funds shall be debited
from the Account on the current business day of the
Bank;

- if the Bank receives confirmation outside the
business hours, the funds shall be debited from the
Account no later than the next business day of the
Bank.

The Bank shall independently determine the length of
the banking day. The Client shall be notified of the
banking day through the System or by placing the
relevant information on the Bulletin Board in the
customer area or on the Bank’s corporate website.

No such a confirmation/non-confirmation received
from the Client, the Bank shall resume the System’s
functioning and execute the Orders upon expiry of the
terms established by the laws of the Russian
Federation.

2.3.18. The Bank shall neither send SMS to the
Registered Number and/or mobile phone number
specified in the Application for Accession to the
Terms and Conditions nor messages to the Client’s e-
mail address, and shall not make phone calls for the
purpose of obtaining any information about the Client
or the System.

24. STORAGE OF ORDERS ON
TRANSACTIONS, TELEPHONE
CONVERSATION RECORDS

2.4.1. The Bank shall ensure that Orders received
from the Client are stored within the term stipulated
by legislation of the Russian Federation for storing
similar documents drawn up on paper. The method
and format of storing are determined by the Bank
independently.

2.4.2. All the operations carried out by the Parties in
the System are fixed in the protocols of the System
operations, which are kept in the database of the Bank
System. In case of disagreement between the Bank
and the Client related to the transferred Electronic
Documents, the Parties acknowledge the mentioned
notes, as well as the notes fixed in the System
operations protocol stored in the Bank, as evidences.
The System tracks the actions carried out by the
Parties therein. The corresponding reports on
conducted operations (actions) in the System,
generated by the Bank, made in hard copies according
to the Bank’s form, signed by the authorized signatory
of the Bank, and sealed by the Bank , are considered
to be sufficient evidences of facts of operations and
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JIoKa3aTenbcTBaMu  (akToB coBepiieHuss CTopoHamMu
omepaunit u neiictBuit (B Tom umcie Cucremoit
ABTOMATHYECKH), TPEIYCMOTPEHHBIX  HACTOAIINMHU
YciaoBusiMA, M MOTYT OBITh HCIIOJIB30BaHBl TIPU
pa3pereHnt JII0ObIX CIIOPOB, a TAKXKEe MPEIOCTABICHBI B
cya.

2.4.3. KnueHT yBeIOMJIEH O TOM, YTO Bce Tele()OHHbIE
pa3roBOpHI 3aNUCHIBAIOTCS M XpaHsATcs B baHke B
TCUCHHE CPOKA, YCTAHOBJICHHOTO 3aKOHOAATEIHCTBOM
Poccuiickoii Denepanu. Sammcu YKa3aHHBIX
Tene(h)OHHBIX Pa3TOBOPOB MOTYT OBITH HCIIONB30BaHBI
OpH  paspelieHHH  JO0BIX  CHOPOB, a  TaKKe
MPEIOCTaBIICHEI B CYA.

3. KOHOULEHLNATIBHOCTb

3.1. bank 00s13yeTcsi NPUHSATH BCE HOCTYITHBIE MEPBI IS
NPEIOTBPAICHNAS HECAaHKIMOHUPOBAHHOTO JIOCTYIa
TPETBUX JIMI K WHOOPMAIMH, COCTABIIOIICH
OankoBckyro TaitHy Kummenta. JlroOas wHpOpManms
TaKOro0 poja MOXeT OBITh IPEIOCTaBICHA TPETHHM
JMLaM HE WHaue KaK B MOpPsJKE, YCTaHOBJICHHOM
3aKoHoareascTBoM Poccutickoit denepanuu.

3.2. Hacrosiuum KitmeHT pu3HaeT, 4To HCHOJIb30BaHUE
B COOTBETCTBUU C HACTOSILMMHU Y ClOBUSMU Pa3oBbIX
CEKPETHBIX napouei, a TaKxke HOPSIOK
Aytentuduxannu u pocryma Kimmenta k Cucreme
JIOCTaTOYHBI JJIs1 00ecTieueH s 3allUThl IiepeaBaeMon
o Kananam JocTymna nHpopmanun oT
HECAHKLIIMOHUPOBAHHOIO JOCTyNa K HEH TPETbUX JIHIL.
IIpu s3Tom KineHt noarsepskaaer, 4To eMy U3BECTHO O
TOM, YTO B Tporecce J[MCTaHIMOHHOTO OaHKOBCKOTO
00CITyKMBaHHS BO3MOKEH puck
HECAHKIIMOHUPOBAHHOT'O IOCTYIA TPEThHX JIUI] K TAKOH
MHGOPMALIMU U HACTOSIIIAM BBIPAXKAeT CBOE COTJIacHe C
TeM, 4YTo baHK He HeceT OTBETCTBEHHOCTH 3a
pasrinamenue nHpopmanuu o Kinenre B cirydae Takoro
HECAHKIIMOHUPOBAHHOTO IOCTYTIA.

3.3. Ilepemaua Kiuenrom Jloruna, BpemeHnHoro
napous, [aposst, KogoBoro crnoBa, Pa3oBbIx cekpeTHBIX
napoyiell TpeThbUM JIMIAM He JOIyCKAaeTCs, TaK Kak
BJIEUET PUCK HECAHKIIMOHUPOBAHHOTO IOCTYINA TPETHHUX
min Kk nepexasaemMoi  no  Kanamam  fgocrtyma
nHdopmanun. B ciyuae nepenaun Kiuenrom Jloruna,
Bpemennoro maposisa, Ilapons, Konmosoro ciosa,
Pa30BBIX cEeKpeTHBIX NapoJiell TPETbUM JIMLaM baHk He
HECET OTBETCTBEHHOCTH 3a HECAHKIIMOHMPOBAHHBIN
JIOCTYN K TmepeaaBaeMol uHGOpManud U yuiepo,
[IPUYMHEHHBIN Kinenty BCJIEJICTBHE TaKOI O
HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

3.4. Hacrosimmum KimeHT mpu3HaeT, 4To B MIpoliecce
nepeaayn WHGOpPMAIMK IYTEM HANPAaBICHUS CMC-
COOOIICHUS Ha 3apErUCTPUPOBAHHBIA HOMEP BO3MOXKEH
PHUCK HECAHKIIMOHMPOBAHHOIO JOCTYHA TPETHUX JIHI[ K
Takoi WHMOPMAIMM W HACTOSIIMM BBIPAKACT CBOE
COIJIacHe C TeM, YTO baHK HEe HeceT OTBETCTBEHHOCTH 3a
pasrmamenue nHpopmanuu o Kmuenre, Onepanusx B
Clly4ae TaKOro HECAaHKIIMOHUPOBAHHOTO JOCTYIIA.

actions made by the Parties (including automatically
by the System), foreseen by the present Terms and
Conditions, and can be applied for settlement of and
disputes, as well as submitted to the court.

2.4.3. The Client is notified that all telephone
conversations are recorded and stored in the Bank
within the time period established by the laws of the
Russian Federation. Records of these telephone
conversations can be used when resolving any
disputes, as well as submitted to the court.

3. CONFIDENTIALITY

3.1. The Bank is obliged to take all available measures
for preventing the unauthorized access of third parties
to the information considered bank confidentiality of
the Client. Any type of such information can be
provided to the third parties only according to the
procedure stipulated by the legislation of the Russian
Federation.

3.2. Hereby the Client acknowledges that the
application of Session keys according to the present
Terms and Conditions, as well as the Authentication
procedure and the procedure regulating the Client’s
access to the System by using Identifiers are sufficient
for protection of the information transferred via the
Access Channels from unauthorized access of third
parties. Thereat, the Client confirms that he/she is
informed about the possibility of a risk of
unauthorized access of third parties to such
information in the process of remote banking services
and hereby agrees with the fact that the Bank does not
bear responsibility for disclosure of information on
the Client in case of such unauthorized access.

3.3. Transferring of information on the Login,
Temporary Password, Password, Memorable Word,
Session Keys by the Client to third parties is
prohibited, as it generates risk of unauthorized access
of third entities to the information transferred via the
Channel of Access. In case of transferring of
information on Login, Temporary Password,
Password, Memorable Word, Session Keys by the
Client to third parties, the bank does not bear
responsibility for unauthorized access to transferred
information and the loss caused to the Client in the
result of such unauthorized access.

3.4. The Client hereby acknowledges that when
sending information by SMS to the Registered
Number the risk of third-party unauthorized access to
such information arises and hereby agrees that the
Bank shall not be held liable for the disclosure of
information about the Client and Transactions in the
case of such unauthorized access.
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4. BO3HAIPAXLOEHWE BAHKA

4.1. Pazmep M TIOPSAAOK yIep»KaHHs KOMHCCHOHHOTO
BO3HarpaXkJeHHs 3a npejocraBlieHne bankom yciyr B
COOTBETCTBMH €  YCJOBHSAMH  YCTaHaBIHMBAIOTCH
cormnacHo Tapudam banka.

4.2. KnreHT HACTOAUIMM TIPENOCTaBIsAeT baHKy mpaBo
CIHCHIBATh 0€3 JIONOJHHUTEIBHOTO  PACHOPSIKCHUS
KnmeHTa CyMMBI KOMHCCHOHHOTO BO3HArpaXICHUS
Banka 3a yciyru B coorBerctBuu ¢ Tapudamu banka, a
TaKKe Jpyrue pacxo/bl, HOHeceHHbIe baHkoM B cBsi3u ¢

HUCIIOJTHCHUCM PacnomeeHMﬁ H/unm HWHBIX
SHGKTPOHHHX JOKYMCHTOB, B TOM YUCJIC
KOMHCCHOHHBIC BO3Harpax acHus 0aHKOB-

KOHTpareHToB, ¢ oosix CuetoB Knuenra B banke, kak
OTKPBITBIX Ha MOMEHT IpucoequHeHus Kimenra x
HACTOSIINM YCIIOBHAM, Tak U co CYeToB, KOTOpBIC
MOryT ObITH OTKpbITHI Kimenty bankoMm B Oymymiem,
COTJIaCHO COOTBETCTBYIOLINM JIOTOBOPAM,
3aKIIFOYCHHBIM MeX 1y CTOpOoHaMH.

Hecmotps Ha ykazanHble nojoxkeHus: KnueHrt Bmpase
OCYIIECTBIISATh oTuIaTy KOMHCCUOHHOTO
BO3Harpaxxjienus baHka 3a ycIlyTH B COOTBETCTBHUHU C
Tapudamu bBanka, a Takke JApyrHe pacxobl,
MMOHECEHHbIE baHKOM B CBS3W C HUCIIOJHCHHEM
PacrniopspxeHuiA U/niii HHBIX DJIEKTPOHHBIX TOKYMEHTOB
Knuenra JIFOOBIMHU WHBIMU criocobamu,
Mpe1yCMOTPEHHBIMU 3aKOHOJaTeNbcTBOM Poccuiickoit
denepanuu.

4.3. KIHeHT HAaCTOSIIUM JAET COTIACHE Ha HCITOJHEHUE
(B Tom uncie gyactuuHoe) baHkoM, B HONHOI cymMme,
JIOKyMEHTOB, YyCTaHOBJEeHHbIX bankom Poccum, mist
OCYILIECTBIICHHUSI ~TpaB, MPEIyCMOTPEHHBIX 1I. 4.2
HACTOAIIMX YCIIOBUH, B TEUEHUE CpPOKa JAEUCTBUA
JoroBopa 6e3 orpaHUYeHUs [0 KOJHYECTBY PaCUCTHBIX
MOKYMEHTOB, 110 CyMMe ¥ TpeOOBaHHSAM U3
00513aTeNBCTB, BEITEKaONINX U3 JJoroBopa.

4.4, Bank uWMeeT MpaBO B OJHOCTOPOHHEM IOPSIIKE
m3MmenaTe Tapudsr banka ¢ m3semennem Kimenra ne
no3aHee, 4yeM 3a 10 (mecarh) KaleHAApHBIX THEH 10
BCTyIUIeHUsT TapruoB B CHIIy, ITyTeM OIyOJIMKOBAaHUS
HHPOPMALIUYU B MOPSIKE, MPEIYCMOTPEHHOM B IYHKTE
1.5 macrosmux Y ciioBuil.

5. YPEI'YIIUPOBAHUE
PA3HOrITIACUHN

5.1. Cropsl, BO3HHKAIONIME B CBSI3H C HCIOJIHCHHEM
JoroBopa, CTopoHBI 00s3yIOTCSl paspemarb IyTeM
MIEPETOBOPOB € YYETOM IIPHHIUIIOB I00POCOBECTHOCTH
M B3aMMHOTO YBaXKCHUS. B cilydqae HEBO3MOXHOCTH
YperylnupoBaHUs BO3HUKIIMX PA3HOTIACHI IyTeM
neperoBopoB, CTOPOHBI OyIyT pacCMaTpUBaTh CIIOPHI B
Cyode B  COOTBETCTBHH C  3aKOHOJATEIHCTBOM
Poccuiickoit ®enepannu.

5.2. B cinyuyae Hecormacus Kimenrta ¢ medcTBHSIMU
banka, cBsA3aHHBIMH C  HCIOJHCHHMEM baHKkoM
Pacnopsxenuit n/unu HHBIX ONEeKTPOHHBIX

JIOKyMeHTOB, KineHnt Hanpasiser B bank ¢ momomipto

4. BANK FEE

4.1. The size and procedure on collecting the fee for
the services rendered by the Bank according to the
Terms and Conditions, is identified according to the
Rates of the Bank.

4.2. The Client hereby provides the Bank with a right
to write-off without additional instructions of the
Client the sum of Bank fee for rendered services
according to the Rates of the Bank, as well as other
expenses covered by the Bank for the purposes of
execution of the Orders and/or other Electronic
Documents including the fees of banks-contractors,
from any Accounts of the Client opened in the Bank,
both opened at the moment of affiliation of the Client
to the present Terms and Conditions and from the
accounts that the Client may open in future, according
to corresponding agreements signed between the
Parties.

Notwithstanding the mentioned provisions, the Client
reserves the right to pay the Bank fee for the rendered
services according to the Rates of the Bank, as well as
other expenses covered by the Bank in relation to
execution of the Orders and/or other Electronic
Documents of the Client by any other means,
stipulated by the legislation of the Russian Federation.

4.3. The Client hereby agrees (including partially) on
implementation by the Bank, in full sum, of the
documents, established by the Bank of Russia, for
execution of rights, stipulated in point 4.2 hereof,
within the period of validity of the Remote Banking
Services Agreement without limitations in terms of
the quantity of settlement documents, sum and
requirements from obligations, arisen from the
Agreement.

4.4. The Bank reserves the right to change the Rates
of the Bank unilaterally by notifying the Client on it
not later than 10 (ten) calendar days prior to entry of
the Rates into force by means of publishing the
information according to the procedure stipulated in
point 1.5 of these Terms and Conditions.

5. SETTLEMENT OF DISPUTES

5.1. The Parties are obliged to settle the disputes
arisen in relation to the implementation of the
Agreement by means of negotiations considering the
principles of fidelity and mutual respect. Provided
that it is not possible to settle the arisen disputes by
negotiations, the Parties will address the disputes in
the court according to the legislation of the Russian
Federation.

5.2. In case the Client disagrees with the actions of the
Bank with regards to the implementation of the
Orders, and/or other Electronic Documents by the
Bank, the Client transfers to the Bank an application,
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Cucrembr mo Kanamam moctyma/Ha  OyMaKHOM
HOCHTEJIE 3asIBJICHUE C U3JI0)KEHHEM CYTH MPETEH3HU.

5.3. bank B Teuenue 14 (4eThlpHaANaTH) paboOUNX AHEH
OT  Jjarel  ToiydeHus — npereHsun  Kimenra
paccmarpuBaet 3asiBieHne KiieHnTa u, B 3aBUCUMOCTH
OT TPHUHATOTO peIleHus, JHO0  yJOBJIETBOPSET
nperensuto  Kimenra, mmbo mnepemaer KimeHty
3aKJIIOYEHHE O HEOOOCHOBAaHHOCTH €ro IPEeTeH3HH.
3akmo4eHrne 0 HEOOOCHOBAaHHOCTH  NPETEH3UU
Hanpasisgercs Knnenty mo Cucreme, a TakKe MOXKET
OBITh BBIIAHO B IHMCBMEHHOM BHJE C MOJIIMHUCHIO
YTIOJTHOMOYEHHOTO paboTHHKa banka
Knuenty/mpencrasurento KirenTta npu Tn4HOi sSBKE B
baHk.

6. OTBETCTBEHHOCTb CTOPOH

6.1. TIPABA, OBbsA3AHHOCTHU
OTBETCTBEHHOCTb BAHKA

n

6.1.1. bamk o0s3yercs mnpenoctaBiuATh KimeHTty
BO3MOXKHOCTB TIOJYYCHHS aKTyaJIbHOH M JTOCTOBEPHOI
uHbOpMaAUH 0 HepeaaHHbIX Kinentom
Pacropsokennsx, omepamusx mno ero Cuyerawm,
cocrossHHM ero CUYeToB M HHYH HHOOPMALHMIO B
HOPSJIKE, IPEyCMOTPEHHOM Y CJIOBUSIMU.

6.1.2. bank BrpaBe oTka3arh KiMEHTYy B HMCIOJIHEHUH
3apETUCTPUPOBAHHOTO  PacmopspkeHHs, eciau  MpH
MocJeayonel mpoBepke OyAeT YCTaHOBIEHO, YTO
UCTIOJIHEHHE  IpeaycMoTpeHHod uMm  Omepannu
IIPOTUBOPEUYUT 3aKOHOJATENILCTBY Poccuiickoit
®enepanuy, HOpMAaTUBHBIM akTaMm banka Poccun,
VYenoBusim uiu gorosopy Mexay bankom u Knnenrtom,
OTIPEZIETIAIONIEMY IOPSIOK MPOBEJICHUS Onepanuii 1mo
cooTBeTcTByIomemMy Cuery.

6.1.3. bank BmpaBe B 000 MOMEHT IO CBOEMY
YCMOTPEHHIO, B TOM 4YHCJE, HO HE OrpaHHYHMBAsCh, B

ciydae HapyIeHUs Kiuentom JloroBopa
JIUCTAaHIIMOHHOT'O 0aHKOBCKOTO 00CIy)KUBaHUs,
Kommpowmerarumy, BBISIBICHUS Oneparnuw,
COOTBETCTBYIOIICH MpU3HAKaM OCYIIECTBICHUS
nepeBojia IEHeXKHBIX CpeAacTB 0e3 cormacus Kiuenra,
oTka3atb  KilmeHTy B HCIOONHEHWH  JIFOOOTO
3aperucTpUPOBAHHOTO DNIEeKTPOHHOTO

JIOKyMEHTa/IIPUOCTaHOBUTD €T0 UCIIOJTHEHUE, IPH 3TOM
Knuent BnpaBe nepenats B baHk cOOTBETCTBYIOIIMI
JIOKyMEHT Ha OyMa>KHOM HOCHUTEJE, COCTABJICHHBIH 110
tdopme, MIPeyCMOTPEHHON COOTBETCTBYIOLIUM
JIOTOBOPOM, 3aKJTIOYEHHBIM MeX Ty CTopoHaMH, W/Wiu ¢
ygeToM TpeOoBaHUII 3akOHOAATeNbCTBa Poccuiickoit
denepanuu.

6.1.4. Bamk BmnpaBe morpeboBarh oT Kimenra
MpeACTaBUTh, B TOM YHWCIIe, ¢ MOMOIbI0 CHCTEMBI,
MOATBEPIKIAIOMIE TOKYMEHTHI, HEOOXOOMMEIE ISt
ocyiecTBiicHUsT baHkoM ()yHKIIMM arcHTa BaJlOTHOTO
KOHTPOJIs, B Ciydae ocyiuecTBieHus KimeHTOM
BanmtotHolt onepauuu.

Bank BIIpaB€ OTKa3aTb KJ'II/ICHTy B HCIIOJIHCHHH
3aperucTpupoOBaHHOIO PacnopmerI/m, B cj1ydac

HECOOTBETCTBUSl MpoBOAMMON BaoTHOW omnepanuu

mentioning the subject of complaint, by means of the
System via the Access Channel / in hard copy.

5.3. Within 14 (fourteen) working days as of the date
of receiving the claim of the Client the Bank processes
the application of the client and, depending on the
decision, either satisfies the Client’s claim, or
transfers the Client a conclusion on groundlessness of
the claim. The conclusion on groundlessness of the
claim is transferred to the Client via the System, as
well as can be issued to the Client / Representative of
the Client upon in-person visit to the bank, in written
for with the signature of an authorized employee of
the Bank.

6. LIABILITIES OF THE PARTIES

6.1. RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE BANK

6.1.1. The Bank shall provide the Client with an
opportunity to obtain relevant and reliable
information on the Orders transferred by the Client,
Transactions on their Accounts, the state of their
Accounts, and other information in accordance with
the procedure set out by the Terms and Conditions.

6.1.2. The Bank is entitled to refuse from the
execution of the registered Order of the Client in case
the subsequent checking will identify that execution
of such Transaction does not meet the requirements of
the legislation of the Russian Federation, regulatory
acts of the Bank of Russia, the present Terms and
Conditions or the Agreement between the Bank and
the Client, identifying the transactions conduction
procedure on the corresponding Account.

6.1.3. The Bank is entitled to refuse from/suspend the
execution of any registered Electronic Document of
the Client at any time, at its own discretion, including,
but not limited to, in case of violation of the Remote
Banking Services Agreement, a Compromise, a
Transaction with the signs of money transfer
performed without the Client’s consent, thereat the
Client reserves the right to submit to the bank the
corresponding document in hard copy, made in the
form of the Bank and according to the agreement
signed between the Parties and/or considering the
legal requirements of the Russian Federation.

6.1.4. The Bank is entitled to request from the Client
submittal of justifying documents, including by
means of the System, required for carrying out the
function of currency control agent by the Bank in case
the Client conducts Currency transactions.

The Bank is entitled to refuse from the execution of
the registered Order of the Client in case of the
mentioned Currency Transaction does not meet the
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JIEHCTBYIOIIEMY BaIIFOTHOMY 3aKOHOJATEILCTBY
Poccuiickoit ®Penmepanuyi  W/HINM  HENPEICTABICHUS
KnuenToM moareepkaaromux JOKyMEHTOB.

6.1.5. bank BmpaBe He BO3BpamaTh KOMHCCHOHHOE
BO3HarpakieHue, monydeHHoe ot Kimenra 3a
ucrojHeHne PacrnopspkeHus, 3aperHCTPUPOBAHHOIO B
Cucreme, ecii nanHoe PacriopspkeHne He MOXKET OBITh
BBITIOJTHEHO T10 HE3aBHCSIIUM OT baHka npuyuHaMm.

6.1.6. bamk He HeceT OTBETCTBEHHOCTH 3a
HEHCIIOTHEHHE Pacnopsoxenus 13707011 HWHOTO
DOnekTpoHHOTO NOKyMeHTa KimeHTa B ciydae OTKasza
Banka ot umcmomneHus PacmopsokeHHs W/HIM WHOTO
OnexTpoHHOTO ToKyMeHTa KimeHTa, a Takke B cIrydasx
HEHCIIOTHEHHS Pacnopspxenns n/m WHOTO
DNeKTpOHHOTO JoKyMeHTa KineHrta, eciu UCroHeHe
MpHBeJo OBl K HApYIICHUIO TpeOoBaHUH IeHCTBYIOIIErO
3aKOHOJATE/IbCTBA Poccuiickoii ®Depnepanuy,
HOpMaTUBHbIX akTOB banka Poccum, Hacrodmumx
VYcnoBuii, 10roBopoB 0AHKOBCKOTO cueTa (BKJIamga), a
TaKXKe YCIIOBHI WHBIX 3aKIIOUCHHBIX MeXy KimeHToM
u baHkoM cornanieHnit (JOrOBOPOB), B TOM YHCIIE, ECITH
Pacniopspkenue u/niu HHOM DIIEKTPOHHBIH TOKYMEHT HE
0puT0 TOATBepkIeHO Kimentom Pa3oBBIM cekpeTHBIM
mapoieMm, JJH00 TpoBepka PazoBoro cekpeTHOTo mapois
Jana OTPUIATEIbHBIA pe3yibTaT, JTHOO JEHEKHBIX
cpencts Ha Cuetax KimeHTa He IOCTaTO4YHO MJIst
WCTIOJTHEHHUS Pacniopspxenust (u/wmu WHOTO
OIEeKTPOHHOTO JIOKYMEHTA) n/unu YIIaTHI
KOMHCCHOHHOTO  BO3HarpaxieHuss baHky  w/uinm
BO3MEIEHUS WHBIX pacxoioB baHka B cBA3M C
MIPOBEICHUEM Omneparmu, OCYIIECTBIICHUS
COOTBETCTBYIOIINX ICHCTBHUH, a TAK)KE B MHBIX CITydasX,
MPEIYCMOTPEHHBIX Y CJIOBUSAMH, COOTBETCTBYIOIINM
JIOTOBOpOM ~ 0OaHKOBCKOTO  cueTa  (BKIama) H
3akoHoAaTenabcTBOM Poccuiickoit @enepanun.

6.1.7. bBamk He HeceT OTBETCTBEHHOCTH 3a
HEBBITTOJTHEHNE, HECBOCBPEMEHHOE HIIH HETIPAaBHIBLHOE
BBIITOJIHEHUE Pacnopsxenuit W/Wim WHBIX

DNEeKTPOHHBIX JOKYMEHTOB KimeHTa, eciau 310 OBLIO
BBI3BAaHO MpenocTaBiieHneM KiIMeHTOM HelToCTOBEPHOM
W/WM HeTOYHOW MH(pOpMAaIMK TpH 3aKITIOYCHAN ¥/ WITH
ucrnionHeHuu Jlorosopa, BBojioM KiiMeHTOM HEBEpPHBIX
JAHHBIX, a TaKke 3a HapymeHue paboTel CUcTeMBl B
pe3ynbTaTe OMMOOK W HETOYHOCTEH, IOIyIICHHBIX
Kinnentom.

6.1.8. bank He HeceT OTBETCTBEHHOCTH 3a yIiepo,

MPUYMHEHHBIN Kinuenty BCJIEZICTBUE
HECaHKUMOHUPOBAHHOI'O  HCIOJIb30BaHUS TPETbUMHU
TunamMu  3aperucTpupoBaHHOTO HoMmepa, [lapoms,

Konosoro cnosa, a Takxe Jlornna, Bpemennoro napoJis
1 Pa3oBoro cekpeTHOro maposst, nepeanHbix KimmeHrty.
Bank HeceT OTBETCTBEHHOCTH 3a  IOCJIEACTBHS
HECaHKIIMOHWPOBAHHOTO JIOCTYyINa TPETbHX JHI K
CucrteMe HCKIIOUHTENBHO B CIIyYasx, KOTJa TaKou
HECaHKUMOHUPOBAHHBIN JOCTYI BBI3BaH
HecoOmoaeHneM baHkoM TpeOOBaHMIA HACTOSIIUX
VYcnoBuii.

6.1.9. bank He HeceT OTBETCTBEHHOCTH 3a ITOJIHOE UJIH
YACTUYHOE  HCHUCIIOJIHEHHE CBOMX  0053aTENIbCTB,
BBITEKAIOIUX U3 YCIOBUM, €CIM TAKOE HEUCITOIHEHHE
BBI3BAHO OOCTOSITEIBCTBAMH HEIPEOIOIMMON CHIIBI, B

TOM 4YHCJIC PCHICHUAMHU OPraHoB BaKOHOHaTCHBHOﬁ,

requirements of the effective currency legislation of
the Russian Federation and / or failure of the Client to
present confirming documents.

6.1.5. The Bank is entitled to refuse from refunding
the fee received from the Client for execution of the
Order registered in the System, if the mentioned Order
cannot be executed due to reasons beyond the Bank’s
control and competence.

6.1.6. The Bank does not bear responsibility for
execution of Orders and/or other Electronic
Documents of the Client in case of refusal of the Bank
from execution of the Order and/or other Electronic
Document of the Client, as well as in cases of not
executing the Order and/or other Electronic
Document of the Client if such execution could have
brought to violations of requirements of the effective
legislation of the Russian Federation, regulatory acts
of the Bank of Russia, present Terms and Conditions,
bank account (deposit) agreements, as well as
conditions of other agreements (contracts) signed
between the Client and the Bank, including if the
Order and/or other Electronic Document was not
verified by the Client by means of Session Key, either
the Session Key identification gave negative result,
either there are not enough funds on the Accounts of
the Client for execution of the Order (and/or other
Electronic Document) and/or payment of the bank fee
and/or compensation of other expenses of the Bank
related to the Transaction conduction, taking
corresponding measures, as well as in other cases,
foreseen by the Terms and Conditions, corresponding
bank account (deposit) agreement and legislation of
the Russian Federation.

6.1.7. The Bank does not bear responsibility for non-
execution, untimely or improper execution of Orders
and/or other Electronic Documents of the Client, if it
was arisen from the fact of providing inaccurate
and/or invalid information by the Client upon
conclusion and/or fulfililment of the Agreement,
entering of incorrect data by the Client, as well as for
System operations faults due to mistakes and
inaccuracies made by the Client;

6.1.8. The Bank does not bear responsibility for the
loss caused to the Client as a result of unauthorized
usage by the third parties of the Registered Number,
Password, Memorable Word, as well as Login,
Temporary Password, and Session Key transferred to
the Client. The Bank bears responsibility for the
consequences of unauthorized access of third parties
to the System, exceptionally in those cases when such
unauthorized access is obtained due to failure of the
Bank to comply with the requirements of the present
Terms and Conditions;

6.1.9. The Bank does not bear responsibility for full
or partial non-execution of its obligations, arisen from
the present Terms and Conditions, if such non-
execution is conditioned by circumstances of the acts
of God, as well as by decisions of legislative, judiciary
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CcyneOHON W/MITM UCTIOJTHUTEIPHOHN BiacTH Poccuiickoit
®enepanuy, a Takxke banka Poccun, koTopeie nenaror
HEBO3MOHEIM i1 baHka BBIOTHEHHE CBOHX
0053aTeNBCTB; 3aJiepKKaAMHU TIaTekel mo BuHE baHka
Poccun; BOGHHBIMH ACUCTBUSMHU, CTHUXUUHBIMH WIIH
WHBIMU OCICTBUSMHU, MPOUCXOIAIIMAMU B paiioHaX,
OopUIMANTEHO TPU3HAHHBIMH  HAXOMANIMMHUCS  IOJ
BIIUSTHUEM BBIIIEYKa3aHHBIX 0OCTOSATEIbCTB.

6.1.10. bank He HeceT OTBETCTBEHHOCTH 3a
mociencTsus HapymeHus Kimentom tpeOoBaHuii u
MOJI0KEHHUH HACTOSIINX Y CIIOBUH.

6.1.11. bank He HeceT OTBETCTBEHHOCTH 3a
[IOCJIEICTBUS HapYILICHUSI paboTtocrocobHOCTH
Kananos nocrymna.

6.1.12. baHk He HECET OTBETCTBEHHOCTH 3a HAPYIIICHUE
paboTsl CHCTEMBI, @ TAK)KE CPEJICTB CBSI3H, C TIOMOILBIO
KOTOpBIX KimeHTy Hampasisiercst cMc-cooOlIeHHe Ha
3aperucTpupoBaHHBI HOMEp, B pe3yibTaTe IeHcTBUM
TPETHUX JIAIL.

BaHKk He HeceT OTBETCTBEHHOCTH 33 KaKHe-TTH00 aBapuH,
cOou B 00CITy)XUBAHUH, CBSI3aHHBIE C 000PYIOBaHHEM,
CHCTEeMaMH Mepe/ladyd 3JICKTPOIHEPIUU W/UIU JTHHUH
CBSI3M, CETH WHTEPHET, KOTOpbhIe O00OECIeUYnBAIOTCS,
MOJAIOTCS, KCIUTYaTHUPYIOTCS H/WIHA OOCITYKUBAIOTCSI
TPECTbUMHU JIMLITaAMU B CBSA3U C HaAIIPpaBJICHUEM KJ'II/ICHTy
CcMC-co00IIeHNI Ha 3aperucTpupOBaHHBI HOMED.

6.1.13. baHk He HeceT OTBETCTBEHHOCTH 3a YOBITKH
KnmnenTta, BO3HUKIINE BCIEICTBHE HECBOEBPEMEHHOTO
coobmienust banky o Kommpomerarum.

6.1.14. baHk He HeceT OTBETCTBEHHOCTH 3a YOBITKH
Knuenra, BO3HHKIINE B pe3ynbTare yTparhl (IOp4H,
nepenauy, yrepu, pasriamenun) Kmmenrom Jloruna,
Bpemennoro maposisa, Ilapons, Konmosoro ciosa,
PazoBoro cexpeTHOr0 Mapos.

6.1.15. baHk He rapaHTHPYET COBMECTUMOCTh CHCTEMBI
C  ONEpalOHHOM  CHCTEMOM W  CTOPOHHUM
NPOTPaMMHBIM  00ECHEYEHHUEM, YCTaHOBJIEHHBIM Ha
koMmibtorepe Kinenra.

6.1.16. Pemrenne 00 OTMEHE HWCIOJIHEHUS
Pacnopspkenust o mpoBeneHun Omnepanuu 1udo 00
OTKJIOHEHWHM 3ampoca Ha OT3bIB  DJIEKTPOHHOTO
JIOKyMeHTa baHK TpWHUMaeT ¢ y4eToM TpeOOBaHUS
3aKoHoJaTrenascTBa  Poccuiickon Denepanuun 0
0C30T3BIBHOCTH IEPEBOJIa JICHEXKHBIX CPEICTB. B
ciydae oTMeHBl PacmopsbkeHuss baHk BhopaBe He
BO3BpaIIaTh KOMHCCHOHHOE BO3HArpaXJICHUE,
nonyyeHHoe oT  KimeHta, ecim  OTMEHEHHOE
Pacrnopspoxenue 0b110 3apeructpupoBatno B Cucreme.

6.1.17. ba#x He HeceT OTBETCTBEHHOCTH 34
MOCIIEACTBHSI HECAHKIIMOHUPOBAHHOTO HCITOJIb30BaHUS
TpeThbuMH JUIaMH Koma mocTyma, MCHob3yeMoro B
MOOWJIPHOM  TPWIOKEHWH, B TOM 4YHCIIEe 34
npuarHeHHBIe KITMeHTyY BeaencTBrue 3TOro yOBITKH.

6.1.18. bamk He HeceT OTBETCTBCHHOCTH 3a
HenonydyeHue — KimeHTOM — cMc-cooOmeHMd — Ha
3aperucTpupoBaHHblii HOMEp M0 BuHe KineHTta wiu
MOOHMIILHOTO OIeparopa, a Takxke 3a yobITku Kinenra,

BO3HUKHINEC BCJICACTBUEC HCTIOJTYUCHUS Kauenrom cmc-

and/or executive authorities of the Russian
Federation, as well as the Bank of Russia, which make
it impossible for the Bank to perform those
obligations; payments delays due to the fault of the
Bank of Russia; military actions; natural disasters and
other disasters taking place in the regions, officially
announced as impacted by the above mentioned
circumstances;

6.1.10. The Bank does not bear responsibilities for the
circumstances of violation of requirements and
provisions of the present Terms and Conditions by the
Client;

6.1.11. The Bank does not bear responsibilities for the
circumstances of performance faults of the Channels
of Access;

6.1.12. The Bank does not bear responsibilities for
any disruption in the operation of the System and the
communication means employed by the Client to send
SMS to the Registered Number through the fault of
any third parties;

The Bank shall not be held liable for any accidents,
service failures related to the equipment, power
transmission systems and/or communication lines, the
Internet, which are secured, served, operated and/or
serviced by third parties in connection with sending
SMS to the Client’s Registered Number.

6.1.13. The Bank does not bear responsibilities for the
losses of the Client caused due to late notification to
the Bank on Compromise;

6.1.14. The Bank does not bear responsibilities for the
losses of the Client caused due to loss (damage,
transfer, loss, disclosure) by the Client of the Login,
Temporary Password, Password, Memorable Word,
Session Key.

6.1.15. The Bank does not guarantee compatibility of
the System with the operating system and third-party
software installed on the Client’s computer.

6.1.16. The decision to cancel a Transaction Order or
to reject a request on  Electronic Document
withdrawal shall be taken by the Bank based on the
requirements of the legislation of the Russian
Federation on irrevocability of money transfers. In
case of cancellation of an Order, the Bank is entitled
to refuse from refunding the fee received from the
Client if the canceled Order was registered in the
System.

6.1.17. The Bank shall not be held liable for the
consequences of unauthorised use by third parties of
the Access Code used in the mobile application,
including losses incurred by the Client as a result
thereof.

6.1.18. The Bank shall not be liable for the Client's
failure to receive SMS sent to the Registered Number,
where such failure is due to the Client's own fault or
the fault of the mobile network provider. The Bank
shall also not be liable for any losses the Client suffers
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coobmiennii 1o BuHe Kimenta wiM  MOOHIBHOIO
oreparopa.

6.1.19. bank He HeceT OTBETCTBEHHOCTH 3a
HCCAHKIIMOHUPOBAHHBIN JOCTYN K TepelaBacMOd Ha
3aperucTpupoBaHHbI HOMEp HH(oOpManuu u yiepo,
MPUIHHCHHBIN Knuenty BCJIEACTBHE TaKoro
HECAaHKIIMOHUPOBAHHOTO JIOCTyNa, B TOM 4YHCIE, B
ciydae yTpaTsl Knuenarom KOHTPOJIS HaJ
3aperucTpUpOBaHHBIM ~ HOMEPOM, /IO  MOMEHTa
nonyuenuss oT KimeHra yBemomsieHus 00 yTpate
3aperucTpUpOBaHHOTO HOMEpA.

6.1.20. bank BmpaBe mnorpeboBate oT Kimenra
NnpeacTaBuTh, B TOM 4YHUCIIE, C IMOMOIIbBIO CI/ICTGMI)I,
MOATBEPKAAOIIHNC JTOKYMCHTHI, HCO6XOHI/IMI)Ie JUIA
BeIMosHEHUs bankoM TpeGoBanuii  ®PenepaabHOTO
3akoHa oT 07.08.2001 Nel15-®3 «O npotuBoaeiicTBUI
Jeranu3anuy  (OTMBIBAHHUIO) JOXOJOB, ITOJIYYEHHBIX
MPECTYITHBIM MyTeM, " (MHAHCHPOBAHUIO
TeppopU3May.

bank BmpaBe oTkazath KimeHTy B HCHOJIHEHHWH
3apEerHCTPUPOBAHHOTO  PacmopsikeHWs B ciydasx,
MPEIYCMOTPEHHBIX NEHCTBYIOINM 3aKOHOIaTEIbCTBOM
Poccuiickoit ~ @Penepany 0 NPOTUBOACHCTBUU
jeranu3anuy  (OTMBIBAHUIO) JIOXOJOB, MOJIYYCHHBIX
MPECTYIHBIM MyTeM, ¥ (PUHAHCHPOBAHHUIO TEPPOPU3MA.

6.2.[IPABA, OB513AHHOCTN U
OTBETCTBEHHOCTb KITMEHTA

6.2.1. Kitnent o06s13yeTcst co0ojaTh peKOMEHAAIMH 110
nHpOpPMAaLMOHHOW Oe3omacHOCTH Tpu  paboTe C
Cucremoil, ykazanusle B [lpwnoxkenun Ne2 «k
YcnoBusiM, a Takke IIEPHOJMYECKH pacchllaeMble
bankom mo Cucreme u  nyOiauKyeMble  Ha
koprnoparuBHoM MHTepHeT-caiite banka. Knuenrt Hecetr
PHCK  BO3MOXHBIX  YOBITKOB B pe3yJbTare
HECAaHKIIMOHUPOBAHHOTO JOCTYIa TPETbUX JHUI K
Cucreme, B TOM YHCIIE B pe3yJbTaTe HCIOITHEHUS
Bankom OneKTPOHHBIX JOKYMEHTOB, IMEPEIaHHBIX B
bank ot wmenm Kimenta u mnoamucanHeix ACII
Kinenra.

6.2.2. B cnyyae orkaza baHka OT HCHOJHEHHUS
3aperucTpupoBaHHoro Pacnopsbkenus, KiinenT Bopase
obpaTtuThes B BaHK 3a MOTydeHHEM COOTBETCTBYIOIIEH
uH(pOpMALIUK, B TOM YHCIIE O IPUYNHAX HEHCIIOTHEHHUS.

6.2.3. KitreHT HeceT OTBETCTBEHHOCTB 33 IIPAaBUIILHOCTh
U aKTYaJIbHOCTh BCEX CBEICHHI, COOOIIAEMBIX WM
Banky, mpu 3aKIFOYCHUH W UCIIOJHCHHH HACTOSIIETO
Jorosopa. [Ipn m3MeHeHnH yKa3aHHOUW B 3asBICHUH O
MPUCOEAMHEHNH K YcinoBusaM HHPopMmarmu, KimeHt
00s3aH HEMEIJICHHO YBEIOMHTH 00 3ToM baHk B
MMMCbMEHHOM BUJIE TIpH JInuHOU siBke B bank. B ciyuae,
eciim  KimeHT HapymaeT MOpPSAZOK HCIOJIB30BAHHUS
CHcTeMbl B 9aCTH MCIIOJIHEHHS CBOEH OOSI3aHHOCTH TI0
NPEJOCTaBICHUIO baHKy IOCTOBepHOW WH(pOpMAIUU
(0OHOBNIEHHOH MH(OPMALMKU B Cilyyae e W3MEHEHHS),
Bank  BmpaBe  MPUOCTAHOBUTH  KCIIOJIb30BaHHE
Kinuentom Cucremsl. Jlo MomeHTa nosryueHus bankom
yBenomiicHuss KimeHTa 00 HM3MEHEHHHM KOHTaKTHOM

nHpopmanmy, baHK He HECeT OTBETCTBEHHOCTH 3a

as a result of such failure to receive SMS, where such
failure is due to the Client's own fault or the fault of
the mobile network provider.

6.1.19. Where the Client loses control over the
Registered Number, the Bank shall not be liable for
any unauthorized access to information sent or
transferred to such Registered Number and for
resulting losses the Client may suffer till the notice of
the Registered Number loss has been received from
the Client.

6.1.20. The Bank shall have the right to demand that
the Client submit the supporting documents
(including the submission of such documents via the
System) necessary for the Bank to meet the
requirements of Federal Law No. 115-FZ dated
07.08.2001 "On the Counteraction of the
Legitimization of Proceeds of Crime and the
Financing of Terrorism".

The Bank shall have the right to deny the Client the
execution of the registered Order in cases provided for
under the effective laws of the Russian Federation on
the counteraction of the legitimization of proceeds of
crime and the financing of terrorism.

6.2.RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE CLIENT

6.2.1. When working in the System the Client is
obliged to follow the information safety
recommendations mentioned in Appendix No. 2 to the
present Terms and Conditions, as well periodically
sent by the Bank via the System and published in the
corporate web-site of the Bank. The Client bears the
risk of possible losses in the result of unauthorized
access of third parties to the System, including in the
result of execution of Electronic Documents by the
Bank transferred to the Bank on behalf of the Client
and signed with the EHS of the Client.

6.2.2. In case of refusal of the Bank from execution of
a registered Order the Client may apply to the Bank
for respective information, including that of the
reasons for such execution failure.

6.2.3. The Client bears responsibility for the accuracy
and relevance of all data transferred to the Bank upon
conclusion and implementation of the present
Agreement. In case of changes related to the
information mentioned in the Application on
affiliation to the Terms and Conditions, the Client is
obliged to notify the bank on those changes
immediately in a written form and in-person visit to
the Bank. Provided that the Client violates the
procedure on using the System related to
implementation of own obligations with regards to
providing the Bank with accurate information
(updated information in case of its change), the Bank
reserves the right to suspend the use of System by the
Client. Till the moment of receiving by the Bank a
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HETIOJy4EeHHE WM HECBOCBPEMEHHOE  IIOJIydCHHE
HanpasyieHHOW KineHTy koppecnonaenuuu, a Knuenr
HECEeT BCE PUCKU BO3MOXKHBIX YOBITKOB, BBI3BaHHBIX
HEMOJIyYeHHEM WM HECBOEBPEMEHHBIM IOTyYCHHEM
HanpaBieHHo! KineHTy koppecnoHAeHIIH.

6.2.4. Kimenr o0s3yercs ob0ecneyuTs XpaHEHHUE
nHpopManuH 0 MOTY4EHHOM Bpemenaom
napoine/mmMeHeHHoM [lapome cmocoOoM, aenaroImuM
Bpewmennsrii mapons/Ilapons HEJOCTYIHBIM TPETHHM
JUIaM, B TOM 4YHCIIe, HE coo0maTh BpemeHHBIH
napons/[laponms  paborHmkam  bamka, a  Takke
HE3aMeAIUTEIBHO YBEIOMJISITH bank 0
Kommnpomeranuu Bpemennoro naposns/Iaposs.

6.2.5. Knnenr o0s3yercss He mpoBoauth mo Cyeram

oreparuu, CBSI3aHHBIE c OCYILECTBIICHUEM
NpeANPUHUMATEIECKON e TEIbHOCTH.
6.26. B ciywae  yTparhl  KOHTpPOJsL  Haj

3aperucTpupoBaHHEIM HOMepoM KimmeHT o00s3yercs
He3aMeTUTENBHO coo0muTh 00 3TOM B baHK.

6.2.7. KimmeHT 00s3yeTcs OOECIeUnTh IOAACpKAHUE
npreMa CMC-COOOLIeHHH Ha 3aperucTpUpOBAHHOM

HOMepe.

6.2.8. KumeHT o00s3yercss mnpeaocTaBuTh baHKy B

KauecTBe 3aperucTpupoOBaHHOTO HOMeEpa
JICHCTBUTEIBHBI HOMEP MOOWIBHOrO TeiaedoHa u
O6eCHe‘II/ITL HOCTOHHHy}O }IOCTyHHOCTL HOMepa

MOOWJIBHOTO TenedoHa JUIs MpHeMa COOOIeHHH B
thopmate SMS-coo0meHwMI.

6.2.9. Knuent HECET OTBETCTBEHHOCTD 3a
JIOCTOBEPHOCTh HOMEPa MOOMIILHOTO TelieoHa, 00sI3aH
HE JOMYyCKaTh CO3JaHUE AyOINUKATOB (KJIOHOB) Sim-
KapTel, a TaKke He JOMyCKaTh MOJydYeHHE,
HCIOJIb30BAaHUE M 3aMEHYy Sim-KapThl H/WJIH HOMEpa
MOOMIIBHOTO TenedoHa, Komosoro cioBa
HEYITOJTHOMOYCHHBIMU JIATIAMH.

6.2.10. Kuument o0s3yercst oOecleuuTh XpaHEHHE
nHpopmanun o KogoBoM ciioBe criocoboMm, Aearomnum
KonoBoe c110Bo HEIOCTYITHBIM TPETHUM JIMLIAM

7. U3MEHEHMUE yCII0BUUA

7.1. YcnoBus MOTYT OBITh M3MEHEHBI TI0 WHUIMATHBE
banka myTem BHECEHUS U3MEHEHUHN W/WIH JOTIOTHEHUH
B YCIIOBUS, B TOM UHUCJIE IIyTEM YTBEPXKICHUS HOBOMU
penakuuu  YCIOBUWM, B TIOPSAKE, YCTaHOBJIEHHOM
HACTOSIILUM pa3fenoM Y cIoBuUil.

7.2. U3meHeHus W/WIH JOIOJHEHHS B YCIIOBHS,
BHECCHHBbIC baHKOM, BCTYIAIOT B CHITy 10 McTeueHuu 10
(mecsaTH) KaJeHIAPHBIX THEH C JaThl OMYOJUKOBAHUS
bankoM wHpopManuu 00 O3TUX HM3MEHEHHSX W/WIN
JIOTIOJTHCHUSAX JIMOO C JaThl BCTYIUICHHS W3MCHCHHU

W/WIIA IOTIOJTHEHNH B CHITY, €CITM Takas JAara yKa3aHa B

notification from the Client on changing contact
information, the Bank does not bear responsibility for
non-receipt or delayed receipt of correspondence
directed to the address of the Client, and the Client
bears all the risks of possible losses, related to non-
receipt or delayed receipt of correspondence directed
to the address of the Client.

6.2.4. The Client shall store the information about the
received Temporary Password / changed Password in
a way that makes the Temporary Password / Password
inaccessible to any third party, including not provide
the Temporary Password / Password to the Bank
employees, as well as immediately notify the Bank if
the Temporary Password / Password is compromised.

6.2.5. The Client shall not carry out any transactions
on the Accounts related to entrepreneurial activities.

6.2.6. In case the Client lost control over the
Registered Number, the Client must immediately
notify the Bank thereof.

6.2.7. The Client will secure continuous and
uninterrupted receiving of SMS at the Registered
Number.

6.2.8. The Client undertakes to provide the Bank with
a valid mobile phone number as a Registered Number
and to ensure that the mobile phone number is always
available for receiving SMS.

6.2.9 The Client shall be held liable for the accuracy
of the mobile phone number and shall prevent the
creation of duplicates (clones) of the sim card, as well
as the receipt, use, and replacement of the sim card
and/or mobile phone number, Memorable Word by
unauthorized persons.

6.2.10. The Client undertakes to ensure the storage of
information about the Memorable Word in a way that
makes the Memorable Word inaccessible to any third
parties.

7. CHANGE IN THE TERMS AND
CONDITIONS

7.1. The present Terms and Conditions may be
changed by the initiative of the Bank via making
adjustments and/or amendments in the Terms and
Conditions, including via verification of the new
edition of the Terms and Conditions, according to the
procedure stipulated by the present section of the
Terms and Conditions.

7.2. Adjustments and/or amendments in the present
Terms and Conditions, made by the Bank, enter into
force after 10 (ten) calendar days as of the date of
publication of information by the Bank on such
adjustments and/or amendments, either as of the date
of entering into force of adjustments and/or
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OMyOJIMKOBaHHOW wWH(pOpManuu, HO He panee 10
(mecsTH) KaleHIAPHBIX THEH C IaThl OMYyOJUKOBAHWS
nHbopMaLH.

B cnyuae uzmeHnenus 3akoHopatenbcTBa Poccuiickoit
®enepanyuu, YcCaoBusA, 10 MOMEHTa HUX HM3MEHEHMS
bankoM npuMeHsIOTCS B 4acTd, HE NMPOTUBOpevallen
TpeOOBaAHUSIM 3aKOHOJIaTE€IbCTBA Poccuiickoit
Denepanu.

7.3. KimmeHT 00s13aH He pexke ogHOTOo pasa B 10 (mecsts)
KaJCHOApHBIX [THEW 3HAKOMHUTBCA C HH(pOpMAaImeH,
myonukyemoit bankoM B cooTBeTCTBUM ¢ HyHKmoOM 1.5
Ycnosuid.

amendments, if such date is mentioned in the
published information, but not earlier than 10 (ten)
calendar days as of the day of publication of
information.

In case of changes in the legislation of the Russian
Federation, the Terms and Conditions, till the moment
of their adjustment by the Bank, are applied insofar as
they do not conflict with the requirements of the
legislation of the Russian Federation.

7.3. The Client is obliged to get familiarized with the
information, published by the Bank according to point
1.5 of the present Terms and Conditions at least once
in 10 (ten) calendar days.

7.4. B cnyuae Hecoriacus KimeHTa ¢ M3MEHEHHAMHU
W/WIKM JOTIOJIHEHUSIMH, BHECEHHBIMHU B Y CJIOBUSL, HIIH
YCIIOBUSIMUA HOBOM penakuuu Y cioBull, KiineHT Bopase
pacToprayTs JloroBop B TOpPSIKE, YCTAHOBIEHHOM B
paszodene 8 YcnoBuil.

7.5. B cmysae, ecnum OO0 BCTYIUIGHHS B CHIY
OMyOJMKOBaHHBIX ~ bBaHKOM  WM3MEHEHMH /WU
JIONIOJIHEHH, BHECEHHBIX B Y CJI0BUs, baHK He nmomyuni
yBegomnenuss Knwenta o pactopxkenuu Jlorosopa,
CTOpOHBI MPU3HAIOT, YTO YKa3aHHBIC U3MCHECHUS H/VITH
JIOTIOJTHEHUS B Y CJIOBUSI IPUHATHI KiineHTOM.

7.6. bBamk He HeceT OTBETCTBEHHOCTH, €CIIH
uHpOpManuss 00 W3MEHEHWH WU IONOJHEHUH
VYcnoBuit, onyOnMKOBaHHAsT B TOPSIKE U B CPOKH,
YCTaHOBIICHHBIE Y CIIOBUSIMU, HE ObLiIa MOJy4YeHa U/l
M3y4eHa W/WITK PAaBUIILHO MCTONKOBaHa Kitnentom.

7.7. JIroOble U3MEHEHUS U/WIHM JONOJIHEHUS B Y CIIOBUS
C MOMEHTa WUX BCTYIUIEHUS B CHJIy pPaBHO
PaCIIPOCTPaHSIOTCS Ha BCEX JIUII, MPUCOSAMHUBIIUXCS K
VYcioBusM, B TOM 4YHCIE MNPUCOSAMHUBIIUXCS K
YcnmoBusiM paHee NAThl BCTYILICHHUS U3MEHCHHUN W/HITH
JIOTIOJTHEHUH B CUITY.

8. CPOK [JEACTBUS U MOPSIOK
PACTOP)XEHMS [JOrOBOPA

8.1. JloroBop BCcTynaeT B CHJIy C MOMEHTA MOJYYEHHsI
Knuentom 3asBieHns 0 IPUCOSANHEHUH K Y CIIOBHUSIM C
oTMeTKOM baHka.

8.2. JloroBop HeWCTBYeT 10 MOMEHTa IpEeKpalleHUs
BCEX JIOTOBOPOB OAHKOBCKOI'O cyeTa (HE KaCaroIIUXCs
CYETOB JJIsl PacYETOB C HMCIOJIb30BAHUEM OaHKOBCKUX
KapT) ¥ JJOTOBOPOB CYETa BKJIaJa «J10 BOCTpeOOBaHM»,
3akmoueHHbIX Kiuentom ¢ bankoM.

8.3. JloroBop MOeT OBITh pacTOPTHYT 10 TPEOOBAHUIO
o1Hoi n3 CTOPOH B CIEAYIOIIEM MOPSIKE:

7.4. Provided that the Client disagrees with the
adjustments and/or amendments, made in the Terms
and Conditions or with the conditions of the new
edition of the Terms and Conditions the Client
reserves the right to cancel the Agreement according
to the procedure mentioned in Section 8 of the present
Terms and Conditions.

7.5. In case the Bank receives no notification from the
Client on cancellation of the Agreement prior to
entering into force of the adjustments and/or
amendments of the Terms and Conditions published
by the Bank, the Parties acknowledge that the
mentioned adjustments and/or amendments of the
Terms and Conditions are accepted by the Client.

7.6. The Bank bears no responsibility if the
information on adjustments and/or amendments of the
Terms and Conditions published according to the
procedure and within the deadlines, established by the
present Terms and Conditions, was not received
and/or studied and/or properly interpreted by the
Client.

7.7. Any adjustments and/or amendments in the
Terms and Conditions, as of the day of entering into
force, equally refer to all parties affiliated to the Terms
and Conditions, including parties affiliated to the
Terms and Conditions earlier dates of entering into
force of adjustments and/or amendments.

8. PERIODS OF VALIDITY AND
PROCEDURE ON AGREEMENT
CANCELLATION

8.1. The Agreement enters into force as soon as the
Client receives the Application on affiliation to the
Terms and Conditions with the Bank’s mark.

8.2. The Agreement is effective till the moment of
cancellation of all agreements on bank accounts (that
have no attitude to the accounts for settlements by
using bank cards) and "on-demand" deposit
agreements signed between the Client and the Bank.
8.3. The Agreement can be canceled upon request of
one of the Parties according to the procedure as
follows:
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8.3.1. B cuyugae pacropxenus Jloropopa 1o
nannuatiee banka, bank yBemomisier 00 3TOM
Knuenta He mo3nnee, yem 3a 14 (4eThlpHAALIATH)
KaJCHIApHBIX JHEH N0 AaThl pacTtopikeHus Jlorosopa
MOCPEIICTBOM HAIpPaBIICHUSI COOOIICHHS 110 TIOYTOBOMY
agpecy KnmeHra, cooOLIEHHOMY UM IIPH 3aKITIOYECHUH
JoroBopa, 6o ¢ momoinelo CHCTEMBI, JIMOO WHBIM

CrIocodoM, YCTaHOBIICHHBIM YcnoBusiMu.
Ob6s3arenpcTBa baHka 1Mo mpHeMy W HCIIOJHEHHUIO
Pacmopsoxenuit n/unu WHBIX OIEeKTPOHHBIX

JOKYMEHTOB C HUCIIOJIb30BAHUEM CHUCTeMBI CUMTAIOTCS
MPEKpaEHHBIMU C OaTbl WU BPEMEHH, YKa3aHHBIX B
YBEOAOMIICHUH.

8.3.2. B cmywae pacropxenus JloroBopa 10
ununuatuee Knwuenta, KinueHt ysemomiiser 00 3TOM
bank  myremM — HampaBieHHMs ~— YBEAOMJICHHS O
pactopkenun JloroBopa mo Cucrteme Jmb0 mMyTeM
Ipe/CTaBICHUs B baHK MHCEMEHHOTO yBEIOMIJICHHS O
pactopxenuu JloroBopa mpu jau4yHOi sBke Kimenra
(npencrasurens Knnenta) B bank. JloroBop cuuraercs
pacTOprHYTBIM C  JaThl  perucTpanud  baHkoMm
YKa3aHHOTO YBEIOMJICHHUS, TIPH YCIIOBHH OTCYTCTBHUS Y
KiuenTa o6s3aTenpeTB 10 moramieHuto nepen bankom
3amoivkeHHOCTH 1o  [oroBopy. Ilpm  Hammaum
YKa3aHHBIX 00513aTeIIECTB o TIOTaIICHUIO
3a0/pkeHHOCTH Tiepen; bankom J[loroBop cumtaercs
pacTOpPrHyTBIM C MOMEHTa HCIIONHEHUsSI 00s3aHHOCTH
IO OIIJIaTe YKa3aHHOW 3aJJ0JPKEHHOCTH.

Bce Pacnopsbkenust w/wnu uHbIE  DIIEKTPOHHBIE
noxymeHTsl Knnenta, 3apeructpuposanssie bankom 1o
MOMEHTa TIONyd4eHHus yBenomieHus Kimenta o
pactopxeHun JloroBopa, MOJUIEkKAT HCHOTHEHUIO
baHkoM B cOOTBETCTBUU € Y CIIOBHAMU.

C MomeHTa nostyuenust bankom yBenomiienust Kienra
o pacropkenun JloroBopa bank mpekpamiaer mpuem u
3aBepIIacT HCIIOJTHEHHE panee TIPUHSATHIX
Pacnopspxkenuit  Knuenra, HMHbIX — DIEKTPOHHBIX
JIOKyMEHTOB.

B cnyuae mnonyuenuss baHkoM yBeJOMIIEHHS O
pactopxenuu JloroBopa, oTkmioueHne Kimenra ot
CHCTEMBI OCYIIECTBISIETCS

- TeKymuM paboumM THEM - €CIHM 3asBICHHE OT
Knuenra mnomyueno po 17.30 mo MOCKOBCKOMY
BpeMeHH (B ISTHULLY — 10 16.15, B npennpa3aHUYHbIE
JHH — He MeHee 4eM 3a | (oaMH) Yac 10 OKOHYaHUS
pabodero JHs, yCTAaHOBJICHHOTO NpHKa3oM 1o baHky,
OIyOJIMKOBAaHHOM B TOPSIKE, MPEAyCMOTPEHHOM
nyHKTOM 1.5 YcnoBuii) Texymero pabodyero aHs;

- clexylomuM paboduM JHEM - €CJH 3asBICHHE OT
Kmmenra momydeno mocie 17.30 mo MOCKOBCKOMY
BpeMeHH (B mATHUIY - ¢ mocie 16.15, B
Mpennpa3gHAYHbIC JHA — MeHee 4eM 3a 1 (onH) 9ac Jo0
OKOHYaHMS pabOYero AHs, yCTAHOBIEHHOTO NMPHKA30M
no  bamky, omyOnmkoBaHHOM B TOpSIKE,
IpeyCMOTPEHHOM ITyHKTOM 1.5 YcinoBuii) Tekymero
pabouero aHS MM B 1000 BpeMs BBIXOJHOTO WU
Npa3HUYHOTO JHS.

8.4. Ilpekpamenune oOs3arenscTB 1mo JloroBopy He
BJICYET TpEKpalleHusi 00s3aTesIbCTB 0 WHBIM

8.3.1. In case of Agreement cancellation by the
initiative of the Bank, the Bank notifies the Client on
it not later than 14 (fourteen) calendar days prior to
the date of Agreement cancellation by means of
sending a message to the post address of the Client,
mentioned by the latter upon conclusion of the
Agreement either by means of the System, or by any
other means established by the Terms and Conditions.
The obligations of the Bank on acceptance and
execution of Orders and/or free format messages by
using the System are considered terminated as of the
date and time, mentioned in the notification.

8.3.2. In case of Agreement cancellation by the
initiative of the Client, the Client notifies the Bank on
it via transferring a notification on Agreement
cancellation by means of the System either by
submitting a written notification on Agreement
cancellation to the Bank for which purpose the Client
(the Client's representative) shall visit the Bank
personally. The Agreement is considered canceled as
of the date of registration of the mentioned
notification by the Bank provided that the Client has
no debt service obligations to the Bank under the
Agreement. In case of presence of such debt service
obligations to the Bank, the Agreement is considered
canceled as of the moment of performance of
obligations on payment of the mentioned debt.

All Orders and/or other Electronic Documents of the
Client, registered in the Bank till the moment of
receiving the notification of the Client on Agreement
cancellation are subject to execution by the Bank
according to the mentioned Terms and Conditions.

As of the moment of receiving the notification of the
Client by the Bank on Agreement Cancellation, the
Bank stops accepting and finalizes the execution of
early Orders and other Electronic Documents of the
Client.

In case the Bank receives notification on Agreement
cancellation, the Client is removed from the System as
follows:

- on the current working day - if the Application from
the Client is received before 5:30 p.m. Moscow Time
(on Friday — till 4.15 p.m., on days before holidays
- 1 (one) hour before the end of the working day,
stipulated by the order for the Bank, published
according to the procedure, stipulated by point 1.5 of
the present Terms and Conditions) of the current
working day;

- on the next working day - if the Application from
the Client was received after 5:30 p.m. Moscow
Time (on Friday — after 4.15 p.m., on days before
holidays - less than 1 (one) hour before the end of the
working day, stipulated by the order of the Bank,
published according to the procedure, stipulated by
the point 1.5 of the present Terms and Conditions) of
the current working day or at any time on
weekends and holidays.

8.4. Cancellation of obligations under the Agreement
does not bring to cancellation of obligation under
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JIOTOBOpaM  (COTJIAIIEHUSIM),
Knuentom u bankom.

3aKIIIOYCHHBIM  MCKIY

other agreements (contracts) signed between the
Client and the Bank.
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NMPUNOXEHUE Ne1. 3AABJNIEHUE O NPUCOEAUHEHUN K YCITOBUAM
/ APPENDIX NO. 1. APPLICATION ON AFFILIATION TO THE TERMS AND CONDITIONS

3ASIBJIEHUE
O ITIPUCOEJUHEHNWMU K YCJIIOBUSAM JUCTAHIHUOHHOI'O BAHKOBCKOI'O
OBCIYXUBAHUSA ®U3NYECKHUX JIUI TIOCPEACTBOM CUCTEMBI EUROLINK B AO AKB
«EBPO®UHAHC MOCHAPBAHK»
APPLICATION
on affiliation to the Terms and Conditions on remote banking services rendered to physical entities via
EuroLink system in Evrofinance Mosnarbank

damunus Ums Ortuectso / Full name

Hara poxxaenus / Date of birth

T'paxnanctso / Citizenship

JIOKyMeHT, yZHOCTOBEpSIIOIIUN JINYHOCTh

(HanMeHOBaHHMeE, Cepusi, HOMEp, KOT/Ia U KeM
BbiaH) / Personal identification document
(name, series, number, date of issue, issued

by)

Anpec peructpanus /
Address of registration

Anpec haKTHIEeCKOTo NPOXKHUBaHUS /
Residential address

Jomarrauii TenedoH /
Home telephone number

MoOunbHbIH TenedoH /
mobile telephone number

Komosoe croBo: / Code word:

HaCTOS[H_[I/IM 3a4BJIAII0O O NPUCOCAUHCHUU K I[eﬁCTBy}OHleﬁ peaakuu Ycnosuit JUCTAHIIMOHHOT'O 0aHKOBCKOT'O
obcmyxuBanus ¢pusndeckux aui nocpeactsom Cucremsl EuroLink B AO AKB «kEBPOOMHAHC MOCHAPBAHK» (nanee —
VYcroBus) B nopsiake, npenycMoTpeHHoM crathel 428 I'pakaanckoro koxaekca Poccuiickort ®enepauuu. Bee mnomnoxenus
VYcnoBuil pa3bsiCHEHBl MHE B NOJHOM 00ObeMe, BKIIOYAs OTBETCTBEHHOCTH cTOpoH, Tapudpsl AO AKB «EBPO®UHAHC
MOCHAPBAHK», cny4an u TOpSIOK YBEOOMIICHHH OO0 ONepanusX, COBEPIIAEMBIX IO MOMM OaHKOBCKHM CYETaM C
HCIIOIb30BAHUEM JJIEKTPOHHOTO CPEACTBA IUIATeKa W IOPSIOK BHECEHHWsI B YCIIOBHs M3MEHEHHH u momonueHui. / Hereby |
apply for affiliation to the effective edition to the Terms and Conditions of the Remote Banking Services rendered to physical
entities by means of Euro Link System in Evrofinance Mosnarbank (hereinafter referred to as Terms and Conditions) according
to the procedure stipulated by Article 428 of the Civil Code of the Russian Federation. All provisions of the Terms and Conditions
are explained to me in full, including the responsibility of parties, rates of Evrofinance Mosnarbank, cases and the procedure for
the notification of transactions on my bank accounts using electronic means of payment and the procedure of changing and
amendment of the Terms and Conditions.

Ha ocHoBanuu Hacrosimiero 3asinenus npoury: / Therefore, please:

Ne

1 | npenocraBute MHe noctyn K CucTeMe QUCTaHIMOHHOrO OaHKOBCKoro oOciyxkuBaHus EuroLink u oGecneunth
BO3MOYHOCTb €€ MCIOJIL30BAHUS I JUCTAHIIMOHHOIO OaHKOBCKOI'O OGCHy)KI/IBaHI/lS{ B COOTBETCTBUH C YCIOBUIMHU U
Tapudamu / provide me with access to the Euro Link Remote Banking System of Evrofinance Mosnarbank and ensure
possibility of its use for remote banking services according to the Terms and Conditions and the Rates.

2 | mpemocTaBIATh BpemeHHBI maposs moctyma k CHucTeMe IUCTaHIMOHHOTO OaHKOBcKoro oGcmykuBaHus EuroLink,
PazoBrie CEKPETHLIC ITapOJIH, a TAKKE NOMOJHUTECIBHO (HOMI/IMO YBEAOMIJICHUA 110 CI/ICTeMe) I/IH(bOpMI/IpOBaTI) MCHA C
MTOMOIIBIO CPEICTB MOOMIIBHOW CBSI3M O COBEPIICHUH KaXIOW OTEepalry 0 MOEMY cYeTy (cueTaM), OTKPHITOMY(-bIM) B
AO AKB «<EBPO®PMTHAHC MOCHAPBAHKY, a Taxke 06 oneparusx, COOTBETCTBYIONIUX IIPU3HAKAM OCYIIECTBICHHS
MepeBoaa JACHEKHBIX CPEACTB 0€3 MOEro coriacus, o (akre BXOJa/TOMBITKA BXOJa B CucrteMy ¢ HCIOJIb30BaHHEM
SIIEKTPOHHOTO CPE/ICTBA IIATeka M0 ClieAyrolieMy Homepy Tenedona: / provide me with a Temporary Password to access
the Euro Link System of remotebanking services, Session Keys, and inform me additionally (besides the notification in
the System) via mobile communications of each transaction performed on my account (accounts) with Evrofinance
Mosnarbank, of Transactions with the signs of money transfer performed without my consent, and of any System sign-in
or attempted sign-in using electronic means of payment to the following telephone number:

SI BBIpaXKar KOHKPETHOE, HH(QOPMHPOBAHHOE H I hereby give my express and informed consent to
cosnarensHoe cormacue AO AKB «EBPO®UHAHC | Evrofinance Mosnarbank (address: 29 Novy Arbat Street,
MOCHAPBAHK» (mecto HaxoxaeHus: r1.121099, r. | Moscow, 121099, OGRN (Primary State Registration Number)
Mocksa, yn. Hoeeiit Apbar, 1. 29, OTPH 1027700565970, | 1027700565970, general license for banking operations No.
reHepajibHasl JIMLECH3HMs Ha ocyuiecTBieHHeM OankoBckux | 2402, dated 07.23.2015) (hereinafter referred to as the Bank)
omeparmii Ne2402 ot 23.07.2015) (manee — bank) na | for the processing (including receipt from me), with or without
obpaboTky  (BKmouas — MOJMydYeHHe OT  MeHs) ¢ | automation means, of all my personal data contained in this
HCIIOJIb30BaHUEM CPEJICTB aBTOMaTH3aluK win 6e3 Takoseix, | Application and the documents submitted by me to the Bank
BCEX MOUX NEPCOHAIIbHBIX JAaHHBIX, YKa3aHHBIX B HACTOALIEM
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3asBICHNN M JOKYMEHTAX, IPEIOCTABICHHBIX MHOM B baHk,
U TIOATBEpXKJAaro, 4YTO, JlaBas TaKOe COTJIacHe, NEHCTBYIO
cBOOOTHO, CBOCH BOJICH M B CBOMX MHTEPECaXx.

Cornacue faeTcst MHOW B IETAX OCYILECTBICHUS
BankoM  ¢QyHKIMIA, BO3MOXKEHHBIX HA  KpPEAWUTHBIC
opraHu3aluy 3akoHogarenabcTBoM Poccuiickoit @enepanumy,
a TaKKe AN Lenedl npuHATHA baHKOM peleHus o
BO3MOKHOCTH OTKPBITHSI OaHKOBCKOTO CUeTa, cdera o
BKJIany (ZIETO3HTY), B TOM UHCIIE POBEPKH JTOCTOBEPHOCTH
CBEJCHUI, yKa3aHHBIX MHOI npu oOpamenun B bank u B
NIPEOCTABICHHBIX  JTOKYMEHTaX, 3aKJIIOUeHUS JIFOOBIX
CZICJIOK, CBSI3aHHBIX C OTKPBHITHEM OaHKOBCKOTO CUETa, CUeTa
10 BKJamy (IEMO3UTY), M UX JalbHEHIIEro HCIOIHEHH, B
TOM YHCJE, PACTIOPSDKEHUSI JCHEXKHBIMH CPEJICTBAMU IO
yKa3aHHBIM cyeTaM Kak Ha OyMa’KHBIX HOCHTEISX, TakK H C
MOMOIIBIO  3MEKTPOHHOH  CHCTEMBl  JUCTAaHIHMOHHOTO
OaHKOBCKOTO  OOCITy>KUBaHHUS, COBEpIICHUST  HWHBIX
OaHKOBCKHMX OIEpalyii, B LEJIX NMPUHATHS PEUICHUH WIH
COBEPIICHHUS UHBIX ACHCTBHH, HOPOXKIAIONINX IOPHITICCKHIE
TIOCJIC/ICTBYSI B OTHOLIIEHHH MEHSI W/HJIN APYTUX JIULL, B LEJISIX
peanm3anuu (MCTIOTHEHUS ) MIPEaYCMOTPEHHBIX
3akoHozmarenbcTBOM — Poccuiickoit  denepanuu  mpas
(obs3aHHOCTE) baHka mpu BeneHHHM OaHKOBCKHX CYETOB,
CYETOB IO BKJIAAy (AEHO3UTY), OCYIIECTBICHHS XPAHEHUSI, B
TOM 4HCJIE B DJIEKTPOHHOM BHJE, B LEIIX oOecHedeHHs
6ezomacHocTr Kimenra n bBaHka, mepeBO3KH M 3allUTHI
NIEPCOHAIBHBIX JIAHHBIX, MOJYYEHHBIX B BBIICYKa3aHHBIX
LIEIIIX, ¥ paCHPOCTPAHSIETCS Ha MOM IIEpCOHAIBHEIE IaHHBIC,
YKa3aHHbIE MHOW B AHKETe (PU3UUECKOTO JIMIIA, MOTydaeMOi
bankoM B COOTBETCTBMH C  3aKOHOJATEIbCTBOM O
MIPOTUBOACHCTBUN JieTanu3anuu (OTMBIBAHUIO) JOXOOB,
MOTYyYeHHBIX MPECTYHMHBIM MyTeM, U (HHAHCHPOBAHHIO
TEppopH3Ma, a TAKKe YKa3aHHBIX (COJEpIKAIUXCs) B MHBIX
JOKYMEHTaX, PeJoCTaBIsieMbIX MHOW B BaHK, a Takoke Bcex
MOMX  TEpPCOHAIBHBIX  JIAHHBIX,  HAaXO[IIIUXCA B
pacnopshKeHHH TPETHUX JINI, KOTOpBIe cOCTOSAT ¢ baHkoM B
JIOTOBOPHBIX OTHOIICHUSX.

Bank mMeer mpaBoO OCYHIECTBIATH CIEAYIONIHE
neicTBUA  (OTepaliy) WIH COBOKYNHOCTD  JICHCTBHIMA
(omepanuii) B OTHOIIEHWHM MOUX II€PCOHAIBHBIX JAHHBIX,
KOTOpBIE HEOOXOAWMBI MM JKeNaeMbl IS JOCTHKEHHS
BBIIICYKA3aHHBIX IIeNel, ¢ CcoOmromeHreM TpeOOoBaHMiA
0aHKOBCKOM TaWHBI: cOOp, 3amuch, CHCTEMaTU3alHIo,
HAKOIUICHHE,  XpaHeHWe, yTouHeHHe  (OOHOBICHHE,
HU3MEHEHUs), M3BJCYCHHE, WCIONB30BaHME, Iepenady
(mpenmocTaBneHne, TOCTYM) JHIY (-am), ¢ KOTOPBIM (1) baHk
COCTOHT B JIOTOBOPHBIX OTHONICHUSX, OOE3IMUNBaHHE,
ONMOKMpOBaHME, yHaJleHHe, yHHUUTOXeHHe. OOpaboTka
MepCOHANBHBIX ~ JAHHBIX ~ OCYyIIecTBisiercs bankom ¢
NpPUMEHEHNEM CJEAYIOUIMX OCHOBHBIX CIOCOOOB (HO, HE
OTpaHWYMBAsACh MMH): XpaHEHHE, 3alucCh Ha OyMakKHbIE W
JNIEKTPOHHBIE HOCHUTEIM W HUX XpaHEHHE, COCTaBJICHHE
nepeyHen, MapKUpOBKa.

Hacrostiee coritacue neficTBUTENBHO B Teuenue 10
(mecsit) net. Ilo mcTedeHMM yKa3aHHOTO CpoKa IeHCTBHE
COTJIACHSI CUHUTACTCS MPOJICHHBIM Ha KaXKJ(ble CIICIYIOIHe
IISITB JIET TIPH OTCYTCTBUH CBEJEHHH O €r0 OT3hIBE.

51 yBeiomIieH (a) 0 CBOEM MpaBe 0TO3BaTh COTJIacHe
nyTeéM nojia4yu B baHk MMCEMEHHOTO 3asIBJICHUS.

51 yBemomieH (a), YTO MpPEIOCTABIEHHE MHOIO
HETOYHOW M HEJOCTOBEPHOH WH(POpPMALUM ¥  OT3BIB
HACTOSILIETO COTJIACHsI MOTYT TIIOBJE€Yb HEBO3MOXHOCTD
okazaHus yciayr bankom.

Vka3piBass B JIOOBIX IIpeROCTaBIIEeMbIX baHKy
JOKYMEHTaX CBEIICHMS O TPETHHX JIMNAX, 51 Hopy4aio baHky
OCYIIECTBIIATh B COOTBETCTBHH C BBIIIEYKa3aHHBIMHU LIEISIMU
00paboTKy (TepedeHb IeicTBUM (omepanuil) W OMHCaHHE
Ccroco0OB  yKa3aHO  BbIIIE) IEPCOHAIBHBIX  JaHHBIX
yKa3aHHBIX JIUII.

IIpenocraBnennsle MHOM baHky nepcoHanbHbIE
JAaHHbIE TPETHUX JIUI[ MOJYyYEHbl MHOH B COOTBETCTBUH C
TpeOOBaHMSAMH W B TIOpSIIKE,  YCTAHOBJICHHBIMH

and confirm that by giving such consent, | act freely, on my
own accord, and in my own interests.

I hereby give my consent for the purpose of the Bank
performing the functions assigned to credit institutions by the
laws of the Russian Federation, and also for the purpose of
decision-making by the Bank on the possibility of opening a
bank account, a deposit account, including verification of the
reliability of information specified by me when contacting the
Bank and in the documents provided, the conclusion of any
transactions related to the opening of a bank account, a deposit
account, and their further performance, including the disposal
of funds on the above accounts, both on paper and via the
electronic remote banking system, the performance of other
banking operations, for the purpose of decision-making or
committing other actions generating legal consequences for me
and/or others, for implementing (exercising) the Bank’s rights
(obligations) provided for by the laws of the Russian Federation
in the framework of keeping bank accounts, deposit accounts,
safekeeping, including in electronic form, for the purpose of
ensuring the security of the Client and the Bank, transportation
and protection of personal data received for the above purposes,
and my consent shall apply to my personal data specified by me
in the Individual’s Questionnaire received by the Bank in
accordance with the laws on countering the legalization
(laundering) of criminal proceeds and terrorism funding, as
well as those specified (contained) in other documents provided
by me to the Bank, as well as all my personal data held by third
parties that are in the contractual relationship with the Bank.

The Bank may perform the following actions
(operations) or set of actions (operations) with respect to my
personal data as necessary or desired to achieve the above
objectives subject to the compliance with the banking secrecy
requirements: collection, recording, systematization,
accumulation, safekeeping, clarification (updating, changing),
extraction, use, transfer (provision, access) to person(s) the
Bank has contracts with,, , depersonalization, blocking, deletion
and destruction. The Bank shall process personal data using the
following main methods (but not limited to): storage, recording
in soft and hard versions, and their safekeeping, listing and
marking.

This consent shall be valid for ten (10) years. After
the expiry of this period, the consent shall be deemed extended
for every five years thereafter in the absence of information on
its revocation.

I am notified of my right to revoke my consent by
submitting a written application to the Bank.

I am notified that inaccurate or unreliable information
provided by me and the revocation of this consent may result in
the impossibility of service rendering by the Bank.

By providing information about third parties in any
documents submitted to the Bank, I instruct the Bank to process
(the list of actions (operations) and the description of methods
are specified above) the personal data of such parties in
accordance with the above-mentioned purposes.

| received the personal data of third parties provided
by me to the Bank in accordance with the requirements and the
procedure established by the personal data laws of the Russian
Federation. There are no restrictions on such personal data
processing set out by the subject thereof. The third parties are
notified of their personal data processing that is performed by
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3aKOHOJATEIECTBOM Poccuiickoii Denepanuu 0
TIEPCOHAIBHBIX TaHHBIX, IIPH 9TOM KaKUX-JIHO0 OrpaHUICHUH
Ha UX 00paboOTKy CyOBEKTOM IIEPCOHANBHBIX JaHHBIX HE
YCTaHOBJIEHO, YyKa3aHHbIe TPETbHU JHUIA yBEAOMIEHBI 00
00paboTKe UX TMEPCOHANBHBIX AAaHHBIX baHkoM, KoTopas
OCYIIECTBIIAETCS Bbankom c cobmoaeHneM
KOH(MUIEHIINANbHOCTH MEPCOHANBHBIX  JaHHBIX U
obecrniedeHnst 6e30IMaCHOCTH MEPCOHAIBHBIX TaHHBIX IPH UX
00paboTKe U C HEH COTJIACHBIL.

Hacrossmum s yBemomieH (a) o TOM, dTO
TpeOoBaHMI K 3amiuTe 00padaThHIBACMBIX I€PCOHAIBHBIX
JAaHHBIX HEOOXOAMMEIE IIPaBOBHIC, OpPraHM3ALIOHHBIE H
TEeXHUYECKHE MEpBI MO 3alIUTEe MEePCOHAIBHBIX JaHHBIX OT
HETIPaBOMEPHOTO WM CIydalfHOro JOCTyma K HHM,
YHUUTOXKEHUS, W3MEHEHUs, OIOKMPOBAHUS, KOIHPOBAHUS,
MIPEOCTAaBICHUSI M HHBIX HENPAaBOMEPHBIX JEUCTBUH B
OTHOIIICHNH NTePCOHANBHBIX JaHHBIX ONpeAeNsoTcs: bankoM
¢ yuetoM TpeboBanuii PenepanpHoro 3akoHa ot 27.07.2006
Nel52-®3 «O  nepcoHanbHBIX  JAHHBIX» M MHBIX
HOPMAaTUBHO-NIPaBOBBIX akTOB Poccuiickoit denepanun.

Tloamucas HacTosmiee 3asiBICHHUE, TOATBEPKIALO,
9T0 OO0  3aKmiodeHust  JloroBopa  O3HaKOMIEH ¢
PexomenpanusiMu o HHGOPMATMOHHOM 0€30MIaCHOCTH.

CormacHo TpeboBanmsm c1.9 DenepanbHOrO
3akoHa ot 27.06.2011 r. Ne 161-®3 «O HanuoOHAILHOH
IUIATEXHOM cHcTeMe» s yBEJOMIICH O TOM, 4To baHk
nadopmupyet Kimenra o coBepieHnn KaxIaoil oneparuu ¢
ucroiab3oBanreM CHCTEMBI JUCTAHIMOHHOTO OaHKOBCKOTO
obcmyxuBanuss  EuroLink myrem  ¢opmupoBaHus U
HampaBieHuss B CHcTeMy KypHama OIEpanuil 1o CcueTy
Kuenra.

Hacrosimium noaTBepkaai0, 4YTO YKa3aHHBIA B
JAHHOM 3asBJICHMH HOMep Tele()OHa MOAJEPIKUBAET MPHUEM
cMc-coo0IeHuii L.

Bce pucku, CBsS3aHHBIE C HEMOJyYeHHEM CMC-
COOOIEHN 10 MOeid BHHE WIM BHHE MOOWIBHOIO
oreparopa, IpUHAMAIO Ha ce0sl.

the Bank in compliance with the requirements for the personal
data confidentiality and safety of personal data in the course of
their processing, and agree therewith.

I am hereby informed that the requirements for the
protection of personal data being processed, the legal,
organizational and technical measures required to protect
personal data from unauthorized or accidental access,
destruction, modification, blocking, copying, provision, and
other unlawful actions in relation to personal data shall be
determined by the Bank based on the requirements of Federal
Law No. 152-FZ, dated 07.27.2006 “On Personal Data” and
other regulations of the Russian Federation.

By signing this Application, | certify that | have read
the Recommendations for information security prior to entering
into the Agreement.

In accordance with the requirements of Article 9 of
Federal Law No. 161-FZ, dated 06.27.2011, On the national
payment system, | am informed that the Bank shall inform the
Client of performing each transaction with the EuroLink
System of remote banking services by generating and
submitting to the System of a transactions statement on the
Client’s account.

Hereby | confirm the phone number provided in this
application supports incoming SMS.

I accept all the risks resulting from failure to receive
SMS due to my own fault or the fault of the mobile network
provider.

Hoonucs / Signature

Damunus YM.0. [ Surname and Initials

3anosansiercs bankom / To be filled in by the Bank

Ilpu perucrpaimu B CucTeMe MUCTAaHIIMOHHOTO OaHKOBCKOTO oOcmyxuBaHus EuroLink
kiuenty npucsoen Jlorun/The following Login was assigned to the Client upon registration in

the EuroLink Remote Banking System:

PaGorHuk banka: /
Employee of the Bank:

noonucs / signature @amunua M.0. | Surname and
Initials

!B ciyuae Hemoyuenus cMc-coobuenHii HeobxommMo oOpaTHThCs B Bank, a Takke k cBoeMy MoGuIbHOMY onepatopy. / If you do not receive

SMS, you need to contact the Bank, as well as your mobile operator
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NMPUNOXEHWUE Ne2. PEKOMEHOALIUM MO
WH®OPMALIMOHHON BE3OMNACHOCTH,
B TOM YUACHNE, NO CHNXEHUIO PUCKOB
NMOBTOPHOIO OCYLUECTBJIEHUA
NEPEBOAA OEHEXHbLIX CPEACTB BE3
COIrmAcwus KINUEHTA

B cBA3u ¢ ydacTMBIIMMHCS CIIydassMH HPOBEACHUS
MOILICHHUYECKUX OIepalyil Mo MepeBosy ACHEXKHBIX
CPEICTB C UCIONb30BaHHEM CHUCTEM AUCTAHLIUOHHOIO
0GaHKOBCKOTO 00CITy>)KUBaHUs Yepe3 ceTb MIHTepHeT U B
LeNsx MpeJOTBPALIeHHUs  HECAHKIMOHUPOBAHHOIO
goctyna k Cueram KnmeHTa €O  CTOPOHBI
3JI0YMBIIIJICHHUKOB baHK HACTOSITENbHO PEKOMEHAYET
¢bu3HYecKnM  JTHIAaM nonbe3oBaressiM  CHCTEMBI

cOOII0/IaTh  CHEAYIOIUEe Mepbl MH()OPMALMOHHOM
0€e30MacHOCTH:
e Hcmonp30BaTb Ha IIOCTOSIHHOM  OCHOBE

AaHTUBHPYCHOE MPOTPAMMHOE 00ECIIeUeHHE C
ToCTIeTHEH aKTyaJ bHOI Bepcueit 60a3 (Ha Bcex
YCTPOMCTBAaX, C KOTOPBIX OCYILECTBIAETCS
noctyn B CHcTeMy W/WIM Ha KOTOpBIE
npuxoauT SMs/push yBegomieHue).

PerynspHo  BBINONHATE  AHTUBUPYCHYIO
IIPOBEPKY JUIs CBOEBPEMEHHOIO
0oOHapyXeHHs BPEAOHOCHBIX INporpamm (Ha
BCEX YCTpOWCTBAX, c KOTOPBIX
ocymiecTBisieTes: 1ocTyn B CucreMy W/Hin Ha
KOTOpBIE IPUXOIHUT SMS/push yBenominenue).

e PerymsipHo  ycraHaBIMBaTH  OOHOBIICHHS
ONIEpallMOHHOW  cucTeMbl W Opaysepa
WutepHer (mocpencTBom KOTOpOTO

ocymecTBisieTcs focTyn k Cucreme) (Ha Bcex
YCTPOWCTBAX, C KOTOPBIX OCYIIECTBIIAETCS
noctyn B CucteMy W/WIM Ha KOTOpBIE
npuxoauT SMs/push yBegomieHue).

e biokupoBarh gocTynm K YCTPOMCTBaw,
MOCPENCTBOM  KOTOPBIX  OCYILECTBIIIETCS
noctyn  k  Cucreme. He  ocraBusaTh
Ppa30JI0KMpPOBaHHbIE YCTpPOHCTBA 6e3
IPUCMOTPA.

e  OcymuiecTBIATH BXOJ B Cuctemy
MIOCPEACTBOM  TIpsIMOro  Habopa  CCBUIKH

https://dbo.efbank.ru B ctpoke Opaysepa wiu
[0 CChUIKE Ha KOpHOpaTHBHOM WMHTepHeT-
caiite banka. IIpu 3TOM Becerzna mpoBepsTh,
YTO  COCJAMHEHHE  OCYILIECTBISETCS IO
Oe3omacHOoMy TIpoTOkKody https Ha ampec
* efbank.ru (mampumep, dbo.efbank.ru). B
aJIpeCHOil CTPOKE JOJKEH MOSBUTHCS 3HAUOK
3aKpBITOTO 3aMKa.

He mnonp3zoBathcsi CucteMoil € TroCTEBBIX
pabounx Mect (MHTEpHET-Kade U 1p.).

He ycranaBnmBaTh OOHOBIICHUSI CHCTEMHOTO
IporpaMMHOro obecriedeHust win Opaysepa
WutepHer, nonydeHHble OT uMeHN baHka 1o
ANEKTPOHHON MOYTE WM IPYTHM CIIOCOO0M,
HE OTKPBIBATh CCBUIKM B TaKHX ITOYTOBBIX
coobmmennsx. [lomydyuB Takoe cooOIIeHuE,
He3aMeUTUTEILHO COO0mHUTh 00 3TOM baHKy.
Hcnonp30BaTe MpuiioxkeHU Ha cMapT(oHax
TOJIBKO M3 O(UIMANTBEHBIX HCTOUHUKOB (Apple
Store, Google Play/ Play Market).

APPENDIX NO. 2 RECOMMENDATIONS
ON INFORMATION  SECURITY, IN
PARTICULAR, ON REDUCING THE RISKS
OF RE-TRANSFER OF FUNDS WITHOUT
THE CLIENT'S CONSENT

With a view to the increasing number of fraud
transactions of funds by means of remote banking
systems via Internet and for the purposes of prevention
of unauthorized access of hackers to the Accounts of
the Clients, the Bank strongly recommends to physical
entities - System users to meet the following measures
of information security:

To use on permanent basis anti-virus software
with the last updated version of databases (on
all devices used to access the System and/or
that receive SMS/push notifications).

To perform anti-virus screening on regular
basis for timely disclosure of hazardous
programs (on all devices used to access the
System and/or that receive SMS/push
notifications).

To install regularly the updates of the
operational system and the Internet Browser
(which is used for accessing the System) (on
all devices used to access the System and/or
that receive SMS/push notifications).

To block access to the devices used to access
the System. Not to leave unlocked devices
unattended.

It is recommended to access the System via
direct link https://dbo.efbank.ru or the link on
the corporate web-site of the Bank. One
should always make sure that connection with
*efbank.ru  (e.g., dbo.efbank.ru) s
established via the secure protocol (https). A
closed lock icon will appear in the address
bar.

Do not access the System using the guest
workplaces (cyber cafe, etc.).

Do not install updates of system software or
Internet browser received from the Bank via
electronic mail or otherwise, do not open links
in such mail messages. Inform the Bank on
the above mentioned upon receiving such
messages.

Use only those smartphone apps that are
downloaded from trusted official sources
(Apple Store, Google Play/ Play Market).



https://dbo.efbank.ru/
https://dbo.efbank.ru/
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e PerymsipHo, He pexe OTHOTO pa3a B JCHb
MOJTy4aTh HHPOPMALIHIO 0
3aperuCTPUPOBAHHBIX PacmopsikeHUsIX U 0
coctossaun CY4ETOB.

Bank pexomennyer KimeHTy yYHTHIBAaTH
pucku nipu padote ¢ Cucremoii uepes cetb MIHTEpHET U
IIOHMMATh, 4TO HCIOJIE30BaHUE TOJIEKO
AHTHBUPYCHOT'O MPOTPAMMHOT0 O0ecIeueHus HE JaeT
100% TapaHTUU 3aI{UThI oT IIPOBEICHUS
3TMOYMBIIIICHHUKOM MOIIICHHHYCCKUX OIEepanuii B
Cucreme.

Crnenyer YYUTHIBAaTh caMmble
pacupocTpaHeHHbIE Ha CETONHSIIHUN IEHb CXEMBI
MOIIICHHWYECTBA B ceTH MIHTepHeT:

o «CouuanbHBId  HUHXUHUPUHT» -
3JIOYMBINUICHHUKH paccoeliaroT
coo01eHus MOCPEACTBOM
SMS/3n1eKTpOHHOW ~ MOYTHI MU
3BOHSAT OT HMMEHU baHka u 1oa
Pa3IMYHBIMA TpeUTOTaMu

IBITAIOTCS TONMy4uTh OT Kimenta
Jlorunel, Ilapomu, ®.M.0, HOMEpa
CYETOB, KapT, MMH-KOJIOB U T.JI.

o  «@DummHr» — Knnenry npuceiaercs
[0 TOYTe WIM HHBIM CIIOCOOOM
CChIJIKA Ha TOMJACIbHBIM  CaMT,
KOTOpPBI MOXXET BU3Y&JIBHO HE
OTIMYaThcd OT MOJUIMHHOTO, C
npocs00ii BBecTH Jlorus, [Taposns Ha
noctyn k Cucrteme U Apyrue JaHHBIE
01 JTFOOBIM MPENJIOTOM (MCTEK CPOK
JEWCTBHS TIapoJisi, HEOOXOIMMOCTb
MPOUTH JIOTIOJTHUTENBHYIO
aBTOPU3AIIHNIO, pa30I0KHpOBKa
3a0JIOKUPOBAHHOTO JOCTYIIA U T.II.).

e 3apaxeHHE BPEIOHOCHBIM KOJIOM -

MIPOUCXOTUT uepes
pacrpocTpaHeHue BPEIOHOCHBIX
IpOrpaMMm uepes WHurepuer-
pecypcesl, HaIlpuMep, CalThl
COLMATIbHBIX ceTen WA
MIOCPEICTBOM CIIAM-PACCHUIIKUA Yepe3
3JIEKTPOHHYIO TOYTYy. Ilocie
3apaxenuss Cucrempl  Knuenra
BUPYCOM HIIH «TPOSTHOM»

37I0YMBIIIJIEHHUK TOJIy4aeT ITOJIHBIA
KOHTpOJb HaJ CHCTEMOI.
[Ipn ncnonszoBanun CucteMbl HEOOXOAUMO
IIOMHHUTB, YTO.

B cayuae BoisiBiienns KineHTOM Moa03puTeIbHBIX
onepauuii B Cucreme He00X01MMO
He3aMeNINTeJIbHO cBA3aThesl ¢0 Ciry k0o
KJIMEHTCKOI moaepxku banka no Homepy
Tesie(hoHA, ONYOIMKOBAHHOMY HA KOPIIOPATHBHOM
HNnrepHer-caiite banka.

e Receive information about the registered
Orders and the status of the Accounts at least
once a day.

The Bank recommends the Client to consider
the risks upon working in the System via Internet and
understand that only use of anti-virus software
provides with 100% protection guarantee from fraud
transactions by hackers in the System of the Client.

It is necessary to consider the most widely
spread schemes of fraudulent activities in the Internet
for today:

e  “Social engineering” — hackers send
SMS /email or call you on behalf of
the Bank and under various pretexts
try to get the Client’s Login,
Password, Print Name, numbers of
accounts, cards, pin codes, etc.

e  “Fishing” — The Client receives by
mail or otherwise a link to fake web-
site, which can be visually identical
to the official one, with a request to
enter the Login and Password for any
reasons (Password is out-of-date,
additional authorization is required,
unlocking of the blocked access,
etc.).

e Infection by a malicious code — by
means of spreading malicious
programs via Internet resources, for
example, social networks web-sites,
or by spamming via electronic mail.
After infecting the Client’s System
with a virus or a “Troyan” program
the hacker gets full control over the
System.

When using the System it is required to
remember that:

In case the Client discloses suspicious transactions
in the System, it is required to refer to the Bank’s
Customer Support immediately via telephone
number published on the corporate website of the
Bank.




