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YCJIOBUA JTMCTAHIIMOHHOI'O
BAHKOBCKOI'O OBCJIY KUBAHUA
OU3NYECKHUX JIMI ITOCPEACTBOM
CUCTEMbI EUROLINK
B AO AKb «<EBPO®PHUHAHC
MOCHAPBAHK»

TEPMUHBI U OITPEJAEJIEHUA

ACII KiimenTa — aHajor COOCTBEHHOPYYHOH MOIMKUCH
Knuenrta, ymocToBepsromuii (GakT COCTaBICHHUS W

OO CaHUA 3HeKTpOHHOFO JOKYMEHTA,
nepeaaBacMoro B bank or wumenm Kiumenra c
HCIIOJIb30BAHUEM CI/ICTGMLI, y,Z[OCTOBep?IIOH.[I/II\/'I

MOJJIMHHOCTh TaKoro ODJEKTPOHHOTO JIOKYMEHTa,
BKJIOYas BCE €ro  o0s3aTesNbHbIE  PEKBU3UTEHI,
MO3BOJISIIOINMA ~ JOCTOBEPHO  YCTAHOBUTH,  4TO
ONEeKTPOHHBIA JOKyMEHT wucxomutr ot Kimenra. B
kagectBe ACII ucnons3yercst Pa3oBbIif CeKpeTHBIH
Haposb.

AyTeHTH(UKAIUSA - npolenypa MIPOBEPKH
noanuHHOcTH Kiuenta ¢ momombto Jloruna, Ilaposs,
Bpemennoro mapomns, KomoBoro crnoBa wWiM HHBIM
CrIocoooM, MIPEAYCMOTPEHHBIM YcnoBusiMu.
ITonoxurenbHbIN pe3ynbTar AytenTuduxanuu
MOATBEPXKIAET, YTO popMUpoBaHMeE U nepenada B bank
DJeKTPOHHBIX JTOKyMeHTOB/oOpamieHne B bank uepes
Ciyx0y KIMEHTCKOM TOAJEPXKKH, IPOU3BOIUTCS
camuM KireHTOM.

Bauk — AKIMOHEPHBIM KOMMEPYECKMUIA
BAHK «EBPOO®MHAHC MOCHAPBAHK»
(akumonepHoe  0OmIECTBO). MeCcTO  HaXOXICHHUS:
121099, Poccus, r. Mocksa, yi1. HoBsiit Apbar, a. 29.
I'enepanbnas aunens3ust banka Poccum Ne 2402,

BanwTHble omepamuH — ONEpaldH, SBISFOIIUACCS
BATIOTHBIMH  ONCpallsIMA B COOTBETCTBHH  C
JIEHCTBYIOIIUM 3aKOHO1aTEILCTBOM Poccuiickoii
denepanuu.

Bpemennblii napoJib - YHUKAQJIbHAS
[IOCJIEA0BATEIbHOCTD CHUMBOIJIOB, HampasisieMas
Knuenty bankoMm mocpeacTBoM cMc-cooOLIeHUs Ha
3aperucTpupoBaHHBI ~ HOMEp, U  HUCIOJb3yeMas
Knuentrom B kauectBe Ilaponst mpu mepBoM BXoJe B
CucreMy, a TakXkKe B CIIydae BOCCTAHOBJIEHUS JOCTyIa K
Cucreme mocie  Kommpomeraumw/ytpatel — Win
OIIOKMPOBKH Cucremoit [Maposns W/Am
Jloruna/mprocTtanoBieHus Joctyna k Cucreme.

JucTaHIMOHHOE OAaHKOBCKOE OOCHY)KHBaHHE —
npegocTapieHre bankom KiMeHTY ¢ HCIOJIb30BaHUEM
KananoB mocTyma BO3MOXKHOCTH Tiepemaun baHKy
DJCKTPOHHBIX JOKYMEHTOB B MEIAX IPOBEACHHS
Onepariuii, MperoCTaBICHUE BO3MOXKHOCTH TEpeaadyn
Mexny banmkom u  KiMeHTOM ¢ HCHONB30BaHHEM
KananoB  moctyma  JIOKyMEHTOB 1O  BKJIAYy,
npegocTapieHre bankom KiueHTy ¢ UCTONb30BaHHEM
Kananos nocryna nHpopmanuuy o modydeHHbIX B banke
KpeIuTaxX,  pPa3MEUICHHBIX  CPOYHBIX  BKIAJax,
BBINYIICHHBIX Ha WMs KireHTa OaHKOBCKHMX KapTax,
octatkax ¥ Omepamusax mo CueraMm, MHBIX CBEIECHUH,
NPEAOCTABIICHHE  BO3MOXHOCTH  OCYIIECTBIICHHUS

TERMS AND CONDITIONS OF
REMOTE BANKING SERVICES
RENDERED TO PHYSICAL ENTITIES
BY MEANS OF EUROLINK SYSTEM
IN EVROFINANCE MOSNARBANK

TERMS AND DEFINITIONS

EHS of the Client — an equivalent of handwritten
signature of the Client certifying the deed of drafting
and signing an Electronic document transferred to the
Bank on behalf of the Client using the System,
authenticating such Electronic document including all
its compulsory details, in order to reliably determine
that the Electronic document is coming from the
Client. A Session Key is used as the EHS.

Authentication — a procedure of the Client
authentication using Login, Password, Temporary
Password, Memorable Word or any other means set
out in the Terms and Conditions. The positive
outcome of Authentication verifies that the creation
and submittal of electronic documents to the Bank/the
application to the Bank’s customer support is carried
out by the Client.

Bank — Evrofinance Mosnarbank. Location: 29 Novy
Arbat, Moscow, Russia, 121099. General license No.
2402 of the Bank of Russia.

Currency transactions — transactions that are
currency transactions according to the legislation of
the Russian Federation in force.

Temporary Password — a unique sequence of
symbols sent to the Client by the Bank by means of
SMS to the Registered Number and used by the Client
as a Password at first login, as well as in case of the
System access recovery after a Compromise/loss or
blocking by the System of the Password and/or
Login/suspension of access to the System.

Remote Banking Services — rendering by the Bank
to the Client, using the Access Channels, possibility
to transfer to the Bank Electronic Documents for the
purposes of Transactions conduction and Deposit
management, the Bank's submittal of information to
the Client on the credits obtained in the Bank, opened
term deposits, bank cards issued out in the name of the
Client, balances and Transactions on the Accounts,
other information via the Access Channels, as well as
providing possibility to hold correspondence between
the Bank and Client using the Access Channels.




nepenucku  Mmexnay banmkom u  KiumeHtom ¢
ucronb3oBaHneM Kananos mocryma.

Horosop AUCTAHLMOHHOIO 0aHKOBCKOI0
oocayxuBanusa (Jorosop) — pmoroBop Mexay
Kinentom u  bankom, 3aKiIO4eHHBII  IyTeM
npucoeannenus Knmenra k VYcnoBusM. Jlorosop
BKIIFOYaeT B ce0d IMOAMNHCAHHOE 3asABIECHHE O
MPUCOEANHEHNN K Y CIOBHSM, HACTOALIUE YCIOBUSA U
Tapudsr banka.

JlOKyMeHTBbI MO BKJIaAy - 3asABICHHE HA OTKpPBITHE
CpOYHOTO OaHKOBCKOTO BKJaja, 3asfBICHHE Ha
3aKpPBITHE CPOYHOTO OAHKOBCKOTO BKIJIAJA, ¥/ MHEIC
JOKYMEHTBI, HallpaBIsIeMbIE C ETBIO 3aKIIOYCHHS HIIH
pacTOpKeHHs] ~ JOTOBOpa  CPOYHOTO  OaHKOBCKOTO
BKIana, nepenannbie Knuentom B bank unu bankom
Knuenty B BuAe DONEKTPOHHBIX JOKYMEHTOB C
ucnonp3oBaHueM KananoB nocrymna.

3asiBjieHHe O TIPHCOEAMHEHUM K YCJIOBHAM —
MICbMEHHOE BOJICH3bsBIEeHHE KimeHTa 3akiIouuTh
Horosop.

3aperucTpupoBaHHbIii HOMEpP — HOMEpP MOOWMIBHOTO
teneona, ykazaHHBIH Kiumenrom B 3asgBiIeHHH O
MPUCOETMHEHUN K Y CIIOBHSAM WM 3asBJICHHU O CMEHE
HOMepa MOOMIBHOTO TeneoHa AT Lesel MoTydeHHs
MHPOPMALIMU B COOTBETCTBUH ¢ JloroBOpOM.

HNnenTuduxarop moJyyareiasi CpeacTB — HOMED
MoOuibHOrO Tenedona KimeHTa, TO3BOJISIOLIHIA
OJJTHO3HAYHO YCTaHOBUTH Knuenra cpeaun

OTIPEJICNICHHOTO MHOXXECTBA KIHMEHTOB B baHke u
OTIPENICIIUTh PEKBU3UTHI IS OCYILIECTBICHHS TIEPEBOA
JeHexxHbIX cpeacTB Knuenty Ha ero Cuer B banke co
Cuera npyroro Kiuenra, oTkpsiToro B banke.

Kanan pocryma — xaHanm mnepenadd OIJIEKTPOHHBIX
JIOKyMEHTOB, 00cCITyKMBaHHE 1o KOTOPOMY
MPOU3BOJIUTCS c UCTIONIb30BaHUEM
CHeTHaTH3UPOBAHHBIX TEXHUYECKUX CpencTB
(Uarteprer) ©6e3 ywactust paboTHHKOB  bamka,
obecrieunBaroIui Knuenram BO3MOYKHOCTb
CaMOCTOATENFHO (OPMHUPOBATH U TepenaBaTh B baHk
ONeKTpOHHBIE JOKYMEHTHl W TIIoiydaTh OT banka
ONEeKTPOHHBIE TOKYMEHTBHI.

Kapra Banka - smutupyemas baHkoM pacueTHas
(meberoBast) KapTa, pacyeThl C HCIOJIB30BaHUEM
KOTOPOM ~ OCYIIECTBISIIOTCS B COOTBETCTBHU  C
3akoHoAaTenbcTBOM  Poccuiickoit  denepauuu U
VYcroBusIMH BBITTYCKa W OOCITY>KUBaHHS OaHKOBCKHX
kapT AO AKb «kEBPOOMHAHC MOCHAPBAHKY.

KanenT — ¢pusndeckoe nuiio, nMeroniee cuera B banke,
OTKPBITHIC HA OCHOBAaHHH JOTOBOpa OaHKOBCKOTO CUeTa
(He Kacaromerocs CYeTOB JJISI  pacdeToB ¢
WCTIONIb30BaHWEM OaHKOBCKHX KapT) W/WIIM JOTOBOpa
cdeTa BKJIAa «I0 BOCTPEOOBAHUY.

Kon JocTyna — YEeThIPEX3HAYHBIN KOJI,
ycraHaBiuBaeMblii KilmeHTOM B MOOWIBHOW BepcUU
Cucremsl EuroLink, st ObicTpoii AyreHTHOHMKALNH.

Remote Banking Services Agreement (the
Agreement) — an agreement between the Client and
the Bank concluded through affiliation of the Client to
the Terms and Conditions. The Agreement includes a
signed Application on affiliation to the Terms and
Condition, these Terms and Condition, and the Rates
of the Bank.

Deposit Documents — Application on opening Term
Deposit, Application on closing Term Deposit, and/or
other documents sent for the purposes to conclude or
terminate the Term Deposit agreement, transferred to
the Bank by the Client or by the Bank to Client in form
of Electronic documents wit use of Access Channels.

Application on affiliation to the Terms and
Condition — a written expression of the Client’s will
to enter into an Agreement.

Registered Number — a mobile telephone number
specified by the Client in the Application on
affiliation to the Terms and Condition or an
Application on changing the mobile telephone
number for the purposes of receiving information
under the Agreement.

Recipient Identifier - a mobile telephone number of
the Client, which allows to unambiguously identify
the Client among a certain number of the Bank Clients
and determine the details for transferring funds to the
Client's account with the Bank from the account of
another Client opened with the Bank.

Access Channel — electronic documents transfer
channel, which is serviced by means of special
technical tools (Internet) without engagement of the
employees of the Bank, providing the Clients with an
opportunity to generate and transfer to the Bank
electronic documents on their own.

Bank Card — payment (debit) card issued by the
Bank, used for payments performed in accordance
with the Russian law and Evrofinance Mosnarbank’s
Conditions of issuance and maintenance of bank cards
as well.

Client — a physical entity, holding accounts in the
Bank opened under the bank account agreement (that
is not related to any settlement accounts with bank
cards linked to them) and/or the "on-demand" deposit
account agreement.

Access Code — a four-digit code set by the Client in
the mobile version of the EuroLink System for fast
Authentication.
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KomoBoe ciioBo — mocienoBarebHOCTh cuMBoioB, | Memorable Word — a sequence of symbols, known
u3BecTHass Tojbko Kimmenry wm bamky, mcmonesyemas | only by the Client and the Bank, used for
st Ayrentudukaunu Kiumenta npu obcmyxkusanuu | Authentication of the Client when dealing with the
uyepe3 CruyxOy xkmueHtckoit nommepxkku. Komosoe | Client Support Service. The Memorable word can be
CJIOBO MOJKET HMCIIOIb30BaThCSI MHOTOKPATHO. multiply used.

Komnpomeramusi — yrpata Kinuenrom kontpons naa | Compromise — loss of control by the Client over the
3aperucTpupoBaHHBIM HOMEpOM, a Takke yrparta | Registered Number, as well as loss of confidence by
bankom wim Kimentom ysepenHoctd B ToM, uTo | the Bank or the Client with regards to the fact that the
KoH(uaeHInanbpHas napopmarus (Jlorus, Bpemennsiii | confidential  information  (Login,  Temporary
napoinb, Ilapons, Komooe crmoBo) me Mmoxker 6wiTh | Password, Password, Memorable Word) cannot be
HCIIOJIF30BaHa TPETHUMH JIHIIAMH. used by the third parties.

Jlorun -  yHUKagbHas mocienoBarensHocTh | Logink — a unique sequence of alphanumeric
OyKBEHHBIX/IIM(PPOBBIX CHMBOJIOB, Hcronb3yemas s | characters used for the Client Authentication in the
Aytentudukarmun  Kmmenta B Cucreme. Ilpum | System. When the Client is first registered in the
peructparuu Knuenra B Cucreme Jlorun popmupyercst | System the Login is generated by the Bank
Bankom B aBTOMaTthueckoMm pexkume. B mocneacteum | automatically. The Client has the right to later on
Knuenr BopaBe wusmenuth Jlorun B mopsake, | change the Login following the procedure stipulated
YCTaHOBJICHHOM Y CJIOBHSAMHY., in the Terms and Conditions®.

Omnepanusi — He mnpoTHBOpeuamas aedcTByromiemy | Transaction — the Client’s cash assets disposition
3akoHozaTebcTBY Poccuiickoit denepanun onepaist | operations not contradicting the applicable legislation
[0 pacropsbKeHHUIo JeHekHbIME cpenctBamu Kinenra, | of the Russian Federation, implemented by the Bank
ucnoneasieMas baHkoM Ha ocHoBaHMH OneKTpoHHBIX | based on the Client’s Order transferred according to
JIOKyMEHTOB, mepenaBaembix B coorBercTBuu ¢ | the Terms and Conditions.

YceaoBusiMH.

Mapoas  —  MOCIIEAOBATENBHOCTH cuMBoJIoB, | Password — a sequence of symbols created by the
caMocCTosATeNbHO co3fanHas KimentoMm, ucnonnsyemas | Client and used to authenticate the Client for servicing
quist Ayrentudukannn Kinuenra npu obenmyxusannu o | through the Access Channels. The Password can be
Kanamam pgocryma. Ilapons MokeT wucmosb3oBathest | multiply used.

MHOI'OKPATHO.

Pacnopsizkenne  —  OnekTpoHHbii  mokyment, | Order — an Electronic Document containing the
conepxamnuii pacropsbkeHre Kimenta Ha coBepmenne | Client’s instruction for conducting one or several
omHoit wim Heckonbkux Omepanmii, nepenanusiii | Transactions, transferred by the Client to the Bank by
Kiuentom banky ¢ ucnons3oBanuem Kananos goctyma. | means of Access Channels.

Peructpanma — aBromartuueckoe BHeceHwe B | Registration — an automatic process of making an
2MeKTpOoHHOH Qopme 3ammcu o monydeHun bankowm | electronic entry on the Bank’s receipt of the Client’s
OnektponHoro JokymeHta Kimenta B nportokoussl | Electronic Document in the program protocols stored
paboTEl MpOrpaMMmel, XpaHsmmecs B 6ase gaHHbeix | in System database, which are automatically
Cucremsl, KOTOpbie aBTOMaTHuecku (opmupyroTcss u | generated and maintained within the System. The
Bemytess B Cucreme. Permcrpammst  3aBepmaercs | Registration is deemed complete when the Electronic
NPHCBOCHHWEM ODIIEKTPOHHOMY TOKYyMEHTy craryca | Document is assigned "Accepted " status.

«IpunsaT».

PazoBblii cexkpeTHblii mapoab — yHukanbHas | Session Key —a unique sequence of symbols used for
MOCJIEIOBATENIbHOCTh  CUMBOJIOB, Hcmoib3yemas Juis | identification of the authenticity, immutability, and
MOJATBEPKICHUST  TIOAJIUHHOCTH, Heu3MeHHoctH | | coherency, as well as the Client’s authorship of the
LEJOCTHOCTH DJIEKTPOHHOrO JOoKyMmMeHTa, a Takxe | Electronic Documents transferred to the Bank. A
aBropctBa KimeHTa B OTHOWIEHMH mepenaBaeMbix | Session Key becomes invalid after it is used. Every
Banky DJIeKTPOHHBIX JIOKyMEHTOB. ITocne | Session Key is acknowledged by the Parties as an
UCTIONB30BaHMsl  Pas3oBbiii  cekperHbiii  mapoisb | equivalent of handwritten signature. When making
cTaHOBUTCs HenekicTBuTebHBIM. Kaxnpiii Pasosrit | any Transactions, the Session Key certifies the rights
CeKpeTHBIN mapoib npusHaetcs Croponamu anamorom | to dispose of the funds on the Account under Avrticle
cOOCTBEHHOPYYHOU moanmuckd W npu cosepiuenun | 847 of the Russian Federation Civil Code. The
Omnepanyii sSBISETCA CPEICTBOM yIOCTOBEpeHus mpaB | Session Key can be received by the Client via SMS or
pacropsKeHus JEHEKHBIMH cpexnctBamu, | @ PUSH message (subject to technical capability).

Haxomsuumucs Ha CueTe, B COOTBETCTBUH CO CTATheit
847 I'paxxnanckoro konekca Poccuiickoit deneparum.
PazoBblil CeKpeTHBI Maposib MOXKET OBITh HOJIy4YeH
KJIMeHTOM  MOCpEencTBOM — CMC-COOOIUCHHSI  WIIH

! TIpu nanuuuym Texauyeckoi BosmoxkHocTn y banka/lf technically possible


http://context.reverso.net/translation/english-russian/alphanumeric+characters+and
http://context.reverso.net/translation/english-russian/alphanumeric+characters+and

nmocpeactBoM  PUSH-cooOmienwst (mpu  HaIHYUH
TEXHUYECKOH BO3MOKHOCTH).

Cepsuc Best2Pay — cepBuc no mepeBoay IEHEKHBIX
CPEACTB C WCIOJb30BaHWEM OAHKOBCKOH KapThl
OTHpaBHUTENIsI Ha OaHKOBCKYIO KapTy MOJydYaTels IO
pacnopsbxeHusM  KnmeHTa,  ocymiecTBiseMBIi  C
nomMomeio Cucrems! MuTepHeT-IlnaTtexeil oneparopa
YKa3aHHOTO cepBHca (MocTaBUIMKa yciyr) - O0mecTBa
¢ orpaHM4eHHON oTBeTCcTBeHHOCTIO «bect2meit» (MHH
7813531811).

Cucrema OblicTpbix miaTexeii (CBII) — cepsuc
OBICTPBIX IUIATEXKEH IUIaTe)KHOW cucTeMbl banka
Poccun.

Cucrema Hutepuer-IlnaTtexeii - nHDOpMAIIMOHHEIC
CHUCTCMBI, IporpaMMHO-almnapaTHbIC KOMIIJIICKChI
omeparopa Cepsuca Best2Pay, B ToM uucie cait
https://pay.best2pay.net, mossossromue Knuenry banka
(dopMHpOBaTE U HANPaBIISATH PACIOPSDKEHUS B OaHK
CepBuca Best2Pay pans ocyiiecTBieHus mepeBoja
JCHE)KHBIX CPEJCTB ¢ OAHKOBCKON KapThl OTIIPABUTEIS
Ha 0aHKOBCKYIO KapTy HoJTydaTens (IIepeBoJl C KapThl Ha

KapTy).

Cucrema EuroLink (Cucrema) —  cucrema
JIACTaHITHOHHOTO 0GaHKOBCKOTO 00CITy>KMBAHUS
(M3UYECKUX MM, WCTONB3yeMas, B TOM 4YHCIE, B
KauecTBe DIIEKTPOHHOTO CPEICTBA TIATEKA.

Cay:x0a KJIMEHTCKOIl MOAIep:KKU — IMOpa3JiesieHue
banka, ocymectBistomee oOciayxuBanue KineHToB
npu  obpamenun B bamk mo  Temedony,
ONmyOJMKOBaHHOMY Ha KOpHopaTuBHOM HHTepHeT-
caiite banka.

CoequHeHHe —  IIOCJIENOBATEIILHOCTL  JIEWCTBUI
Kiuenrta, HEOOXOMUMBIX U TIONYYEHHS JIOCTYIa K
Cucreme mo Kamanmy noctyma B mpenesiax OJIHOTO
HETIPEPHIBHOTO HMHTEpBajia BpeMeHH. [ KaxkmIoro
CoenuHeHnsT AyTEHTH(UKANWS TMPOU3BOAUTCS OJMH
pa3 W cuMTaeTCs NCHCTBUTEIBFHOH B TEYEHHE BCETO
CoeauHeHusI.

Croponb! — bank u Kinenr.

Cuyer — cuer Kimenra, orkpeiTeIii B banke Ha
OCHOBaHHUW JIOTOBOpa OAHKOBCKOTO c4eTa W/HUIH
JIOTOBOpa CYeTa BKJIAJa «I0 BOCTPEOOBaHWS» W/WIIH
JIOTOBOpPa CPOYHOT'O OAHKOBCKOTO BKJIA/A.

Tapudsl banka — pazmep BozHarpaxaeHusi banka 3a
npenocrasiienue KiMeHTy yciayr mo MCrosib30BaHHIO
CucteMbl, B TOM 4YHCIIE 3a HpPEIOCTaBICHUE
BO3MOXKHOCTH TmpoBeneHusi Omnepaunuit mo Cuery c
ucronb3oBanreM CHCTEMBI.

YcaoBuss — HaAcTOSNME YCIOBUS JUCTAHIIMOHHOTO
0aHKOBCKOTO  OOCIHYXHMBaHWsI  (QU3NYECKUX  JIHI]
nocpeactBom  Cucremsr  EuroLink B AO AKB
«EBPO®MHAHC MOCHAPBAHK».

DuiekTpoHHOoe cpeacTBo miarexa (ACII) — cpencteo
n (wmm) croco0, mo3Bomstonie Kimenty banka
COCTaBJIATH, YIIOCTOBEPSATH u nepeaBarh
pacmopspKeHUsT B IEISX OCYIISCTBJIICHUS MEpeBoja
JICHe)KHBIX CPEJCTB B paMKax MPUMEHSICMBIX (opM
OC3HATMYHBIX pacueToB c HCIIOJIb30BaHUEM
WH(POPMANMOHHO-KOMMYHHKAIIMOHHBIX  TEXHOJIOTH,

Best2Pay service — service for money transfers with
use of sender’s bank card to the recipient’s bank card
according to the Customer orders, performed through
the Internet payment system of the mentioned
service’s operator (service provider) / Best2Pay LLC
(taxpayer identification number INN 7813531811).

Fast payment system (SBP/FPS) — service of fast
payments provided by the Bank of Russia’s payment
system.

Internet payment system — information systems,
soft- and hardware complexes belonging to the
Best2Pay  operator, including the  website
https://pay.best2pay.net wich allow the Bank’s
Customer to create and send orders to the bank of the
Best2Pay service with the purpose of money transfer
from the sender’s bank card to the recipient’s one
(transfer from card to card).

EuroLink System (System) — a system of Remote
Banking Services rendered to physical entities, used,
without limitation, as an Electronic Means of
Payment.

Clients Support Service — a Bank unit servicing
Clients upon referring to the Bank by the telephone
published on the Bank’s corporate website.

Connection — a sequence of Client’s actions required
for getting access to the System via the Access
Channel within the frameworks of one continuous
interval of time. For each Connection the
Authentication is performed once and considered
valid for the entire period of Connection.

Parties — the Bank and the Client.

Account — the Client’s account, opened in the Bank
under the bank account agreement and/or under the
"on-demand" deposit account and/or term deposit
agreement .

Bank Rates — the size of Bank fees for the System
usage services rendered to the Client, including for
providing with an opportunity to conduct Account
transactions by means of the System.

Terms and conditions — the present terms and
conditions on remote banking services rendered to
physical entities via EuroLink system in Evrofinance
Mosnarbank.

Electronic Means of Payment (EMP) — a tool and
(or) method which enable the Bank’s Client to draft,
certify, and transfer orders for the purposes of
transferring monetary funds within the framework of
applicable forms of cashless settlements using
information and communication technologies,



https://pay.best2pay.net/
https://pay.best2pay.net/

SNICKTPOHHBIX HOCHUTENEH MH(pOpMAanny, B TOM YHCIE
IUIATEKHBIX KapT, a TaKKe WHBIX TEXHUIECKUX
YCTPOICTB.

DJIEKTPOHHBII JOKYMEHT — JIOKYMEHT,
noanucanueiit ACIT Knuenra, nHpopManus B KOTOpoM
Ipe/ICTaBIIeHA B JIEKTPOHHOHN (hopme, BKIIOUasi, HO He
OTPaHWYMBAsICh, 3asBICHUE Ha OTKPHITHE/3aKPBITHE
CPOYHBIX OaHKOBCKHMX BKJAJOB, DPACHOPSHKEHHUS O
MEpeBO/IC  JACHEKHBIX CPEICTB, YBEAOMIICHHE 00
W3MEHEHHN/OTCYTCTBUH U3MEHEHHI paHee
MPE/CTABICHHBIX HACHTH(HUKANINOHHBIX CBEICHUH B
pamKax IIPOBECHUS bankom MEPOTIPUATHIA,
HaNpaBICHHBIX Ha WICHTU(QHKAMIO U E€XEroJHOe
OOHOBIICHHE CBEICHMH O CBOMX KIMEHTaX, HX
MPEJCTaBUTENIAK, OCHC(QHUIMAPHBIX BIAJCIbIIAX H
BBITOZIONIpHOOpETATENsAX, HHBbIE 3asBieHus. KiumeHt
MPU3HACT, YTO 3JCKTPOHHBIH JIOKYMEHT (B TOM dYHCIE
NPUIOKEHUS K 9JIEKTPOHHOMY JOKYMEHTY, €CIH
TaKOBbIE UMEIOTCS1), CHOPMUPOBAHHBIN U MepeaaHHbIH
B MOpAIKE, NPEeAyCMOTPEHHOM J[IoroBOopoM, HMeEET
paBHYIO0 IOPHIUYECKYH0 CHIYy C JOKyMEHTOM Ha
OyMaxxHOM HOCHUTEIIE, HNOJIHCaHHBIM
COOCTBECHHOPYYHOH TTOJITHCHIO.

PUSH — coobmienne — coo0ienne, UCIoNb3yeMoe s
nepenayn HHPOpMaIUK Ha MOOHIBHBIE TeJIeOHBI MOA
ynpasieHueM onepannoHHbix cucreM i0S, Android OS
(no texHonorusim Apple Push Notification Service n
Google Cloud Messaging).

1. OBLYUE INOJIOXKEHUA

1.1. Hacrosmue VYciOBHS YCTaHABIUBAIOT IOPSIOK
o0CITy)XMBaHUS (PU3UUYECKUX JHI[ C HCIIOJIB30BaHUEM
CHCTEMBI M OTIPEIENISIOT BO3HUKAIOIINE B STOU CBS3H
mpaBa, 00s13aHHOCTH U OTBETCTBEHHOCTH CTOPOH.

1.2. YcnoBust SIBISIIOTCS. TUTIIOBBIM (opmyiisipoMm banka
Y MOT'YT OBITh IPUHATHI KiIMEHTOM HE MHAYe Kak MyTeM
NPUCOETUHEHHS K YCJIOBUSM B 1I€JIOM B MOpSJIKE,
YCTaHOBJIEHHOM Y CJIIOBUSIMU.

1.3. 3aKiroueHue Jorosopa OCYIIECTBIISIETCS
KinenToMm B COOTBETCTBHHM CO cTaTbei 428
I'paxxganckoro konekca Poccuiickoit ®enepanuun
nyreMm npeactaBiieHuss B baHk  3asaenenus o
npucoedunenuu K Ycnoeuam Ha OyMakHOM HOCHUTEIIE
B JBYX OK3eMIULIpax, COCTAaBIEHHOTO 10 Qopme
Ipunoxenns Nel x YcnoBusm.

1.4. Ins moaTBepxaeHus akra 3aximoueHns JJorosopa
n peructpannu B Cucreme bank mepemaer Knmenrty
SK3EMIUTAP 3aA61€HUA 0 NPUCOEOUHEHUU K Y C08UAM
¢ ommemkxoii o nonyuenuu bankom u npuceoennvim
Jozunom ona éxooa ¢ Cucmemy.

1.5. bank c wmemslo o3HakomieHus Kimenrta c
nHdopmanmeid, npeaycMoTpeHHoit JloroBopom, B TOM
quciie ¢ YCIIOBUSIMM, pa3MelaeT BCIO HEOOXOIUMYIO
nHdopmanuio Ha KopropatuBHoM MHTepHer-caiite
banka  www.evrofinance.ru  w/wnm  pasmemaer
oOBABIEGHUSI ~ HAa  CTEHIaX B CTPYKTYPHBIX
MOAPa3IeIICHUAX banka, OCYIIECTBIISIOIINX
obcmyx)uBanue KineHTos.

electronic information carriers, including payment
cards, as well as other technical devices.

Electronic Document — a document signed with the
Client’s EHS containing information in electronic
form, including but not limited to, Application on
opening/termination of term deposits, instruction to
transfer funds, a notice of change/no change in the
identifying information previously submitted in the
framework of the Bank activities aimed at the
identification and annual update of information about
its Clients, their representatives, beneficial owners
and beneficiaries, other applications. The Client
acknowledges that an electronic document (including
attachments to the electronic document, if any)
generated and transferred in the manner provided for
in by Agreement, has equal legal force with the
document on paper signed with the handwritten
signature.

PUSH message - a message used to send information
to mobile phones running i0S, Android OS (via
Apple Push Notification Service and Google Cloud
Messaging technologies).

1. GENERAL PROVISIONS

1.1. The present terms and conditions stipulate hereby
the physical entities service procedure in connection
with the System and identify the rights, obligations
and responsibilities of the Parties arisen in this regard.

1.2. The Terms and Conditions are considered to be a
typical form of the Bank and shall be accepted by the
Client only by means of affiliation to the Terms and
Conditions in general according to the procedure
stipulated by the Terms and Conditions.

1.3. The Agreement conclusion is carried out by the
Client in line with the Article 428 of the Civil Code
of the Russian Federation by presentation to the Bank
an Application on affiliation to the Terms and
Conditions in hard copy according to the form
presented in Appendix No. 1 to the present Terms and
Conditions.

1.4. To confirm the Agreement conclusion and
registration in the System the Bank provides the
Client with a copy of the Application on affiliation to
the Terms and Conditions with the Bank’s receipt
mark and the assigned Login to enter the System.

1.5. The Bank posts all the necessary information on
the corporate  website of the Bank -
www.evrofinance.ru and/or posts announcement on
information boards in the structural units of the Bank
servicing the Clients, for the purposes of information
provision to the Client as set out by the Agreement,
including the Terms and Conditions.
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1.6. MomenTOM myOuKaiue Y CII0OBU# U HH(OPMAIHH,
a TakKe MOMEHTOM oO3HakomieHus Kiuenra c
OMyOJMKOBAaHHBIMU ~ YCJIOBUSMH W HH(pOpMAIUei
CUMTAETCS MOMEHT HWX T[EpBOrO pa3MEIICHUsT Ha
KopriopatuBHOM MHTepHeT-caiite baHka.

1.7. OnoBemenne KienTa no Bonpocam, CBSI3aHHBIM C
ucrnonaeHneM JloroBopa, B TOM YHCIIE OIIOBEICHHE
Knuenta 00 orpaHHYeHNN/IPUOCTAHOBICHUN AOCTyIa
k Cucreme mo mHmimatuBe bamka, 00 Omepanmsx,
COOTBETCTBYIOIITUX TIpU3HAKAM OCYIIECTBIICHUS
mepeBosia JCHEXHBIX cpencTB 0e3 cornmacust KomenTa,
ocymecTBisieTcs bankom mo Cucreme WWiH 1O
3aperucTpUpOBAaHHOMY  HOMEpPY  W/WIH  IyTeM
HarpaBJeHUsl MUCbMEHHOTO YBEIOMIICHHS IO ajpecy,
yka3aHHOMY KiHMeHTOM B KOHTAaKTHOM WH(pOpMaluu
3asBieHUs O MPUCOCTUHEHHH K YCIOBUsIM. baHk He
HCCCT OTBCTCTBCHHOCTH 3a HCTAaTUBHBIC ITOCJICIACTBHA,
KOTOpBIE MOTYT BO3HHKHYTh y KimeHTa BclencTBHe
HETIOIyYeHUs yBEOOMJICHHS OT baHKa yKa3aHHBIMH
BEIIIIE cocobamu B CBSI3U c
HEIOCTOBEPHOCTHIO/HEAKTYAIEHOCTRIO  MH(POPMALIUH,
yka3zaHHOH KimmeHTOM B KOHTakTHOH HH(OpMAaImw, a
TaKKe B CBSA3M C HENOCTYHMHOCTBhIO ais KimeHra
YKa3aHHBIX CIIOCOOOB CBSI3U.

1.8. JluctaHimoHHOEe OAaHKOBCKOE OOCIYXKHBaHHE
KnuenTa ¢ ucnonszoBanueM CucTeMbl IPOU3BOIUTCS B
COOTBETCTBUM C 3aKOHOJATEIbCTBOM Poccuiickoi
®Denepanuu, YcenoBusimMu u JIOTOBOpaMH,
3aKJIFIOYCHHBIMHU  MEXKTY bankom mu KJ’II/ICHTOM, HIIN
WHBIMM  JIOKyMeHTamMu baHka, omnpenenstouumMu
MOPSAJIOK [IPOBEJICHUS onepaunuit 1o
cooTBeTcTByoEMY CyeTy.

1.9. bank B coorBercTBMM C JloroBopomM U Ha
OCHOBAaHUU COOTBETCTBYIOIIUX ONEeKTPOHHBIX
JIOKYMEHTOB ~ OKasbiBaeT KimeHTam ycnyrn 1o
[IPEIOCTABJICHUI0  BO3MOXXHOCTH  IIPOBEIEHUS  C
ucnonb3oBaHueM CHCTEMBI CIETYIONTNX ASHCTBHIMA:

— TepeBOJ  JCHEXKHBIX CpPEACTB B
POCCHICKMX PYOISIX MEXIy CBOWMH
Cueramu B banke u Ha cBOHM cueTa B
JPYTUX KPEIUTHBIX OPTaHU3aIHIX;

— TIepeBOoj, JCHEXKHBIX CpPEACTB B
pOCCHICKHMX pYyOJIsiX Ha cyeTa HMHBIX
noxydyateneli  (TOpUAMYECKHX U
(U3NIECKUX JIHII);

— TIepeBOj, JCHEXKHBIX CpPEACTB B
pOCCHICKMX pPYOJIsIX € TMOMOIIBIO
Cepsuca Best2Pay (c Kapte! banka na
KapTy CTOPOHHET0 OaHKa-dMHUTEHTA, C
KapThl CTOPOHHET0 OaHKa-dMHUTEHTA
Ha Kapty banka);

— TIepeBOj, JCHEXKHBIX CpPEACTB B
poccuiickux pyoisix Ha cuer banka;

— TIepeBOoj] JCHEXKHBIX CpPEACTB B
POCCHHCKUX pyOJIsSIX ¥ B FHOCTPAaHHOU
BaIOTE Ha OpoOKepckue  cuera,
oTKpbIThIEe B banke mist Knnenra;

— TepeBOA  JCHEXKHBIX CpPEACTB B
WHOCTPAaHHOH BaJIOTE HAa CBOM CUETa,
HAa CUYETa WHBIX  [OJydaTelel

1.6. The time of publication of the Terms and
Conditions and information, as well as the time of
presentation of the published Terms and Conditions
and information to the Client shall be deemed to be
the time when they are first posted on the corporate
website of the Bank.

1.7. The Client shall be notified by the Bank of the
issues related to the performance of the Agreement,
including notification of the Client of any
restriction/suspension of access to the System on the
Bank’s initiative and Transactions with the signs of
money transfer performed without the Client’s
consent, via the System and/or the Registered Number
and/or by written notification to the address specified
by the Client in the contact information of the
Application on affiliation to the Terms and
Conditions. The Bank shall not be liable for any
adverse effects that may occur due to the Client’s non-
receipt of a notification from the Bank via the above
communication means due to wrong/outdated
information specified by the Client in the contact
information, as well as due to the inaccessibility of
such communication means for the Client.

1.8. The Remote Banking Services shall be rendered
to the Client using the System in accordance with the
legislation of the Russian Federation, the Termsand
Conditions, and the agreements concluded between
the Bank and the Client, or any other documents
setting out the procedure of performing transitions on
the respective Account.

1.9. The Bank, according to the Agreement and based
on the applicable Electronic Documents, renders
services to the Clients, providing the opportunity to
conduct the following activities by means of the
System:

— money transfer in Russian Rubles
between own Accounts opened with
the Bank and to own accounts with
other credit organizations;

— money transfer in Russian Rubles to
other recipients’ accounts (legal and
physical entities);

— money trasnfers in Russian Rubles
through the Best2Pay service (from
the card issued by the Bank to the
card of other issuer, form the card of
other issuer to thecard issued by the
Bank)

— money transfers in Russian Rubles
to the Bank account;

— money transfers in Russian Rubles
and foreign currency to brokerage
accounts opened for the Client with
the Bank;

— money transfer in foreign currency
to own accounts, to other recipients’
accounts (legal and physical
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(ropunuieckuX M (HU3MUECKUX JIUIT) B
Banke, a Tak:ke Ha CBOM CYeTa, cueTa
UHBIX MONTy4yaresel (FOPUANICCKUX U
¢usndeckux M) B APYTUX
KPEIUTHBIX OPTaHU3AIMSIX;

— mnomnonHeHue cBoux CuetroB (3a
UCKJIFOUCHHEM CYETOB, OTPBITHIX Ha
OCHOBaHHMU  JIOTOBOpAa  CPOYHOTO
0aHKOBCKOTO BKJaaa) B banke B
poccuiicKIX pyOIIsIX CO CBOMX CUETOB
B IPYTUX KPETUTHBIX OPTaHU3AIHIX;

— HOKYIKH-TIPOJaKH MHOCTPaHHOM
BaJIFOTHI 32 pyOIIH;
— 3aKJIIOYCHUE u pacTopxeHue

JI0roBopa OaHKOBCKOTO BKIIaaa’;

— JIOCTym K COXPAHEHHBIM KOIHUSIM
OJIEeKTPOHHBIX JOKYMEHTOB;

— HAacTpoilka paspeuieHusi MOJy4eHUS
TIEPEBOIOB c TTOMOIIIBIO
Wnertudukaropa MOJTyYaTeNs
cpencte (BHyTpum bamka m uepes
CBIl), a Takke OCYIIECTBICHUS
MIEPEeBOJIOB IO 3ampocaM M3 OPYTUX
KPEIUTHBIX OpTaHU3AIHIA;

— TIOJIyuyeHHE S>KypHajla oOIepalnui Io
Cuetam (B pyONsiX W MHOCTPaHHOM

BaJIIOTE);

— mosydeHHe MH(OPMAIMKA O CPOUHBIX
BKJI/IaX;

— mojydeHue HHPOPMAIIMHU O KPEIHTaX;

— MoJy4YeHue uHpopmanuu 0
0aHKOBCKHX KapTax;

— MoJydYeHue uHdopmanuu 0

OpOKEPCKUX cUeTax;

— mosydeHue uH(poOpMaImu 00 3Tamax
06pabotkn B baHke OTHpaBIEHHOTO
Knunentom OIEeKTPOHHOTO
JOKYMEHTa;

— IOJIyYyeHue YBEAOMIICHU 1 o
HEOIUTaYeHHBIX mTpadax W Halorax
(B ciny4dae odopmtenns
COOTBETCTBYIOLIEH MOJIMUCKH);

— camocrosTenbHas cMmeHa Ilapois,
Jloruna,

— (opmupoBaHHe cBoei 0a3bl
1a0JIOHOB IJIATEXKEH;

— obmen c bankoMm coobOmeHHIMH
cB0OOTHOTO ¢dopmara (c
BO3MOXXHOCTBIO MIPUCOEANHEHNUS
(aiinoB), B ToM yucie 00 OT3bIBE
DJEeKTPOHHOTO  JIOKYMEHTa  JI0
MOMEHTa €ro UCTIOJIHeHHsT baHkoM.

1.10. Ycayru B pamkax MoOuibHOW Bepcun CHCTEMBI
EuroLink?® JIOCTYITHBI Knunenram Banka,
3aperucTpupoBaHHbiM B CucreMe W MMEIOIIUM
TEXHHYECKYI0 BO3MOXHOCTb JUIS  HCIIOJIb30BaHHs
MobOmpHOM Bepcuu Cuctembl EuroLink.

entities) opened in the Bank, as well
as to own accounts and to accounts
of other recipients (legal and
physical entities) in other credit
organizations*;

— replenishment of own accounts
opened with the Bank in Russian
Rubles from own accounts opened
with other credit institutions (except
accounts opened on the basis of
Term Deposit Contract)

— foreign currency exchange for
Rubles;

— concluding and termination of Term
Deposit agreement?

— access to stored copies of the
Electronic Documents;

— resolution setting for receiving of
transfers with help of the recipient’s
Identifier (inside the Bank and
through the SBP/FPS), as well as
for money transfersr on request of
other credit institutions;

— retrieval of a transactions statement
(in RF Rubles or foreign currency);

— retrieval of information on term
deposits;

— retrieval of information on credits™;

— retrieval of information on bank
cards™;

— retrieval of information on
brokerage accounts;

— retrieval of information on the
Electronic document processing
phases in the Bank;

— receiving notifications about unpaid
fines and taxes (if there is a
corresponding  subscription  in
place);

— independent change of Password
and/or Login;

— creation of own base of payments
templates;

— exchange of free format messages
with the Bank (that provides for
the possibility of file
attachment), including on the
revocation of the Electronic
document until its execution by the
Bank.

1.10. The services provided via the mobile version of
the EuroLink System?® are available to the Bank's
Clients who are registered in the System and have the
technical capability to use the mobile version of the
EuroLink System.

2 [Ipu Hanuuuy TeXHUYECKOi Bo3MoxkHOCTH y banka / Subject to technical capability of the Bank
3 [Ipu manuuuy TexHUYeCKoi Bo3MoxkHOCTH y banka / Subject to technical capability of the Bank




1.11. IIpencraButens KimeHTa TpH  HaIWYAA
COOTBETCTBYIOIIEH JOBEPEHHOCTH BIIPaBE B paMKax
JoroBopa ot nmenu KineHra noAnuceIBaTh U NOAaBaTh
3asBJICHUSI O:

- OnokupoBaHuU CUCTEMBI;

- cmeHe JloruHa;

- HarpaBjieHUH BpeMeHHoro napois;

- pactopxkenuu Jlorosopa.

Bce ocranbHble AEWCTBHS B paMKaX HACTOSILIETO
JoroBopa KnmeHT 00s3aH coBepmiaTh JMYHO, €CIH
MHOE MPSIMO HE IPENYCMOTPEHO Y CIIOBUSIMH.

1.12. Ha ornomenuss Mmexay bankom u Kimenrom
pacnpoCcTpaHsoTCA (Knuent CUUTaEeTCA
MPUCOETUHUBIIMMCA K) YCIOBUS NPEAOCTaBICHUS
CepBHCa IO NEPEBOJYy ACHEKHBIX CPEICTB B paMKax
CHCTEMBI OBICTPBIX IIaTEXeH, yTBepkIeHHbIe baHKkoMm,
TEKCT  KOTOPHIX  ONyOJIMKOBaH B  IOPSIKE,
Mpe1yCMOTPEHHOM I1. 1.5 u 1. 1.6 HacTosmux Y CloBUM.

1.13. [dna menmeit VYcnoBuii HepaOOYMMHU THIMH
CUHTAIOTCA CyOOOTHI M BOCKPECEHBs (BBHIXOIHBIC JHN),
32 HCKIIOUYEHHEM OOBSIBICHHBIX pabOYMMHU ITHSIMH B
YCTAHOBJIEHHOM  3aKoHoAaTenbcTBOM  Poccuiickoit
Qenepaiuy  MopsAAKe, a  Takke — Hepabouue
Npa3IHUYHBIC  [HH, YCTaHOBJCHHBIC TpPYIOBBIM
kojekcom Poccuiickoit ®denepauuu, W Te AHU, Ha
KOTOPbIE B cuIy HOpM JIEHCTBYIOIIETO
3aKOHOJATEJIbCTBA Poccuiickoit Denepanuun
MEPEHOCATCS] BBIXOJMHBIC NHU. PaboumMu JHAMU IS
mnened YCIOBHH CUMTAIOTCA JHH, HE SBISIONIHECS
HepaObOYMMH JHSMH COTJIACHO HACTOSIIEMY IYHKTY
YcaoBuid.

1.14. OTHOIICHUS banka u Knuenra,
HEeyperyJaupoBaHHbIE HACTOSAIIMMHU YcenoBusamu,
PETYNHPYIOTCST  ICUCTBYIONIMM  3aKOHOJIATEIbCTBOM
Poccuiickoit  ®epepanuu, HOPMATUBHBIMU aKTaMH
banka Poccuu, a Takxe NOroBOpaMH, 3aKIFOUYEHHBIMHU
Mexay bankom u KnmeHToM, Ha OCHOBaHHMU KOTOPBIX
Kimenty otkpbiThl Cuera.

1.11. Where there is a corresponding power of
attorney in place, the Client's Representative shall
have the right to sign and submit the following
applications on behalf of the Client as provided for
under the Agreement:

- for System blocking;

- for Login change;

- for receiving the Temporary Password;

- for the Agreement termination.

All the other actions and measures hereunder shall be
taken by the Client personally, unless provided
otherwise by these Terms and Conditions.

1.12. Relations between the Bank and the Client shall
be subject to (the Client is considered to have joined)
the Terms and Conditions for providing a money
transfer service within the fast payment system
approved by the Bank, the text of which is published
in accordance with the procedure stipulated in points
1.5 and 1.6 hereof.

1.13. For the purposes of these Terms and Conditions,
Saturdays and Sundays (weekends) shall be deemed
non-business days, except those declared business
days in accordance with the procedure established by
the laws of the Russian Federation, as well as non-
working holidays specified in the Labor Code of the
Russian Federation and the days which weekend days
are carried over to by virtue of the applicable laws of
the Russian Federation. Business days for the
purposes of these Terms and Conditions shall be
deemed days that are not non-business days
hereunder.

1.14 Relations between the Bank and the Client not
governed by these Terms and Conditions shall be are
governed by the Russian legislation, regulations of the
Bank of Russia, as well as the agreements concluded
between the Bank and the Client, on the basis of which
Accounts are opened for the Client.

2. UCIIOJIb3OBAHUE CUCTEMbI

2.1. JOCTYIN K CUCTEME

2.1.1. loctyn k Cucreme npenocrasisiercsi Kiuenrawm,
3aKJIFOYUBIINM JIOrOBOpP TUCTAHIIMOHHOTO OAHKOBCKOT'O
00CITy)KMBaHHs TIyTE€M MPHUCOEANHEHUs K Y CIOBUSIM, U
3apeructpupoBanHbIM bankom B Cucreme.

2.1.2. Hocryn Knmenta k CHcTeME OCYIIECTBIISICTCS
TOJIKO TIPH YCJIOBHH 00s3aTEIbHON AyTeHTHU(UKAIIUN
Kiuenra.

2.1.3. OdunmansHslii agpec CUCTEMBI B CETH HHTEPHET:
https://dbo.efbank.ru.

2.1.4. JlornH nns BXoJa B CHCTEMY IIPHCBauBaeTCs
bankom B MomeHT peructpanuu Knuenta B Cucteme. B

2. UTILIZATION OF THE SYSTEM

2.1.ACCESS TO THE SYSTEM

2.1.1. The access to the System is provided to the
Clients who have signed Agreements on remote
banking services by means of affiliation to the Terms
and Conditions and registered in the System by the
Bank.

2.1.2. The access to the System is granted to the Client
only after the Authentication.

2.1.3. The official address of the System in the
Internet network: https://dbo.efbank.ru.

2.1.4. The Login to enter the System is assigned by
the Bank at the moment of registration in the System.
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ciydae yTpatel/KoMnpomeTanun/010KHpOBKH
Cucremoit JlornHa, a Takke B MHBIX ciydasx KmmeHT
(npencraBurens Kinenra) BipaBe oOpaTuThCs JIMYHO B
opuc banka s npucBoenus HoBoro JlormHa c
COOTBETCTBYIOIIUM IMTUCEMEHHBIM 3asiBieHHeM. KineHt
BIIPaBE CaMOCTOSITEIEHO W3MEHUTH JIOTHH ITocpeIcTBOM
Cuctemsl.

2.1.5. BpemenHnblii maposs HampasisieTcss KimeHty
bankom HOCPENCTBOM CMC-COOOILECHUS Ha
3aperucTpupoBaHHEIA HOMep Tpu Toxade Kimertom
3aaenenus o npucoedunenuu K Yciaoeuam, TpH

BO300HOBJICHUN paboThI Cucremst mocie
NPHOCTAHOBJICHHUS [JOCTyla K HeW INpH Hojade
Kinentom COOTBETCTBYIOILETO HNHCHMEHHOTO

3asBJIeHUs/TI0 MHUIMAaTHBe banka. BpemeHHsbIN mapob
JIEHCTBYeT B  TEYCHUE CPOKa, YKAa3aHHOIO B
HaIrpaBjIeHHOM cMc-cooOmieHuu. [lpu HampaBieHun
Knuenty Bpemennoro mapons baHk aHHynupyeT
neuctByromuii [Mapons Knuenra.

2.1.6. KnueHT 00s13aH N3MEHUTh BpeMeHHbIH mapois B
TEUCHHE CpPOKa ero ACHCTBUS Ha MOCTOSHHBIN [lapois,
npu 3ToM BpeMmeHHblli maponb aHHynupyercs. s
pooIDKeHUs paboTel B CHCTEME, B TOM YHCIIE B CITydae
yrpats/KoMrpoMeTannn/0JI0KUPOBKH Cucremoit
Bpemennoro maposst/ITapons KnuenT (nmpeacraButens
Knuenra) momxken oopaTuthes auuHO B ouc banka mist
noiy4yeHuss  HoBoro  Bpemennoro  mapons ¢
COOTBETCTBYIOIINM ITMCbMEHHBIM 3asIBIICHUEM.

217.B cnyuae Kommpomerammu  BpemeHnoro
naposs/Iaposs/Jlornna/3aperucTpupoBaHHOTO
Homepa/KozmoBoro cnoBa KimeHt BmpaBe cooOIIUTH
Banky o ¢dakre Kommpomeramum uepes CmyxOy
KIIMEHTCKOW TTOJIEPKKHU C YUETOM IOJIOKECHUH MyHKTa
2.3.7 Hacrosmux YCIOBUH Ans  HOcHeAyrolen
omoxuposku bankom mocryna Kimenra B Cructemy.

2.1.8. bank 6nokupyer nocryn Kinuenrta B Cucremy Ha
OocHOBaHHU TpeOoBaHus KineHra, nepe1aHHOTO UM MPH
JUYHOU sBKe B baHK (mepemaHHOTO MpeacTaBHUTENIEM
KimenTa npu nuaHo# siBke B bank) wim uepe3 Ciyx0y
KIIMEHTCKOM MOAJEPKKHU.

2.1.9. Jlna nponomkeHus pabotsl B Cucteme B cirydae
yTpaTsl Knuenrom KOHTPOJIS HaJl
3aperucTpupoBaHHEIM  HOMepoM  KUIMEHT  J1oiKeH
obpaTuThbes T4HO B ouc banka i yka3aHUs HOBOTO
3aperucTpupoBaHHOTO HOMEpa.

2.1.10. HUcnonb3oBanue Bpemennoro
napoisi/[lapons/Jlornna/KogoBoro cioBa, JeiicTBuUe
KOTOpOTo OBLIO MpekpareHo baukoM (mmo TpeboBaHMIO
Kinnenrta, mo coOCTBEHHON WHHIIMATHBE B Cllydae
Komnpomerarmu u T.1.), HE TOITycKaeTcs.

2.1.11. Cwmena KomoBoro cioBa MPOU3BOIUTCS
Kimmentom npu muaaOM oOpameHuu B opuc banka.

2.1.12. ogxnroueHne kK MOOWIBHOM Bepcuu CHCTEMBI
EuroLink ocymiectBnsiercss KitmeHTOM caMOCTOSTENBEHO
MOCPEIICTBOM CKAYMBAHUS M YCTAaHOBKH MOOWIBHOTO
npwioxenust Evrolink (s 10S B App Store, s
Android B Google Play), ee 3amycka Ha cBOeM

In case of loss/Compromise/blocking by the System
of the Client’s Login and in other cases the Client (the
Client's Representative) may personally apply to a
Bank Office in writing to obtain a new Login. The
Client shall have the right to independently change
the Login via the System.

2.1.5. A Temporary Password shall be sent to the
Client by the Bank by means of SMS to the
Registered Number upon the Client submitting the
Application on affiliation to the Terms and
Conditions upon resumption of the System’s
operation after suspending access thereto upon
submission of a respective written application by the
Client/at the initiative of the Bank. The Temporary
Password shall be valid for the period specified in the
SMS. When sending a Temporary password to the
Client, the Bank cancels the current Client Password.

2.1.6. The Client must replace the Temporary
Password within its validity with a permanent
Password. Then, the Temporary Password will
become null and void. To continue working in the
System, including in case of
loss/Compromise/blocking by the System of the
Client’s Temporary Password/Password, the Client
(the Client's Representative) shall personally apply to
a Bank Office in writing to obtain a new Temporary
Password.

2.1.7.In case of Compromise of the Temporary
Password/Password/Login/Registered
Number/Memorable Word, the Client may inform the
Bank of the Compromise through the Client Support
Service taking into account the provisions of point
2.3.7 of these Terms and Conditions, for subsequent
blocking by the Bank of the Client's access to the
System.

2.1.8. The Bank shall block the Client’s access to the
System based on the Client’s personal request
submitted in the Bank personally (submitted by the
Client's Representative personally) or through the
Client Support Service.

2.1.9. To continue working in the System in case the
Client lost control over the Registered Number, the
Client shall personally apply to a Bank Office to
specify a new Registered Number.

2.1.10. It is not allowed to use the Temporary
Password/Password/Login/Memorable Word
terminated by the Bank (upon the Client’s request on
their own initiative in the event of Compromise, etc.).

2.1.11. The Memorable Word may be changed on the
Client’s personal request submitted in the Bank
personally.

2.1.12. Connection to the mobile version of the
EuroLink System is carried out by the Client himself
by downloading the Evrolink mobile application
(from App Store for iOS, from Google Play for
Android), installing and launching it on his mobile
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MOOHMIBLHOM YycTpoiicTBe. st paboThl B MOOMIBHON
Bepcun  Cuctemsl  ucnonedyiorcs  Jlorun  u
[Mapos/BpeMeHHBIi Mapoib, HCIOIb3yEeMBbIC IS BXOa
B CucteMy. KJIMEHT MOKET TakKe YCTaHOBHUTH IPABUIIO
JUTS BXO/1a B MOOWIIbHOE npuiioxenue mo Koay mocryma
(mpennaraeTcs NPUIIOKEHUEM TIPU TIEPBOM BXOJI€) JTHOO
¢ nmomortpto Touch ID, Face ID u apyrux crnoco0os,
NPETYCMOTPEHHBIX B MOOWIBHOM MPHJIOKEHHUH (TIpU
HATMYMKM  TEXHUYECKOH BO3MOXHOCTH MOOHIBHOTO
YCTpOHCTBA).

2.1.13. WudopMmamms o0 TOCTaBIIUKE MOOWIBHOTO
npmwioxeHus: Evrolink m ycnmoBust ero MCIoib30BaHUS
pa3MelarTcs Ha KoprnopatuBHOM MHTepHer-caiite
Banka www.evrofinance.rtu u Ha CcTeHZaX B
CTPYKTYPHBIX MoApa3aeICHUAX banka,
OCYILECTBIIAIOLINX o0ciry)KHBaHHe Knuenros.
Pa3merienne  yka3aHHON  WH(pOpPMANUU  O3HAYACT
TMOATBEPIKIACHUEC BO3MOXHOCTHU UCIIOJIb30BaHUsA
Kmuentom  moOwipHOM  Bepcum — CHcTeMBl B
COOTBETCTBHH C Y CIIOBUSIMH.

2.2.[IPUOCTAHOBKA U
OIrPAHUYEHWE
OBCIIYXXUBAHUA

2.21. bamk BmpaBe 0e3  MPEABAPUTEIBHOTO
yBemomieHus KimeHta, B TOM 4Hcle, HO He
OTpaHMYMBAsACh, B ciy4ae HapymeHus Kiuerrom
HoroBopa, Kommnpomeraruu, BwissBIeHUS Omneparmid,
COOTBETCTBYIOIINX MIpU3HaKaM OCYIIECTBIICHUS
nepeBosia JICHEeXKHBIX CpencTB 0e3 cornacus Kimenra,
BPEMEHHO IPHUOCTAHOBUTh WIHM OTPAHUYUTH JOCTYII
Kinenrta k Cucreme. B sTom ciiydyae bank B cpok He
MOo3JHee  ciexyiomero  pabodero  JTHS  Tocie
MPUOCTAHOBKN/OTPAaHWYEHHS JIOCTYIa YBEIOMIIIET O
(hakre MIPUOCTAaHOBJICHNSA/OT pAHUYEHUS Jocryna
Knnenta B Cucteme B mOpsiaKe, NMPeIyCMOTPEHHOM
IMyHKTOM 1.7 HacToAIMX Y ClIOBHil.

2.2.2. bank BOpaBe BBOJUTH OrPaHUYEHHs Ha
ucnonb3oBanne Kmmenrom KanamoB nmocryma, B ToM
4HiCl€ OrPAaHUYUTh IEepPeueHb BUAOB OJIEKTPOHHBIX
JoKyMeHTOB, Onepanuii u Pacnopsxenuil, nposeaeHue
U Teperada KOTOpbIX Bo3MoxHa Kiuentom 1o
omnpeneneHHoMy Kanamy mocTyna, a Taxke HU3MEHSTb
nepedens Omepanuii W (QYHKIHUH, KOTOpHIE MOTYT
oCyllecTBIATbCS  KiMeHToM ¢ HMCHOJBb30BaHUEM
CucteMbl W OTpaHMYMBATH BpeMs TMpueMa H
UCHOJHEHUS PacniopskeHui.

2.2.3. dakr MIPUOCTAHOBIICHHS/OT PAHUICHNUS
obcmyxuBanusi B CuCTeMe HE OTMEHSIET 0053aTeIbCTB
KiueHTa, BBITEKAIOMINX U3 DJICKTPOHHBIX IOKYMEHTOB,
MOATBEPKICHHBIX Pa30BbIM  CEKPETHBIM  IapoJieM,
NOJYYeHHBIX bBaHKOM H  3aperucTpupoBaHHBIX B
CucteMe 10 NPUOCTaHOBIIECHUS AeiicTBUs CUCTEMBL.

2.2.4. Cucrema aBTOMaruuecku Onokupyer Jlorun
Knuenra Ha 60 cekyHn mocne Tpex HENpaBHIBHBIX

HOIBITOK BBOJA [Mapomns. Iocne Tpex
nocyieioBatenbHbIX  OnokupoBok Ilapons Kimenta
Cucrema aBTOMATHYECKH MIPUOCTAHABJINBACT

obcmyxuBanue Kmmenra. [[is mpogomkennus paboTel B
Cucreme KnmeHT BnpaBe OOpaTUTHCSA JIMYHO B OQUC
baunka.

device. The Login and Password/Temporary
Password used to enter the System are used to work
in the mobile version of the System. The Client may
also set a rule to login to the mobile application via
the Access Code (offered by the application at the
first login) or via Touch ID, Face ID and other
methods supported by the mobile application (subject
to technical capability of the mobile device).

2.1.13. Information on the provider of the Evrolink
mobile application and terms of its use are placed on
the Bank's corporate website www.evrofinance.ru
and on information boards in the structural units of
the Bank servicing the Clients. The placement of the
said information shall mean the confirmation of the
Client's ability to use the mobile version of the
System in accordance with the Terms and Conditions.

2.2.SERVICE SUSPENSION AND
RESTRICTION

2.2.1. The Bank reserves the right to suspend or
restrict the Client’s access to the System without
preliminary notification, including, but not limited to,
in case of violation of the Agreement by the Client or
a Compromise, identification of Transactions that
qualify for a case of fund transfer without the Client’s
consent. In this case the Bank, not later than the next
working day after suspension / limitation of access,
should notify on the fact of suspension/ limitation of
the Client’s access to the system according to the
procedure mentioned in point 1.7 of the present
Terms and Conditions.

2.2.2. The Bank reserves the right to impose
limitations on the usage of Access Channels by the
Client, including the list of types of Electronic
Documents, Transactions, and Orders, which can be
conducted and transferred by the Client using a
specific Access Channels, as well as to change the list
of types of Transactions and functions that may be
carried out by the Client using the System and to limit
the time of acceptance and performance of Orders.

2.2.3. The fact of suspension / restriction of services
in the System does not cancel the obligations of the
Client arisen from the Electronic Documents verified
by the Session Key, received by the Bank and
registered in the System before suspension of the
System operation.

2.2.4. The system automatically blocks the Client’s
Login for 60 seconds after three incorrect password
attempts. After three consecutive cases of the Client’s
Password blocking the System automatically
suspends service rendering to the Client. To continue
working in the System the Client may personally
apply to a Bank Office.
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2.25. bask BmpaBe 0e3  IpeABapUTEIHHOTO
yBenomsieHuss ~ KimeHTa  BBOXMTH — OTpaHUYEHUS,
NPUOCTAHABINBATH U (WJIN) MpPEKpaIiaTh BO3MOKHOCTh
pUMeHeHUs1 MOOMIIbHOTO npritoxkenust Evrolink.

2.2.5. The Bank may introduce restrictions, suspend
and/or terminate the usability of the Evrolink mobile
application without prior notification of the Client.

2.3.MOPSIJOK B3AUMOLEUCTBUSA
BAHKA U KITMEHTA

2.3.1. baumk ocymectBaser Omnepanuu mo Cuery
Knuenta Ha ocHoBanmu Pacnopsokenmii Kimenra.
VYkazanHele Pacnopsbkenus nepenatorcs Kimentom
baHKy c MCIOJBb30BaHUEM ONPENENICHHBIX Y CIIOBUSMHU
Kananos nocrymna.

2.3.2. TlopTBepxneHue aBTOpPCTBa PacmopspkeHUH W
MHBIX  OJEKTPOHHBIX JOKYMEHTOB IPOM3BOIUTCS
KimrentoMm npu nomomny Pa3oBoro cekpeTHOro mapois.

2.3.3. [eiicTBus, mepedncicHHbe B 1.1.9 HacToAmmx
YcnoBuid, 0CyIIECTBIAIOTCS baHKOM B COOTBETCTBUU C
JIEUCTBYIOIIMM  3aKOHOJATeNnbCcTBOM  Poccuiickoit
®enepanuu, HopMaTUBHBIMU akTamu banka Poccum,
HACTOSAIIUMHU Y CIOBHSIMH U YCIOBHUSIMH JIOTOBOPOB
0aHKOBCKOTO CYeTa, TOTOBOPOB OAHKOBCKOI'O BKJIAJA,
JIOTOBOPOB BBIMTYCKa M OOCTYXMBaHUS OaHKOBCKHX
KapT, JOTOBOPOB OPOKEPCKOTO 0OCTY>KUBaHUS, U MHBIX
JIOTOBOPOB, 3aKJIt0yaeMbIx Mex 1y bankom u Kiinentom.

2.3.4. Vcnomp3zoBanme CuCTeMBl UIs Tepenadu
DNEeKTPOHHBIX TOKYMCHTOB HE OTpaHHYMBACT IIpaBa
Kimenra §(0) MIPEIO0CTABICHUIO B Bbank
COOTBETCTBYIOIINX PacropspkeHHii Ha MpoBeIcHUE
Onepaiyii, W/WiM COOTBETCTBYIOIIUX JOKYMEHTOB Ha
ocyllecTBlIeHUE baHKOM OIpelleeHHbIX JCHCTBUI Ha
OyMa)XHOM HOCHUTEJE, COCTaBJICHHBIX 10 (opme,
MPEAYCMOTPEHHONW  COOTBETCTBYIOIIUM  JOTOBOPOM,
3aKIOYCHHBIM Mexay CTOpOHAMH, W/WIA C YYETOM
TpeboBaHuit 3aKOHO/IaTENIbCTBA Poccuiickoit
denepanuu.

IIpu a3ToM CTOpOHBI cornamarTcs ¢ TeM, YTO B ClIydae
HOCTymIeHuss B baHk ONeKTpOHHOro NOKyMEHTa IO
Kananam nocrynma M COOTBETCTBYIOILETO JOKyMEHTa
WIK pacnopsbkeHust Ha nposeneHue Onepanuu Ha
OyMa)XHOM HOCHTENIe, COACP)KAIINX WJICHTUIHbIC
yCcroBHsA, JMOO TOCTYIUICHWs B bBaHK HMIEHTHYHBIX
ONEeKTPOHHBIX JIOKyMEHTOB, bank Oyner
paccMaTpuBaTh KaXIbIH M3 yKa3aHHBIX JTOKYMEHTOB
KaK CaMOCTOSITENbHBIH JOKYMEHT, M OCYIIECTBHT BCE
JefcTBUA, HEOOXOoauMble i mpoBeaeHus Omepanun
MO0  KaXIOMY W3  HPeACTaBICHHBIX/TIEpEIaHHBIX
Knuenrom 1okymMeHTOB.

2.3.5. Ecnu B TekcTe Y CIIOBHIA SIBHO HE OTOBOPEHO HHOE,
MOMEHTOM TOJYYEHHUs OJIEKTPOHHOIO JIOKYMEHTA
Bbanxowm sBnsiercs ero Perucrpauus B Cucreme.

2.3.6. CTOpOHBI MPHU3HAIOT B KAYECTBE CIUHOMN IIKAJIBI
BpeMeHH pu padbote ¢ CucreMoit MOCKOBCKOE MOSICHOE
BpeMmsi. KOHTpOJIbHBIM SIBIISIETCSI BPEMsI CHCTEMHBIX
4acoB anmnapaTHbIX cpeacTB banka.

2.3.PROCEDURE OF INTERACTION
BETWEEN THE BANK AND
THE CLIENT

2.3.1. The Bank conducts Transactions on the
Account of the Client based on the Clients’ orders.
These Orders are transferred by the Client to the Bank
using the Access Channels established by the Terms
and Conditions.

2.3.2. Confirmation of the authorship of Orders and
other Electronic Documents is carried out by the
Client by using Session Keys.

2.3.3. Activities listed above in point 1.9 of the
present Terms and Conditions are conducted by the
Bank in accordance with the effective legislation of
the Russian Federation, regulatory acts of the Bank of
Russia, the present Terms and Conditions and terms
and conditions of the agreements on bank account,
bank deposits, issuing out and maintenance of bank
cards as well as brokerage service agreements, and
othex agreements signed between the Bank and the
Client.

2.3.4. The applied systems for transferring Orders
and/or free format messages to the Bank do not limit
the rights of the Client on submitting to the Bank
corresponding orders on conduction of Transactions,
and/or corresponding documents on conduction of
specified actions by the Bank in hard copy, made in
the form provided for by the relevant agreement
between the Parties and/or considering the legal
requirements of the Russian Federation .

Thereat, the Parties agree that in case the Bank
receives an Electronic document via the Access
Channels and corresponding document or order on
transaction conduction in hard copy, containing
identical conditions on Transaction conduction, either
in case the Bank receives identical Electronic
documents, the Bank will process each of the
mentioned documents as independent document and
will execute all actions required for the conduction of
Transaction for each document submitted / transferred
by the Client.

2.3.5. Unless otherwise explicitly stipulated in the
Terms and Conditions, the time of receipt of an
Electronic Document by the Bank shall be the time of
its Registration in the System.

2.3.6. The Parties acknowledge the Moscow local
standard time as unified time-scale when working in
the System. Check time is considered to be the RTC
of the Bank hardware.
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2.3.7. CropoHBI NPH3HAIOT, YTO CBs3b KimeHTa co
Cruyx0oii KITMEHTCKOM TTOIIEPIKKH Banka
ycTaHaBiMBaercs o padounm nusm banka ¢ 09.30 oo
18.304., B marauny — ¢ 09.30 go 17.154., mo
MOCKOBCKOMY BpPEMEHHM B MpPEANpPa3IHUYHBIC JHU B
COOTBETCTBHH C IIPUKa30M 1o banky, ommy0nnkoBaHHBIM
B IIOPsIZIKE, IPEYCMOTPEHHOM IyHKTOM 1.5 Ycnosuid.

2.3.8. Ilpuem OneKTpOHHBIX IOKyMeHTOB CHcTeMoit
OCYIIECTBIISIETCS KPYTJIOCYTOYHO.

2.3.9. UcromHeHne  ONEKTPOHHBIX  JOKYMEHTOB
KnreHToB OCyIIecTBIsIETCSI B CPOKH, yCTaHOBIICHHBIE
3aKOHOJATeNbCTBOM  Poccuiickoit  @epepauuu U
JIOTOBOPOM MEXAY bankom u Kinnentowm,
OTIPEICIIAIONIMM TOPSJIOK MPOBEJCHUS OIEpaluil 1o
cooTBeTcTByMOIEMyY Cuery.

2.3.10. Bamtornbie onepanuu no Cueram KineHrtoB c
ucroib3oBaHueM CHCTEMBbI OCYLIECTBISIIOTCS C YUETOM

TpeboBaHuit BaJIIOTHOTO 3aKOHOJIATENILCTBA
Poccuiickoit ®enepanuu.

2.3.11. CropoHBl TpPHU3HAIOT, 4YTO IIepeIaHHBIC
Knuentom, mpomenmmm B KOXIOM  Clydae

HaJUIeKaIuM 00pa3oM mpoueaypy AyTeHTH(UKaIny,
DJeKTPOHHBIC TIOKYMEHTBHI, IOATBEP K JCHHbIE Pa30BbIM
CEKPETHBIM I1apOoJIeM, COOTBETCTBEHHO:

- YAOBIETBOPSIOT TpeOOBaHUIO
3aK/IIOYEHUS CHEINKM B IIPOCTOH
NUCbMEHHOH  QopMe U BIEKYT
IOpUANYECKUE HOCIIE/ICTBHS,
aHaJIOTUYHbIE MOCJIE/ICTBHSIM,
MOPOXKAAEMBIM CHICNIKaMH,
3aKJIIOYCHHBIMU ITyTeM HOANHCAHUS
JOKYMEHTOB  Ipu  (u3uueckoM
(B3aUMHOM)  TIPHCYTCTBUH I,

COBEPIIAIOLINX CACIKY;

- PAaBHO3HAYHbBI, B TOM YHCJE HMEIOT
paBHYIO IOPUINUYECKYIO "
JIOKa3aTeNbCTBEHHYIO cuIy
AQHAJIOTHYHBIM TIO COJEPXAHUIO U
CMBICITY JTOKYMEHTaM Ha OyMa)KHOM
HOCHTETIE, COCTaBJICHHBIM B
COOTBETCTBHM C  TpeOOBaHUAMH,
MperbsBISIEMbIMU K JOKYMEHTaM
Takoro poja, M  MOANHUCAHHBIM
COOCTBEHHOPYYIHOM TIOJIITUCHIO0
Knuenra, u sBISIOTCS OCHOBaHUEM
st poBeneHuss bankom Oneparuii
oT umeHu KimeHta, ocyuiecTBieHuUs
Bbankom COOTBETCTBYIOIUX
JIEVUCTBHI;

- HE MOTyT OBITh OCIOPEHBI WU
otpuniathcsi CTOpOHAMH U TPETHUMHU
JUIAMH ~ WIH  OBITh  NPU3HAHBI
HEJICHCTBUTEIIbHBIMH TOJILKO Ha TOM
OCHOBaHUHM, YTO OHHU IepelaHbl B
bank ¢ ucnonszoBanrem Cucremsl u
Kananos nocryna;

- MOTyT OBITH npeaACTaBJICHBL B
Kay€CTBC J0Ka3aTcCjIbCTB,
PaBHOCHUIIBHBIX NMHUCbMCHHBIM
JOKa3aTeciabCTBaM, B TIOpAAKE,

MPEIyCMOTPEHHOM

2.3.7. The connection between the Client and the
Client Support Center of the Bank is established on
working days of the Bank from 9:30 a.m. till
6.30 p.m., on Friday from 9.30 a.m. till 5.15 p.m.
(Moscow time)on days before holidays according to
the order of the Bank published in compliance with
the procedure, stipulated by paragraph 1.5 of the
present Terms and Conditions.

2.3.8. Electronic Documents are accepted by the

System 24 hours a day.
2.3.9. The Client’s Electronic Documents are
performed within the timing established in

accordance with the legislation of the Russian
Federation and the agreement between the Bank and
the Client setting out the procedure of performing
transitions on the respective Account.

2.3.10. Foreign currency transactions on the Clients’
Accounts using the System are performed in
compliance with the foreign currency legislation of
the Russian Federation.

2.3.11. The Parties acknowledge that Electronic
Documents transferred by the Client, every time
properly passing the procedure of Authentication,
confirmed by means of a Session Key,
correspondingly:

- meet the transaction conclusion
requirements in a simple written
form and bring to legal
implications, originated by the
transactions, concluded by means
of ratification of documents in
physical (mutual) presence of
individuals concluding the
transaction;

- are equivalent, including having
equal legal and evidential force, to
identical documents in hard copies
in terms of content and meaning,
created in line with requirements to
such type of documents with
handwritten signature of the Client,
and are considered as foundation
for transactions conduction by the
Bank on behalf of the Client, for
making corresponding actions by
the Bank;

- cannot be contested or denied by
the Parties and third entities or be
acknowledged void only based on
the fact that they have been
transferred to the Bank by means of
the System and Access Channels;

- can be presented as testimonies,
equal to written evidences,
according to the procedure
stipulated by the legislation of the
Russian Federation.
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3aKOHOIaTEILCTBOM Poccuiickoi
Denepanu.
I[Ipu 3TOM cooOmieHuss CcBOOOJHOTO  (hopmara,
nepenanusie  Knuentom mo Cucreme, B 4YacTu

pacniopsbxeHust KimeHta AeHeXHBIMH CpeJICTBAMU Ha
Cuere (BKJIaJe), a TaKKe B YacCTH PACIOPSDKEHUS 00
OTKPBITUM W 3aKpbhITHH cyera (Bkimana) baHkom k
UCTIOJIHEHUIO HE MIPUHUMAIOTCSI.

2.3.12. CTopoHBI IPU3HAIOT, YTO TepenaHHbie bankom
coobmieHns cBOOOIHOTO PpopmarTa:

- PaBHO3HAYHBL, B TOM YHUCIE HMEIOT
paBHYIO IOPUINYECKYIO u
JI0Ka3aTeNbCTBEHHYIO CHUITy
AQHAJIOTHYHBIM 10 COJAEPKAHUIO U
CMBICITY JIOKYMEHTaM Ha OyMa)KHOM

HOCHTCIIC, COCTaBJICHHBIM B
COOTBETCTBMHM C  TpeDOBaHHUSIMH,
MpCaABABIIAEMbIMU K JOKYMEHTaM
TaKoro pona, u oA CaHHbIM
COOCTBEHHOPYYHOI MOATHICHIO
YIOJHOMOYEHHOTO  TIPEACTABUTEIIS

banka, 3aBepeHHoi neyaTthio banka;

- HE MOTyT OBITh OCIOPEHBI HWIIH
orpunatscsi CTOpOHAMH M TPETEUMH
JUIAMU WK OBITh  MPU3HAHBI
HEJIEHCTBUTEILHBIMU TOJIBKO Ha TOM
OCHOBaHWHW, YTO OHHM TIepeaaHbl
Bankom ¢ ucnonb3oBanueM CHCTEMBI
n Kananos fgocryna;

- MOTYT OBITh  TPEACTAaBIEHHI B
KayecTBE JIOKa3aTeabCTB,
PaBHOCIITBHBIX MMMCHEMEHHBIM
JIOKa3aTelbCTBaM, B TIOpsIIKE,
MPEIyCMOTPEHHOM
3aKOHOJATEILCTBOM Poccuiickoi

Deneparuy, MpH TOM JOIMYCTUMOCTD
TaKWX JIOKa3aTEeNIbCTB HE MOXKET
OTPHIATECSI  TOJBKO  Ha  TOM
OCHOBAHHWH, YTO OHH IIPECTABIICHEI B
BU7I€ DJIEKTPOHHBIX JOKYMEHTOB.
23.13. B  coorBercTBHM ¢  TpeOOBaHHIMHU
3akoHOJareinbcTBa  Poccmiickorr ~ denmepanuu 00
MH(QOPMHUPOBAaHUM KJIMEHTA O COBEPIICHUH KaKHoH
oIepaluu C HCIOJIb30BAHUEM DIIEKTPOHHOIO CPEACTBa
mwiatexxa bank ¢ momompro CHucTeMBl yBEAOMIISET
Knuenta o cosepmenun kaxjaod Omnepauun ¢
UCINOJIb30BaHNEM Pa30BOro cekpeTHoOro naposns.

ITo mepe coBepmieHust Onepanuii ¢ HCIOJIB30BAHHEM
PazoBoro cekpernoro mapoissa, bank He mno37HEE
cienmyromero  pabodero  mHA  QopMUpyeT B
ABTOMATHYECKOM pEeXHME JKypHalI oOmIepamui B
Cucreme, kK koTropomy y KimeHta umeeTcst oCTOSHHBIN
(ekeTHEBHBIN, KPYTIOCYTOUHBIN) noctyn no Kanamam
Joctyna. B ykaszaHHBIX — KypHaJIax  omepamui
CONICPXKUTCA HWH(POPMANUS O JBHKCHUH JICHEKHBIX
cpencts 1o Cuety u o coctossuuu Cyera.

Taxxe BaHk He3aMeMIUTEIHHO MO Mepe 00paboOTKU
Pacnopspxenuit KinuenTa ¢dbopmupyer B

In this case the free format messages that contain the
Client's instructions as to how to dispose of the funds
on the Account and to open/close an account (deposit)
with the Bank transferred by the Client via the System
are not accepted and given effect to.

2.3.12. The Parties hereby acknowledge that the free
format messages, transferred by the Bank:

are equivalent, including having
equal legal and evidential force, to
identical documents in hard copies
in terms of content and meaning,
created in line with requirements to
such type of documents with
holographic  signature of the
authorized representative of the
Bank and verified by the stamp of
the Bank;

cannot be contested or denied by
the Parties and third entities or be
acknowledged void only based on
the fact that they have been
transferred by the Bank by means
of the System and Access
Channels;

can be presented as testimonies,
equal to written evidences,
according to the procedure,
foreseen by the legislation of the
Russian Federation, thereat the
admissibility of such testimonies
cannot be denied only due to the
fact that they have been presented
in the form of Electronic
documents.

2.3.13. In accordance with the legislation of the

Russian

Federation on

informing clients  of

transaction performance with the use of electronic
means of payment, the Bank shall notify the Client of
each Transaction performance using the System
confirmed with a Session Key.

Upon conduction of Transaction by means of Session
Key, the Bank, not later than the next working day,
automatically generates transactions statement in the
System, to which the Client has permanent access
(daily, round-the-clock) via the Access Channels. The
above mentioned statements contain information on
the cash flows on the Account, as well as on the
balance of the Account.

Also, the Bank, upon processing the Orders of the
Client, automatically generates and transfers to the
System information on the status of the Orders.
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aBTOMATHUECKOM peXuUMe U Tepenaer B Cucremy
nHpOpPMAaLHIO 0 cTaTtyce PacopsoxeHn .

®opmupoBaHue baHKOM BBIIIEYKa3aHHOTO >KypHajia
onepauuit B Cucreme, a Taxke npucBoeHue bankom B
CucrteMe COOTBETCTBYIOIIETO cTaTyca Pacmopsikenuto,
SBIIICTCA HaJUIekaluM yBeromieHueM Knuenra, B Tom
qucie o0 pe3yibTaTax INpueMa K UCTIONHEHUIO, OT3bIBA,
0TKa3a B HCIOJHEHUU PacnopskeHus: B COOTBETCTBUH C
HOpMaTWBHBIMU akTaMHu banka Poccum, n He TpeOyer
JIOTIOJTHUTENBHOTO HampaBieHuss bankom Kimenty
KaKuX-JIM0O yBEJIOMIICHHUI.

[uem nonyuenusa Knuenrom ot banka yBenomieHnus o

COBEPIICHHOH Omneparyn, SIBISIETCSI JICHb
¢opmupoBanust baHKOM BBIIIEYKa3aHHOTO KypHaja
omepauuit B CucreMe - 1O Mepe COBEpLICHUSA

Omnepaiyii, HO He T031Hee paboYero AHS, CIEAYIOLIETO
3a JIHEM COBEpLICHHs COOTBETCTBYIOIIEei Onepanu.

2.3.14. KimreHT 00s13yeTcs He peske 0OHOTO pa3a B IeHb
ocymIecTBIATH focTyn k Cucreme no Kananam nocrymna
JUISL TIOJy4eHHUs MHGOPMAIMK O 3aperHCTPHUPOBAHHBIX
Pacnopsbxennsax, u o cocrossHun Cuera B IEIAX
MpOBEpPKU NpoBeleHHbIX bankom Onepauuii, a Takxke
JUIS TIOTyYSHHMs KypHajla ONepanuii O COBEpIICHHBIX
Omepaysix ¢ MCIOJIb30BaHUEM Pa30BOro ceKpeTHOTo
napoJs.

2.3.15. Henocrymnenune B Teuenune 10 (mecsitn)
KaJICHIapHBIX JHEeU c JIaThbl Perucrpanuu
PacniopspkeHns mucbMeHHOM mpereH3uu  KimeHra,
COCTaBIIEHHON B CBOOOAHOW (opMme, HampaBisieMon B
bank ¢ momomursto Cucremsl mo Kanamam jocrymna/Ha
OymaxxHOoM Hocutene, o Hecorsmacun ¢ Ormeparuei,
MPOBEICHHON HAa OCHOBaHMM JaHHOro PacnopsbpkeHus
W/WIIM CTIMCAHHBIM KOMHCCHOHHBIM BO3HArpaXk/JeHUEM,

CUHUTACTCS NpH3HAHHEM Kinentom TaKOro
PacriopsokeHHsT W TOATBEPXKACHHUEM IPOBEACHHON
Ornepannu/CrucaHHOro KOMHCCHOHHOTO
BO3HATPAKICHHS.

2.3.16. TIlocne mnonyuenus bankom ot Kimenra
MUCBMEHHOW TPETEeH3WH O Hecoryacuu ¢ Onepammen,
MPOBEJICHHOW Ha OCHOBAaHMM COOTBETCTBYIOIIETO
PacniopspkeHust/crincaHHbIM KOMHCCHOHHBIM
BO3HarpaxaeHueM, baHk mpuoOCTaHABIMBACT NEHCTBUE
Cucremsl B oTHOomeHuH KieHTa ¥ BO30OHOBIIIET €ro
TOMBKO mmocie mepemaun  Kimentom B Bank
COOTBETCTBYIOIIETO 3asBJICHUS Ha OyMaKHOM HOCHUTEIIE
npu Tu4HOM Buzute Kiuenra B bank.

2.3.17. Tlpn BoiBieHnn bankom Omnepanunit (3a
uckmoueaneM  Omepammii B pamkax — CBII),
COOTBETCTBYIOITUX MIpHU3HAKaM OCYIIECTBICHUS
mepeBoJia JEHEXKHBIX cpeacTB 0e3 coriacus Kmumenra,
bank BpeMeHHO npuocTaHaBiuBaeT noctyn KnueHnra
CucreMe W HeE3aMEIUIMTEIHHO YBEAOMIISIET 00 3TOM
Kinmenrta B  mopsimke, TpemycMOTpeHHOM  11.1.7
HACTOSILUX Y CIIOBUH.

Knuent HOATBEPXKIAcT/HE HOJATBEPAKAACT
BO300HOBIICHHE UCTIOTTHEHUS Pacnopsixenus
obpatuBincy B bank uepe3 CiryxOy KIMEHTCKOH
HOJAEPIKKH.

The creation of the mentioned statement in the System
as well as assigning corresponding status of the Order
by the Bank is considered to be proper notification
given to the Client, including related to the results on
accepting for execution, revocation, refusal from
execution of the Order according to the regulatory
acts of the Bank of Russia, and do not require
additional submittal of any natification to the Client
by the Bank.

The day of receiving notification on conducted
Transaction from the Bank by the Client is considered
to be the day of generating the above mentioned
statement in the System by the Bank - upon
conduction of Transaction, but the day succeeding the
corresponding Transaction conduction day at the
latest.

2.3.14. The Client is obliged to enter into the System
at least once a day via the Access Channels for
obtaining information on registered Orders, and on
the account balance for the purposes of checking the
Transactions conducted by the Bank, as well as
obtaining statement on Transactions by using Session
Key.

2.3.15. In case the Client does not submit a claim on
disagreement with Transactions, conducted based on
the mentioned Order and/or deducted commission fee,
formed in free format and submitted to the Bank by
means of the System via Access Channels / in hard
copy within 10 (ten) working days as of the date of
Order registration, such Order is considered
acknowledged by the Client of such Order, and such
Transaction/deducted commission fee - confirmed by
the Client.

2.3.16. After receiving by the Bank a written claim
from the Client on disagreement on the Transaction
conducted based on corresponding Order/deducted
commission fee the Bank suspends the System service
for the Client and renews it only after submittal of
corresponding written application in hard copy by the
Client upon in-person visit of the Client to the Bank.

2.3.17. Should the Bank identify any Transactions
(save operations performed within SBP/FPS)
qualifying for a case of fund transfer without the
Client’s consent, the former shall temporarily suspend
the Client's access to the System and immediately
notify the latter in the manner prescribed by para. 1.7
hereof.

The Client confirms/does not confirm that the
execution of the Order has been resumed by
contacting the Bank’s Customer Support.
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B cinyuae, eciu Kiment nocne nposenenus bankom | If the Client, identified by the Bank through the
nporeaypsl  Ayrentudukamuu He noxrBepxkaaer | Autentification procedure, does not confirm that the
BO300HOBNEHUS wucnonHeHus Pacmopsokenusi, 1o | Order is executable again, the corresponding Order
COOTBETCTBYIOIIIEE Pacniopsixenue cuntaetcs | shall be considered to have been withdrawn by the
otro3BaHHbEIM Kimentom, mnpu 3tom Bo3oOHOBIeHue | Client, and the System’s operation shall be resumed
paboter Cuctembl ocymectisiercss Tombko mocne | only after the Client files the relevant application to
nepenaun  Kmuentom B bBank coortserctByromiero | the Bank in hard copy during the Client's personal
3asBIICHHUSI HA OyMa)KHOM HOCHTENIe TP JINYHOM Bu3ute | Visit to the Bank.

Kinenta B bank.

B ciyuae, ecnn Kimment moce nposeneuust bamkom | If the Client, identified by the Bank through the
TPOTIEYPHI AyTeHTH(DUKAIINH noxrBepxxmaer | Autentification procedure, confirms that the Order is
B0300HOBJICHNE HcnoNHeHUs Pacmopspkenms, To bank | executable again, the Bank shall resume the System’s
BO300HOBIsIET paboTy CHcreMbl W cOOTBeTCTBYMoIIee | operation, and the respective Order shall be executed
Pacmopspkenne wucronmuseTcst bankom B cremyromem | by the Bank in the order as follows:

HOpsIKE:

- mpu nocrtyluileHnd B bank moatBepkmenus | - if the Bank receives confirmation of execution
HCIIOJTHEHHSI B TEUEHHE OTIEPAIMOHHOTO [Hs, AeHexHpie | Within the banking day, the funds shall be debited
cpezcTBa cruchiBatotcest co Cuera B Tekyiuit pabounit | from the Account on the current business day of the

nennb banka; Bank;
- mpu TocTymiieHun — moATBepxkaeHuss  mocne | - if the Bank receives confirmation outside the
OTEPAIHOHHOTO JTHS, JICHCKHBIC cpencta | business hours, the funds shall be debited from the
cnuceiBaorcst co Cuera He mosamee cieayromero | Account no later than the next business day of the
pabouero nus banka. Bank.
Bank CaMOCTOSTEIILHO ompexaenser | The Bank shall independently determine the length of

OPOJOIDKUTENIBHOCTh  omepanmonnoro  ausA. OO | the banking day. The Client shall be notified of the
OTePaIIOHHOM JTHE Kiment yeegpomisieTcst | banking day through the System or by placing the
MOCPEICTBOM HampasjieHnus uapopmaruu o6 stom mo | relevant information on the Bulletin Board in the
Cucrteme wnm  pasMelleHHs  COOTBETCTBYIOIEH | customer area or on the Bank’s corporate website.
nHGOPMALIMU Ha TOCKE OOBABICHUN B ONEPAIIMOHHOM
3aie oOcimyxuBaHMA (HU3NYECKHX JHI WIX Ha
KoprnoparuBHoM MHTepHeT- caiite banka.

Ipu uemonyuenun ot Kimenra BeimeykasanHoro | No such a confirmation/non-confirmation received
TIOTBEPIKICHHSI/HE TTOJITBEPIK ICHHS Bank | from the Client, the Bank shall resume the System’s
Bo300HOBIsIeT pabory Cucremsr u  wucnonsser | functioning and execute the Orders upon expiry of the
PacniopsbkeHus 10 UCTEUEHUH CPOKOB, ycTaHoBIeHHbIX | terms established by the laws of the Russian
3aKOHOAATEIBCTBOM Poccuiickoit deneparum. Federation.

[Mopsmok meiicTBuit pu BeisiBieHnn bankom Onepanmii | The procedure applied by the Bank after detecting
B pamkax CBII, coorBercTByrommx mnpusHakam | money transfer operations performed through
OCYIIIECTBIICHUSI TIepeBoAa JAeHEeKHBIX cpeactB 0e3 | SBP/FPS without the Customer’s consent is defined
coracus Kiuenra, ompeeieH VYcenosusmu | by the Conditions of providing money transfer service
NpPENOCTABIICHUsT CepBHMca 0 IepeBoay JeHexHbix | With use of mobile phone number as an identifier of
CPENCTB C HCIONB30BaHMEM HOMepa MoOMIBHOrO | money recipient in the frame of the fast payment
TeneoHa B KadecTBE HICHTU(HKATOpPa PEKBU3UTOB | System

MOJyJaTeNsl JICHEXKHBIX CPEACTB B paMKaX CHCTEMEBI
obictpeix marexeit B AO AKB «EBPO®UHAHC
MOCHAPBAHKY.

2.3.18. bank He paccbuiaeT coodbuienus: nocpeacteom | 2.3.18. The Bank shall neither send SMS to the
cMc-coo0meHuii Ha 3apeructpupoBanHbiit Homep w/mtn | Registered Number and/or mobile phone number
HOMep MoOmITbHOTO TenehoHa, ykasauubiii B 3assnernu | specified in the Application for Accession to the
0 IPUCOEANHEHNH K Y CTIOBHSM WiH ajpec tekTpoHHoi | Terms and Conditions nor messages to the Client’s e-
noutel Kitnenra, a takke He npousBoauT Tenedornsie | mail address, and shall not make phone calls for the
3BOHKH C II€JIBIO TIOJIyYEHHs yKa3aHHBIMH criocoOamu | purpose of obtaining any information about the Client
Kakoif-mnoo mHpopmaunu o Kimente mmu ganHeix o | or the System.

Cucrteme.

2.4. IEPEBO AEHEXHbLIX CPEACTB | 2.4. TRANSFER OF FUNDS WITHIN
C [TOMOLYbIO CEPBUCA BEST2PAY“. | THE BEST2PAY SERVICE 4

4 TIpn HaNMUMM TEXHUYECKOH BO3MOKHOCTH y baHka u oneparopa Cepsuca Best2Pay/If technically possible for
both the Bank and Best2Pay operator.
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2.4.1. C momomsio Cepsuca Best2Pay Kinuenrt Brpase
OCYIIECTBIITE HEPEBOJ JCHEKHBIX CPEICTB MEXTY
0aHKOBCKMMH KapTaMH IUIaTeXHBIX cHcteM Visa,
MasterCard, MNP, BbINyHMICHHBIMH POCCHHCKUMHU
KPEOUTHBIMH OpPraHU3alMsMH, B PEXHME DPEabHOTO
BPEMEHH, TIPH 3TOM CPOK 3a4HCIICHHS JCHEXHBIX
CPE/CTB 3aBUCHT OT OaHKa-3MUTEHTA, BBIITYCTHBILETO
0aHKOBCKYIO KapTy HOJIy4daTes ACHEKHbBIX CPECTB.

2.4.2. TlepeBox ¢ OaHKOBCKOM KapThl Ha OaHKOBCKYIO
KapTy MOXET OBITb OCYIIECTBIEH MPH COTJTACHH
Kmuenta ¢ myOmmunoit odeptoit Oanmka Cepsuca
Best2Pay. B ciryuae otkaza Knuenta banka ot cormacus
C YCIIOBHSMH, W3JIOKCHHBIMH B ITyONMMYHON odepTe
b6anka CepBuca Best2Pay, mepeBom ¢ ©OaHKOBCKOH
KapThl Ha OAQHKOBCKYIO KapTy HE MOXeT OBITh
OCYIIIECTBIICH.

2.4.3. Hacrosiium KimeHT yBeOMIIEH M COTJIaceH, 4TO
CTOPOHHHI OaHK-IMHTEHT, BBIITYCTUBILNH OaHKOBCKYIO
KapTy, BIPaBe B3UMATh JONOJIHUTEIbHYI0 KOMHCCHIO 32
MEepPEeBO JCHEKHBIX CPEACTB, OCYIIECTBIIEMBIH C
nomotsio Cepsuca Best2Pay. C tapugamu ctopoHHETO
0aHKa->MHTECHTA, BBITYCTUBIIETO OAaHKOBCKYIO KapTy,
KnueHT [omKeH O3HAaKOMHTBCS JO COBEPIICHUS
JEWCTBHH 1O  TEpPEeBOAY  JICHEXKHBIX  CPEICTB,
oCyIIecTBIIsIEMBIX ¢ ToMomIpio CepBuca Best2Pay.

2.4.4. Hacrosiiuum KimeHT yBeOMIIEH M COTJIacEH, 4TO
nepeBoy ¢ Kaptel banka Ha kapTy cTOpoHHero GaHka-
smuteHTa ¢ momoinipio CepBuca Best2Pay Bo3moskeH
npu ycinoBuM nojkiodenust Knunenrom yenyru SMS-
MHPOPMHUPOBAHUS, TOCKOIBKY O€30IMacHOCTh TaKHX
nepeBojioB  obecnieunBaeTcss TexHosorue 3DSecure
(Verified by Visa/MasterCard Secure Code/MirAccept).
IlepeBon  moxnrBepxkmaercs  Kimmentom — BBOJOOM
OTHOPA30BOTO IMApoJIsi, HampamBisieMoro B SMS-
coobmennn Kimenty. Bo3MoXHOCTH TeEepeBOIOB C
0aHKOBCKMX KapT CTOPOHHMX OaHKOB-3MUTEHTOB, HE

MOJJIEP>KUBAIOLLUX 3DSecure, MOXKET OBITH
oTpaHHUYeHa.

2.4.5. Tlpu nepeBojie ACHEKHBIX CPEJICTB C MOMOIIBIO
Cepeuca Best2Pay 0053aHHOCTH Banka

OTPaHMYMBAIOTCS TOJBKO cOOpoM W  mepenadeit
omeparopy Cepsuca Best2Pay wundopmamuu o
HamepeHnn KiMeHTa  OCyHIeCTBUTh INEPeBOX  C
0OaHKOBCKOI KapThl OTIPaBHUTENIS Ha GAHKOBCKYIO KapTy

MOITy4aTes.
bank He ¢opMupyeT Ha OCHOBE NpE/ICTaBICHHOMN
Knuenrom HHpOpPMAINU Pacnopsixenus

Knuenra/unbie pacnopsbxenus o Cueram Kimenra, He
OCYILIECTBIIIET WX TPHEM M HCIIOJHEHHE, a TakXe He
OCYIIECTBIIIET pacdeT KOMHCCHHM 3a IPOBEICHUE
OTIepalniy ¢ TOMOIIBI0 YKa3aHHOTO CepBHUCA.

Bank HEe HeceT OTBETCTBEHHOCTH 3a paboTy CHCTeMbI
WNurepuer-Ilnatexeli, a Takxke ee omeparopa u O0aHka
Cepeuca Best2Pay.

2.5. NEPEBO/L HAEHEXXHbIX
CPELJICTB BHYTPU BAHKA C
UCrioJib30BAHUEM HOMEPA

MOBUNJIBHOIO TEJIE@OHA/HOMEPA

2.4.1. with help of the Best2Pay service the Customer
may transfer money between bank cards of the
payment systems Visa, MasterCard and MIR issued
by the Russian credit institutions, real-time,
meanwhile the term of crediting depends on the bank
which issued the recipient’s bank card:

2.4.2. The transfer from card to card may be
performed if the Customer accepts the public offer of
the Best2Pay bank. If the Customer rejects conditions
exposed in the public offer of the Best2Pay bank, the
transfer from card to card can not be performed.

2.4.3. By means of the present, the Customer is
notified and agrees that other bank which issued the
bank card may retain an additional commission for
money transfer performed with help of the Best2Pay
service. The Customer should consult the other bank’s
tariffs before undertaking activities of money transfer
through the Best2Pay service.

2.4.4. By means of the present, the Customer is
notified and agrees that the transfer from the Bank’s
card to the card issued by other bank with help of the
Best2Pay service is available if the Customer sat up
the SMS-informing service, given that such transfers
are secured by the 3DSecure technology (Verified by
Visa/MasterCard Secure Code/Mir Accept). The
Customer confirms the transfer entering a single
password sent within SMS message. The possibility
of transfers from other banks’ cards without 3DSecure
could be restricted.

2.45. When funds transferring with help of the
Best2Pay service, the Bank’s responsibilities are
limited to gathering and transfer of information to the
Best2Pay operator about the Customer’s intention to
transfer money form the sender’s card to the
recipient’s one. The Bank does not elaborate on the
basis of information provided by the Customer any
Customer orders/other orders related to the Customer
accounts neither receives nor executes them, nor
calculates commission for operation performing
through the abovementioned service. The Bank does
not assume responsibility for functionality of the
Internet payment system neither of its operator nor of
the Best2Pay bank.

2.5 TRANFER OF MONEY INSIDE THE
BANK WITH USE OF MOBILE PHONE
NUMBER/NUMBER OF BANK
CARD/ACCOUNT NUMBER®
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BAHKOBCKOU KAPTbI/HOMEPA
CYETA®

2.5.1. bauk B pamkax Cuctemsr EuroLink, B Tom gmncie
ee MOOWIBHOW BepcHH, TmpenoctaBisier Kimenrty
BO3MOKHOCTB!

- COBepIIaTh OHepaluu IO MEepPeBOIY
JICHE)XXHBIX cpencTB co cBoero Cuera B banke na Cuer
npyroro Knmenra, oTkpwiThlii B baHke, ¢ ykazaHuem

Wnentuduxaropa MOJIyJaTens cpencTB/HOMeEpa
OankoBckoil  kapTel/Homepa  Cuera  Kimenra—
MONydaTens JEHEXKHBIX CPEICTB — II0JIb30BATEIs

Cucremsr EuroLink (mamee — «KimeHT-momydareisy).
ITepeBox nenexxHbIX cpeacTs co Cuera oxHoro Kimenra
B banke Ha Cuer npyroro Kinuenra, otkpsIThiii B banke,
Jlanee TakKe IMEHYeTCS — «BHYTPECHHHH MIEPEBOY;

- nmony4ath Ha cBoil Cuer B baHke JeHEXHbIE
CpeICTBa BHYTPEHHHM IIEPEBOJIOM  IOCPEICTBOM
ykazanus Knmentom-mnatensumkom Maentudukaropa
MOJy4aTens cpeacTB/HOMEpa 6aHKOBCKO
kapTel/HoMepa Cuera KireHTa — nosyuaress.

2.5.2. KiimeHT naet cBoe coryiache Ha MCIIOJIb30BaHHE
ero 3aperucTpUpOBaHHOTO HOMeEpa B KadecTse
Wnentnduxaropa MOJTydaTerst CpeACTB npu
BHYTPEHHEM TIIEpPEBOJIC B €ro TIONB3y IIyTEM
MOAKIIIOUEHHS YCIYyIH 3adUCICHUS C  I[TOMOIIBIO
Wnentndukaropa mnoiydarens CpeAcTB U BbIOOpa
Kiuentrom Cuera u3 uncina ceonx C4eToB B HHTEpdeiice
«Hacrtpoiiku — IlepeBoms» Cucrembr EuroLink (B
unrepgeiice «Hactpoliku — Cucrema OBICTPBIX
IUTaTeXeN» - MPU UCIOIH30BAHUU MOOMIBHON BEpCHUU
Cucremsl EuroLink).

KnueHT yBeOMIIEH M COTJIACeH, YTO B CiIydae, €CIH
3apeructpupoBaHHeli HoMep Kimenta coBmagaer c
3apernucTpupoBaHHEIM HOMepoM apyroro Kimenra,
BHYTPEHHUI TI€peBOJ] C HCIIOJIB30BAHUEM TaKHX

3aperucTpupoBaHHBIX HOMEpOB B KauyecTBe
Wnentnduxaropa TIOTyJaTeIst CpenCTB HE
OCYIIECTBIISIETCS.

KnueHT yBeJOMIIEH U COTJIACEH, YTO B CIIy4ae, €CJIU UM
MOJKITIOYEHa yCIOyra 3a4HMCICHHS C  IOMOIIBIO
Wnentndukatopa momydarenast CPEINCTB, MPH 3TOM
panee BbIOpaHHBIH Knuentom Cder 3aducieHHs
IEPEBOJIOB 3aKPHIT MJIM OaHKOBCKas kaprta® sisercs
HeIeHCTBYIOIIEH, TO IEHEKHBIE CPEACTBA 3aUNCIITIOTCS
Ha Cuer, omnpenencHHbll baHkOM caMOCTOATENBHO U3
uyucna CueroB KimeHnra, 10 MOMEHTa OYepenHOrO
BeiOopa Kimenrom Cuera 3aunclieHHs NEpEBOIOB U3
yncna cBoux CueroB B mHTepdeiice «Hactpoiiku —
[epeonb» Cuctembl EuroLink (B  unTepdeiice
«Hacrpoiiku — Cucrtema OBICTPBIX IIaTEXEH» - NpHU
WCTIONB30BaHUM  MOOWIBHOH  Bepcuu  CHCTEMBI
EuroLink).

25.3. Tlpu ykazaumn KineHTOM-ILIATEIBITHKOM
3apeructpupoBaHHoro Homepa Knuenra-nomydarens B
kauecTBe VpeHTndukaropa mosydarenss CpEICTB
JEeHEXXHBIE cpeacTBa 3auncisitores Ha Cuer Kimenra,
onpeneneHHbli KINMeHTOM caMOCTOATENBHO M3 YHClIa
ero Cuetos. IIpu ykazanuu KineHTOM-IIaTeNbIIMKOM
HOMepa OaHKOBCKOH KapTel Kimenra — momywarens,
JCHE)XXHBbIE  cpencTBa  3adgucinsaorcss Ha  Cuer,

COOTBETCTBYIOIIMI naHHOM OaHKOBCKOW Kapre. [lpu

2.5.1. The Bank via EuroLink System, including its
mobile version, provides the Client with the following
opportunities:

- to conduct transfers of funds from his/her own
account with the Bank to the account of another Client
opened with the Bank, indicating Recipient Identifier/
Bank Card Number/ Account Number of the
Receiving Client — user of the EuroLink System
(hereinafter referred to as the Receiving Client).
Transfer of funds from the account of the Client with
the Bank to the account of another Client opened with
the Bank is hereinafter referred to as Internal
Transfer;

- to receive funds by means of internal transfers to
his/her own account with the Bank by indicating the
Receiving Client’s Recipient Identifier / Bank Card
Number / Account Number by the Paying Client.

2.5.2. The Client gives his/her consent to use his/her
Registered Number as the Recipient Identifier for
internal transfers in his/her favour through activation
of the crediting service with help of the Identifier of
money recipient and selection of an Account among
his own accounts through interface “Settings-
Transfer” of the Eurolink system (within the interface
“Settings-Fast payment system”, if the Eurolink’s
mobile version is used).

The Client is notified and agrees that in case the
Registered Number of the Client is the same as the
Registered Number of another Client, an internal
transfer using such Registered Numbers as the
Recipient Identifier of the funds will not be
performed.

The Customer is notified and agrees that in case of
activating the crediting service with help of the
Identifier of money recipient and the previously
selected Account for crediting funds is closed, or the
bank card® is invalid, thus, the money will be credited
to the Account defined by the Bank independently and
selected from the Customer accounts, until the
Customer will select once again the Account for
crediting funds among his own accounts through
interface “Settings-Transfer” of the Eurolink system
(within the interface “Settings-Fast payment system”,
if the Eurolink’s mobile version is used).

2.5.3. If the Paying Client specifies the Registered
Number of the Receiving Client as the Recipient
Identifier, the funds shall be credited to the Client's
account determined by himself from the list of the his
own accounts. If the Paying Client specifies the
Receiving Client's bank card number, the funds shall
be credited to the Account of this bank card. If the
Paying Client specifies the Receiving Client's
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ykazaanu Knnentom-mnarensiiukom Caera Kimmenra —
MoJIyyaTessi, JCHEXKHbIE CPEeACTBAa 3aUUCISIOTCS Ha
tako Cuer Knmenra—monywatens. Ilpu stom
JICHE)KHBIE CPENICTBA MO0 COOTBETCTBYIOUICH OIepanun
MOTYT OBITh 3a4YUCICHBI TONBKO Ha CueT, PexuUM
KOTOpPOTO TMpeaycMaTpuBaeT BO3MOXKHOCTh TaKOTo
3a9UCIICHHUS.

25.4. JIna cosepmenus KimeHTOM—IIIaTEIbITNKOM
omepali [0  BHYTpPEHHEMY IepeBoxy  baHk
npenocrasisier KineHTy-IuaTenbuKy BO3MOXKHOCTD
UCIIOJIb30BATh Wnenruduxarop MOTyYaTesst
cpeacTB/HoMep OaHKOBCKOIl kapTbl/HOMep Cuera s
ueneii  ¢gopmupoBanuss B Cucreme  EuroLink
Pacnopsixenust. Unentuduxarop IOJTy4aTesst
cpencte/Homep OaHKOBCKoW — KapTel/Homep Cuera
BBOAMTC KiMeHTOM-IuaTenbliMkoM B HMHTepdeiice
“TlepeBon knuenty 6anka” Cucremsl EuroLink.

KineHT yBeOOMJIEH M COIJIacCeH, 4YTO B IEIAX
COBEpIICHHS OINEepaldii M0 BHYTPEHHEMY IEPEBOLY
HCIIONB3YIOTCS CBEACHHS B 00BEME, IPEITYCMOTPEHHOM

JIEUCTBYIOIIMM  3aKOHOJATeNbCcTBOM  Poccuiickoit
denepanuu.

IIpun YKazaHuu KnueHroM-marenpumxKomM
Wnentuduxaropa MOJIyJaTens cpenacTB/HOMEpa
OankoBckoi  kapTh/HoMepa Cuera i uenei
cocraBneHuss PacnopspkeHust AN BHYTPEHHETO

MepeBO/ia HCIIONB3YIOTCS JaHHBIC, NPEJOCTABICHHbIC
bankom.

Ipn yKa3aHUH KnueHToM-TutaTenbmmukom
Wnentndpukatopa momydaTens/HoMepa OaHKOBCKON
KapTel/HoMepa Cuera CpesCcTB A 1IeNel COCTaBICHUS
Pacnopsbkenuss  bank  mpepoctaBisier  Kimenry-
IUTATENBIIHUKY COOTBETCTBYIOIIHE yKa3aHHOMY
Wnentnduxaropy  momydaTems CpeACTB/HOMEPY
OaHKoBckOW KapTel/HOMepy Cuera cBeneHHs s
OpPOBEPKH: (aMIIHS, UMs, OTYECTBO (IPH HAIHYHH)
KnuenTta — momyuarens (dhaMuinus npeaocTaBisieTcs! B
MacKHpOBaHHOM BHJIE). KiMeHT yBe1oMIIeH U coriaceH
Ha Tmepelnady yKa3aHHBIX CBEICHUH MAJsI IIPOBEPKH
apyromy  Kimenrty,  ykasaBmemy Uit menei
BHYTPEHHET0 IepeBofa cooTBeTcTByromuil Kimenrty
Wnentnduxarop HOJy4aTens CpeACTB/HOMED
6anKoBcKo KapTsl/HOMep Cuera.

B ciuyuae ycnemHoil npoBepku Kiuentom -
TUTATENIBIIMKOM  NIPEOCTaBICHHBIX  CBEACHUI, OH
HNOJANUCHIBAET M nepenaer B bank Pacnopsikenue B
MOPSiIKE, ONPENEICHHOM HACTOSAMKUMHU Y CIIOBHSAMU.
Knuent - moxydarenb yBeIOMJIEH M COTJIACEH, YTO
nociae ucnojgHeHuss Pacnopskenuss Knuenta —
IUIATENbIIMKA, YKAa3aHHOIO B HACTOSILEM IYHKTE,
KnueHTy — maTeNpIIMKy CTaHOBSITCS JOCTYITHBI
nocpeactBoM  CucreMbl  (M3BECTHBI)  PEKBU3UTHI
COOTBETCTBYIOIIETO NEPEBOJIa, B TOM YHCIE (aMUIIus,
uMs1, 0T4ecTBO (IpH Hainnuun) KitmeHnTa — nomyvaresns u
HOMEp CueTa, Ha KOTOPBIH 3a4HCIICHBI JCHEXKHbIC

CpeAcTBa.
2.5.5. Bauk BmpaBe omnpemenaste Buapl CueToB, ¢
KOTOpPBIX/HA  KOTOpbIE  MOXET  OCYILIECTBISTHCS

BHYTPEHHHUI IEPEBOA B IOPSIKE, MPESIyCMOTPECHHOM
paznenom 2.5 HacTosmux Y CIIOBHIA.

Account, the funds shall be credited to such Account
of the Receiving Client. In this case, the funds under
the respective transaction can be transferred only to
an Account, the mode of which provides for the
possibility of such transfer.

2.5.4. In order for the Paying Client to execute an
internal transfer, the Bank shall provide the Paying
Client with the possibility to use the Recipient
Identifier / Bank Card Number / Account Number for
the purposes of forming an Order in the EuroLink
System. The Recipient Identifier /Bank Card
Number/Account Number is entered by the Paying
Client in the interface "Transfer to Bank Client" of the
EuroLink System.

The Client is notified and agrees that for the purposes
of internal transfers the information is used to the
extent provided by the current legislation of the
Russian Federation.

The data provided by the Bank shall be used for
internal transfers for the purposes of drafting the
Order, when the Paying Client specifies the Recipient
Identifier / Bank Card Number / Account Number.

If the Paying Client specifies the Recipient Identifier
/ Bank Card Number / Account Number for the
purposes of drafting an Order, the Bank shall provide
the Paying Client with the following information
corresponding to the specified Recipient Identifier /
Bank Card Number / Account Number to verify:
name, surname, patronymic (if any) of the Recipient
Client (surname provided in disguise). The Client is
notified and agrees to convey this information for
verification to another Client who specified the
respective Client's Fund Recipient Identifier / Bank
Card Number / account number for internal transfer
purposes.

In case of successful verification of the submitted
information by the Paying Client, he shall sign and
submit the Order to the Bank in the manner
determined by these Conditions. The Recipient is
notified and agrees that, since the Payer’s order
specified in the present point is executed, the Payer
receives access through the System to the Recipient’s
payment data, including his name and surname and
the number of credited account.

2.5.5. The Bank is entitled to determine the types of
Accounts from which/to which an internal transfer

5 [Tpu manuuuy TexHUYecKoi Bo3MoxkHOCTH y banka / Subject to technical capability of the Bank
® Cuer, cooTBeTCTBYyIOIMII JaHHOH OaHKOBCKOH KapTe, BeiOpaH Knmentom B kadecte CueTa 3auMCIEHHS
nepesogos/An account corresponding to tthis bank card selected by the Customer as the Account for crediting funds
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2.6. XPAHEHWE PACI'IOFV’H)KEHMP? o
NPOBELOEHNN OINEPALNN, SATTUCEN
TEJIE®OHHbIX PA3rOBOPOB

2.6.1. bank 00s13aH 00ecIIeUnTh XpaHEHUE MOTYICHHBIX
ot Knuenra Pacnopspkennid, JJokyMEHTOB 10 BKIazny B

TCUCHHE  TPEOYCMOTPEHHBIX  3aKOHOJATEIHCTBOM
Poccuiickoit  denepanuu  CpoKOB Uil XpaHEHUS
AQHAJIOTUYHBIX ~ JOKYMEHTOB,  COCTaBJIEHHBIX  Ha

OoymaxunoMm Hocutene. Crnocod u Qopmar xpaHeHUs
oTpeneNndoTcss baHKOM caMOCTOSATENBHO.

2.6.2. Bce onepauum, npousBoguMbeie CTOpoHaMH B
Cucteme, (QHUKCHPYIOTCA B TMPOTOKOJAX pabOThHI
MPOTPaMMBI, XpaHAIUXCs B 0a3e maHHBIX CHCTEMBI B
banke. B cnyuae pasHornmacus wmexnay baHkoM u
KnreHToM B OTHOIICHHMH MEpEeJaHHBIX DJIEKTPOHHBIX
JokyMeHTOB ~ CTOpOHBI ~ NIPU3HAIOT B  KadecTBE
JIOKA3aTENbCTB yKa3aHHbBIC 3aIMCH, a TAKXKE 3alliCH B
npotokouie pabotel CucteMsbl, XpaHsiuecs: B banke.

Cuctema BeneT YydeT JeHcTBUM, NPOU3BOAUMBIX
Croponamu B Hell. CdopmupoBanHble bankom
COOTBETCTBYIOIIME  OTYETHl IO  MPOM3BEIECHHBIM
omepauusaM (neiictBusM) B CucremMe Ha OyMaskHBIX
Hocutessix 1o ¢opme  baHka, noamnucaHHbIe
YIOTHOMOYEHHBIM JIMIOM baHka M CKpeIIeHHbIE
HEeYaThIO banka, SIBIIIFOTCSI JIOCTaTOYHBIMH

JOKa3aTenbcTBaMu (PakToB coBepuieHus CTOpOHAMHU
omepanuit u ngeiictBuii (B Tom umcie CHcTemoit
ABTOMATHYECKH), MPEIyCMOTPEHHBIX  HACTOSIIAMHU
VYcnoBusiMH, W MOTYT OBITh HCIIONB30BAaHB TPH
paspenieHny J00bIX CIIOPOB, a TAKXKE MPETOCTABJICHEI B
CY/I.

2.6.3. KireHT yBe1OMJIEH O TOM, YTO BCe Tele()OHHbIE
pPa3roBOPBI 3alMCHIBAIOTCS M XpaHATCS B baHke B
TEYEHHE CPOKa, YCTAHOBIEHHOTO 3aKOHO/JATEIhCTBOM
Poccuiickoit ~ ®eneparuu.  3ampcu  yKa3aHHBIX
Tene()OHHBIX Pa3TOBOPOB MOTYT OBITh HCIIOJBE30BAHBI
OpU  pa3pemicHUH  JI0OBIX  CIIOPOB, a  TaKKe
MPEJOCTABIICHBI B CY/I.

3. KOHOULOEHLUHNATIbBHOCTb

3.1. BaHk 00s3yeTCs IPUHSTH BCE JOCTYITHBIC MEPBI IS
MPEJOTBPALICHAS HECAaHKIMOHUPOBAHHOTO JIOCTYIIA
TpeThUX JHI K HWHGOPMAIMH, COCTABISIONICH
OankoBckyro TaiHy Kimenra. Jlrobas wnpopmarus
TAKOTO poOJia MOXET OBITH IMPEJOCTaBJICHA TPETHUM
JUIIaM HE WHAa4Ye KaK B TOPSJAKE, YCTAHOBICHHOM
3akoHoAarenbcTBOM Poccuiickoit denepanuu.

3.2. Hacrosimm KitneHT pu3HaeT, 4TO HCIOIb30BAHNE
B COOTBETCTBUHU C HACTOSIILUMHU Y CIOBUSMHU Pa3zoBbIX
CEKPETHBIX mapoJei, a TaKxKe TTOPSAOK
Aytenrudukarmuu u gocrynma Kimumenta k Cucreme
JIOCTaTOYHBI Il OOECIIEYCeHHUs 3aIIUTHI TIepe1aBacMoi
o Kanamam JOCTyTIa nHpOpPMATHN oT
HECAHKIMOHUPOBAHHOTO JOCTYyNa K HEH TPETHHX JIUII.
IIpu 3Tom KineHT moaTBepKAaeT, YTO €My H3BECTHO O

TOM, YTO B HPOLECCCEC I[I/ICTaHIII/IOHHOI‘O 0aHKOBCKOI'O

can be conducted in accordance with the procedure
stipulated in Section 2.5 of these Conditions.

2.6. STORAGE OF ORDERS ON
TRANSACTIONS, TELEPHONE
CONVERSATION RECORDS

2.6.1. The Bank shall ensure that Orders, Deposit
documents received from the Client are stored within
the term stipulated by legislation of the Russian
Federation for storing similar documents drawn up on
paper. The method and format of storing are
determined by the Bank independently.

2.6.2. All the operations carried out by the Parties in
the System are fixed in the protocols of the System
operations, which are kept in the database of the Bank
System. In case of disagreement between the Bank
and the Client related to the transferred Electronic
Documents, the Parties acknowledge the mentioned
notes, as well as the notes fixed in the System
operations protocol stored in the Bank, as evidences.
The System tracks the actions carried out by the
Parties therein. The corresponding reports on
conducted operations (actions) in the System,
generated by the Bank, made in hard copies according
to the Bank’s form, signed by the authorized signatory
of the Bank, and sealed by the Bank , are considered
to be sufficient evidences of facts of operations and
actions made by the Parties (including automatically
by the System), foreseen by the present Terms and
Conditions, and can be applied for settlement of and
disputes, as well as submitted to the court.

2.6.3. The Client is notified that all telephone
conversations are recorded and stored in the Bank
within the time period established by the laws of the
Russian Federation. Records of these telephone
conversations can be used when resolving any
disputes, as well as submitted to the court.

3. CONFIDENTIALITY

3.1. The Bank is obliged to take all available measures
for preventing the unauthorized access of third parties
to the information considered bank confidentiality of
the Client. Any type of such information can be
provided to the third parties only according to the
procedure stipulated by the legislation of the Russian
Federation.

3.2. Hereby the Client acknowledges that the
application of Session keys according to the present
Terms and Conditions, as well as the Authentication
procedure and the procedure regulating the Client’s
access to the System by using Identifiers are sufficient
for protection of the information transferred via the
Access Channels from unauthorized access of third
parties. Thereat, the Client confirms that he/she is
informed about the possibility of a risk of
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o0CITy)KUBaHHA BO3MOKEH pUCK
HECAHKIIMOHUPOBAHHOTO JIOCTYIIa TPETHHX JIUI] K TAaKOH
WH(POPMALIUU U HACTOSIIUM BBIPAXKAET CBOE COTJIACHE C
TeM, 4YTo baHK He HeceT OTBETCTBEHHOCTH 3a
pasrnamenue naHdopmaru o KimeHTe B ciryyae Takoro
HECaHKIMOHUPOBAHHOTO JJOCTYTIA.

3.3. Ilepemaua Kimentom Jlormna, Bpemennoro
napous, I[laposns, KogoBoro crnosa, Pa3oBbIX cekpeTHBIX
napoJyieil TpeTbUM JIMIAM He [OIyCKAaeTCs, TaK Kak
BJIEYET PUCK HECAHKIIMOHUPOBAHHOTO TOCTYIA TPETBHX
muy K nepenaBaeMod  mno  Kamamam  goctyma
nHpopmanuu. B cirygae nepenagn Kmuenrom Jloruna,
Bpemennoro maposis, Ilaponss, Komosoro crosa,
Pa30BBIX cEeKpeTHBIX Maposiel TPETbUM JHLaM baHk He
HECeT OTBETCTBEHHOCTH 3a HECAHKIIMOHHPOBAaHHBIN
JIOCTYIl K IepeJaBaeMoil wuHGpOpManMd U yHiepo,
[IPUYUHEHHBIN Knuenty BCJIEACTBHE TaKoro
HECaHKIIMOHUPOBAHHOI'O IOCTYTIA.

3.4. Hacrosmmum KnueHT mpusHaer, 4To B Imporecce
nepenadyd uHGOpMAIMM IMyTEeM HANpPaBJICHHUS CMC-
coo0IeHns Ha 3apeTHcTPUPOBAHHBIA HOMEP BO3MOXKEH
PHCK HECAaHKIMOHMUPOBAHHOTO JOCTYIIAa TPETHHX JIHI[ K
TakoH HMH(MOPMALMM W HACTOSIIMM BBIPAXKAcT CBOE
corjlacue ¢ TeM, 4To baHk He HeceT OTBETCTBEHHOCTH 3a
pasrnamenne nHpopmanuu o Kimenre, Onepanusix B
Clly4ae TaKOro HECAaHKIIMOHUPOBAHHOTO JOCTYTIA.

4. BO3HAIPAXOEHWE BAHKA

4.1. Pa3mep M TOpSOK yIEpXKaHUS KOMHCCHOHHOTO
BO3HArpaXkIeHMs 3a NpejpocTaBieHne baHnkoM yciyr B
COOTBETCTBMM C  YCIOBHSIMH  YCTaHaBIIMBAIOTCS
cornacHo Tapudam banka.

4.2. KnueHT HacTosmuM mpenocTaBisieT banky mpaBo
CHHCHIBaTh 0€3 JIOTIOJHUTEIBHOTO PACHOPSDKEHUS
KnmeHta cyMMBI KOMHCCHOHHOTO BO3HATPaXIEHUS
banka 3a yciyru B coorBercTBuu ¢ Tapudamu banka, a
TaKXe Apyrue pacxoibl, IOHEeCeHHbIe baHKkoM B CBsI3U ¢
ucnonHenueM Pacnopsixenuii, JIOKyMEHTOB 110 BKJIAZy
W/WIIA UHBIX DJIEKTPOHHBIX JOKYMEHTOB, B TOM YHCIIE
KOMHCCHUOHHBIE BO3HATpaXKJICHUS 6aHKOB-
KOHTpAareHToB, ¢ moosix CueroB Knuenra B banke, kak
OTKPBITBIX Ha MOMEHT mpucoequHeHus KiumeHra k
HACTOSIIUM YCIOBUAM, Tak U co C4eroB, KOTOpBIE
MOryT ObITh OTKpbITHI Kimentry bankom B Oynyriem,
COTJIaCHO COOTBETCTBYIOLIUM JIOTOBOpAaM,
3aKJIFOYCHHBIM MKy CTOpOHAMH.

HecMoTps Ha yka3aHHbIe mojioxeHusi KimeHT BIpaBe
OCYIIECTBIISATh oriaTy KOMHCCHUOHHOTO
BO3Harpaxjaenus baHka 3a yCIlyTM B COOTBETCTBHUHU C
Tapudamm bamka, a Takxke JOpyrue pacxoisl,
noHeceHHble bBaHKOM B CBSI3M C  HCIOJHEHHUEM
Pacnopsbxenuii, JIOKyMEeHTOB MO BKJIQAy W/WIM WHBIX
DNEKTPOHHBIX JHOKyMEHTOB KiMeHTa MHOOBIMH MHBIMHU
crocobamu, TPEAYCMOTPECHHBIMHU 3aKOHOJATEIHCTBOM
Poccuiickoit @eneparnui.

4.3. KitueHT HACTOSAINM JaeT COTJIacue Ha UCIIOJHCHHUE
(B TOM umcie yacTuuHoe) baHkOM, B MONHON cymMme,
JIOKyMEHTOB, YCTaHOBJEHHbIX bankom Poccuu, s
OCYILICCTBIICHHUSI ~ TpaB, MNPEAYCMOTPEHHBIX 1. 4.2
HACTOAIIMX YCJIOBUH, B TEYEHHE CpOKa JEUCTBUS

JloroBopa 6e3 orpaHHYeHUs 10 KOJIHYIECTBY PAaCUETHBIX

unauthorized access of third parties to such
information in the process of remote banking services
and hereby agrees with the fact that the Bank does not
bear responsibility for disclosure of information on
the Client in case of such unauthorized access.

3.3. Transferring of information on the Login,
Temporary Password, Password, Memorable Word,
Session Keys by the Client to third parties is
prohibited, as it generates risk of unauthorized access
of third entities to the information transferred via the
Channel of Access. In case of transferring of
information on Login, Temporary Password,
Password, Memorable Word, Session Keys by the
Client to third parties, the bank does not bear
responsibility for unauthorized access to transferred
information and the loss caused to the Client in the
result of such unauthorized access.

3.4. The Client hereby acknowledges that when
sending information by SMS to the Registered
Number the risk of third-party unauthorized access to
such information arises and hereby agrees that the
Bank shall not be held liable for the disclosure of
information about the Client and Transactions in the
case of such unauthorized access.

4. BANK FEE

4.1. The size and procedure on collecting the fee for
the services rendered by the Bank according to the
Terms and Conditions, is identified according to the
Rates of the Bank.

4.2. The Client hereby provides the Bank with a right
to write-off without additional instructions of the
Client the sum of Bank fee for rendered services
according to the Rates of the Bank, as well as other
expenses covered by the Bank for the purposes of
execution of the Orders, Deposit documents and/or
other Electronic Documents including the fees of
banks-contractors, from any Accounts of the Client
opened in the Bank, both opened at the moment of
affiliation of the Client to the present Terms and
Conditions and from the accounts that the Client may
open in future, according to corresponding
agreements signed between the Parties.

Notwithstanding the mentioned provisions, the Client
reserves the right to pay the Bank fee for the rendered
services according to the Rates of the Bank, as well as
other expenses covered by the Bank in relation to
execution of the Orders, Deposit documents and/or
other Electronic Documents of the Client by any other
means, stipulated by the legislation of the Russian
Federation.

4.3. The Client hereby agrees (including partially) on
implementation by the Bank, in full sum, of the
documents, established by the Bank of Russia, for
execution of rights, stipulated in point 4.2 hereof,
within the period of validity of the Remote Banking
Services Agreement without limitations in terms of
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JOKYMEHTOB, 110 CymMMe ¥ TpeOOBaHUSAM U3
00s13aTeNBCTB, BEITEKaONINX 13 JJoroBopa.

4.4. baHKk WUMeeT IMpPaBO B OJHOCTOPOHHEM IOPSIKE
u3MeHsaTh Tapuder banka ¢ usBemenneM Kimenra He
no3nHee, yem 3a 10 (mecsiTh) KaleHIApHBIX THEH IO
BCTyIUieHUsT TapuoB B CHIIy, TyTEM OMYOJIHMKOBaHUS
HHPOPMALUU B MOPSAAKE, MPESTYCMOTPEHHOM B IYHKTE
1.5 gactosammx Y cIiIoBUH.

5. YPETYJIINPOBAHUE
PA3HOIJIACUUA

5.1. Criopsl, BO3HHUKAIOUINE B CBS3H C HCIOJHEHHUEM
JoroBopa, CTOpOHBI 00s3yIOTCSI pa3pemars ITyTeM
MIEPETOBOPOB € YYETOM NPHUHIUIIOB JOOPOCOBECTHOCTH
¥ B3aMHOTO YBaXCHUsS. B ciydae HEBO3MOXHOCTH
YPETYIMPOBaHMS BO3HHUKIINX pa3sHOINIACHH ITyTeM
neperoBopoB, CTOpoHBI OyIyT paccMaTpuBaTh CIIOPHI B
Cyie B COOTBEICTBUM C  3aKOHOJATEJILCTBOM
Poccuiickoit @enepanuu.

5.2. B cinyuyae Hecormacus KnwmenTta ¢ aeiicTBUAMU
banka, cCBsA3aHHBIMH C  HCIIOJHCHHEM  baHkoM
Pacniopsokennii, JJokyMEeHTOB 1O BKJIALy W/WIIA WHBIX
ONEKTPOHHBIX JOKYMEHTOB, KiueHT HampaBiseT B
Bank ¢ momompro Cuctemsbl mo Kanamam mocrtyma/Ha
OyMakHOM HOCHTEIIC 3asBJICHHE C HM3IIOKEHHEM CYTH
MPETEH3UH.

5.3. bauk B Teuenne 14 (4eThIpHAANIATH) PaOOYNX JTHEH
OT  Jjarel  mony4deHuss — npereHsun  KiimeHra
paccMaTpuBaeT 3agBieHue KineHTa u, B 3aBUCUMOCTH
OT TPHUHATOTO pelieHus, JHOO0  YJOBIETBOPSET
nperemsuio  Knmenra, mm6o mepemaer Kimenty
3aKJI0YEHHE O HEOOOCHOBAaHHOCTH €ro MpPeTeH3HH.
3akimo4eHne 0  HEOOOCHOBAaHHOCTH  NPETEH3UHU
HarpaBisercs Kimmenty mo Cucreme, a TakKe MOXET
OBITh BBIIAHO B THCHMEHHOM BHJE C HOAMMUCHIO
YIIOJTHOMOYEHHOTO paboTHHKa Bbanka
Kmuenty/mpencrasurento KireHTa npu IMYHO# SBKE B
bank.

6. OTBETCTBEHHOCTb CTOPOH

6.1. TIPABA, OBbA3AHHOCTN U
OTBETCTBEHHOCTb BAHKA

6.1.1. bank o0sByercs mnpenocraBimATh KimeHty
BO3MOJKHOCTD IOJYYEHHsI aKTYaJILHOH M JJOCTOBEPHOM
nHpopmManuu 0 NepeiaHHbIX Kinenrom
Pacnopsbkenusx, omepammsx 1o ero  Cueram,
coctosiun ero CyeToB M HMHYI0 HMH(QOpMAIHIO B
HOPSJKE, TPEyCMOTPEHHOM Y CIIOBHSMH.

6.1.2. bauk BrpaBe oTka3arth KIMEHTY B MCIOJHEHHUHU
3apETUCTPUPOBAHHOTO  PacmopspkeHWs, ecnu  Tpu
mocyeqyonel mnpoBepke OyneT YCTaHOBIEHO, YTO
WCIIONIHEHHE  TpeaycMoTpeHHod uM  Omepanuu
MIPOTHBOPEYHUT 3aKOHO/JATENbCTBY Poccuiickoit
®enepanuu, HOpMaTHBHBIM akTam banka Poccun,

YcnosusM unu goroopy Mexay bankom u Knuentowm,

the quantity of settlement documents, sum and
requirements from obligations, arisen from the
Agreement.

4.4. The Bank reserves the right to change the Rates
of the Bank unilaterally by notifying the Client on it
not later than 10 (ten) calendar days prior to entry of
the Rates into force by means of publishing the
information according to the procedure stipulated in
point 1.5 of these Terms and Conditions.

5. SETTLEMENT OF DISPUTES

5.1. The Parties are obliged to settle the disputes
arisen in relation to the implementation of the
Agreement by means of negotiations considering the
principles of fidelity and mutual respect. Provided
that it is not possible to settle the arisen disputes by
negotiations, the Parties will address the disputes in
the court according to the legislation of the Russian
Federation.

5.2. In case the Client disagrees with the actions of the
Bank with regards to the implementation of the
Orders, Deposit documents and/or other Electronic
Documents by the Bank, the Client transfers to the
Bank an application, mentioning the subject of
complaint, by means of the System via the Access
Channel / in hard copy.

5.3. Within 14 (fourteen) working days as of the date
of receiving the claim of the Client the Bank processes
the application of the client and, depending on the
decision, either satisfies the Client’s claim, or
transfers the Client a conclusion on groundlessness of
the claim. The conclusion on groundlessness of the
claim is transferred to the Client via the System, as
well as can be issued to the Client / Representative of
the Client upon in-person visit to the bank, in written
for with the signature of an authorized employee of
the Bank.

6. LIABILITIES OF THE PARTIES

6.1. RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE BANK

6.1.1. The Bank shall provide the Client with an
opportunity to obtain relevant and reliable
information on the Orders transferred by the Client,
Transactions on their Accounts, the state of their
Accounts, and other information in accordance with
the procedure set out by the Terms and Conditions.

6.1.2. The Bank is entitled to refuse from the
execution of the registered Order of the Client in case
the subsequent checking will identify that execution
of such Transaction does not meet the requirements of
the legislation of the Russian Federation, regulatory
acts of the Bank of Russia, the present Terms and
Conditions or the Agreement between the Bank and
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OIIpeNIeISIONIEMY MOPSJOK IPOBENCHHS ONEpaluii 110
cooTBeTcTByOImEMY Cuery.

6.1.3. bank BnpaBe B 000 MOMEHT IO CBOEMY
YCMOTPEHHIO, B TOM YHCIIC, HO HE OIpPaHMYMBasCh, B

ciry4ae HapyIIEHUS Knuenrom JHorosopa
JUCTaHIIIOHHOTO 0aHKOBCKOTO o0ciry)KUBaHMs,
Komnpomeranuu, BBISIBJICHUS Oneparyu,
COOTBETCTBYIOIIEH HNpU3HaKaM OCYILECTBIICHUS

IepeBosia JEHEXXHBIX cpeAcTB Oe3 cormacus Knmenra,
oTkazaTb  KiMeHTy B HCHONHEHWHM  JII000TO
3apErHCTPHUPOBAHHOTO DJIEeKTPOHHOTO
JOKyMEHTa/IIPHOCTaHOBHUTD €T0 UCIIOIHEHHUE, TIPH 3TOM
Kinent BnpaBe nmepenath B baHK COOTBETCTBYIOIIMMA
JOKYMEHT Ha OyMa)KHOM HOCHTENE, COCTaBJICHHBIN 110
dopme, IIPeIyCMOTPEHHON COOTBETCTBYIOLIIM
JIOTOBOPOM, 3aKJTFOUCHHBIM MeK Ty CTOpOHAMH, /UK C
yueToM TpeOoBaHMI 3aKOHOAATeNbcTBA Poccuiickoit
denepanuu.

6.1.4. bBamk BhnpaBe mnoTpeboBath oT KimeHra
IPEeACTaBUTh, B TOM 4YHCIE, ¢ HoMomblo CHCTeMBl,
MOATBEPXKIAIONINE JOKYMEHTBI, HEOOXOAWMBIC IS
ocymecTiieHnsT baHkoM (yHKIuHM areHTa BaJIOTHOTO
KOHTPOJIS, B Ciydae ocymecTBieHus KimeHTom
BamotHo#t onepauuy.

bank BmpaBe otkazarb KiueHTy B HCHOJHEHUH
3aperucTpupoBaHHoro PacnopsikeHus, B ciyyae
HECOOTBETCTBUSI NpOoBOAMMOM BantoTHON oneparuun
JIEUCTBYIOIIEMY BAJIIOTHOMY 3aKOHOJATENbCTBY
Poccuiickoli ®enepaiiu  W/WIM  HENPEICTABICHUS
KnuenToM moaTBepkIaromux JOKyMEHTOB.

6.1.5. bank BmpaBe He BO3BpalaTh KOMHCCHOHHOE
BO3HarpakJeHue, T1oigydeHHoe ot Kimenra 3a
ucrioNHeHne PacrnopspkeHus, 3apernCTpHPOBAHHOTO B
Cucreme, ecnu JaHHOE PacriopspkeHne He MOKET OBITh
BBITIOJTHEHO 110 HE3aBHCSIIUM OT baHka npuyuHaMm.

6.1.6. bamk He HeceT OTBETCTBCHHOCTH 3a
HEHCIIOTHCHHE Pacniopsxenust 137070115 HWHOTO
DNeKTpOHHOTO JOoKyMeHTa KimeHta B ciiydae OTKasza
Banka oT umcmomHeHus PacmopsokeHHs W/WIM HHOTO
DNeKTPOHHOTO JokyMeHTa KineHTa, a Takke B CryJasix
HEUCTIOTHEHHUSI Pacniopspxenus n/unm HWHOTO
DNeKTpOHHOTO AoKyMeHTa KineHTa, eciu uCIoTHeHe
MPUBEJO OBl K HAPYIICHHIO TPEOOBAHHHN JICHCTBYIOIIETO
3aKOHOJaTeJILCTBA Poccuiickoi ®depnepauumy,
HOpPMATHUBHBIX akToB banka Poccum, HacTosmmx
YcioBuid, TOrOBOPOB 0OAaHKOBCKOTO cueTa (BKJIana), a
TaK)Ke yCIIOBUH MHBIX 3aKIIOYEHHBIX MeX1y Kinenrom
u baHkoM cornanieHuit (Z0roBOpPOB), B TOM YHUCIIE, SCITH
Pacnopspkenne w/wuiam MHOM DNEKTPOHHBIN JOKYMEHT
He Obuto monrBepxkaeHo Kimerntom  Pa3oBbiM
CEeKpeTHBIM TaposieM, Jub0 TmpoBepka Pa3oBoro
CEKPETHOTO Iapoiisi Jajia OTPUIATEIBHBIA Pe3yibTar,
6o meHexHBIX cpeAactB Ha Cuerax Kimmenra He
JIOCTaTOYHO I HCIOJNHEeHUs Pacmopspkenus (w/wmm
WHOTO OJIEKTPOHHOTO JIOKYMEHTa) W/WIM YILIaThI
KOMHCCHOHHOTO  BO3HArpakIeHWs baHKy — u/wiu
BO3MELIEHUsI MHBIX pacxoioB baHka B cBsi3u ¢
MPOBEJICHUEM Onepauuu, OCYUIECTBJICHUS
COOTBETCTBYIOIIUX JCHCTBUIL, @ TAK)KE B MHBIX CIy4asX,
MPEeIyCMOTPEHHBIX Y CIOBUSIMH, COOTBETCTBYIOLIUM

the Client, identifying the transactions conduction
procedure on the corresponding Account.

6.1.3. The Bank is entitled to refuse from/suspend the
execution of any registered Electronic Document of
the Client at any time, at its own discretion, including,
but not limited to, in case of violation of the Remote
Banking Services Agreement, a Compromise, a
Transaction with the signs of money transfer
performed without the Client’s consent, thereat the
Client reserves the right to submit to the bank the
corresponding document in hard copy, made in the
form of the Bank and according to the agreement
signed between the Parties and/or considering the
legal requirements of the Russian Federation.

6.1.4. The Bank is entitled to request from the Client
submittal of justifying documents, including by
means of the System, required for carrying out the
function of currency control agent by the Bank in case
the Client conducts Currency transactions.

The Bank is entitled to refuse from the execution of
the registered Order of the Client in case of the
mentioned Currency Transaction does not meet the
requirements of the effective currency legislation of
the Russian Federation and / or failure of the Client to
present confirming documents.

6.1.5. The Bank is entitled to refuse from refunding
the fee received from the Client for execution of the
Order registered in the System, if the mentioned Order
cannot be executed due to reasons beyond the Bank’s
control and competence.

6.1.6. The Bank does not bear responsibility for
execution of Orders and/or other Electronic
Documents of the Client in case of refusal of the Bank
from execution of the Order and/or other Electronic
Document of the Client, as well as in cases of not
executing the Order and/or other Electronic
Document of the Client if such execution could have
brought to violations of requirements of the effective
legislation of the Russian Federation, regulatory acts
of the Bank of Russia, present Terms and Conditions,
bank account (deposit) agreements, as well as
conditions of other agreements (contracts) signed
between the Client and the Bank, including if the
Order and/or other Electronic Document was not
verified by the Client by means of Session Key, either
the Session Key identification gave negative result,
either there are not enough funds on the Accounts of
the Client for execution of the Order (and/or other
Electronic Document) and/or payment of the bank fee
and/or compensation of other expenses of the Bank
related to the Transaction conduction, taking
corresponding measures, as well as in other cases,
foreseen by the Terms and Conditions, corresponding
bank account (deposit) agreement and legislation of
the Russian Federation.
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JIOTOBOPOM ~ OaHKOBCKOTO  cuera  (BKIaga) |
3aKoHOAaTeascTBOM Poccutickoit denepanuu.

6.1.7. bank He HeceT OTBETCTBEHHOCTH 3a
HEBBIITOJIHEHUE, HECBOEBPEMEHHOE WIIM HENPaBUILHOE
BBITIOJTHEHHE Pacnopsioxennit n/vnu HHBIX
DJeKTPOHHBIX NTOKyMeHTOB KimeHTa, ecnu 310 OBUIO
BBI3BAHO IpeAocTaBieHHeM KIIMEHTOM HEeJOCTOBEpHOM
W/WIM HETOYHOU MH(OpMaLuK NPH 3aKIIIOUSHUN U/UIH
ucnoaHeHuu Jlorosopa, BBogoM KilMEHTOM HEBEPHBIX
JAHHBIX, a TaKkKe 3a HapymieHne paboTel CHUCTEMBI B
pesynprate OMIMOOK M HETOYHOCTEH, NOIYIICHHBIX
Kinenrom.

6.1.8. bank He HeceT OTBETCTBEHHOCTH 3a yIepoO,
TIPUIHHECHHBIH Kimenty BCJICJICTBHE
HCCAaHKIIMOHUPOBAHHOT'O HCIOJIb30BaHUA  TPCTbUMHU
nunamMu - 3aperucTpupoBaHHOro Homepa, Ilaposs,
KoznoBoro cnoBa, a Takke Jloruna, BpemeHHoro mapois
u Pa3oBoro cexpeTHoro naposns, nepefaHabix Knuenry.
Bank HeceT OTBETCTBEHHOCTh 3a  IIOCIEACTBUS
HECAaHKIIMOHUPOBAHHOTO JOCTyIa TPETbUX IHUI K
CucreMe HCKIIOUHTENFHO B CIydasX, KOTIa TaKoi
HECaHKIIMOHUPOBAHHBII JIOCTYTI BEI3BaH
HecoOmoaeHneM baHkoM TpeOoBaHMK HACTOSIIMX
YcnaoBuid.

6.1.9. baHk He HeceT OTBETCTBEHHOCTH 3@ IIOJIHOE WIIK
YAaCTUYHOE HEHUCIIONIHEHHE CBOMX  0053aTENLCTB,
BBITEKAIOIINX U3 Y CIOBUM, €CIIM TaKO€ HEHUCIIOJHEHUE
BBI3BAHO OOCTOSITENBCTBAMH HEMPEOJOTMMON CHIIBI, B
TOM 4YHCIIE PEHICHUSMH OPTraHOB 3aKOHOJIATENBLHOMH,
CycOHOM W/WJIM MCIIOJHUTEIBHOM BiacTH Poccuiickoit
®Denepanuy, a takxke banka Poccun, KoTopbsle fenaroT
HEBO3MOKHEIM i1 baHka BBIIOJIHEHHWE CBOMX
00513aTeNLCTB; 3aJiep)KKaMH TIIaTexel 1mo BuHe baHka
Poccum; BoeHHBIMH HEHCTBUSMH, CTHXHHUHBIMH WA
WHBIMH OCICTBHSMH, MPOUCXOIIIIUMH B paioHaXx,
opUIMANEHO TPU3HAHHBIMH  HAaXOISMIIAMHUCS  TOJ
BIIMSTHAEM BBIIIICYKa3aHHBIX 00CTOSTEIBCTB.

6.1.10. bamk He HeceT OTBETCTBEHHOCTH 3a
nocneAcTBUsl Hapymienus KioweHtom TpeGoBaHUN u
IMOJIOXKCHUI HACTOSAIINX Y CIIOBUM.

6.1.11. bBauk He Hecer OTBETCTBEHHOCTH 34
MOCJEACTBHS HapyUIeHUs paboTococoOHOCTH
Kananos nocryna.

6.1.12. baHk He HeceT OTBETCTBEHHOCTH 3a HapyIICHHE
paboTsl CHCTEMBI, a TAK)K€ CPEJICTB CBSI3H, C TIOMOILBIO
KOoTOpbIX KimeHTy HampaBisiercst cMc-cooOlieHne Ha
3aperucTpupoBaHHBI HOMEpP, B pe3ynabTare JeHCTBUIL
TPETHUX JIHI.

baHK He HeceT OTBETCTBEHHOCTH 32 KaKHe-110o0 aBapuu,
cbou B 00CITy’)KMBaHUH, CBA3aHHBIE C 00OPYIOBAaHHEM,
CHCTEMaMH Mepeaddl 3JIEKTPOIHEPTUN W/WIN JTHHUH
CBSI3M, CETH WHTEPHET, KOTOpbIe OOECIIECUUBAIOTCS,
MOJIAIOTCS, DKCIUTYaTHUPYIOTCS W/WIIA OOCITYKHUBAIOTCS
TPETHbUMH JIMIIAMH B CBSI3M C HampasiieHueM KineHTy
CMc-CoO0IIeHnT Ha 3aperucTpUpOBaHHbIH HOMED.

6.1.13. baHk He HeceT OTBETCTBEHHOCTH 3a YOBITKH
KinueHTa, BO3HHKIIHME BCIIEJCTBHE HECBOECBPEMEHHOTO
cooOwenns banky o Kommnpomeranunmu.

6.1.7. The Bank does not bear responsibility for non-
execution, untimely or improper execution of Orders
and/or other Electronic Documents of the Client, if it
was arisen from the fact of providing inaccurate
and/or invalid information by the Client upon
conclusion and/or fulfillment of the Agreement,
entering of incorrect data by the Client, as well as for
System operations faults due to mistakes and
inaccuracies made by the Client;

6.1.8. The Bank does not bear responsibility for the
loss caused to the Client as a result of unauthorized
usage by the third parties of the Registered Number,
Password, Memorable Word, as well as Login,
Temporary Password, and Session Key transferred to
the Client. The Bank bears responsibility for the
consequences of unauthorized access of third parties
to the System, exceptionally in those cases when such
unauthorized access is obtained due to failure of the
Bank to comply with the requirements of the present
Terms and Conditions;

6.1.9. The Bank does not bear responsibility for full
or partial non-execution of its obligations, arisen from
the present Terms and Conditions, if such non-
execution is conditioned by circumstances of the acts
of God, as well as by decisions of legislative, judiciary
and/or executive authorities of the Russian
Federation, as well as the Bank of Russia, which make
it impossible for the Bank to perform those
obligations; payments delays due to the fault of the
Bank of Russia; military actions; natural disasters and
other disasters taking place in the regions, officially
announced as impacted by the above mentioned
circumstances;

6.1.10. The Bank does not bear responsibilities for the
circumstances of violation of requirements and
provisions of the present Terms and Conditions by the
Client;

6.1.11. The Bank does not bear responsibilities for the
circumstances of performance faults of the Channels
of Access;

6.1.12. The Bank does not bear responsibilities for
any disruption in the operation of the System and the
communication means employed by the Client to send
SMS to the Registered Number through the fault of
any third parties;

The Bank shall not be held liable for any accidents,
service failures related to the equipment, power
transmission systems and/or communication lines, the
Internet, which are secured, served, operated and/or
serviced by third parties in connection with sending
SMS to the Client’s Registered Number.

6.1.13. The Bank does not bear responsibilities for the
losses of the Client caused due to late notification to
the Bank on Compromise;
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6.1.14. Bank HEe HECET OTBETCTBCHHOCTH 3a YOBITKH
KnueHTa, BO3ZHHKIIHE B pe3yjibTare yTparhl (mop4d,
nepeaayu, yrepu, pasriameHun) Kimenrtom JloruHa,
Bpemennoro mapomns, Ilapons, Komosoro cioga,
Pa3oBoro cexpeTHOr0 mapous.

6.1.15. baHk He rapaHTHPYET COBMECTUMOCTh CHCTEMBI
C  ONEpPallMOHHOM  CUCTEMOM M CTOPOHHUM
NPOTPaMMHBIM  00€CIIE€YCHUEM, YCTAHOBJICHHBIM Ha
koMmibtorepe Kinenra.

6.1.16. Pemenme 00  OTMEHE  HCIOJHECHUS
Pacnopspkennss o mpoBenmenun Omepamun 1udo 00
OTKIOHEHHHM 3ampoca Ha OT3bIB  DIEKTPOHHOTO
JokyMeHTa baHK mpuHHMMaeT ¢ y4eToM TpeOoBaHUS
3aKoHOaTeNnbcTBa  Poccuiickon Denepanuu 0
0€30T3BIBHOCTH IIE€PEeBOJa JCHEXKHBIX CpelICTB. B
ciaydae oTMeHbl PacnopsbkeHus baHk BlpaBe He
BO3BpalaTh KOMHCCHOHHOE BO3HArpaXxaeHue,
noinydeHHoe oT  KimeHra, ecim  OTMEHEHHOE
Pacnopspxenue 66u10 3apeructpupoBato B Cucreme.

6.1.17. bank He HeceT OTBETCTBCHHOCTH 3a
MOCJIE/ICTBHS HECAHKIIHOHUPOBAHHOTO HCIIOJIb30BAHUS
TpeThuMH JHiaMu Kopa mocTyma, MCHONb3yeMoro B
MOOWJIBHOM  MPUJIOKEHWH, B TOM YHCIE 34
npuunHeHHble KieHTy BCIIeACTBHE 3TOrO YOBITKY.

6.1.18. bank He HeceT OTBETCTBCHHOCTH 3a
Henonyuenue — KimeHToM — cMc-cooOmieHuit  Ha
3aperucTpupoBaHHbIi HOMEp MO BUHE KimeHTa wiu
MOOMIILHOTO OTiepaTopa, a Takxke 3a yobITku Kimenra,
BO3HUKIIIME BCJIENCTBUE HemonydeHus: Knrenrom cmc-
coobmiennii mo BuHe KimeHTa wWIM MOOWIBHOTO
oreparopa.

6.1.19. bank He Hecer OTBETCTBEHHOCTH 3a
HECAHKIIMOHUPOBAHHBIA JIOCTYI K MepenaBaeMoil Ha
3aperucTpupoBaHHbIl HOMep HH(pOpPMAIMH U YIIEepO,
MPUIMHECHHBIH Kiuenty BCJIEAICTBHAE TaKoTo
HECAHKIIMOHUPOBAHHOIO JIOCTyNa, B TOM YHCIIC, B
ciyuae yTpaThl Kiuentom KOHTPOJISI HaJ
3aperucTpUpOBaHHBIM ~ HOMEPOM, 10  MOMEHTa
noiaydenuss ot Kimenrta yBemomiieHus 00 yTparte
3aperucTpupoOBaHHOTO HOMEPA.

6.1.20. bamk BnpaBe mnortpeboBath oT KimeHnra
IpeJCTaBUTb, B TOM YHUCIE, ¢ MNOMOIIBI CHCTEMBI,
MOATBEPXKJIAIONIME JOKYMEHTHI, HEOOXOAWMBIE IS
BBINIOJIHEHUsT baHkoMm TpeOoBanuii  ®DenepalbHOTO
3akoHa ot 07.08.2001 Nel15-®3 «O nporuBoaeicTBHN
jeranu3anuy  (OTMBIBAHMIO) JIOXOJZIOB, ITOJNYYEHHBIX
MPECTYIMHBIM TyTeM, u (UHAHCHPOBAHUIO
TEppOpU3May.

bank BmpaBe otkazateh KimeHTy B UCHONHEHUH
3aperucTpUpoBaHHOrO PacmopspkeHuss B cilydasx,
MPEeyCMOTPEHHBIX JEHCTBYIOIINM 3aKOHOIATEIbCTBOM
Poccuiickoit ~ demepauun 0  OpoTUBOAEHCTBHU
Jeranu3auuy  (OTMBIBAaHHUIO) JIOXOAOB, IOJTYYEHHBIX

MPCCTYNHBIM ITYTEM, U (l)I/IHaHCI/IPOBaHI/IIO TCPppOpU3Ma.

6.1.14. The Bank does not bear responsibilities for the
losses of the Client caused due to loss (damage,
transfer, loss, disclosure) by the Client of the Login,
Temporary Password, Password, Memorable Word,
Session Key.

6.1.15. The Bank does not guarantee compatibility of
the System with the operating system and third-party
software installed on the Client’s computer.

6.1.16. The decision to cancel a Transaction Order or
to reject a request on  Electronic Document
withdrawal shall be taken by the Bank based on the
requirements of the legislation of the Russian
Federation on irrevocability of money transfers. In
case of cancellation of an Order, the Bank is entitled
to refuse from refunding the fee received from the
Client if the canceled Order was registered in the
System.

6.1.17. The Bank shall not be held liable for the
consequences of unauthorised use by third parties of
the Access Code used in the mobile application,
including losses incurred by the Client as a result
thereof.

6.1.18. The Bank shall not be liable for the Client's
failure to receive SMS sent to the Registered Number,
where such failure is due to the Client's own fault or
the fault of the mobile network provider. The Bank
shall also not be liable for any losses the Client suffers
as a result of such failure to receive SMS, where such
failure is due to the Client's own fault or the fault of
the mobile network provider.

6.1.19. Where the Client loses control over the
Registered Number, the Bank shall not be liable for
any unauthorized access to information sent or
transferred to such Registered Number and for
resulting losses the Client may suffer till the notice of
the Registered Number loss has been received from
the Client.

6.1.20. The Bank shall have the right to demand that
the Client submit the supporting documents
(including the submission of such documents via the
System) necessary for the Bank to meet the
requirements of Federal Law No. 115-FZ dated
07.08.2001 "On the Counteraction of the
Legitimization of Proceeds of Crime and the
Financing of Terrorism".

The Bank shall have the right to deny the Client the
execution of the registered Order in cases provided for
under the effective laws of the Russian Federation on
the counteraction of the legitimization of proceeds of
crime and the financing of terrorism.
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6.2.[IPABA, OBbA3AHHOCTN U
OTBETCTBEHHOCTb KIIMEHTA

6.2.1. KitmeHT 00s3yeTcs co0moaaTs peKOMEHIAINH 110
nHpOpMAaIMOHHOW Oe3omacHOCTH Tpu  paboTe ¢
Cuctemoll, yka3zanHsle B Ilpunoxenunm Ne2 «k
VYcnoBusM, a Takxke MEPUOAUYECKH pacchliaeMble
bankom mno Cucreme u  myOnuMKyeMble  Ha
kopropaTuBHOM WHTepHeT-calite banka. KiueHt HeceT
pHUCK BO3MOXKHBIX yOBITKOB B pe3ynbTare
HECaHKIMOHUPOBAHHOIO JIOCTYIMa TPEeTbUX JHI K
Cucreme, B TOM YHCIE B pe3ylbTaTe HCIOTHEHUSI
BankomM OneKTPOHHBIX JOKYMEHTOB, MEPENaHHBIX B
bauk or wmmenn Kimenra u mnoamnucaHabix ACII
Kimenra.

6.2.2. B cmygae otkaza banka 0T wWcHOIHEHUS
Pacnopsokenns, KimmenT BrpaBe oOpaTtuthes B bank 3a
MOJIyYCHHEM COOTBETCTBYIOLIEH HWH()OpMAIKH, B TOM
quciIe 0 MPUIMHAX HEUCTIOIHEHHUS.

6.2.3. KireHT HeceT OTBETCTBEHHOCTS 33 IPABUIIbHOCTh
U aKTyaJbHOCTh BCEX CBEICHHMH, COOOIIAEMBIX UM
Banky, mpu 3aKII0OYEHMH U HCIOJHEHMH HACTOSIIETO
Horosopa. IIpu u3mMeHeHnH yka3aHHOU B 3asiBICHUU O
NPUCOETUHEHNH K YclnoBusM wnHpopMmanny, KiameHT
00s3aH HEMEAJICHHO YBEAOMHTb 00 3ToM baHk B
MMCBbMEHHOM BH/JIE IpU JU4YHOI siBKe B bank. B ciyuae,
ecnmi  KimeHT Hapymaer MOpPSIOK HCIOJIB30BAHUS
CucteMbl B 4aCTH MCTIOJHEHUs CBOCH 00SI3aHHOCTH T10
npejocTaBieHn0 baHky pocroBepHol uH(opMmanuu
(oOHOBIIEHHOW MH(DOPMAIMK B Cly4yae €€ U3MEHEHHS),
bank  BmpaBe  IPHOCTAHOBHUTH  HCIOJIH30BAHUE
Knunentom Cucremsl. Jlo MoMeHTa nonydeHus: bankom
yBegomueHus: Kimenta o0 W3MEHEHMHM KOHTAKTHOM
nHpopmanuy, baHK He HeceT OTBETCTBEHHOCTH 3a
HENOJIy4eHHEe WIM HECBOCBPEMEHHOE  IIOJydeHHE
HanpasyieHHoW KineHTy koppecnonznenuuu, a Knuenr
HECeT BCE PHCKH BO3MOXKHBIX YOBITKOB, BBI3BAHHBIX
HETIOJIy4eHHEM WJIM HECBOEBPEMEHHBIM MOIYyYCHHEM
HarpaBieHHOI KieHTy KoppecnoHIeHINH.

6.2.4. Kiumenr o0s3yercss o0ecneyutb XpaHEHHUE
nHpOpPMALIT 0 MTOJTyYCHHOM Bpemennom
napoJje/m3MeHeHHOM [lapone crmocoOoM, enarnum
Bpewmennsnii nmapons/Ilaposns HEJOCTYIHBIM TPETHHM
JunaM, B TOM 4HCIle, He coo0mars BpemeHHBbII
napoib/[lapons  paGorHukam  banka, a  Takke
HE3aMeIUTENIBHO YBEIOMIISTh bank 0
Kommnpomeraunu Bpemennoro naposs/Iaposs.

6.2.5. Kimenr o6s3yercst He mpoBoauTh 1o Cueram
orepanuy, CBSI3aHHBIC c OCYIIECTBIICHHEM
NpeIIPHHIMATENBCKON e TeIBHOCTH.

6.2.6. B cioysae  yTparbl = KOHTPOJIS  Haj
3apeructpupoBaHHbiM HOMepoM KimeHT o00s3yercs
He3aMeUTHTENBEHO coo0uuTh 00 3TOM B baHk.

6.2.7. KioreHT 00s3yeTcss 0OCCIEeUHTh IMOAACPKAHUE
npueMa CMC-COOONIEHH Ha 3aperuCTpUPOBAHHOM
HOMeEpe.

6.2.RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE CLIENT

6.2.1. When working in the System the Client is
obliged to follow the information safety
recommendations mentioned in Appendix No. 2 to the
present Terms and Conditions, as well periodically
sent by the Bank via the System and published in the
corporate web-site of the Bank. The Client bears the
risk of possible losses in the result of unauthorized
access of third parties to the System, including in the
result of execution of Electronic Documents by the
Bank transferred to the Bank on behalf of the Client
and signed with the EHS of the Client.

6.2.2. In case of refusal of the Bank from execution of
an Order the Client may apply to the Bank for
respective information, including that of the reasons
for such execution failure.

6.2.3. The Client bears responsibility for the accuracy
and relevance of all data transferred to the Bank upon
conclusion and implementation of the present
Agreement. In case of changes related to the
information mentioned in the Application on
affiliation to the Terms and Conditions, the Client is
obliged to notify the bank on those changes
immediately in a written form and in-person visit to
the Bank. Provided that the Client violates the
procedure on using the System related to
implementation of own obligations with regards to
providing the Bank with accurate information
(updated information in case of its change), the Bank
reserves the right to suspend the use of System by the
Client. Till the moment of receiving by the Bank a
notification from the Client on changing contact
information, the Bank does not bear responsibility for
non-receipt or delayed receipt of correspondence
directed to the address of the Client, and the Client
bears all the risks of possible losses, related to non-
receipt or delayed receipt of correspondence directed
to the address of the Client.

6.2.4. The Client shall store the information about the
received Temporary Password / changed Password in
a way that makes the Temporary Password / Password
inaccessible to any third party, including not provide
the Temporary Password / Password to the Bank
employees, as well as immediately notify the Bank if
the Temporary Password / Password is compromised.

6.2.5. The Client shall not carry out any transactions
on the Accounts related to entrepreneurial activities.

6.2.6. In case the Client lost control over the
Registered Number, the Client must immediately
notify the Bank thereof.

6.2.7. The Client will secure continuous and
uninterrupted receiving of SMS at the Registered
Number.
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6.2.8. KimeHt 00s3yeTcs MNpemocTaBuTh baHKy B

Ka4ecTBe 3aperucTpUpOBaHHOTO HOMepa
JICWCTBUTENBHBI HOMEpP MOOWJIBHOrO TenedoHa |
o0ecreyuTh  IOCTOSHHYIO — JIOCTYHHOCTH — HOMepa

MOOWJILHOTO TeleoHa IS TMpHUeMa COOOIIeHHHA B
dhopmate SMS-coo0ieHMIA.

6.2.9. KnuenT  Hecer  OTBETCTBEHHOCTh  3a
JIOCTOBEPHOCTHh HOMEpa MOOMIIBHOTO TeledoHa, 00s3aH
HE JOMYyCKaTh CO3/aHUE AYyOIMKATOB (KJIOHOB) Sim-
KapTbl, a TaKKe He JIONYCKaTh MOJy4YeHHE,
WCIIONB30BAaHNE W 3aMEHy Sim-KapThl W/WIH HOMepa
MOOHMIIEHOTO teneona, Komosoro ciioBa
HEYMOJTHOMOYCHHBIMH JINIAMH.

6.2.10. KumeHr o0s3yercst oOecreuuTb XpaHEHHUE
uHpopmanuu o KogoBom cioBe crioco6oM, JeIarnium
KonoBoe ciioBo HETOCTYHMHBIM TPETHUM JIMLAM

7. U3MEHEHMUE YCII0BUUA

7.1. YcnoBus MOTYT OBITH U3MEHEHBI 110 WHUIIMATHBE
banka myTemM BHECCHHsI M3MEHCHHI W/WUITH JOMOTHSHU I
B YCIIOBUS, B TOM YHUCJIE IIyT€M YTBEP>KIEHUS HOBOU
penakuuu YCIOBUH, B IOpAJKE, YCTaHOBIEHHOM
HACTOSIIIUM pa3feioM Y CIIOBUM.

7.2. V3mMeHeHUs W/WAM JOIOJIHEHHMS B Y CIOBHI,
BHECCHHbIe baHKOM, BCTYNAIOT B CHILY I10 HCTCYCHUH 5
(msATH) KaJeHIApHBIX JHEW C JaThl OMyOJIMKOBAaHHS
BankoM wHOpOpMamuu 00 ITHX W3MEHEHHAX W/WIN
JOTIOHEHHAX JIMOO C JaThl BCTYIUICHHS W3MEHEHHH
W/WIK JOTIOJHEHUH B CHITY, €CIIM TaKas JlaTta yKa3aHa B
OImyOIMKOBaHHON WH(OpMAIHH, HO He paHee 5 (msATH)
KaJeHIapHbIX  JHEW ¢  Jarel  OMyOJMKOBAaHUS
HHQOPMAIIUH.

B ciyuae usmeHeHus 3akoHomaTenbcTBa Poccuiickoit
®enepanuu, YcClIoBUs, O MOMEHTAa HX HW3MEHEHUs
bankom npuMeHsIOTCS B 4acTH, HE MPOTHUBOpeyauleit
TpeOOBaHUSIM 3aKOHOJIaTeILCTBA Poccuiickon
Denepanui.

7.3. KitmeHt 00s13aH He pexe OJHOro pasza B 5 (IATh)
KaJICH/IapHBIX JIHEH B3HAKOMHTBCS C HH(pOpMaIuei,
my6nukyemoii bankoM B cOOTBeTCTBUM ¢ HyHKMOM 1.5
Ycnosuid.

7.4. B cmydae Hecornmacust KimeHTa ¢ M3MEHEHHSIMH
W/WIIA JONOJTHEHUSMH, BHECCHHBIMH B Y CIIOBHUS, WU
YCJIOBUSIMH HOBOM pepakuuu Y crnoBuid, Knnent Bmnpase
pacTopruytb /loroBop B HOpSIKE, YCTaHOBICHHOM B
paszdene 8 Y cnoBuil.

7.5. B cimyuae, ecim 10 BCTYIUICHHS B CHIY
OmyOJMKOBaHHBIX ~ BaHKOM  U3MEHEHHUH  W/WiIU
JIOTIOJIHEHH, BHECEHHBIX B Y clIOBUs, baHk He momyuni

yBenomsieHus: Kimenta o pacropskenun Jlorosopa,

6.2.8. The Client undertakes to provide the Bank with
a valid mobile phone number as a Registered Number
and to ensure that the mobile phone number is always
available for receiving SMS.

6.2.9 The Client shall be held liable for the accuracy
of the mobile phone number and shall prevent the
creation of duplicates (clones) of the sim card, as well
as the receipt, use, and replacement of the sim card
and/or mobile phone number, Memorable Word by
unauthorized persons.

6.2.10. The Client undertakes to ensure the storage of
information about the Memorable Word in a way that
makes the Memorable Word inaccessible to any third
parties.

7. CHANGE IN THE TERMS AND
CONDITIONS

7.1. The present Terms and Conditions may be
changed by the initiative of the Bank via making
adjustments and/or amendments in the Terms and
Conditions, including via verification of the new
edition of the Terms and Conditions, according to the
procedure stipulated by the present section of the
Terms and Conditions.

7.2. Adjustments and/or amendments in the present
Terms and Conditions, made by the Bank, enter into
force after 5 (five) calendar days as of the date of
publication of information by the Bank on such
adjustments and/or amendments, either as of the date
of entering into force of adjustments and/or
amendments, if such date is mentioned in the
published information, but not earlier than 5 (five)
calendar days as of the day of publication of
information.

In case of changes in the legislation of the Russian
Federation, the Terms and Conditions, till the moment
of their adjustment by the Bank, are applied insofar as
they do not conflict with the requirements of the
legislation of the Russian Federation.

7.3. The Client is obliged to get familiarized with the
information, published by the Bank according to point
1.5 of the present Terms and Conditions at least once
in 5 (five) calendar days.

7.4. Provided that the Client disagrees with the
adjustments and/or amendments, made in the Terms
and Conditions or with the conditions of the new
edition of the Terms and Conditions the Client
reserves the right to cancel the Agreement according
to the procedure mentioned in Section 8 of the present
Terms and Conditions.

7.5. In case the Bank receives no notification from the
Client on cancellation of the Agreement prior to
entering into force of the adjustments and/or
amendments of the Terms and Conditions published




28

CTOpOHBI MPU3HAIOT, YTO YKa3aHHBIC M3MEHEHHUS W/ VT
JIOTIOITHEHUS B Y CJI0BUSI IPUHATHI KiineHToM.

7.6. bBamk He HeceT OTBETCTBEHHOCTH, €CIIH
uHpOpManuss 00 U3MCHCHMH W/WIH JONOJHCHUU
YcnoBuii, OmyONMKOBaHHAS B MOPSAKE M B CPOKH,
YCTaHOBJICHHBIC Y CIIOBUSIMHU, HE ObLIA MOJYYCHA W/UITN
W3yuYcHA W/WIIK TPABUIILHO UCTONIKOBaHA KimneHToM.

7.7. JIroOble U3BMEHEHUS W/WIN IOMOJHEHUSA B Y CIOBHUS
C MOMEHTa WX BCTYIUIGHHS B CHJIy pPaBHO
pacTIpoCTpaHIIOTCS Ha BCEX JIHIL, IIPHCOSTUHUBIINXCS K
YcnoBusM, B TOM 9YHCIE NPUCOCAMHUBIINXCS K
VYcnoBusiM paHee ATkl BCTYIUICHUS M3MEHEHUI W/UIU
JIONIOJIHEHUH B CHUILY.

8. CPOK JEWCTBUS U MOPSIHOK
PACTOP)EHWSI JOFOBOPA

8.1. JloroBop BCTymaeT B CHIIy C MOMEHTA IIOJyYCHUS
Kinnentom 3asBieHus 0 NpUCOEIUHEHUH K Y CJIOBHSIM C
oTMmeTkoi banka.

8.2. JloroBop xeiicTByeT OO MOMEHTa IpPEKpallCHUs
BCEX JIOTOBOPOB OAHKOBCKOTO CYeTa (HE KacCaroUIMXCS
CYETOB ISl PACUCTOB C KCIIOJIb30BAaHHEM OAaHKOBCKHX
KapT) U IOTOBOPOB CUETa BKJIAa «I0 BOCTPEOOBAHHMSY,
3akoYeHHBIX KinenTom ¢ bankom.

8.3. JIoroBop MOKeT ObITh PACTOPTHYT MO TPEOOBAHHUIO
o1Ho# u3 CTOPOH B CIEAYIOIIEM MOPSIIKE:

8.3.1. B cmyuae pacropxeHus JloroBopa 1o
nannuatiBe banka, baHk yBemomiser 00 3TOM
Kmuenta He mosgHee, ueM 3a 14 ("YeThIpHAIUAThH)
KaJICH/IapHBIX JHEH 10 JnaTel pactopkeHus JloroBopa
MOCPEJICTBOM HAIPABICHUS COOOIICHNS 110 TOYTOBOMY
aapecy Knmenra, cooOmeHHOMY UM IIPH 3aKIIOYEHUU
JoroBopa, 6o ¢ momompo CHCTEMBI, JTHOO WHBIM
CrocoooM, YCTaHOBJICHHBIM YcnoBusaMu.
Ob6s3arenscTBa banka 1o mpueMy W HCIONHEHHUIO
Pacnopsbxenuii, JIOKkyMEeHTOB MO BKJIQJy W/MIM WHBIX
OJNIEKTPOHHBIX ~ JOKYMEHTOB C  HCIOJb30BaHHUEM
CucteMbl CUMTAIOTCSl TPEKPAIIeHHBIMH C JaThl |
BpPEMEHH, YKa3aHHBIX B YBEIOMJICHHH.

8.3.2. B cmywae pacropxenus JloroBopa 10
nannuaruBe Kimenrta, Kinwent yBemomisier 06 sTom
Bank  myreM — HampaBieHHS ~ YBEIOMJICHHS O
pactopxkeann JloroBopa mo Cucreme mmbo0 MmyTem
NpeACTaBiIeHNs B baHK MHCHPMEHHOTO yBEJIOMIICHHUS O
pacropxxenun JloroBopa npu jguuHOW siBke Kimenta
(npencrasutens Kmuenra) B bank. JloroBop cuuraercs
pPacTOprHYTEIM €  JaThl  perucTpanud  baHkom
YKa3aHHOTO YBEJOMIICHHUS, IPU YCIOBHH OTCYTCTBHS Y
Knuenra o0s13aTesibCTB 10 morameHuto rnepea bankom
3ajomkeHHocTH 1o Jorosopy. Ilpm  Hammuun
yKa3aHHBIX 00513aTENbCTB o HOTalICHUIO
3aJ0/bKeHHOCTH nepen, bankom JloroBop cuuTaercs
pacTOpPrHyTHIM C MOMEHTA HWCIIOJHEHHs 00S3aHHOCTH
TI0 OTIIaTe YKa3aHHOW 3aJJ0JDKEHHOCTH.

by the Bank, the Parties acknowledge that the
mentioned adjustments and/or amendments of the
Terms and Conditions are accepted by the Client.

7.6. The Bank bears no responsibility if the
information on adjustments and/or amendments of the
Terms and Conditions published according to the
procedure and within the deadlines, established by the
present Terms and Conditions, was not received
and/or studied and/or properly interpreted by the
Client.

7.7. Any adjustments and/or amendments in the
Terms and Conditions, as of the day of entering into
force, equally refer to all parties affiliated to the
Terms and Conditions, including parties affiliated to
the Terms and Conditions earlier dates of entering
into force of adjustments and/or amendments.

8. PERIODS OF VALIDITY AND
PROCEDURE ON AGREEMENT
CANCELLATION

8.1. The Agreement enters into force as soon as the
Client receives the Application on affiliation to the
Terms and Conditions with the Bank’s mark.

8.2. The Agreement is effective till the moment of
cancellation of all agreements on bank accounts (that
have no attitude to the accounts for settlements by
using bank cards) and "on-demand" deposit
agreements signed between the Client and the Bank.
8.3. The Agreement can be canceled upon request of
one of the Parties according to the procedure as
follows:

8.3.1. In case of Agreement cancellation by the
initiative of the Bank, the Bank notifies the Client on
it not later than 14 (fourteen) calendar days prior to
the date of Agreement cancellation by means of
sending a message to the post address of the Client,
mentioned by the latter upon conclusion of the
Agreement either by means of the System, or by any
other means established by the Terms and Conditions.
The obligations of the Bank on acceptance and
execution of Orders, Deposit documents and/or free
format messages by using the System are considered
terminated as of the date and time, mentioned in the
notification.

8.3.2. In case of Agreement cancellation by the
initiative of the Client, the Client notifies the Bank on
it via transferring a notification on Agreement
cancellation by means of the System either by
submitting a written notification on Agreement
cancellation to the Bank for which purpose the Client
(the Client's representative) shall visit the Bank
personally. The Agreement is considered canceled as
of the date of registration of the mentioned
notification by the Bank provided that the Client has
no debt service obligations to the Bank under the
Agreement. In case of presence of such debt service
obligations to the Bank, the Agreement is considered
canceled as of the moment of performance of
obligations on payment of the mentioned debt.
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Bce Pacnopsokennst, JIoKyMeHTBI 1O BKJIAAy HW/HIH
WHBIE DNeKTPOHHBIE JIOKYMEHTBI Krnenra,
3aperucTpupoBaHHble baHKOM 10 MOMEHTa MPUHSITHI
yBegomiueHus: Knuenta o pactopkenun Jlorosopa,
MOJJIe)KaT MCIOJHEHUI0O baHKOM B COOTBETCTBUU C
YcnoBusMu.

C momeHnTa npuHatus bankom ysenominenus Knuenra o
pactopxenuu JloroBopa baHk mpekpamaer nmpuem u
3aBepIIaeT UCTIONTHEHUE panee TIPUHSTBIX
Pacnopspxkenuit  Knuenrta, JlOKyMEHTOB 1O BKIany,
MHBIX DJIEKTPOHHBIX JOKYMEHTOB.

MomenToM npuHATUS ~yBenomuieHus Kimenra o
pactopkeHun  JloroBopa cuuTaercs 10.00 mo
MOCKOBCKOMY BPEMEHH CIIEAYIOIIETO0 pabodero Hs
HocJje NoJy4eHus: baHKoM JaHHOTO yBEJJOMIICHUS.

8.4. Tlpekpamenue obOszaTenbcTB 1o JloroBopy He
BJICUCT MpEKpalleHus O00A3aTeIbCTB IO  HHBIM
JIOTOBOpaM  (COTJIAIICHHSM), 3aKIIOUEHHBIM MEXIY
Kinnenrom u bankom.

All  Orders, Deposit documents and/or other
Electronic Documents of the Client, registered in the
Bank till the moment of accepting the notification of
the Client on Agreement cancellation are subject to
execution by the Bank according to the mentioned
Terms and Conditions.

As of the moment of accepting the notification of the
Client by the Bank on Agreement Cancellation, the
Bank stops accepting and finalizes the execution of
early Orders, Deposit documents and other Electronic
Documents of the Client.

As the moment of accepting of the Customer’s
notification on the Agreement cancellation is
considered 10.00 MT of the working day next to the
receiving of this notification by the Bank.

8.4. Cancellation of obligations under the Agreement
does not bring to cancellation of obligation under
other agreements (contracts) signed between the
Client and the Bank.
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MPUJIIOKEHHUE Nel/ APPENDIX NO. 1.
3AABJIEHUE O TIPUCOEJMHEHHNU K YCJIOBUSAM
APPLICATION ON AFFILIATION TO THE TERMS AND CONDITIONS

3ASIBJIEHUE
O ITIPUCOEJUHEHHWU K YCJIIOBUSM JUCTAHIHUOHHOI'O BAHKOBCKOI'O
OBCJHIY KUBAHUS PU3NYECKUX JIUI TIOCPEJCTBOM CUCTEMbI EUROLINK B AO AKB
«EBPO®UHAHC MOCHAPBAHK»
APPLICATION
on affiliation to the Terms and Conditions on remote banking services rendered to physical entities via
EuroLink system in Evrofinance Mosnarbank

®amunus Ums Ortuectso / Full name

Jara poxxnenus / Date of birth

I'paxxnancto / Citizenship

JIOKyMeHT, yHOCTOBEpSIIOIIUN JIMYHOCTh

(HanMeHOBaHHUe, Cepusi, HOMEp, KOT/Ia U KeM
BeinaH) / Personal identification document
(name, series, number, date of issue, issued
by)

Anpec peructpanus /
Address of registration

Anpec (paKTHIECKOTO MPOKUBAHHUSA /
Residential address

Jomanauii TenedoH /
Home telephone number

MoGunbHbIH TenedoH /
mobile telephone number

Komosoe crnoso: / Code word:

Hacrosimum  3asBIIAI0 0 TPUCOSIMHEHWH K JCHCTBYIOIIEH penakiuuyd YCIOBHHA AWCTAHIIMOHHOTO OaHKOBCKOTO
obciryxuBanus ¢usmdeckux aui mocpencrsoM Cucremsl EuroLink B AO AKB «kEBPOOUHAHC MOCHAPBAHKY (nanee —
VYcnoBusi) B mopsiAke, IperycMOTpeHHOM craTtbhedt 428 ['paxkmanckoro koxaekca Poccuiickoit denepannu. Bee momoxenns
VYcnoBuil pa3bsiCHEHBl MHE B NOJHOM 00ObeMe, BKIIOYAsh OTBETCTBEHHOCTh cTOpoH, Tapudpsl AO AKB «EBPO®UHAHC
MOCHAPBAHK», cnydan u mopsiioK YBEJOMICHHH 00 Omepalysx, COBEpUIAeMBIX IO MOUM OaHKOBCKHM cuYeTaM C
MCITIOJIb30BaHUEM DJIEKTPOHHOTO CPEACTBA IUIATEKA U TOPSIOK BHECEHUS B YCIIOBHS M3MEHEHHMH W nonoiHeHui. / Hereby |
apply for affiliation to the effective edition to the Terms and Conditions of the Remote Banking Services rendered to physical
entities by means of Euro Link System in Evrofinance Mosnarbank (hereinafter referred to as Terms and Conditions) according
to the procedure stipulated by Article 428 of the Civil Code of the Russian Federation. All provisions of the Terms and Conditions
are explained to me in full, including the responsibility of parties, rates of Evrofinance Mosnarbank, cases and the procedure for
the notification of transactions on my bank accounts using electronic means of payment and the procedure of changing and
amendment of the Terms and Conditions.

Ha ocHoBanuu Hacrosiuiero 3assienus npouty: / Therefore, please:

Ne

1 | mpemocraButh MHe goctynm k CHcTeMe IHCTaHIIMOHHOTO OaHKOBCKOTo obcmyxuBanusi EuroLink u oGecnedutsb
BO3MOXHOCTBb €€ HUCIIOJb30BaHU AJIA JUCTAHIIMOHHOI'O 0OaHKOBCKOTO 060Hy)1<I/IBaHI/I$I B COOTBETCTBHMH C YCJIOBHIMHU U
Tapucdamu / provide me with access to the Euro Link Remote Banking System of Evrofinance Mosnarbank and ensure
possibility of its use for remote banking services according to the Terms and Conditions and the Rates.

2 | mpemoctaBiATh BpemeHHBIH maposs goctynma k CucTeMe TUCTaHIIMOHHOTO OaHKOBCKOro oGcmyxuBaHus EuroLink,
Pa3oBble CeKpeTHbIe MapoJiH, a TAKKe JOMONHUTENbHO (TOMUMO yBenomieHus mo Cucreme) HHGOPMUPOBATH MEHS C
MTOMOIIBIO CPEICTB MOOWIIBHOW CBSI3M O COBEPIICHUH KaXIOH OTEPALlH II0 MOEMY CUeTy (c4eTaM), OTKPBITOMY(-bIM) B
AO AKB «<EBPOOMTHAHC MOCHAPBAHKY, a Taxke 06 oneparusx, COOTBETCTBYIOIIUX IIPU3HAKAM OCYIIECTBICHHS
nepeBoia ACHEKHBIX CPEACTB 0e3 Moero corjiacus, O q)aKTe BXO}Ia/HOHLITKI/I BXOJa B CI/ICTeMy C HCIIOJIB30BAaHUCM
3NIEKTPOHHOTO CPEICTBA IIATEXkA T10 CeAyroneMy Homepy Tenedona: / provide me with a Temporary Password to access
the Euro Link System of remotebanking services, Session Keys, and inform me additionally (besides the notification in
the System) via mobile communications of each transaction performed on my account (accounts) with Evrofinance
Mosnarbank, of Transactions with the signs of money transfer performed without my consent, and of any System sign-in
or attempted sign-in using electronic means of payment to the following telephone number:

SI BBIpaXKar KOHKPETHOE, HH(QOPMHPOBAHHOE H I hereby give my express and informed consent to
cosnarensHoe cormacue AO AKB «EBPO®UHAHC | Evrofinance Mosnarbank (address: 29 Novy Arbat Street,
MOCHAPBAHK» (mecro Haxoxmenuws: 1.121099, r. | Moscow, 121099, OGRN (Primary State Registration Number)
Mockga, yi. Hoeiii Apbar, 1. 29, OT'PH 1027700565970, | 1027700565970, general license for banking operations No.
reHepajbHasl JIMLECH3HMs Ha ocyuiecTBieHHeM OankoBckux | 2402, dated 07.23.2015) (hereinafter referred to as the Bank)
omeparmii Ne2402 ot 23.07.2015) (manee — bank) na | for the processing (including receipt from me), with or without
obpaboTky  (BKirOuYas ~ MHOJNydeHHe OT  MeHs) ¢ | automation means, of all my personal data contained in this
HCIOJIb30BAHHMEM CPEJICTB aBTOMaTH3aluuK min 0e3 TakoBbix, | Application and the documents submitted by me to the Bank
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BCEX MOMX ITEPCOHANBHBIX JaHHBIX, YKA3aHHBIX B HACTOSIIEM
3asBICHAN M JOKYMEHTAaX, IPEIOCTAaBICHHBIX MHOH B baHK,
U TIOATBEpXKJAaro, 4TO, JaBas TaKOe COTJIacHe, NEHCTBYIO
cBO0OOJHO, CBOEH BOJICH U B CBOMX MHTEpECcax.

Cormacue fgaercss MHOW JUISi LETH MPHHSITUSL
bankoM pemieHHs 0 BO3MOXHOCTH OTKPBITUSI OaHKOBCKOTO
cyeTa, cyera Mo BKJIAAY (JETO3UTY), B TOM YHUCIIEC MPOBEPKU
JOCTOBEPHOCTH  CBEACHHUM, yKa3aHHBIX MHOH  IpH
obOpamernn B BaHK M B IpefOCTaBIEHHBIX JOKYMEHTaX,
3aKIIOYEHHSI JIIOOBIX CHEJIOK, CBS3aHHBIX C OTKPBITHEM
0aHKOBCKOTO cYeTa, cdeTa IO BKJIAmy (ZEHO3UTy), M HX
JaJbHEHUIIer0 WCIIOIHEHUS, B TOM YHCIE, PaCIOPSKCHHS
JEHEKHBIMH CPEACTBAMH 110 YKa3aHHBIM CUeTaM KakK Ha
OyMa)KHBIX HOCHUTENAX, TaK U C IIOMOIIBIO 3JIEKTPOHHOM
CHCTEMBI UCTAHIIMOHHOTO OaHKOBCKOTO O0OCITy)KHBaHUS,
COBEpIICHUS] HHBIX OAHKOBCKMX OMNEpalui, AId LelIH
NIPUHATHS PENICHHH WM COBEpIICHUS HWHBIX JeHCTBHIA,
TIOPOKAAIONINX FOPUANYECKHE ITOCIEACTBHS B OTHOLICHHH
MEHS W/WIM JpPYIuX JIMILK PaclpoCTpaHseTcs Ha MOH
NIepCOHANBHBIE JaHHBIE, YKa3aHHble MHOW B AHKeTe
(u3HYeCcKOro JMIa, Mory4yaeMoii baHkoM B COOTBETCTBUH ¢
3aKOHOJATETIbCTBOM O IPOTHBOACHCTBHM  JICTATH3A[UN
(OTMBIBaHUIO) JOXOJIOB, MOTYyYEHHBIX MPECTYITHBIM ITyTeM, U
(MHAHCHPOBAaHUIO TEPPOpU3MA, a TaKKE YKa3aHHBIX
(comeprkamyxcsi) B MHBIX JOKYMEHTaX, INPEIOCTaBIIEMbIX
MHOH B BaHK, a Takke BCeX MOMX IEPCOHAJIBHBIX TAaHHEIX,
HaXOMSIINXCS B PAacCHOPSHKEHHH TPETHUX JIUI, KOTOpHIE
COCTOSIT ¢ BaHKOM B JIOTOBOPHBIX OTHOIICHUSX.

Bank mMeeT mpaBO OCYIIECTBIATH CIEAYIONIHE
OeicTBUA  (OmMepaliy) WIM COBOKYIMHOCTh  JICHCTBHI
(omeparnuii) B OTHOIIEHWH MOUX IIE€PCOHAIBHBIX NAHHBIX,
KOTOpBIE HEOOXOAWMBI WM JKEIaeMbl AT JOCTHKEHHS
BBIIICYKA3aHHOW 1IeJHM, C CcOOMIoJcHueM TpeOOBaHHIA
0aHKOBCKOM TaWHBI: cOOp, 3ammch, CHCTEMaTU3alUIo,
HAKOIUICHHE,  XpaHeHWe, yTouHeHHe  (OOHOBICHHE,
HU3MEHEHUs ), M3BJCYECHHE, MCIONB30BaHHE, Iepenady
(mpenmocTaBneHne, TOCTYM) JHIY (-am), ¢ KOTOPBIM (1) baHk
COCTONT B JIOTOBOPHBIX OTHONICHUSX, OOE3IHMINBAHHE,
OJIOKMpOBaHWE, ynaneHwe, yHHUYTOXeHHe. (OOpaboTka
MePCOHANBHBIX ~ JAHHBIX ~ OCYyIIecTBisiercs bankom ¢
MIPUMEHEHHEM CIEIYIOINX OCHOBHBIX CIOCOOOB (HO, He
OTpaHMYMBAsACh MMH): XpaHEHHE, 3alicCh Ha OyMakHble U
UIEKTPOHHBIE HOCHUTEIH W HUX XpaHEHHE, COCTaBJCHHE
nepeyHeil, MapKUpOBKa.

Hacrosiee cornacue neiicTBUTeNbHO B TeueHue 10
(mecatn) ner. Ilo ucTeYeHNN yKa3aHHOTO CpPOKa JCHCTBHE
COTJIACHSI CUHUTACTCS MPOJJICHHBIM Ha KaXKJble CIIEIYIOIIHe
IISITB JIET TIPH OTCYTCTBUH CBEJEHHH O €r0 OT3hIBE.

51 yBemomiieH (a) 0 CBoeM IpaBe 0TO3BATh COTJIaCHE
nyTeéM noja4yu B baHk MMCEMEHHOTO 3asIBJICHUS.

51 yBemomieH (a), YTO MpPEIOCTABIEHHE MHOIO
HETOYHOH M HEJOCTOBEpHOM WHpOpMAaLUM U  OT3BIB
HACTOSILIIETO COTJIacHsi MOTYT IIOBJIeYh HEBO3MOXKHOCTH
oKazaHus yciayr bankom.

Vka3bBass B JIOOBIX IIPEROCTaBIIEMbIX baHKy
JOKYMEHTaX CBEICHMS O TPETHHX JIMNAX, 51 nopydaio baHky
OCYIIECTBIISATH B COOTBETCTBHH C BBIINICYKA3aHHON IIEJIBIO
00paboTKy (mepedeHb AeiicTBHI (omepanuii) U omucaHue
Croco0OB  yKa3aHO  BBIIE) IEPCOHAIBHBIX  JIAHHBIX
YKa3aHHBIX JIULI.

[IpenocraBneHHple MHOM baHkKy nepcoHanbHbIE
JAaHHBIE TPETHUX JIUI[ MOJYYEHBl MHOH B COOTBETCTBUH C
TpeOOBaHMAMH W B TIOpSIKE,  yCTAHOBJICHHBIMH
3aKOHOJATENIECTBOM Poccuiickoit Denepannu 0
TIePCOHABHBIX TaHHBIX, IIPH 9TOM KaKUX-JIHO0 OTpaHUICHUH
Ha UX 00palbOTKy CyOBEKTOM NEepCOHAJBbHBIX JAaHHBIX HE
YCTaHOBJIEHO, YyKa3aHHble TPETbH JHUIA yBEAOMIEHBI 00
00paboTKe HX MEPCOHANBHBIX MAaHHBIX baHkoM, KoTopas
OCYIIECTBIAETCS bankom c cobmoaeHuEM
KOH(UICHIINAIEHOCTH NEPCOHAIBHBIX  JaHHBIX U
obecniedeHmst 6e30MaCHOCTH NEPCOHAIBHBIX JAHHBIX IPH UX
00pabOTKE U C HEll COTJIACHBL.

and confirm that by giving such consent, | act freely, on my
own accord, and in my own interests.

I hereby give my consent for the purpose of decision-
making by the Bank on the possibility of opening a bank
account, a deposit account, including verification of the
reliability of information specified by me when contacting the
Bank and in the documents provided, the conclusion of any
transactions related to the opening of a bank account, a deposit
account, and their further performance, including the disposal
of funds on the above accounts, both on paper and via the
electronic remote banking system, the performance of other
banking operations, for the purpose of decision-making or
committing other actions generating legal consequences for me
and/or others, , and my consent shall apply to my personal data
specified by me in the Individual’s Questionnaire received by
the Bank in accordance with the laws on countering the
legalization (laundering) of criminal proceeds and terrorism
funding, as well as those specified (contained) in other
documents provided by me to the Bank, as well as all my
personal data held by third parties that are in the contractual
relationship with the Bank.

The Bank may perform the following actions
(operations) or set of actions (operations) with respect to my
personal data as necessary or desired to achieve the above
objective subject to the compliance with the banking secrecy
requirements:  collection,  recording,  systematization,
accumulation, safekeeping, clarification (updating, changing),
extraction, use, transfer (provision, access) to person(s) the
Bank has contracts with,, , depersonalization, blocking, deletion
and destruction. The Bank shall process personal data using the
following main methods (but not limited to): storage, recording
in soft and hard versions, and their safekeeping, listing and
marking.

This consent shall be valid for ten (10) years. After
the expiry of this period, the consent shall be deemed extended
for every five years thereafter in the absence of information on
its revocation.

I am notified of my right to revoke my consent by
submitting a written application to the Bank.

I am notified that inaccurate or unreliable information
provided by me and the revocation of this consent may result in
the impossibility of service rendering by the Bank.

By providing information about third parties in any
documents submitted to the Bank, I instruct the Bank to process
(the list of actions (operations) and the description of methods
are specified above) the personal data of such parties in
accordance with the above-mentioned purpose.

| received the personal data of third parties provided
by me to the Bank in accordance with the requirements and the
procedure established by the personal data laws of the Russian
Federation. There are no restrictions on such personal data
processing set out by the subject thereof. The third parties are
notified of their personal data processing that is performed by
the Bank in compliance with the requirements for the personal
data confidentiality and safety of personal data in the course of
their processing, and agree therewith.
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Hacrossmum s yBemomieH (a) O TOM, 4dTO
TpeOoBaHMSI K 3amiuTe 00padaThHIBACMBIX I€PCOHAIBHBIX
JAaHHBIX HEOOXOAMMBIE IIPaBOBHIC, OPraHU3ALMOHHBIC H
TEeXHUYECKHE MEPHI MO 3alIUTE MEePCOHAIBHBIX JaHHBIX OT
HETIPaBOMEPHOTO WM CIydalfHOro JOCTyma K HHM,
YHUUTOXKEHUS, W3MEHEHUs, OIOKMPOBAHUS, KOIHPOBAHUS,
MIPEOCTAaBIEHNUSI M HWHBIX HENPAaBOMEPHBIX JEUCTBUH B
OTHOIIICHNH NTEPCOHANBHBIX JaHHBIX ONpeAeNsToTcs: bankoM
¢ yaetoM TpeboBanuii denepanpHoro 3akoHa ot 27.07.2006
Nel52-®3 «O  nepcoHalbHBIX  JAHHBIX» M HHBIX
HOPMAaTUBHO-NIPAaBOBBIX aKTOB Poccuiickoit denepanun.

Tlonmucas Hactosimiee 3asBIeHHE, TTOATBEPXKIALO,
yro g0 3akmodeHust  JloroBopa  O3HaKOMIEH ¢
Pexomenparusamu mo nHGOPMAIIMOHHO# 6€30MaCHOCTH.

CormacHo TpeboBanusiM  ¢T1.9 DenepanpHOro
3akoHa ot 27.06.2011 r. Ne 161-®3 «O HamuoHaIBHOM
IUIATEXHOM cHcTeMe» s YBEJOMIEH O TOM, 4ro baHk
nHdopmupyet Kimenra o coBepiieHNH KaXao# onepamnuy ¢
ucrosb3oBanreM CHCTEMBI JHCTaHIMOHHOTO OaHKOBCKOTO
obcmyxuBanuss  EuroLink myrem  ¢dopmupoBaHus U
HampaBieHnss B CHcTeMy JKypHama oOIepanuii Mo cdery
Knuenra.

Hacrosimium noaTBepxaai, 4YTO yKa3aHHBIA B
JAHHOM 3asBJICHHN HOMep Telae(OoHa MOANEPKHUBAET MIPUEM
cMc-coobmenuii L.

Bcee pucku, cBs3aHHBIE C HEMOMYYEHHUEM CMC-
COOOIEHN 10 MOed BHHE WIM BHHE MOOHIHLHOIO
oreparopa, IpHHUMAIO Ha ceOsl.

I am hereby informed that the requirements for the
protection of personal data being processed, the legal,
organizational and technical measures required to protect
personal data from unauthorized or accidental access,
destruction, modification, blocking, copying, provision, and
other unlawful actions in relation to personal data shall be
determined by the Bank based on the requirements of Federal
Law No. 152-FZ, dated 07.27.2006 “On Personal Data” and
other regulations of the Russian Federation.

By signing this Application, I certify that | have read
the Recommendations for information security prior to entering
into the Agreement.

In accordance with the requirements of Article 9 of
Federal Law No. 161-FZ, dated 06.27.2011, On the national
payment system, | am informed that the Bank shall inform the
Client of performing each transaction with the EuroLink
System of remote banking services by generating and
submitting to the System of a transactions statement on the
Client’s account.

Hereby | confirm the phone number provided in this
application supports incoming SMS.

I accept all the risks resulting from failure to receive
SMS due to my own fault or the fault of the mobile network
provider.

Hoonuce / Signature

Damunus Y.0. [ Surname and Initials

3anosansiercs bankom / To be filled in by the Bank

[lpu perucrpamuun B CHcTeMe IUCTaHIIMOHHOTO OaHKOBCKOTo oOcmyxuBanus EuroLink
kinenty npucsoer Jlorun/The following Login was assigned to the Client upon registration in

the EuroLink Remote Banking System:

Pa6oruuk bauka: /
Employee of the Bank:

noonucs / signature @amunusa M.0. | Surname and
Initials

1B ciyuae Hemonyuenns cMc-coobmennii HeoGxoammo oOpaTuThes B BaHk, a Takke K cBoeMy MobmibHOMY omeparopy. / If you do not receive
y4 y4 P y Y oneparopy.

SMS, you need to contact the Bank, as well as your mobile operator
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MPUJIOKEHUE Ne2
PEKOMEHJALIMUA o
WUH®OPMALIMOHHO BE30NNACHOCTH,
B TOM YHCJE, MO CHWKEHHIO
PUCKOB MOBTOPHOI'O
OCYUIECTBJIEHUS MEPEBOJIA
JEHEKHBIX CPEJCTB BE3 COIJIACHS
KJUEHTA

B cBs3M C ydYacTHBIIMMHCS CITy4asMH HPOBEICHUS
MOIIICHHUYECKHX OIlepalyii 0 MepeBOIy INCHEKHBIX
CPEICTB C UCIOJIB30BAaHUEM CHCTEM IHCTAaHIMOHHOIO
0aHKOBCKOTO OOCITy’)KUBaHHA Yepe3 ceTh VIHTepHeT U B
LeIsIX  MPEJOTBPALCHUS  HECAaHKIHOHUPOBAHHOTO
noctyna kK  Cueram  KmmeHta €O CTOpPOHBI
3JIOYMBINIJICHHHUKOB bank HacToATEIHLHO PEKOMCHAYET
(bI/I?)I/I‘IeCKI/IM JIMam noan3oBareliiM  CHCTEMEI

coOIo/IaTh  CleAyloIUe Mepbl MH()OpMalMOHHOM
0e3011acHOCTH:
e lcnomp3oBaTh Ha MOCTOSHHOW  OCHOBE

AQHTUBHPYCHOE MPOTPAMMHOE 0OECIeUeHHe C
ToCTIeTHEH aKTyaJ bHOI Bepcueit 60a3 (Ha Bcex
YCTPOWCTBAX, C KOTOPBIX OCYIIECTBISICTCS
noctyn B CHcTeMy W/WIH Ha KOTOpEIC
npuxomut SMs/push ysenomieHue).

PerymsspHo  BBIIONHATE ~ AHTUBHUPYCHYIO
IIPOBEPKY JUIs CBOEBPEMEHHOTO
0oOHapy>XeHUsI BPEIOHOCHBIX Iporpamm (Ha
BCEX YCTpOUCTBAX, c KOTOPBIX
ocymecTBisieTcs: 1ocTyn B CucrteMy W/uiau Ha
KOTOpBIE MPHUXOAUT SMS/push yBemomieHue).

e PerymipHo  yCTaHaBIMBaTh  OOHOBJICHUS
ONIEpalMOHHOW  cucTeMbl W Opaysepa
Wntepner (mocpencTBoM KOTOPOro

ocyrecTiseTcst 1ocTyn k Cucteme) (Ha Beex
YCTPOMCTBAX, ¢ KOTOPBIX OCYIIECTBIACTCS
noctyn B CucTeMy W/WIH Ha KOTOpPBIE
npuxout SMs/push ysenomiieue).

e He ycranaBnuBaliTe Ha YCTpPOWCTBA, C
KOTOPBIX OCYHIECTBIIACTCA J0CTyl B
Cuctemy, HHUKaKUX porpaMm hiue

yaanenHoro ympasienus (Team Viewer,
Ammyy Admin, AnyDesk, VNC u 1.11.).

e biokupoBaTh JOCTYH K  YCTpOICTBaMm,
MMOCPEICTBOM  KOTOPBIX  OCYIIECTBIISCTCS
noctyn  k  Cucreme. He  ocraBisaTh
Ppa30JI0KMpOBaHHEIE yCTpOMCTBa 6e3
MIPUCMOTpA.

e OcylecTBIsTh BXO/T B Cucremy
MMOCPEICTBOM  MPSIMOTO  Habopa  CCBUIKH

https://dbo.efbank.ru B crpoke Gpaysepa wiu
[0 CCHUIKE Ha KOpIopaTuBHOM KHTEpHET-
caiite banka. Ilpu 3TOM Bcerma mpoBepsTh,
YTO  COCIAWHEHHE  OCYMIECTBISIETCS IO
Oe3omacHOMy TIpoTOKoNy https Ha ampec
* efbank.ru (mampumep, dbo.efbank.ru). B
aJIPECHOM CTPOKE JOJDKCH TIOSBUTHCS 3HAYOK
3aKpBITOTO 3aMKa.

He mnonw3zoBathcsi CuctemMoil € TroCTEBBIX
pabounx Mect (MHTEpHET-Kade U 1p.).

He ycranaBnuBaTh OOHOBIICHUSI CHCTEMHOIO
MIPOrpaMMHOTO oOecriedeHuss wim Opaysepa
WurepHer, nosydeHHble OT UMEeHH baHka 1o

APPENDIX NO. 2
RECOMMENDATIONS ON INFORMATION
SECURITY, IN  PARTICULAR, ON
REDUCING THE RISKS OF RE-TRANSFER
OF FUNDS WITHOUT THE CLIENT'S
CONSENT

With a view to the increasing number of fraud
transactions of funds by means of remote banking
systems via Internet and for the purposes of prevention
of unauthorized access of hackers to the Accounts of
the Clients, the Bank strongly recommends to physical
entities - System users to meet the following measures
of information security:

To use on permanent basis anti-virus software
with the last updated version of databases (on
all devices used to access the System and/or
that receive SMS/push notifications).

To perform anti-virus screening on regular
basis for timely disclosure of hazardous
programs (on all devices used to access the
System and/or that receive SMS/push
notifications).

To install regularly the updates of the
operational system and the Internet Browser
(which is used for accessing the System) (on
all devices used to access the System and/or
that receive SMS/push naotifications).

Don’t install in devices used for access to the
System any software for remote manipulation
(Team Viewer, Ammyy Admin, AnyDesk,
VNC, etc.)

To block access to the devices used to access
the System. Not to leave unlocked devices
unattended.

It is recommended to access the System via
direct link https://dbo.efbank.ru or the link on
the corporate web-site of the Bank. One
should always make sure that connection with
*efbank.ru  (e.g., dbo.efbank.ru) s
established via the secure protocol (https). A
closed lock icon will appear in the address
bar.

Do not access the System using the guest
workplaces (cyber cafe, etc.).

Do not install updates of system software or
Internet browser received from the Bank via
electronic mail, sms or otherwise, do not open



https://dbo.efbank.ru/
https://dbo.efbank.ru/
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JIEKTPOHHOHN MOYTE, CMC-COOOIICHHEM WIIH
JIPYTHEM CHOCOOOM, HE OTKPBHIBATH CCHUIKH B

Takux  coobmeHusax. [lomyunB  Takoe
coo0LIeHre, He3aMeAIUTENbHO COOOLUTE 00
sTtoM baHky.

e He coxpaunats Jlorun u Ilapons Cucrtemsl B
mamsTu Opaysepa.

e He xpanure Jlorun u Ilapons Cucrems! B
OTKpBITOM BHJE Ha YCTPOMCTBAaX, C KOTOPBIX
ocymiecTBisieTes: 1ocTyn B Cucremy.

e lcmomp30BaTh NMPHIIOKEHUS HA cMapThOHAX
TOJIbKO M3 O(HIHATIBLHBIX HCTOUHHKOB (Apple
Store, Google Play/ Play Market).

e PerymsapHo, He pexe OIHOTO pa3a B JI€Hb
oJy4yaTh HHPOPMAIIUIO 0
3apEeTUCTPUPOBAHHBIX PacmopseHusx U o
coctostHiU CUeToB.
bank pexomenayer KnmeHTy yduTHIBaTH

pucku nipu padote ¢ Cucremoii uepes cetb IHTEpHET U
MTOHUMATb, 49TO HCTIONIE30BaHME TOJIBKO
AHTHBUPYCHOTO MPOTPAMMHOTO oOecrieueHHs He JaeT
100% rapaHTUU 3aI[UThI oT MIPOBEJICHUS
3MOYMBIIIICHHUKOM MOIICHHHYCCKUX OIepanuii B
Cucreme.

B caywyae ecniu y Bac mepecrama paGoTath
CHUM-KapTa, CBSDKUTECh CO CBOMM OIIEPaTOPOM COTOBOIL
CBA3M W  BBUICHHTE  INpUYMHY.  Bo3moxHO,
37I0YMBIIIJICHHUKH MTOTYYHIIN KJIOH (1yOmnukat) Bameit
CHUM-KapTEHI.

CnenyeT YUYUTBIBATH CaMBIC
pacnpoCTpaHCHHbIC Ha CGFO,I[H?[HIHI/Iﬁ JC€Hb CXEMbI
MOIICHHUYECTBA B CETHU I/IHTepHGTI

e «CouvanbHbId  HWHXUHUPUHT» -
3TOYMBIIIJICHHUKA pacchuIaloT
COOOIICHNS MIOCPEICTBOM
SMS/351eKTpOHHOW ~ MOYTHI MU
3BOHAT OT MMEHM baHka U 107
pa3InIHBIMH peIoraMu

MBITAIOTCS MONY4YUTh OT Kitmenta
Jlorunsr, Ilapomu, ®.1.0, HOMEpa
CYETOB, KapT, MUH-KOJIOB U T.[.

o  «DummHry — KilmeHTy npuckuiaetes
MO TOYTe WIX WHBEIM CIIOCOOOM
CChUIKa Ha TMOAJIENbHBIA  CallT,
KOTOpBIi MOXET BHU3yaJlbHO HE
OTIMYATBCS OT TOJJIMHHOTO, C
npocs00ii BBecTH Jlorus, [Tapons Ha
noctyn k Cucteme u Apyrue JaHHBIE
0T JTFOOBIM TIPEIJIOTOM (MCTEK CPOK
JIEUCTBUST TIApOJIs, HEOOXOJAMMOCTh
IIPOUTH JIOIIOJIHUTEIIbHYIO
aBTOPHU3ALINIO, Ppa30IIOKUpPOBKa
3a0JIOKUPOBAHHOTO JIOCTYIIA U T.IL.).

e 3apakeHHE BPEIOHOCHBIM KOJOM -

MIPOUCXOAUT uepes
pacnpocTpaHeHue BpPEIOHOCHBIX
MporpaMm yepes Wurepuer-
pecypcsl, HarpuMmep, CaMThI
COLIMAJIbHBIX ceteil WU
MIOCPENICTBOM CIIAM-PACCBUIKH depe3
3JIEKTPOHHYIO TOYTY. ITocne
sapakenust  Cucremsr  Kimenra
BUPYCOM WU «TPOSTHOM»

links in such messages. Inform the Bank on
the above mentioned upon receiving such
messages.

e Don’t save Login and Password for the
System in the browser’s memory

e Don’t store Login and Password for the
System openly in devices used for access to
the System

e Use only those smartphone apps that are
downloaded from trusted official sources
(Apple Store, Google Play/ Play Market).

e Receive information about the registered
Orders and the status of the Accounts at least
once a day.

The Bank recommends the Client to consider
the risks upon working in the System via Internet and
understand that only use of anti-virus software
provides with 100% protection guarantee from fraud
transactions by hackers in the System of the Client.

In case if your sim card appears inactive,
please contact your mobile service provider and clarify
the reasons. May be intruders received a clone (copy)
of your sim card.

It is necessary to consider the most widely
spread schemes of fraudulent activities in the Internet
for today:

e  “Social engineering” — hackers send
SMS /email or call you on behalf of
the Bank and under various pretexts
try to get the Client’s Login,
Password, Print Name, numbers of
accounts, cards, pin codes, etc.

e “Fishing” — The Client receives by
mail or otherwise a link to fake web-
site, which can be visually identical
to the official one, with a request to
enter the Login and Password for any
reasons (Password is out-of-date,
additional authorization is required,
unlocking of the blocked access,
etc.).

e Infection by a malicious code — by
means of spreading malicious
programs via Internet resources, for
example, social networks web-sites,
or by spamming via electronic mail.
After infecting the Client’s System
with a virus or a “Troyan” program
the hacker gets full control over the
System.
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3JI0YMBIIUICHHUK TOIYYaeT MOHBIN
KOHTPOJIb Hax CHCTEMO.
IIpu ucnonszoBannu CUCTEMBI HEOOXOIUMO
IIOMHHUTE, YTO:
B ciryuae BoisiBiieHns KiimeHToM moao3puTeIbHBIX

onepauuii B Cucreme HEe00X0UMO
He3aMeUINTeJIbHO  cBsi3aThbest co  Cuayxooi
KJIMeHTCKoOl mnoagepxku banka mno Homepy

TesedoHa, ony0JIMKOBAHHOMY HA KOPHOPAaTHBHOM
HNurepHer-caiite bBanka.

When using the System it is required to
remember that:
In case the Client discloses suspicious transactions
in the System, it is required to refer to the Bank’s
Customer Support immediately via telephone
number published on the corporate website of the
Bank.




