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COTJJAINIEHUNE
00 HCNOJIL30BAHNH 3JIeKTPOHHOI CHCTEMBbI
JUCTAHIIMOHHOI0 0AHKOBCKOI0
00CTy:KNBaAHU S

Hacrosmee Cornamienre 00 HCIIOJIb30BAHUM

AJIEKTPOHHOU CHCTEMBI JMCTAHITHOHHOTO
0aHKOBCKOTO 00CTy)KUBaHUS (manee —
Cornamenue) SIBIISICTCS JIOTOBOPOM

IPUCOEAUHEHNUS B COOTBETCTBUM CO CT.428
I'paxxmanckoro xkoaekca Poccuiickoit deneparuu,

M 3aKJII0YaeTCsl B IMOPSAIAKE, YCTAaHOBJICHHOM
gactosamuM CorJialeHueM.
TepMuHbBI M onIpeneJIeHUs
B  nacrosmuem  CornameHun — ciaeAyroliue

OMnpeacICHrUA UMCHOT CIICAYIONICC 3HAYCHUC.

ba3a pmamnbix — 0a3a paHHbBIX banka Poccun o
ClIy4asix U NOMNbITKaX OCYIIECTBJICHUS MEPEBOJIOB
JICHE)KHBIX CPEJICTB 0€3 JOOPOBOJIBLHOTO COTJIACHS
KJINEHTA, KoTopas COJICPIKUT CBEJICHHS,
otHocsimuecs Kk  Kmmenty wu  (wim)  ero
3JIEKTPOHHOMY CPEJICTBY IIaTeXa, B TOM YHCIIE

CBENICHUS benepanbHOrO oprasa
UCTIOJHUTEJIBHOW BIIacTH B cepe BHYTPEHHHUX
Iem O  COBEPIICHHBIX  MPOTHBOIPABHBIX
NEeUCTBUSX, IOJlydaeéMble B COOTBETCTBUU C

3aKoHoarenbCcTBOM Pocculickoit denepanu.

Bank — AKIITMOHEPHBII KOMMEPYECKUI
BAHK «EBPOOHMHAHC MOCHAPBEAHK»
(axumoHepHoOE 00111eCTBO) (momHOE
HaumeHoBanue), AO AKb «EBPOOUHAHC
MOCHAPBAHK» (cokpareHHOE
HauMeHoBaHue), aapec: 121099, r. Mocksa, yi.
Hogeiit Apbar, 1.29, opunmanbHelil caiiT B cetu
«utepreT»: www.evrofinance.ru, rexnepanbHas
JUTIEH3MS Ha MPOBeJeHNE OAHKOBCKHUX OTIEPAIIHA
Ne2402, Beimannas bankom Poccun 23.07.2015.

Baapenen ceprupukara kiaw4a nposepku 11
— Knuenr, kotopomy Bbeinan CepTudukar Kioda
npoBepku Ol B cOOTBETCTBHM € TpeOOBaHUAMHU
JIEUCTBYIOLIETO 3aKOHOJaTeNnbcTBa Poccuiickoi
denepanuu.

JlokymMeHTalus — Bce pyKOBOJICTBA, UHCTPYKIIUH,
TEXHUUYECKHE OMUCAHUS U Jpyras JOKyMEHTAallHs,
kacaromasicss CucreMpl, KOTOpPbIE pa3MELIAIOTCs
baHKOM B 3JIEKTPOHHOM BHJE Ha O(UIIMATBHOM

AGREEMENT
on the use of an electronic system for
remote banking services

This Agreement on the use of an electronic
system for remote banking services (the
Agreement) is a joinder agreement as per
Article 428 of the Civil Code of the Russian
Federation and is entered into in accordance
with the procedure established hereby.

Terms and definitions

In this Agreement, the following definitions
shall have the following meanings.

Database — database of the Bank of Russia with
cases and attempts of money transfers without
the voluntary consent of the Client which
contains the data related to the Client and/or
their electronic payment instrument, including
data of the federal executive body in the area of
internal affairs on commited unlawful actions
obtained in accordance with the legislation of
the Russian Federation.

Bank — Evrofinance Mosnarbank, address: 29
Novy Arbat Street, Moscow, 121099, official
website in the Internet: www.evrofinance.ru,
general license for banking transactions No.
2402 issued by the Bank of Russia on
07.23.2015.

ES verification key certificate Holder — a
Client to whom has issued an ES verification
key Certificate in accordance with requirements
established by the current legislation of the
Russian Federation.

Documentation — all the manuals, instructions,
functional descriptions and other
documentation, relating to the System, which



http://www.evrofinance.ru/

caiire banka B ceru «l/HTepHeT» 1O aapecy
www.evrofinance.ru.

Jorosop 06 ucnoab3zoBanuu AbO — norosBop 06
UCII0JIb30BaHUU AJIIEKTPOHHOMU CUCTEMBI
JTUCTAHIIMOHHOTO OAHKOBCKOTO OOCITY)KMBaHUS
(mo ¢opme banka), 3aKIIOUECHHBIA MEXIY
Knuenrom u baHkoMm, ¢ MOMOIIBIO KOTOPOTO
Knuent npucoenunsiercst k CoriameHuro B eJIoM
B COOTBETCTBHUU CO CTaThel cT.428 ['paxkaaHckoro
kojekca Poccuiickoit ®deneparuu. 3akioueHue
HoroBopa 00 HCII0JIb30BaHUHU JABO
OCYIIECTBISIETCS B TOPSAKE, YCTAaHOBJICHHOM
CornamieHuem.

KBuTtaHums — 53JIEKTpOHHOE COOOIIeHue o
npueMe OJIEKTPOHHOTo JoKymMeHTa CTOpOHBI-
otnpasurens CTOpOHOR-TIOJIyyaTeIeM UM CMEHE
craryca JokymeHTa CTOpOHOMN-IoJlydyaTeneM B
nporecce o0pabotku. [lomydeHne KBUTaHIUHM B
Cucreme Bneder 3a co0Oil CMeHy craTyca
nokymenTta B Cucreme CTOPOHBI-OTIIPABUTENS.

KumenT — ropuandeckoe MO, 3aKJIIOYMBILIEE
bankom CornamnieHue myreM MNPUCOECTUHEHUS
HEMY.

= O

Kmroun (Kommiaexkr Karouweit) — Kmrou OII u
cooTBeTcTBYOmU emy Kitou nmposepku OI1.

Kiarou snexrponnoii moanucu (Kmrou DII) —
YHUKaJIbHAs  TOCIEJ0BaTEIbHOCTh  CHUMBOJIOB,
npeJHa3HayYeHHasl JJs CO3/aHus BJIEKTPOHHOU
MOJIHKCH.

Kiou mnpoBepkH 3J1eKTPOHHOH  MOANKMCH
(Kimrou mposepku  JII) —  yHuKanbHas
[IOCJIEIOBATEIbHOCT  CUMBOJIOB,  OJHO3HAa4HO

CBSI3aHHAs C KIIOYOM JJICKTPOHHOW TOMAMHUCH U
npeJAHa3HayYeHHass ISl MPOBEPKH MOJJIMHHOCTH
anekTpoHHo noanucu. Cpok nerictBus Koroua
npoepku OII cocraBisier 36 MecsleB C AaThl

dbopmupoBaHUs 3ampoca Ha CO3/IaHUE
Ceprudukara xiroua nposepku I11.
KomoBoe c10BO —  mocienoBareabHOCTh

CHMBOJIOB, U3BecTHas Toybko Knuenty m baHky,
ucronb3yemas i uaeHTudukanuu Knuenra npu
Tene@oHHOM pasroBope ¢ KimeHToM B memsx
HOATBEPKICHUS/HETIOATBEPKACHUS

BO300HOBJICHHS HUCITOJTHCHU A Oorcpanuu,

are placed by the Bank in electronic format at
the Bank’s website www.evrofinance.ru.

Contract on the Use of RBS — a contract on
the use of an electronic system for remote
banking services (in the Bank’s format)
between the Client and the Bank, whereby the
Client joins the Agreement as a whole in
accordance with Article 428 of the Civil Code
of the Russian Federation. The Contract on the
Use of RBS shall be entered into in accordance
with the procedure established hereby.

Receipt confirmation — an electronic message
on the reception of the Electronic Document
sent by the Sending party and received by the
Receiving party or the change of the document
status by the Receiving party during
processing. Reception of the receipt
confirmation in the System entails a change in
the document status in the System of the
Sending party.

Client — a legal entity that has entered into the
Agreement with the Bank by joining it.

Keys (Set of Keys) — ES Key and
corresponding ES verification Key.

Electronic signature key (ES Key) —a unique
sequence of symbols designed to create the
Electronic Signature.

Electronic signature verification Key (ES
verification Key) — a unique sequence of
symbols uniquely linked to the Electronic
Signature Key and designed to verify the
authenticity of the Electronic Signature. The
validity of the ES verification Key is 36 months
counted from the date of the request for
creation of the ES verification keys Certificate.

Code word — a symbol sequence known only
to the Client and the Bank, used to identify the
Client during a telephone conversation with the
Client in order to confirm/not confirm the
resumption of a transaction with signs of
money transfer without the voluntary consent



http://www.evrofinance.ru/

COOTBETCTBYIOILIEH IpPU3HAKAM OCYIIECTBICHUS
IepeBoJia JICHEKHBIX CPEACTB 6€3 100pOBOIBLHOIO
cornmacuss Kimmenra. KogoBoe ci0BO MoOxer
HCIIOJIB30BaThCsl MHOrokpatHo. Komosoe cioBo
ykasbiBaetcs B JloroBope 06 ucnons3oBanuu J[bO

U MOXET ObITh H3MEHEHO B  IOpsJKe,
npeaycMoTpeHHOM CornameHueM.
Komnpomeranus Kioued — BO3HUKHOBEHHE

MOJ03PEHUM B TOM, 4YTO HUcCHOJb3yemble Kirouu
JOCTYIIHBI ~ JIMIIaM, HE UMEIIIUM Ha TO
nostHoMouri. K coOBITHAM, BJIEKYIIUM 3a COOOM
Kommpomerauuto Knroueld, oTHOCATCS, BKIIKOYas,
HO, HE OTPAHUYHUBASICH, CIEAYIOLINE COOBITHUS:

- yrpara Hocutenen ¢ Kirouamu;

- yrpaTa Hocutenen ¢ Kitouamu ¢ nocnenyrommm
0OHapyXEHHEM;

- 10CTyI MIOCTOPOHHUX JIULY (ue
VYnonHoMoueHHbIX npenactaButeneil Knmenra) k
Kmrouam, ucnons3oBanne Kirouel 6e3 coriacus
Knnenra;

- Ipyrue coObITUS, KOTOPbIE, 10 MHEHHIO CTOPOH,
CBUJICTEJILCTBYIOT O HAJIUYUU BO3MOXXHOCTHU
HecaHKMOHMPOBaHHOTO JOCTYIIA TPETHUX JIMI] K
Kirogam.

Kondunenunanbnass undopmaumusa — mobdas
uHpopMmanusa (cBedeHus), KoTopoil CTOpOHBI
OOMEHHMBAIOTCS B COOTBETCTBHM C HACTOSIIAM
CornameHnueM, M KOTOpass HOCHUT YaCTHBIMH,
HenyOJIMYHBIM U KOH(UIEHIINAIbHBIN XapakTep U
UMEeT JIeHCTBUTENbHYI0 WM MOTEHIHAIbHYIO
[IECHHOCTh B CHJIy €€ HEH3BECTHOCTH TPETHbUM
JUIIAM.

HexBaiupuuuposannasn (ycnsieHHas)
3JIeKTPOHHAS MOANUCH — YIEKTPOHHASI TOIKCh,

KOTOpas:
- IOJIy4eHa B pe3yJibTaTe KPUNTOTPadUIecKoro
npeoOpa3oBaHuUs uHpopManuu c

ncnonb3oBanneM Kiroua OIT;

- IO3BOJISIET OMNPENEIUTh JHUI0, MOJIKCABILIEe
DIIEKTPOHHBIN TOKYMEHT;

- MO3BOJISIET  OOHApYXUTh  (aKT  BHECEHUs
W3MEHEHUN B OJEKTPOHHBIM JTOKYMEHT ITOCIe
MOMECHTA €T0 MOAIHCAHNS;

- CO3/laeTCsI C  HCHOJb30BaHHUEM
3JIEKTPOHHOU MOAMHCH.

Cpencts

HecaHKIMOHHUPOBAHHBIH NOCTYN — JOCTYIl K
Cucreme (B TOM 4mclie, K OJICKTPOHHBIM
I[OKyMeHTaM), €€ HUCIIOJIBb30BaHUEC JIHIAMH, HEC
MMEIOIIMMH Ha TO TOJHOMOYHH.

of the Client. The Code Word may be used
more than once. The Code Word shall be
specified in the Contract on the Use of RBS and
may be changed in the procedure established by
the Agreement.

Key Compromise — suspicions that the used
Keys are accessible to unauthorized third
parties. Events entailing the Key Compromise
include, but not limited to the following:

- loss of media with the Keys;

- loss of medias with the Keys with their
subsequent finding;

- access by third parties (other than the
Authorized Representatives of the Client) to
the Keys, use of the Keys without consent of
the Client;

- other events, which according to the
Parties evidence the possibility of
Unauthorized Access of third parties to the
Keys.

Confidential information — any information
(data), which the Parties exchange in
compliance to the present Agreement and
which bears a private, non-public and
confidential nature and has actual or potential
value due to its obscurity to third parties.

Unqualified (enhanced) electronic signature
— electronic signature, which:

-has been received as a result of a
cryptographic transformation of information
with use of the ES Key;

- allows to identify a person which has signed
the Electronic Document;

-allows to discover the introduction of
amendments into the Electronic Document;

- is created using the Electronic Signature
means.

Unauthorized Access — access to the System
(including Electronic Documents), its use by
the persons who do not have the authorization
to do so.




IlnanoBass cmena Kuwueih — co3naHue
VYnonHoMoueHHbIM —mpeacraBuTeneM KimeHra
HOBbIX Kilrouei, KOTOpoe OCYIIECTBISETCS [0
UCTEYEHUsI CpOKa JCUCTBUA JEHCTBYIOLIETO
Kitroua nposepxu OI1.

IIposepka DIl DJIeKTPOHHOIO JOKYMEHTa —
IIPOBEPKA COOTHOILIEHHUS], CBS3bIBAOLIEIO XOIII-
¢yHkuuioo OneKTpoHHOro JokyMeHTa, OIl u
Kiroua mipoBepku DI moamucasiiero aboHEHTA.
Ecin Takas nmnpoBepka, INpOU3BEIACHHAas C
HCIIO0JIb30BaHUEM Cpencts ANEKTPOHHOU
MOAMKUCH, JACT MOJOXKUTEIbHBIM pe3ysbTar, TO
OIl npu3HaeTcs NpaBUIIBHOM, a caM DJIEKTPOHHBII
JOKYMEHT — TMOJJIMHHBIM, 0€3 HCKa)XEHUH, B
INPOTUBHOM Ciy4yae OJEKTPOHHBIA JIOKYMEHT
curTaeTcd omubounsiM, a OIl mox HuUM —
HeNeHUCTBUTEILHON.

Paboumii pgeHnr — 7cHb, HE SBJISIOIIHICA
HEpabouuM  JHEM  COTJIaCHO  CJEAYIOIIeMY
onpeneneHuto. HepabGounmmu IHSIMH CUHTAIOTCS
cy00O0TBI M BOCKpeceHbsl (BBIXOJAHBIC /IHH), 3a
HCKIIFOUEHHEM OOBSBICHHBIX PaOOYMMU THSMU B
YCTaHOBJICHHOM 3aKOHOAATENBCTBOM Poccuiickoi
Oenepanu  TOpANIKE, a Takke Hepabouue
Npa3JHUYHbIE JHU, YCTaHOBJIEHHbIE TpynoBbIM
koziekcoM Poccuiickoii denepanuu, U T€ AHU, HA
KOTOpblE B CWJIYy HOPM  JCHCTBYIOLIETO
3akoHomarenscTBa  Poccuiickoit  ®enepanuu
MEPEHOCSTCS BBIXOAHBIE THU.

Ceprudpuxar kawuya mnposepku Il -
JNIEKTPOHHBIA JOKYMEHT WM JOKYMEHT Ha
OyMa)kHOM HoOcHUTeNe, BbIIaHHbIM bankom u
NOJATBEPXKJAIOMI  IpuHauIe)kHOCTh  Kitroua
npoBepku DIl Bnanensny ceprudukara kiroua
nposepku OII.

Cucrema — KopropaTuBHas HHQOpPMAIMOHHAs
cucreMa JUCTaHIIMOHHOTO 0aHKOBCKOTO
o0cyXuBaHus, OpraHU30BaHHAs bankowm,
npecTaBisiomas co0oi KOMITJIEKC IpOrpaMMHO-
TEXHUYECKUX CpPEACTB W  OpraHU3allMOHHBIX
MEpONPHUATHI [T CO3/JaHUs, 3aLUTHI, IepeJadn u
00paboTKH  DJNEKTPOHHBIX  JOKYMEHTOB  C
ucrnonb3oBanueM cetn «MHtepHer». Cucrema
UCIONb3yeTCsl  KaK  JJEKTPOHHOE  CPEICTBO
iaTexxa u obecreunBaeT cosnanHue Komriekra
Kmrouelt, co3zmanue OIl B DiaekTpoHHOM
JOKYMEHTe, MOATBepKAeHne noauHHocT D11 B
DJIEKTPOHHOM JJOKYMEHTE.

Planned change of Keys — generation of new
Keys by the Client’s  Authorized
Representative before the expiry of the current
ES verification Key.

Check of the Electronic Signature of an
Electronic Document — check of the
interrelation between the Electronic Document
connecting the hash function, Electronic
Signature and an ES verification Key of the
signing subscriber. If such check, conducted
with using the Electronic Signature means,
provides a positive result, then the Electronic
Signature is acknowledged as correct, and the
Electronic Document is found authentic,
without distortions, otherwise the Electronic
Document is found faulty, and the Electronic
Signature thereto as invalid.

Business day — a day which is not a non-
business day according to the following
definition. As non-business days are
considered Saturdays and Sundays (weekends)
with the exception of the days declared as
Business days in accordance with the
procedure established by the legislation of the
Russian Federation, as well as public holidays
established by the Labour Code and the days to
which non-working days are transfered due to
provisions of the current legislation of the
Russian Federation.

ES verification key Certificate —an electronic
or paper document issued by the Bank, which
confirms the belonging of the ES verification
Key to the ES verification key certificates
Holder.

System — a corporate IT system for remote
banking services established by the Bank,
which is a set of software and hardware and
organizational measures for generating,
protecting, transmitting, and processing
Electronic Documents using the Internet. The
System is used as electronic means of payment
and provides the generation of Set of Keys, ES
generation in an Electronic Document,
confirmation of the ES authenticity in the
Electronic Document.




CBII — cepBuC OBICTPBHIX IUIATEXKEH TIATSKHOU
cucteMsl banka Poccuun.

CpencrBa 00padoTku ]| XpaHeHusl
HHpopManmu  —  [pOorpaMMHO-annapaTHbIE
cpencTBa, TpeOOBaHUS K KOTOPHIM MPHUBEICHBI B
[punoxenun Nel k Cornamienuto.

CpeacrBa 3sexkTponHoii moanucu (CpencrBa
3amUThl  MHpOpMauMu) — MHUPPOBATBHBIE
(kpunTorpaduueckue) CpeacTBa, HCIOJIb3yeMble
JUISL peanu3aluy XOoTs Obl OJIHOM U3 CeNyOIINX
¢ynkuuit — coszmanme OIl, mposepka OIl,
co3nanue Kiroua OI1 u Kiiroua nposepku OI1. [
co3manuss u npoBepku I, co3zmanus Kiroueit
KnuentoMm wucnonb3yoTcst Kpunrtorpaduueckue
cpeactBa 3amuThl uHpopMamuu «OpenSSLy,
bankoMm wucnone3yroTcsi  cepTHU(UIMPOBAHHBIC
Kpunrorpaduyeckue CpeacTBa 3aLUTHI
unpopmanuu «Kpunrollpoy.

Cropona (Ctoponsl) — bank n/unmu KnueHr.

Cuer — cuer, oTkphIThIi bankom Kimenty Ha
MOMEHT 3aKIr4eHHs Hacrosmero CornameHus
WIM cyeTa, KOTOpble OyayT OTKpbITHl baHkoM
Knuenty B OyaymiemM, Ha  OCHOBAaHUU
COOTBETCTBYIOILIUX  JIOTOBOPOB  OaHKOBCKOI'O
cueta (nanee — «ABC»), 3aKIIOUEHHBIX MEXITY
Croponamu.

Tapudsl — pasmeps! Bo3HarpaxxaeHus banka 3a
OKa3biBaeMble 1O HacTosmeMmy CoriameHuto
pabotrel u ycnyru. Tapudbl yCTaHABIMBAIOTCS
bankom. JlencTByronme Ha MOMEHT 3aKJIHOUYEHUS
Hacrosiniero Cornamenus Tapudbl J0BOAATCS 0
cBenieHus KnnenTa npu 3akit0U€HUH HACTOSIIETO
CornamieHus, a Takke 1Mo MepBoMy TPeOOBaHUIO
Knuenta. Tapudsl MmoryT 06T u3MeHeHBI bBankoM
B OJIHOCTOPDOHHEM mMopsAnke, o dYem baHk
yBepomisieT KimuenTa He mo3iHee, 4em 3a 5 (TISITh)
Pabounx gueii banka qo gaTel BBoJa B AEHWCTBHE
U3MEHEHUH IMyTeM pa3MeIleHus HHPOpMAIH B
omepanioHHOM 3aie banka, Ha oduIaTEHOM
caiitre banka B cetn «MIHTEpHETY», @ TAKXKE IIyTEM
nepeaaur yKa3aHHOW WH(OpMaIUu MOCPEICTBOM
CHucTeMEl.

Yno/iHoMo4eHHBIH npeacTaBuTe]b Kanenra —
¢usnyeckoe MO, yKazaHHoe B JlaHHBIX O
Brnanensue ceprudukara kmoda nposepku Ol
HazeneHHoe KiMeHToOM mnpaBoM  INOANMCAHUS

FPS — faster payments service launched by the
Bank of Russia’s payment system.

Products designed for processing and
storage of information - software and
hardware, requirements for which are shown in
Annex No. 1 to the Agreement.

Electronic signature means (Information
Security Products) — cryptographic (coding)
means or tools used to perform at least one of
the following functions: creation of the
Electronic Signature, verification of the same,
creation of the Electronic Signature’s Key and
Electronic Signature verification Key. To
create and verify the Electronic Signature and
to create Keys the Client uses cryptographic
tools for protection of information
«OpenSSLy, the Bank in its turn uses certified
cryptographic tools CryptoPro for protection of
information.

Party (Parties) — Bank and/or Client.

Account — the account opened by the Bank for
the Client at the time of the conclusion of the
present Agreement or accounts which will be
opened by the Bank for the Client in the future,
based on the corresponding bank account
agreements (hereinafter referred to as “BAA”),
concluded between the Parties.

Tariffs — amount of remuneration of the Bank
for the works and services rendered under the
present Agreement. Tariffs are set by the Bank.
Tariffs, that are valid at the time of entering into
the present Agreement, are brought to the
attention of the Client when entering into the
present Agreement, as well as at the first
request of the Client. Tariffs may be changed
by the Bank in a unilateral manner, about which
the Bank informs the Client no later than 5
(five) Business days of the Bank before the date
of commissioning the changes through posting
the information in the operating area of the
Bank, on the official web-site of the Bank in the
Internet, as well as through the transfer of the
said information through the System.

Authorized Representative of the Client —an
individual specified in the Information about
the ES verification key certificate Holder and
empowered by the Client to sign Electronic




DNEKTPOHHBIX JIOKYMEHTOB oIl JUIS
nocienyoumei nepegaun nocpeacrsom Crucremsl
w/wm Bxoga B Cucremy, co3mgaHusi JTHOOBIX
OJEKTPOHHBIX  JIOKyMEHTOB,  YCTAHOBJIEHUS
3alMIIEHHOI0 COEUHEHUs ¢ baHkoM [u1st mprema
U OTIPABKU JIIOOBIX DJIEKTPOHHBIX JOKYMEHTOB,
noanucannbix Ol Kimenra, u Biajeroiiee
Karouom DOII, mo3poasiomuM co3gaBaTth DIl B
ONEKTPOHHBIX  JIOKyMEHTax  (IIOJIUCHIBATH
OJEeKTPOHHBIE JOKYMEHTHI) U UACHTU(DHUIIMPOBATH
YnonHomoueHHoro npenacrasutens Kiuenrta B
Cucrewme.

Ycaosus CBII — VYcioBus mnpenocTaBlieHUs
cepBuCa IO IIEPEBOAY JACHEXKHBIX CpPEIACTB B
paMKax CHUCTEMBI OBICTPBIX TIIATEXKEW Ui
IOPUJINYECKUX JIML, YTBEPXKICHHbIE baHKOM.
VYcnosust CBII mybnukyrores bankoM B nopsijke,
npeaycMoTpeHHoM 11. 12.6 CornameHusl.

Xom-GpyHKOUA —  QITOPUTM  BBIYUCIICHUS
KOHTPOJIbHOM [10CTIe10BATEIbHOCTH s
IPOU3BOJIBHBIX  DJIEKTPOHHBIX COOOIIEHUH C
LEJIBIO JI0Ka3aTeIbHOM IIPOBEPKU ux
L[EJIOCTHOCTH.

IIudgpoBanue — mpeoOpazoBaHUE JaHHBIX
UCXOJHBIX  (OTKPBITBIX) COOOIIEHUWH  TaKUM
o0pa3oM, UYTO HUX  CMBICA  CTAHOBHUTCSA

HEJOCTYIHBIM JIJIS1 TI00O0T0 JIKIIA, HE BIA/ICIOIIETO
CEKpeToM 00paTHOTO IPeoOpa3oBaHuUs.

PacuiuppoBanune —
1 pPOBaHUIO.

omepanusi  oOpaTHas

daexTponHas noanuch () — undopmarnus B
JJIEKTPOHHOU (opMe, KOTopasi MpUCOETUHEHA K
JIpyroii WHGOpPMAaLMU B 3JIEKTPOHHOU Qopme
(moamuceiBaeMoil uMHGOpMaNUMU) WIM  HHBIM
o0pa3oM cBsizaHa C TakoW uHpopManuendn u
KOTOpasi MCIIOJIb3YeTCs JJIsl ONpeAeeHUs JIUIA,
noJnuchiBaiomero uHdpopmanuo. B pamkax
Hactosimero CornameHuss 1moa  DJIEKTPOHHOU
MNOJNKMCHIO TOHUMAETCSl HEKBaJIM(UIIMPOBAHHAS
(ycuiieHHas1) 3JIEKTPOHHAS MOJIHUCH.

DJIEKTPOHHBIA  JOKYMEHT — DJJIEKTPOHHOE
coobmenue, mnonamucanHoe DI, a Takxke
maTe)XXHoe TpeOoBaHUe, TPeOyroIIee MOoTydeHUs
aknenta Knuenra, He mnoamucanHoe OII, u
nepenanHoe oaHoil u3 CtopoH apyroit CTopoHe
nocpeactBoM CUCTEMBI, B KOTOPOM UH(pOpMAITUs
peJICTaBICHA B AIIEKTPOHHON dopwme,

Documents with an Electronic Signature for
subsequent transfer by means of the System
and/or logging in the System, to generate any
Electronic Documents, to establish a secure
connection with the Bank for reception and
transmission of any Electronic Documents
signed by the Client’s Electronic Signature, and
possessing an Electronic Signature Key, which
allows to generate an Electronic Signature in
Electronic Documents (to sign Electronic
Documents) and to identify the Authorized
Representative of the Client in the System.

FPS Terms — Terms of providing the service
for transfer of funds in the frame of the faster
payments system for legal persons approved by
the Bank. The FPS Terms are published by the
Bank according to the procedure provided in n.
12.6 of the Agreement.

Hash function — calculation algorithm of the
control sequence for the random electronic
messages for the purpose of evidentiary control
of their entirety.

Encryption — transformation of the data of
original (public) messages in such a way that
their meaning becomes inaccessible to anyone
who does not possess the secret of reverse
transformation.

Decryption — reverse operation of encryption.

Electronic Signature (ES) — an information in
digital form, which is attached to another
digital information (signed information) or is
linked otherwise to such an information and is
used to identify a person, which signs the
information. For the purposes of this
Agreement, an Electronic Signature means an
unqualified (enhanced) electronic signature.

Electronic Document — an electronic message,
which is signed with ES, as well as a payment
order which requires the Client’s acceptance
and not signed with ES, and transmitted by one
of the Parties to the other Party via the System
presenting information in an electronic form,
and which is equivalent to a hard copy




paBHO3HAYHOE  JIOKYMEHTY Ha  OyMaKHOM
HOCHUTEJIE, MOJAMUCAHHOMY COOCTBEHHOPYYHOU
HOJANKUCHI0  (COOCTBEHHOPYYHBIMH  TTOJITUCSIMH)
YIOJHOMOYEHHBIX JUI CTOPOH U CKPEIUICHHOMY
neyatplo (Ipy €€  HaJIM4YMHM) B  CJIy4ae
HEOOXOIMMOCTH.

Cratbi 1. IlIpenmer Coryianmenus

1.1. CTopoHBI yCTaHaBIWBAIOT MEXIYy COOOM
MOPSIOK M yCIOBHSI OOMEHa DIEKTPOHHBIMH
JokymeHTamu no CucreMe B LEISAX MPOBEACHUS
HAa OCHOBAaHMUU JEKTPOHHBIX JOKYMEHTOB
0aHKOBCKHUX Omepanuii (B TOM YHCJIE PACUCTHBIX )
no Cueram, OCYUIECTBIIEHUSI JENO3UTAPHBIX
omepanuii, Uisi OTKPBITUS BTOPOrO  W/WIH
nocneayommx CYeToB, 3aKJIIOUEHUs JOrOBOPOB
0aHKOBCKOTO BKJaAa (Jerno3uta), 3aKI0YeHUS
KPEJIUTHBIX JOTOBOPOB (B TOM 4YHCIIe, HO HE
OTPaHUYMUBASACH, COMIAIICHUN O MPEJOCTABICHUN
KPEeIUTHON JIMHUHM, KPEIUTHBIX JIOTOBOPOB,
3aKJII0OYAEMbIX B PAMKaX COIVIAIIEHHUH O MOpsIKe
IPEIOCTABIECHUSI KPEAUTOB) U HHBIX CAEIOK (B
TOM 4HCJIe, HO HE OIPaHUYUBAsCh, 3aJOr,
HOPYUYUTENBCTBO, COTJIAIIEHUE O PEAOCTaBICHUN
0aHKOBCKUX TapaHTUH, COTTAIICHHUE O MOPSIKE
IPEOCTaBIEHUSI  KPEIUTOB),  IPEJIOKEHHE
(odepra) 3aKITOYUTH KOTOPHIE C TOMOIIBIO
Cucremsl noctynuiu Kimenty ot banka, a Taxxe
B LIEJIIX OCYIIECTBIICHMS OINEpALMN U JEHCTBUI
B COOTBETCTBHUU C YCIOBUSIMH 3aKIIFOUEHHBIX
Mexay Croponamu /[IBC u MHBIX corjamieHuw,
ocymectBienuss bankom  (QyHKUIuH ~ areHTa
BAJIFOTHOI'O KOHTPOJISI, MPENOCTaBIeHUs B baHk
JIOKYMEHTOB, HEOOXOIUMBIX JI OCYILECTBICHUS
bankom GbyHKUINH, YCTaHOBJIEHHBIX
3aKoHOAarenbCcTBOM Poccuiickon denepanuu o
MPOTUBOJICUCTBUM JIETAIU3AUMU  (OTMBIBAHHUIO)
JIOXOJIOB, TIOJYYCHHBIX MPECTYIHBIM IyTeM, H
(UHAHCUPOBAHUIO TEPPOPU3MA.

1.2. HWudopmammoHHbli 00OMEH B paMKax
CucrtemMbl OCYIIECTBISAECTCS C HCIOIb30BAHUEM
cetu «IHTEpHET».

1.3. ns obecriedeHuss KOH(HIECHIMAIBHOCTH
DONEKTPOHHOTO JOKYMEHTa IMpH IMepenadye cC
UCIoNb30BaHueM ceTu «HTepHeT», a Takxke Uit
o0ecrieyeHUs  aBTOPCTBA W LIEJIOCTHOCTH
DIEKTPOHHOTO JOKyMeHTa, B Cucteme Kinuentom
ucnonpizyercst CpeAcTBO 3auUThl MHPOpPMAIUH
«OpenSSLy», a bankom — CpencTBo 3allUThI
uHpopmarun «Kpunrtollpoy.

1.4. KnueHT coriaaceH ¢ TeM, YTO HCIIOJIb30BaHHE
CpenctBa 3amutbl uHbopManuu «OpenSSLy» n

document signed with a handwritten signature
(handwritten signatures) of the authorized
representatives of the Parties and bearing a seal
(if applicable), if required.

Article 1.
Agreement

The Subject-Matter of the

1.1. The Parties have established the procedure
and the terms for the exchange of Electronic
Documents within the System for the purposes
of performing bank operations on the Accounts
(including settlement operations) based on
Electronic Documents, as well as custody
transactions, for opening the second and/or
subsequent Accounts, concluding bank deposit
agreements, loan agreements (including, but
not limited to, credit line agreements, loan
agreements entered into as part of loan
arrangements) and  other  transactions
(including, but not limited to, pledge, surety,
bank guarantee agreement, loan agreement),
the proposal (offer) to conclude which the
Client has received from the Bank through the
System, as well as performing transactions and
actions in compliance with the terms of BAAs
concluded between the Parties, as well as other
agreements, performance of the functions of a
currency control agent by the Bank, submission
to the Bank of the documents required for the
Bank to perform the functions established by
the laws of the Russian Federation on
counteraction to legalization (laundering) of
proceeds from criminal activities and terrorism
funding.

1.2. Informational exchange within the System
is made through the use of the Internet.

1.3. In order to assure confidentiality of an
Electronic Document during the transfer
through the use of the Internet, as well as in
order to assure the authorship and the entirety
of an Electronic Document, the Client uses the
Information security product «OpenSSLy, and
the Bank uses the Information security product
CryptoPro.

1.4. The Client agrees that the use of the
Information security products «OpenSSLy and




«Kpuntollpo» B KauecTBe cpeicTB oOecTIeyeHUS
KOHQUICHIMATBHOCTH  HpH  [epeaade ¢
UCIIOJIb30BaHuEM ceTu «HTepHeT», a Takke Ui
oOecrieueHHUss  aBTOPCTBA U LIEIIOCTHOCTH
DNEKTPOHHOTO JIOKYMEHTA, ABIISIOTCS
JIOCTaTOYHBIMH, T.€. 00E€CIEUUBAIOIINMHU 3aAIIUTY
uHTepecoB Knuenra.

1.5. KimeHT oOTKa3bIBaeTCs OT NPEIbABICHUS
npereH3ud K baHKy, OCHOBaHHMEM KOTOPBIX
SIBJISICTCSI HCIOJIb30BaHKUE «OpenSSLy,
«Kpunrollpo» B KayecTBe CpPEACTB 3aLIUTHI
DIIEKTPOHHOT O JIOKYMEHTa oT
HecankunoHnpoBaHHOTO J0CTyIa MpHU Ieperade
C ucnoJyib3oBaHueM ceTu «MHTepHeT», a Takxke
JUisl o0ecreyeHusi aBTOPCTBA U LEIOCTHOCTH
DNEKTPOHHOIO TIOKYMEHTA.

Cratbi 2. O01IMe moJoxKeHns

2.1. Cucrtema OyzeT HCIONb30BAThCS Ml 0OMEHa
DJEeKTPOHHBIMH  JIOKYMEHTaMH B JIIOOOM
dopmare, 3a UCKIIOUEHHEM apXHUBHBIX (ailios,
TaKuX Kak: zZip, 7z, arj, rar ¥ aHaJOTHYHBIX HM.
dopmupoBaHue OJIEKTPOHHBIX JIOKYMEHTOB H
oOMeH wuMu  OyAeT  OCYUIECTBIATHCA B
COOTBETCTBUM C TpeOoBaHUAMM J[okyMeHTanuu.
Jrobas undpopmanus, nepenaBaemasi CTopoHaMU
no Cucreme, ob6pabareiBaercs CpencTBamu
3alUThl HH(OPMALIUH.

2.2. Ha otHomenus mexay bankom u Kinnentom
pactipoctpanstorcst  Yciousi  CBII  (Knuent
CUNTAETCs MPUCOCTUHMBIIUMCS K Y CIOBHUAM
CBII), TekcT KOTOpBIX ONMyOIMKOBaH B MOPSKE,
IPENYyCMOTPEHHOM I 12.6  Hacrosmero
Cornamenus. baHk BrpaBe BHOCUTbh U3MEHEHHUSI B
VYcnosua CBII B mopsiake, yCTaHOBIEHHOM B
VYcnosusix CBIL.

2.3. CTOpOHBI IPU3HAIOT, YTO HMCIIOJIB3YEMbIE BO
B3aMMOOTHOUICHHUSIX MEXAY HUMHU DJIEKTPOHHBIE
JNOKYMEHThI, mnoxanucanHele OII, a Takxe
IIaTeXHoe TpeboBaHue, Tpelyrollee MoIydeHUs
akuenta Knuenra, He noanucannoe JI1, umeror
pPaBHYIO IOPUAMYECKYIO CHIIY C JOKYMEHTaMH Ha
OyMa)KkHOM HOCHUTEIIE, MO CAaHHBIMU
COOCTBEHHOPYUHBIMH TIOJIITUCSIMA
YIOJIHOMOYEHHBIX JUL CTOPOH U CKpPEIIEHHBIMU
NeYaTsMHU B cllyyae HeOOXOIMMOCTH, U SBIISIOTCA
JOCTAaTOYHBIM OCHOBAaHMEM Ui BBIMOJHEHUS
bankom omnepanuid, OEUCTBUM, a TaKkxke IS
cosepuieHHus1 CTOpOHAMU CHEJIOK.

2.4. CTOpOHBI IPU3HAIOT, YTO UCIIOIH3YEMbIC MU
no  HactosimeMy — CornameHuio  crnocoOsl
JIOCTaBKH, YyKazaHHble B [lpunoxkenun Ne2 «

CryptoPro as means for the securing of the
confidentiality during the transfer through the
use of the Internet, as well as to assure the
authorship and entirety of an Electronic
Document, is sufficient, i.e. assuring the
protection of Client’s interests.

1.5. The Client refuses to file claims with the
Bank, the motivation for which is the use of the
«OpenSSLy» and CryptoPro as products for the
protection of an Electronic Document from
Unauthorized access during the transfer through
the use of the Internet, as well as to assure the
authorship and entirety of an Electronic
Document.

Article 2. General provisions

2.1. System will be used for the exchange of
Electronic Documents in any format except
archive files, i.e. zip, 7z, arj, rar, etc. Formation
of the Electronic Documents and the exchange
thereof will be conducted in compliance with
the requirements of the Documentation. Any
information, transmitted by the Parties through
the System, shall be processed by the
Information security products.

2.2. The relationship between the Bank and the
Client is subject to the FPS Terms (the client is
considered as acceded to the FPS Terms), the
text of which is published according to the
procedure provided in the n. 12.6 of the present
Agreement. The Bank has the right to amend the
FPS Terms according to the procedure
established by these same Terms.

2.3. Parties acknowledge, that the Electronic
Documents used in their mutual relations, which
are signed with Electronic Signatures, as well as
a payment order which requires the Client’s
acceptance and not signed with ES, have an
equal legal force to the documents committed on
paper, signed with the handwritten signatures of
the authorized representatives of the Parties and
are sealed if itis required, form a sufficient basis
for the execution of operations and actions by
the Bank, as well as for consummation by the
Parties of the transactions.

2.4. The Parties acknowledge that the methods
of delivery used by them under the present
Agreement and specified in Annex No. 2 hereto,
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Cornamennto, CpenctBa 00pabOTKH M XpaHEHHS
uH(pOpMallMK JIOCTaTOYHBI JUIsi  oOecrevyeHus
Ha/IeKHON U APPEeKTHBHON pabOTHI MO MpHEMY,
nepegave u XpaHeHUIo nHpopMaIuu.

2.5.  DJEKTpOHHBIA  JTOKYMEHT TOPOXKAAeT
oOs3arensctBa  CTOPOH MO HACTOSIIEMY
Cornamenuro, JIBC, a Takyke HHBIM COTJIAIIICHUSIM
Mexnay bankom n Knuentowm, sBisiercs odeproit
WIN aKIEeTTOM, €CIH OH O()OPMIICH Mepenaronen
CTOpoHOII B COOTBETCTBHM C HACTOSIIUM
Cornamenuem, JIBC, WHBIMH COTJANICHUSIMU
Mexny bankoMm u Knuenrowm, JlokymeHnraimuen, a
takke odeproit banka, mnoamucan OII (3a
UCKITIOYCHHEM CIIy4aes, yKa3aHHBIX B
Cornamienun) u nepeaan nocpeactTsoM CHUCTEMBI,
a npunumaromed  CTOpOHOW  MONYy4YeH, U
[IpoBepka DIl DnekTpoHHOro AOKyMEHTa jaja
MOJIOKUTEIBHBIN pPe3yibTar.

DNEeKTPOHHBIE JIOKYMEHThI HE MOTYT OBIThH
ocropeHbl wiu  oTpunatecsi CTopoHamMH |
TPETPUMU  JIMIIAMH WM OBITh  NIPU3HAHBI
HEICWCTBUTEIbHBIMU TOJBKO Ha TOM OCHOBAaHUH,
YTO OHHU Tepenansl B baHK c HcCmoib30BaHUEM
CucreMsl U criocoOOB TOCTABKH.

2.6. bank u Kiment ucnonp3yror Cucremy ais
nepeaadn DIEKTPOHHBIX JTOKYMEHTOB APYT IPYTy
B TNPUOPUTETHOM  TMOpPSAKE, TIPH  OTOM
ucnonb3oBaHue CUCTEMBI HE OTPaHUYMBAET MpaBa
Kmunenta mo  mpemocraBinenuto B bank
IUTATeKHBIX, WHBIX JOKYMEHTOB Ha OyMa)KHOM
HOCHTEJIE, COCTaBJICHHBIX B cooTBeTCTBUU ¢ [1BC,
CornamieHueM, WHBIMU COIJIAIIEHUSAMH MEXKIY
Bankom wu Kimentom, odeproii Bankal.
Hacrosittum CTOpOHBI corylamaroTes ¢ TeM, YTO B
cily4yae TOCTyIUieHus B bank DiekTpoHHOTO
nokymeHta 1o CUCTEME U COOTBETCTBYIOIIETO
MJIaTEKHOTO0, WHOTO JOKyMEHTa Ha OyMa)XHOM
HOCHUTEJNE, COAEpXKAaIIMX HWJICHTUYHBIE YCIIOBUS
MIPOBEICHHUS OTIEpAIINH, OCYIIECTBICHUS
COOTBETCTBYIOIIMX JCHCTBUWA, B TOM 4YHCIE, MO
Cuery, cueTy Aemno, CYeTy Mo BKJIANy (IEMO3UTY)
b0 TOCTyrieHuss B baHK  MACHTUYHBIX
ONEeKTPOHHBIX  JOKyMeHToB, bank  Oyzer
paccMaTpuBaTh  KaXAbld M3 YKa3aHHBIX
JIOKYMEHTOB KaK CaMOCTOSATENIbHBIN IJIaTEeKHbIM,
WHOM JOKYMEHT, U OCYIIECTBUT BCE JIEHCTBUS,
HEOOXOIMMBIE IS TPOBEACHHUS  OIEpaluH,
OCYILIECTBJIEHUSI  COOTBETCTBYIOUIUX  CJIEJIOK,
JIEUCTBUM, B TOM uucie, no Cyery, cHeTy Jerno,
CYeTy MO BKJIAAy (JIEMO3UTY), B COOTBETCTBUU C

and the Information Processing and Safekeeping
Means are sufficient for the assurance of a
secure and efficient work on the acceptance,
transfer and safekeeping of information.

2.5. An Electronic Document is binding for the
Parties under the present Agreement, BAAS, as
well as other agreements between the Bank and
the Client, and constitutes an offer or acceptance
in case if it is drawn up by the transmitting Party
in compliance with the present Agreement,
BAAs, other agreements between the Bank and
the Client, Documentation and the Bank's offer,
is signed with an Electronic Signature (save the
cases mentioned in the Agreement) and
transferred through the System, and is received
by the Receiving Party, and if the verification of
the Electronic Signature on the Electronic
Document resulted in a positive outcome.
Electronic Documents may not be contested or
denied by the Parties and third parties or be
declared invalid only because they have been
submitted to the Bank using the System and
methods of delivery.

2.6. The Bank and the Client use the System for
the transfer of Electronic Documents to each
other in a priority procedure, however the use of
the System does not limit the rights of the Client
for the provision, to the Bank, of payment and
other documents in physical format, drafted in
compliance with BAAs, the Agreement and
other agreements between the Bank and the
Client, as well as the Bank's offer!. Hereby the
Parties agree that in case the Bank receives an
Electronic Document transferred through the
System and the corresponding payment, other
document on paper, containing identical
conditions for the commission of an operation,
performance of relevant actions, including
operations on an Account, depot-account,
deposit account or the reception by the Bank of
identical Electronic Documents, the Bank will
consider each of the specified documents as an
individual payment or other document, and will
carry out all the actions, required for the
commissioning of an operation, appropriate
transactions and actions, including on the
Account, depot-account, deposit account in
compliance to each of the documents
presented/transferred by the Client.

! TInatesxnnie mokymentsl B pamkax CBIT MoryT nepemasarbes Tobko nocpeactsom Cucrembl/ Payment documents
in the frame of FPS should be transferred only through the System.
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KOKIBIM W3 MPEICTaBICHHBIX/TIEPEIaHHbBIX
KnueHToM JOKyMEHTOB.

2.7. BHyTpeHHHE TMpOLEAYpPbl HCHOIH30BAHUS
Knuentom Cucrembl ©  €ro BHYTPEHHHH
JOKYMEHTOO0OpOT ycTaHaBiuBatoTcs KimeHToM
CaMOCTOSITENIbHO.

2.8. KinmeHT yBeZIOMIJIEH O TOM, 4TO HH(OpMAIHs,
nepenaBaemasi bankom mnocpenctBom CHCTEMBI,
He sBisercs wuHQOpMalMed «B  pearbHOM
BPEMEHM», 3a HUCKIIOYeHHeM HuHpopMauuu o0
onepauusx B CBI1.2.9. B cinyuyae npotuBopeunst
VYenoBuit  CBII  ycinoBusiM, U3JIOKEHHBIM B
HactosmeM Cormamenny, Yciopus CBII umeror
MPUOPUTET.

Crartbi 3. [lopsinok noakaouenus Kianenra K

2.7. Internal procedures for the use of the
System by the Client and its internal
documentation management are established by
the Client individually.

2.8. The Client is notified that the information,
transferred by the Bank through the System is
not “real time” information, except for
information on operations performed in the FPS.
2.9. In case of contradictions between the FPS
Terms and terms cited in the present Agreement,
the FPS Terms will prevail.

Article 3. Procedure for connecting the Client

Cucrteme u I11anoBoii cmennl Kiaroueii

3.1. lna ywactuss B OOMeHE OIJIEKTPOHHBIMHU

JIOKYMEHTaMHU:

3.1.1. KiiueHT BBITIOJIHSCT CICAYIONIHE ICHCTBHUS:
a) 3aI0JIHSIET 3asBKY Ha ycTaHOBKY CHCTEMBI

(mo ¢opme banka), rie ykasbiBaeT BbIOpaHHOE

i pabotel CpeacTBO 3alUThl UH(GOPMALMK, U

nepenaet ee B bank Ha GyMaKHOM HOCHUTEIIE;

0) Ha3HAYaeT u HaJlensaeT
COOTBETCTBYIOIIUMU ITOJTHOMOYHSIMHU
buznuecKkux JIUII, OTBETCTBEHHBIX 3a
OCYIIIECTBIICHUE oOMeHa ONEeKTPOHHBIMU

JIOKyMEHTaMH, B TOM YHCJIE:
- YnonHomoueHHoro npenacraButens Kivenra,

- agMuHucTpatopa  CucTeMbl JU1O,
OTBETCTBEHHOE 3a TEXHMYECKYIO MOIJEPKKY
CHucTeMsl;

B) N Kaxaoro  YMOJTHOMOYEHHOTO
npeacraButenss — Kiuenta — 3amonHseT U
npencraBisier B bank 2 (aBa) aK3eMIuisipa
Janneix o Brnamenbsie ceprudukata Kioya
nposepku I (o hopme banka) ¢ mpunoxxenrnem
3aBepeHHOl baHkoM/HOoTapuanbHO (B cilyyae
HEO0OXOIUMOCTH C IPOCTABIIEHUEM allOCTHIIS/TIPH
YCIOBUU €€ JIeraju3aliu) KOMHMM JOKYMEHTa,
YAOCTOBEPSIOIIETO JINYHOCTD Y TOJTHOMOYEHHOTO
npencraButens KinuenTa u/unm 1oKymenra (-oB),
NOJATBEpXKJatoero (-Mx) mpaBo JHUIa Ha
npeObiBanne (mpokuBanue) B  Poccuiickoit
®denepalnuu, — A7 UHOCTPAHHBIX TPaKIaH U JIUL]
6e3 rpaxxaanctsa. Ilpu sTom bank mpoctasnser
OTMETKH O TOJIYYEHHH Ha KaXJIOM IK3EMILIAPE
Hanupix o Bmagensie ceprudukara Kiroya
npoBepku OI1.

Jinist  YIIOITHOMOYEHHBIX — IpEeACTaBUTENCH
KrnuenTa ¢ monHomouusiMu «6e3 rmpasa MoANUCH»

to the System and Planned change of Keys

3.1. For participation in the exchange of
Electronic Documents:

3.1.1. The Client performs the following
actions:

a) fills out an application for the installation of
the System (according to the Bank's form)
specifying the selected Information security
product and submits it to the Bank on paper;

b) appoints and delegates the respective
authorities to individuals responsible for the
exchange of Electronic Documents including:

- Authorized Representative of the Client;
- System Administrator — a person, responsible
for the technical support to the System;

c) fills out and submits to the Bank 2 (two)
copies of Information on the ES verification
key certificate Holder for each Authorized
Representative of the Client (according to the
Bank's form) accompanied by a copy of an
identification document of the Authorized
Representative of the Client certified by the
Bank/notarized (and apostilled, if
necessary/subject to legalization) and/or a
document certifying the person’s right to stay
(reside) in the Russian Federation — for foreign
nationals and persons destitute of nationality.
The Bank confirms receipt thereof on each
copy of the Information on the ES verification
key certificate Holder.

For the Authorized Representatives of the
Client “without the right of signature”, an
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JIOKYMEHT, YAOCTOBEPSIOIINIA JUYHOCTD
YnonnomoueHHoro npezacrtaButens Knuenta
W/WIA TOKYMEHT (-bI), TIOJTBEPKIAIONINI (-1e)
paBo Julla Ha MpeObiBaHUE (IIPOKUBAHUE) B
Poccniickoit @enepaunn, — a1 HMHOCTPaAHHBIX
rpaXkaaH U Jull 0e3 ITpa)kIaHCTBa — MOTYT ObITh
Mpe/CTaBieHbl B baHK B KOMMSX, 3aBEPEHHBIX B
MOPSIIKE, YCTAHOBJIEHHOM baHKOM.

JloxyMeHTsI, ipeacTaBiiiemble KineHntom u
COCTaBJICHHbIE HA HHOCTPAHHOM SI3BIKE, TOJIKHBI
CONPOBOXKAATHCS MEPEBOJIOM Ha PYCCKUM S3BIK,
3a HCKIIOYEHHEM CJIy4aeB, YCTAHOBJICHHBIX
3aKoHOAATenbCcTBOM Poccuiickoin  denepanuu.
[TepeBos Ha pycCKHil SA3bIK TOJKEH OBITH 3aBEPEH
B TIOPSI/IKE, YCTAHOBJICHHOM 3aKOHOAATEIbCTBOM
Poccuiickoit denepaiuu;

r) oOecreynBacT HAJIWYUE W TPHBEICHUC
o0opynoBaHus, MpeAHa3HAYEHHOT O JUTSL
yctaHOBKH CHCTEMBI, B COOTBETCTBHUE C
TpeOOBaHUSIMU K  aNlapaTHO-NPOTrPAMMHBIM
cpenctam, npuBefaeHHbIME B [Ipunoxxenun Nel
k CorjamnieHuro.

3.1.2. baHK BBINOJHSET CIAEAYIOUIUE IEHCTBU:

a) B TeueHue 2 (nByx) Pabounx nueit banka
CO JTHS IpUHATHS baHKOM JOKYMEHTOB, 110 hopme
U COJEPX AHUI COOTBETCTBYIOUIMX IMOAM. B)
n.3.1.1 Cornamenus, nepenaer Knuenry naposns
1uist BxoAa B CuctemMy B COOTBETCTBUH C 3asiBKOM
Ha ycTaHOBKY CHCTEMBI,

0) xoucynberupyeT Kimenta mo Bompocam
yctaHoBKH ~ CucTeMbl  TOclie  MPOBEACHUS
KimeHToM TOATOTOBUTENBHBIX MEpPONPUSITHH,
nepeuncieHsbix B 1m.3.1.1 Cornamenus. Ilocne
3aBEPIICHHUS] BCEX padOT MO TMOJKIIOYECHHIO
Knuenra k Cucreme CTOpOHBI HOJANUCHIBAIOT
COOTBETCTBYIOIIHMI aKT Ha OYMa)KHOM HOCHUTEJIE;

B) 10 xenaHuto KimenTa, mpoBOAUT B CBOEM

IIOMCIICHHUHA 3aHATHUA 1o 06y‘-I€HI/IIO
9KCILTyaTaluu CucreMbl C JMnamMu,
YIIOJIHOMOYCHHBIMHU K.]'II/IGHTOM, B

cornacoBaHHble CTOPOHAMU CPOKHU.
3.2. Tlocne monmydenns KimeHTOM mnaposns ais
Bxoja B Cucremy:

e KiueHrt:
- co3aaet Kittoun u 35IeKTpOHHBIN 3a1mpoc
Ha co3manue Ceprudukara KiIrO4Ya
npoBepku Il

- HampasJsieT B baHK 3JIEKTPOHHBIM
3amnpoc Ha co3aanue CepTudukara Kiroua
nposepku OlI;

identification document of the Authorized
Representative of the Client and/or a document
confirming the person’s right to stay (reside) in
the Russian Federation — for foreign nationals
and persons destitute of nationality — may be
submitted to the Bank as copies certified
according to the procedure established by the
Bank.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
procedure established by the laws of the
Russian Federation;

c) ensures the availability and compliance of
the equipment, required for the installation of
the System, with the requirements for hardware
and software stipulated in Annex No. 1 to the
Agreement;

3.1.2. The Bank performs the following
actions:
a) within 2 (two) Business Days of the Bank
from the date of the Bank’s acceptance of the
documents in the form and with the content
complying with subnumeral ¢) of n.3.1.1 of the
Agreement, provides the Client with the
password to log into the System in accordance
with the application for the installation of the
System;
b) provides consultations to the Client on the
System installation after the Client has
completed the preparatory measures listed in
n.3.1.1 of the Agreement. After completion of
the whole scope of work of connecting the
Client to the System, the Parties shall sign the
respective act on paper;
c) at the discretion of the Client, implements
measures in own premises aimed at training for
the use of the System with the persons
authorized by the Client, within the terms
agreed by the Parties.
3.2. After the Client has received the password
to log in to the System:
e the Client shall:
- create Keys and an electronic request
for the creation of the ES verification
key Certificate;
- send to the Bank the electronic request
for the creation of the ES verification
key Certificate;
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- mepegaer B baHK 1no Kaxaomy Hu3
Y 1I0ITHOMOYEHHBIX MIpEeACTaBUTENEH
Knuenra Akt npusnanus Ceptuduxara
kmoua mnpoBepku  OIl  mama  oOmena
coobmienussimu (o ¢opme  banka),
pacnieyatanHbelii U3 CuUCTEMBbI, B JBYX
3K3EMILLIPAX, MOJIMCAHHBIN
COOCTBEHHOPYUHBIMU MOAMUCIMU
ynoJaHOMO4YeHHOro Jjuua Kienta wu
COOTBETCTBYIOLIETO Y TIOJTHOMOYEHHOTO
MPEICTABUTEIA KJII/IGHTaZ;
e baHk:

- B TeueHuu JByx Pabouux nueit banka ¢
JAThl TOTYYCHHS HaJJICKAIIUM 00pa3oM
opopmMiIeHHOTO cO cTopoHbl Kinenra
Axrta mpusHanusi Ceprudukara Kiroda
npoepku JII s obmena coobeHusIMu
(mo dbopme banka) B IBYX IK3eMILIIPAX,
aktuBupyer Kirou mnposepku OIl Ha
OCHOBAaHMHU  DJIEKTPOHHOIO  3arpoca
Kmuenra Ha co3manue Ceprudukara
KJroya nposepku Ol
- MPOCTABJISET OTMETKY O JlaTe€ Hayajua U
OKOHYaHus cpoka jgeuctBua Kiroua
npoBepku Il Ha KaxaoM 3K3eMILUsIpe
npuHATOro ot Kinmenra Axra npu3HaHUs
Ceptudukara xiroya mposepku Ol ams
obmeHa coobrienusiMu (o popme banka)
u nepenaer KiueHTy OOUH 3K3eMIULIp
YKa3aHHOTO akTa, a Takxke JlanHble O
Bnanensue ceptudukara KJII04a
npoepku  OIl ¢ ormerkoit banka,
MOCTaBJIIEHHON B COOTBETCTBUU C MOJI. B)
n.3.1.1 nacrosimero CornameHusl.

3.3. IIpu miianoBoi cmene Knroueii:

e  Kuwenr:

- CcO3maeT M HampaBisieT B baHk
AIIEKTPOHHBIN 3aIIpOC Ha CO3/1aHNue HOBOTO
Ceprudukara xioya nposepku I11;

- mpenoctaBisieT B baHk Ha OymaxHOM
Hocutene AkKT npusHanua CepTtuduxara
kioya npoepku  OIl  mist  oOmeHa
coobuienusmu (o ¢opme banka) B nByx
IK3EMIIIAPAXS,

e  Dbank:

- B TeueHue 1Byx Pabounx nneil banka c
JaThl TIOMYYEHUS HaAJIekaIlIuM o00pa3oM
0(OPMIIEHHOTO CO cTOpOoHbI Kirenta Akta
IPU3HAHUS Ceprudukara KJII04a

- deliver to the Bank for each of the
Authorized Representatives of the
Client the Act of Acknowledgement of
the ES verification key Certificate for
message exchange (according to the
Bank's form) printed out from the
System, in  duplicate,  bearing
handwritten signatures of the authorized
person of the Client and of the
corresponding Authorized
Representative of the Client?,
e The Bank shall:

- activate the ES verification Key based
on the Client's electronic request for the
creation of the ES verification key
Certificate within two Business Days of
the Bank from the date of the receipt of
the Act of Acknowledgement of the ES
verification key Certificate for message
exchange (according to the Bank's form)
duly executed by the Client in duplicate;
- make a note on the date of the
commencement and completion of the
ES verification Key validity period on
each copy of the Act of
Acknowledgement of the ES
verification key Certificate for message
exchange (according to the Bank's form)
accepted from the Client and deliver to
the Client one copy of the said act, as
well as Data on the ES verification key
certificate Holder with a note from the
Bank in accordance with subnumeral c)
of n.3.1.1 hereof.

3.3. When Keys must be changed according to

the schedule:
e The Client shall:
- create and submit to the Bank an
electronic request for the creation of a
new ES verification Key Certificate;
- submit to the Bank on paper the Act of
Acknowledgement of the ES verification
key Certificate for message exchange
(according to the Bank's form) in
duplicate®;
e  The Bank shall:
- activate a new ES verification Key
based on the Client's electronic request
for the creation of the ES verification key
Certificate within two Business Days of

2 Tleuars nipocTaBisieTcs o yemorpenuto Kinenta / The seal shall be affixed at the Client's discretion
3 [Teuars npocTaBnsercs no yemorpenuto Kinenta / The seal shall be affixed at the Client's discretion
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npoBepku DII m1st oOMeHa cOOOIICHUSIME
(mo dopme Banka) B ABYX SK3eMILIApaXx,
aktuBupyeT HOBBIM Kirou mposepku Ol
HAa OCHOBAHHMM JJIEKTPOHHOIO 3arpoca
Knuenta ©a co3manme Ceprtuduxara
Kiroya nposepku Il

- IPOCTABJISIET OTMETKY O JaTe Hayaua u
OKOHYaHusl cpoka jeiictBus Kiroua
npoepku OIl Ha KakaoM 3K3eMILIsipe
npunstoro ot Knuenra Axra npusHaHus
Ceprudukara ximoya npoBepku Ol ams
obmena coobmenusmu (o popme banka).

3.4. bank, o0mamas  COOTBETCTBYIOUIMMHU
IpaBaMu, MIPEAO0CTABICHHBIMU emy B
COOTBETCTBUU C JOTOBOPOM, 3aKJIIOYEHHBIM
Mexay bankom 1 OOO «bCCy», npenocrasisier
Knuenty mpaBo Ha mnonb3oBanue CucreMon B
TeueHue JelcTBUs Hactosmero CorjaanmeHus.
[IpaBo Ha NOJIB30BAaHUE MPENOCTABISAETCA C
Y4€TOM  OrPaHUYEHUN,  IPELyCMOTPEHHBIX
3aKoHoAarenbcTBOM Poccuiickon denepanuu o
MIpaBOBOI1 OXpaHe nporpamm st OBM.

Crartbi 4. IIpaBa u o0s13anHOoCcTH CTOPOH

4.1. B3aumuble npaBa u o6sizanHocTH CTOpPOH

4.1.1. Croponsl mpu OOMEHE OJIEKTPOHHBIMHU
JOKYMEHTaMU ¢ ucnoiab3oBaHueM Cucremsl
00SI3YIOTCSI PYKOBOJICTBOBAThCS TPABHIAMH U
TpeOOBaHUSIMU, YCTaHOBJIEHHBIMU
3aKkoHoAarenbcTBOM Poccuiickon  denepanum,
JBC, nacrosmuMm CornamenueM, Y CIOBHIMH
CBIl, uapiMu cornameHussMu Mexay bankoMm u
Knuenrowm.

4.1.2. CropoHbl 00s3yIOTCS HE pasriamarh
TpeThell CTOpoHE (32 HCKIIIOUEHHEM CIydYacs,
MIPETYCMOTPEHHBIX 3aKOHO/IaTEIbCTBOM
Poccuiickoit denepaunu " HACTOSIIIUM
Cornmamenuem) wuHpopmanuio o CpeacrBax
3amuTel  WH(pOpMAaNMK,  UCHOIB3YEMBIX B
Cucreme.

4.1.3. Kaxnas uz CTopoH 00s3yeTcss HeMeIJICHHO
uHopmupoBats Apyryro CtopoHy 000 Bcex
ciyvasx Komnpomeranuu Kitrouen,
HecankunonupoBanHoro goctymna k Cucreme, a
TakKe MOBPEKICHUIX/YTPAThl  MPOTPAMMHO-
amnmapaTHBIX CPEACTB 00pabOTKH, XpaHEHHS,
nepefayl JJIEKTPOHHBIX JTOKYMEHTOB, Cpencts
3amuThl nHOpmaruu, a take Kioueld, n He

the Bank from the date of the receipt of
the Act of Acknowledgement of the ES
verification key Certificate for message
exchange (according to the Bank's form)
duly executed by the Client in duplicate;

- make a note on the date of the
commencement and completion of the
ES verification Key validity period on
each copy of the Act of
Acknowledgement of the ES verification
key Certificate for message exchange
(according to the Bank's form) accepted
from the Client.
3.4. The Bank, due to the corresponding rights
granted to it under the contract concluded
between the Bank and BSS, Ltd., grants to the
Client the right to use the System during the
validity term of the Agreement. The right to use
is granted, subject to the restrictions provided
by the law of the Russian Federation on the
legal protection for computer software.

Article 4. Rights and obligations of the
Parties

4.1. Reciprocal rights and obligations of the
Parties

4.1.1. Parties, during the exchange of the
Electronic Documents through the use of the
System, undertake to be guided by the rules and
requirements as set by the legislation of the
Russian Federation, BAAs, this Agreement, the
FPS Terms and other agreements between the
Bank and the Client.

4.1.2. Parties undertake not to disclose to a
third party (except for cases, as under the
legislation of the Russian Federation and this
Agreement) the information about the
Information Security Products used in the
System.

4.1.3. Each Party undertakes to immediately
inform the other Party about all the cases of
Key Compromise, Unauthorized access to the
System, as well as the damage to the software
and hardware designed for processing, storage
and transfer of Electronic Documents, as well
as the Information security products and Keys,
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HCIoIb30BaTh Kiroun npu HaJINYUU OCHOBaHUI
moJjiaraTtb, 410 OHHU CKOMIIPOMCTHUPOBAHBI.

4.1.4. CpenctBa  3amuThl  MHPOPMALUHU
DJNEeKTPOHHBIX JOKYMEHTOB, IPEIOCTABICHHBIC
Cucremoii, NPU3HAIOTCS Croponamu

JOCTaTOYHBIMU JUIS 3alUThl MH()OPMALUU OT
HecanknmonupoBaHHOro Jl0CTyIIa,
MOATBEPXKICHUA AaBTOPCTBA M IOJIUHHOCTH
DNEKTPOHHBIX JOKYMEHTOB.

4.1.5. JlroObie DJCKTPOHHBICE JOKYMEHTHI,
nepenaBaemple 1o Cucreme,  momiexar
muGPOBAHUIO.

4.1.6. JlroOble DNEKTPOHHBIE  JIOKYMEHTHI,
nepenaBaembie 1mo Cucreme JIOJDKHBI  OBIThH
3aBepeHbl  OIl  CrtopoHbl-OTIIpaBUTENsA, 32
UCKITIOYCHHEM IJIATEKHOTO TpeOoBaHUS,

TpeOyromero nonydeHus: aknenrta Knwenra, He

noanucanHoro JOII.  Ilpu »sTtom  CropoHbI
corlacHbl, 4YTo B J3ToM ciaydae Cucrema
UCIIONB3YETCSI  KaK  CIMOCOO0  JIOCTOBEPHOTO
ompeneneHuss banka, HampaBUBIIETO TaKOe

iaTexxHoe Tpeboanue Kiuenry.

4.1.7. KiueHT yBEIOMJIEH U COIJIACEH, 4YTO
nucbMo, HampapieHHoe Kimentom B bank B
cootBercTBUH ¢ CoriameHneM 1o 3JIEKTPOHHOM
noure (e-mail), cunraercs nonyyeHHbIM bankom
C MOMCHTa C€ro peructpaivu KakK BXOAAIICTO
JIOKYMEHTa BO BHYTpEHHEH cucreme
nokyMmeHToobopora banka.

4.2.TlpaBa u o6s3annoctu Kiuenra

4.2.1. KnueHT He nMeeT npaBa TUPAKUPOBATH U
nepeJaBaTb TPEThEH CTOPOHE IPOIPaMMHOE
o0ecrneyeHue, IpenocTaBiasieMoe baHkoM 1O
CornameHnio W Bce  KOH(HJEHIMAIbHbIE
JaHHble, oTHOCsKecs K CornamieHmro.

4.2.2. Kinent uMeeT Ipaso, pu
HEOOXOIMMOCTH, BOCIOJIB30BAThCS  ITOMOULIBIO
cnenuanucra baHka 1o npeaocTaBIeHUIO IIpaBa

nocryna B Cucremy, HanpaBuB B baHk
IIMCbMEHHOE 3asIBIICHHUE.
4.2.3. Knuenr  o0s3yercs B CpOKH,

npexycMoTpennbie CornamieHueM, 00eCredHTh
HAa CBOEM pacueTHOM W/WIM WHBIX CYeTax,
OTKPBITHIX B baHke, OCTaTOK JEHEKHBIX CPEACTB
B pa3Mepe, HEOOXOAMMOM JIIsl OIIaThl YCIIyT
banka B coorBerctBuu ¢ CornameHueMm U
Tapudamu.

4.2.4. Kmuentr o0s3yercs  obecneunBaTh
COXPaHHOCTh M LEJIOCTHOCTh YCTAHOBIJIEHHOM
CHCTEMBEI, BKJIIO4ast Cpenctsa 3aIUTEI
nH(opMaInu, a Tak)Ke BBITIOJHITH TPeOOBAHUS K

and not to use Keys if there are the reasons to
assume that they are compromised.

4.1.4. Information security products for
Electronic Documents granted by the System
are found as sufficient by the Parties for the
protection of information from Unauthorized
access, confirmation of authorship and
authenticity of Electronic Documents.

4.1.5. Any Electronic Documents transferred
within the System, are subject to encryption.

4.1.6. Any Electronic Documents transferred
within the System must be certified by an
Electronic Signature of the Sending party,
except the payment order, which requires the
Client’s acceptance not signed with ES.
Meanwhile the Parties agree that in this case
the System should be used as a mean of reliably
defining the Bank, which has sent such a
payment order to the Client.

4.1.7. The Client is aware and agrees that the
letter sent by the Client to the Bank under this
Agreement by e-mail shall be deemed received
by the Bank upon its registration as an
incoming document in the internal document
management system of the Bank.

4.2. Rights and obligations of the Client

4.2.1. The Client has no right to replicate and
transfer, to a third party, the software, granted
by the Bank under the present Agreement and
all the confidential information relating to the
Agreement.

4.2.2. The Client has the right, if required, to
use the assistance of an expert from the Bank in
order to obtain the right to access to the System,
by directing a written request to the Bank.

4.2.3. The Client within the term specified by
the Agreement, undertakes to assure that its
settlement account and/or other accounts
opened with the Bank indicate a balance of
funds in the amount, required for the payment
of services rendered by the Bank as in
compliance with the Agreement and Tariffs.

4.2.4. The Client undertakes to assure security
and entirety of the installed System, including
Information security products, as well as
implement the requirements for the operation




16

sKkcIuryaTaun  CucTeMsl,
JlokyMeHTanuu.

4.2.5. Kmuent no TpeboBanuio banka o00s3aH
MPEIOCTaBUTD 3aBepeHHbIC HOJMUCAMU
YIIOJIHOMOYEHHBIX JHI KiHMeHTa U OTTHCKOM
neyat KnveHrta (npu ee Haau4wu) KOmuH (Ha
OyMaxHOM HOCHTEJIE) OJNEeKTPOHHBIX
JOKYMEHTOB, TnepenanHbix 1o Cucreme, B
TedeHue 14 (ueTplpHaALATH) KaJIEHAAPHBIX THEH

C MOMCHTA HAIIpaBJICHUA EMY Tpe6OBaHI/I$I.

HU3JI0KCHHBIC B

4.26. B cmydae CcMEHbl  PYKOBOJUTEIS
(€IMHOJIMYHOTO  HWCIIOJIHMTEJIBHOTO  OpraHa)
Knuent 00s13aH MIOATBEPAUTD npasa
JIEUCTBYIOLLIETO Y0JIHOMOYEHHOI'O

npeacrasutens Knuenra.

42.7. B ciy4yae mnpekpamieHusi IOIHOMOYUHN
JICUCTBYIOLLIETO Y0JIHOMOYEHHOT'O
npencraButens KineHnrta, a Takke B ciydae
HecankunonupoBanHoro nocryna k Cucreme,
Komnpomeranuu  Koroue#t, KiueHt o00s3aH
HEe3aMe/UINTEIbHO HANpaBUTh B baHk nmucbMo 00
AHHYJIMPOBAaHUU COOTBETCTBYIOIIero Kommiekra
Kiroueit  (BnoxeHHBIM  (ailiomM) 10 ajapecy
9JIEKTpOHHOU mouThl (e-mail), ykasanHomy B
Horosope 00 wucnons3zoBanun  JBO, ¢
MOCJIEAYIOLUM HEMENJIEHHBIM IPEJOCTAaBICHUEM
B baHK opuruHana BbIlI€yKa3aHHOTO MHUCbMa 00
aHHYJIIMPOBAaHUHU COOTBeTCTBYIOIIEro Kommiekra
Knroueit Ha OymaxkHoM Hocutene. B ciyugae
MpEeKpalieHusi MOJHOMOYMM  JI€WCTBYIOIIETO
YnonnomoueHHoro mnpexacrasurens Kimenra
NUCbMO 00 aHHYJIHMPOBAHUHU COOTBETCTBYIOLIETO
Kowmmekra Kittoueit MokeT ObITh HaIIpaBIEHO O
Cucreme 3a DJIEKTPOHHON MOANKMCHIO JPYroro
YnonnomoueHHoro nmpenacrasutens Kiuenra,
OpU 3OTOM MOCIENYyIOIIee IPENOCTaBICHHUE
COOTBETCTBYIOILIETO MHCbMa Ha OyMaKHOM
HOCHTEJIE HE TpeOyeTcs.

Hanpasnenue ykazaHHbIX B a03aiie mepBoM
HACTOALIET0 IyHKTa JOKYMEHTOB IO aJapecy
anekTpoHHOH mouthl (e-mail) u mo Cucreme
(COOTBETCTBEHHO) O3HayvaeT TpeboBaHUE
Knuenta mnpekpaTUTh NpueM U UCIHOJHEHHE
THOOBIX DIEKTPOHHBIX JIOKYMEHTOB,
noanucanueix  OIl,  copmupoBaHHON  Ha
CKOMIIPOMETHUPOBAHHOM/aHHYJIUPYEMOM
Kommnekre Kiroueii.

Jns  mpenocrtaBieHUs MEPBOHAYATIBHOTO
npaBa  jgoctyma B CucreMy  HOBOMY
YII0THOMOYEHHOMY
MIPEACTaBUTEIO/BO30OHOBIICHUS TpaBa JOCTyIa
B Cucremy AeiCTByOIIEMY YTIOJHOMOYEHHOMY
MPEJICTABUTENIO TOCIE aHHYJIUPOBAaHUS €ro

of the System, in the
Documentation.

4.2.5. The Client, at the request of the Bank,
shall present copies (in paper) of Electronic
Documents, certified by signatures of the
Client’s Authorized persons and the Client’s
seal impression (if exists), transmitted through
the System, within a period of 14 (fourteen)
calendar days from the moment the Bank sends
such a requirement.

4.2.6. In case the Client undergoes a change of
the Director (sole executive body), the latter
shall confirm the rights of the effective

Authorized Representative of the Client.

as specified

4.2.7. In case of termination of the authorities
of the current Authorized Representative of the
Client, as well as in case of Unauthorized
access to the System, Key Compromise, the
Client shall immediately send to the Bank a
letter on cancellation of the corresponding Set
of Keys (as enclosure) to the e-mail address
specified in the Contract on the Use of RBS,
followed by immediate presentation of the
original letter on cancellation of the
corresponding Set of Keys on paper to the
Bank. If powers of the Client’s current
Authorized representative are terminated, the
letter on annulation of the respective Set of
Keys should be sent through the System,
electronically signed by another Authorized
representative, and subsequent provision of the
respective letter in paper is not required.

The sending of documents cited in the first
paragraph of the present numeral by e-mail and
through the System (respectively) means the
Client's request to stop receiving and executing
any Electronic Documents signed with the
Electronic Signature generated using the
compromised/canceled Set of Keys.

To grant the initial access to the System for the
Client’s new Authorized representative or to
resume the right of access to the System for
current  Authorized representative  after
annulation of his Keys, the Client should
submit to the Bank the Information on the ES
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Kiroueit, Knuent npenocrasinser B bank JlanHbie
o Bnagenbne ceprudukara kiaroua npopepku D11
B JBYX OJK3emiuipax (mo d¢opme banka) ¢
MPWIOKEHUEM HEOOXOIUMBIX JIOKYMEHTOB, a
TaKXke, NpU HEOOXOJUMOCTH, 3asBICHUE O
MPEIOCTaBICHUU TMIpaBa JOCTYIa B CUCTEMY
«Knmuent-bank» (mo ¢popme banka).

[Topsmox MIPEIOCTaBIICHUS

IepBOHAaYaJIbHOTO IpaBa jaocTtyna B Cucremy
HOBOMY YTIOJHOMOYEHHOMY TPEJCTaBUTEIN0/
BO300HOBNEHHsT TpaBa joctyna B Cucremy
JICUCTBYIOLLIEMY YN0JIHOMOYEHHOMY
IPEJICTAaBUTENI0 IIOCIE AHHYJIUPOBAaHUS €ro
Kirouei, aHaJIOTH4eH HOPSIIKY,
ycTaHoBJIeHHOMY monr. 0), B) m.3.1.1, moamn. a)
m.3.1.2, n.3.2 CornameHus.
B cnyuae yrepu Kiimentom mapodsia it BXoJa B
Cucremy Knment mnpenoctaBisier B bank
NUCHbMEHHOE OOpaleHne ¢ MpocsOoi co3IaTh
HAIPaBUTh HOBBI MapoJjb 1j1s BxoAa B Cucremy.
4.2.8. B cnyyae u3MeHeHHs (aMHINH, UMEHH,
oTyecTBa (MpPU HAIUYUHU) YTIOJTHOMOUYEHHOTO
npeacrasutenst Knuenra KimmeHT ocymecTsirsier
BCE JEHCTBUS, NPEIyCMOTPEHHBIE HACTOSIIUM
CornamenueM JUISL IIPEIOCTABIICHUS
YII0JIHOMOYEHHOMY IIPEICTaBUTEIIIO
NepBOHAYaIbHOTO IpaBa jaoctyna B Cucremy, a
Takke Tmpencrasiasier B bank muceMo 00
AHHYJIMPOBAaHUU COOTBETCTBYMOIIEro Kommuekra
Kiroueii.

B cniyuae nsmenenust HaumeHoBanus Kimenr
dopmupyer B Cucreme 3ampoc Ha CO3/1aHHUE
Ceptudukara kitoua nposepku JII, mpu 3Tom
KineHT MOXeT caMOCTOSATENBHO IIOMEHATh CBOE
HanMeHOBaHHE B Cucreme, a  Takxke
npenocTaBnseT B baHk Ha OyMa)kKHOM HOCHTENe
Akt npusHanus Ceprudukara Kiroya IpOBEPKU
OIl ans obmena coobmeHussMu (1Mo ¢opme
banka) B ABYX 3K3eMILIspax.

B nensix u3MeHeHus BHAA MpaBa MOJNUCU
DJIEKTPOHHBIX JTOKYMEHTOB YTIOJIHOMOYEHHOTO
npencraButens Knuenta, Kinuent obpamaercs B

bank ¢  NHCbMEHHBIM  3asBICHHEM B
MIPOU3BOIBHON (hopMme.
B cnyuae wu3MeHEHHMsS HWHBIX JaHHBIX

VYnonHomoueHHoro mnpexacrasutens Kiuenra,
Knuent npenocrasnsier B bank AKT npu3zHaHUs
Ceptudukara xiaroua nposepku I ans odOmeHa
coobmenussmMu  (mo  ¢opme  banka), ¢
[PUII0KEHUEM 3aBEPCHHOU
bankom/HOTapranbHO (B cllydae HEOOXOIUMOCTH
C TPOCTABJIICHWEM amnoOCTWIIS/TIPU YCIOBUH €€
Jierajgn3alun) KOIHUH JOKYMEHTA,

verification key certificate Holder in two
copies (according to the Bank’s form),
attaching all necessary documents and, if
needed, an application for granting the right of
access to the Client-Bank system (according to
the Bank’s form).

The procedure for granting the initial access to
the System for the Client’s new Authorized
representative or to resume the right of access
to the System for current Authorized
representative after annulation of his Keys is
similar to the procedure set out in subnumerals
b), ¢) of n.3.1.1, sn. a) of n.3.1.2 and n.3.2 of
the Agreement.

If the Client loses the password for access to
the System, he/she should submit to the Bank a
written application requesting to create and
send new password for access to the System.
4.2.8. In case of changes in the surname, name,
patronymic (if any) of the Authorized
Representative of the Client, the Client shall
perform all actions specified herein for the
purposes of granting the initial access to the
System to the Authorized representative as well
as submit to the Bank a letter on cancellation of
the respective Set of Keys.

In the event of a name change, the Client shall
form a request for the creation of the ES
verification key Certificate in the System,
whereby the Client may change its name in the
System on its own, and submit to the Bank in
hard copy an Act of Acknowledgement of the
ES verification key Certificate for message
exchange (according to the Bank's form) in
duplicate.

To change the type of the right to sign
Electronic Documents granted to the
Authorized Representative of the Client, the
Client shall file a written free-form application
to the Bank.

In case of changes in other information on the
Authorized Representative of the Client, the
Client shall provide the Bank with the Act of
acknowledgement of the ES verification key
Certificate for message exchange (according to
the Bank's form) accompanied by a copy of an
identification document of the Authorized
Representative of the Client certified by the
Bank/notarized (and apostilled, if
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YZIOCTOBEPSIOLIETO TUYHOCTD Y TOJTHOMOYEHHOT O
npeacraButens Kinuenra u/wnm nokymeHTa (-oB),
NOATBEpXKJAOLIEro  (-MX) 1paBo JHIa Ha
npeObiBanne (mpokuBaHue) B Poccuiickoit
®denepanuu, — A1 UHOCTPAHHBIX TPAKIaH U JIUL]
0e3 rpak/1aHCTBa.

JIns YIOITHOMOYEHHBIX — INpEACTaBUTENEH
KrnuenTa ¢ monHomouusiMu «6e3 rmpasa MoANUCH»
JIOKYMEHT, YIOCTOBEPSIOLIUI JMYHOCTb
YnonnomoueHHoro npezacrtaButens Kiuenta
W/WIH TOKYMEHT (-bI), TIOJTBEPKIAIONINI (-1e)
paBo JuIla Ha MNpeObiBaHUE (IIPOKUBAHUE) B
Poccniickoit @enepauun, — 11 MHOCTPaAHHBIX
rpaKaaH U JHI 0e3 Tpa)JIaHCTBAa — MOTYT ObITh
npejcTaBieHbl B baHK B KOIUSX, 3aBEPEHHBIX B
MOPsIIKE, YCTAHOBJIEHHOM baHKOM.

JloxyMeHTsI, ipeAcTaBisgemble Kinuentom u
COCTaBJICHHbIE HA UHOCTPAHHOM SI3BIKE, TOJIKHBI
COIPOBOXKAATHCS IEPEBOJIOM HA PYCCKHUH A3BIK,
3a HCKIIOYEHHEM CJIy4aeB, YCTAHOBJICHHBIX
3aKoHOAATeNnbCcTBOM Poccuiickoin  dDenepanuu.
[TepeBos Ha pyCCKUil S3BIK TOJDKEH OBITH 3aBEPEH
B IIOPSJIKE, YCTAHOBJIEHHOM 3aKOHOIATEIbCTBOM
Poccuiickoit deneparumu.

4.2.9. KmmeHtr 00s3aH  CaMOCTOSATEIBHO
KOHTPOJIMPOBaTh CpOKHM AeiictBus Kirouelr u
CBOEBPEMEHHO  WHUIMUPOBATH  MPOLENYPY
[InanoBoit cmennl Kirodeil n0 ucTtedeHus ux
CpOKa JICUCTBUA.

CootBercTByrone yseaomieHus o IlnanoBoit
cMeHe Kirouelt Moryt HanpasisaTbCsl baHkOM 110
CucreMe B Te4eHHE IBYX MECALEB 1O UCTCUECHUS
cpoka peiictBust Kirouedt mnposepku OIl. B
cllydae, €ciii B ycTaHOBJIEHHblEe CorvlalieHueM
cpoku Knenrom He HanpaiieH B bank 3anpoc Ha
co3nanne Ceptudukara kmoua npoepku Ol
W/WIM HE TIpefocTaBieH B baHk Ha OymakHOM
HocuTene AKT nmpusHaHus CepTHdHKaTa Kiroya
npoBepku OIl mnsa oOmeHa cooOmieHus MU (110
dopme banka), a Takxke B cllyyae HECOOTBETCTBUS
YKa3aHHOTO aKTa, MOJy4eHHOro baHkom oOT
Knuenra Ha OyMa)kHOM HOCHUTENE, YCIOBHUSAM
Cornamenns, aevicrsue Knroueit mpekpamniaercs.
s Bo3oOHOBIIeHUS paboTel B Cucteme KineHT
co3maeT HOBBIM Kommirekt Kirodei, mociie gero
CropoHsI OCYIIIECTBIISIOT JefcTBHS,
npeaycMoTpeHHsble 11.3.3 CorameHusl.

4.2.10. Knuent o0s3an uHpopmupoBats bank 00
W3MEHEHUU uH(popMaluu, Kacarouencs
ucnonHenuss Croponamu Cornamenus. I1o mepe
BHECEHHMS]  COOTBETCTBYIOLIMX  W3MEHEHUH,
HE3aMEUINTEIbHO  MpPEeACTaBiIsATh B baHk

necessary/subject to legalization) and/or a
document certifying the person’s right to stay
(reside) in the Russian Federation — for foreign
nationals and persons destitute of nationality.

For the Authorized Representatives of the
Client “without the right of signature”, an
identification document of the Authorized
Representative of the Client and/or a document
confirming the person’s right to stay (reside) in
the Russian Federation — for foreign nationals
and persons destitute of nationality — may be
submitted to the Bank as copies certified
according to the procedure established by the
Bank.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
procedure established by the laws of the
Russian Federation.

4.2.9. The Client must independently control
the validity periods of Keys and timely initiate
the procedure of Planned change of Keys
before their expiry.

The respective notifications of the Planned
change of Keys may be sent by the Bank
through the System within two months before
expiry of the ES verification Keys. If the Client
fails to send a request for a new ES verification
key Certificate and/or an Act of
Acknowledgement of the ES verification key
Certificate for message exchange (according to
the Bank's form) on paper to the Bank within
the time set out by the Agreement, or if the said
act on paper received by the Bank from the
Client does not comply with the Agreement,
the Keys shall become null and void. To
resume the work in the System, the Client
creates a new Set of Keys, after which the
Parties shall undertake actions in accordance
with the stipulated in the n.3.3 of the present
Agreement.

4.2.10. The Client shall inform the Bank, in
writing about any changes in the information
relating to the performance of the Agreement
and submit to the Bank documents confirming
changes in said information as far as such
changes are introduced.
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JOKYMEHTBI,  MOJTBEP)KIAIOIINE
JAHHBIX CBEICHUH.

Bce pucku HeOIaronpusTHBIX MOCIEACTBHIA,
CBSI3aHHBIX C HECBOEBPEMEHHBIM YBEIOMJICHHEM
banka o mpousoleAmInX HW3MEHEHUAX, B TOM
yucie, Yyka3aHHbiXx B 1m.4.2.6-4.2.8, 1m.5.10
Cornamenus, HeceT Kiauenr.

4.2.11. Ilpu pactopkenun Cornamenus KinveHt
00s3yeTcsl YHMUYTOKUTh BCE IPEIOCTABICHHOE
eMy B MOJb30BaHUE IPOrpaMMHOE obecrieueHue
(ucrionHsieMble W BCIIOMOTaTebHbIE  (Daiiiibl)
Cucremsl.

4.2.12. Kmuent o0s3yeTcss He TepenaBaTh
TPETHUM JIMIIAM CBOM IpaBa U OOS3aHHOCTH IO
Cornamnienuto 6€3 NMUCbMEHHOTO (Ha OyMa)KHOM
Hocutese) cornacus banka.

4.2.13. Knment o0s3aH TpPOBEpATh HAITMUNE
HOBBIX OJIEKTPOHHBIX JIOKyMEHTOB OT banka,
HanpasJieHHBIX B aapec Kinenra, exxeHeBHO, 3a
UCKIIIOYCHHEM  OQUIMAIBHO  YCTAHOBJICHHBIX
BBIXOJHBIX W TMPa3JIHUYHBIX HEPaOOUYMX JHEH
banka, a Takke €XKEIHEBHO IPOBEPITH SMS-
coo0l1lleHus, HalpaBlieHHble baHKOM B CBSI3U C
BBISIBJICHMEM UM OIEpaluii, COOTBETCTBYIOIINUX
IIpU3HAKaM OCYLIECTBIICHUS IEPEBOIA IEHEKHBIX
cpencTB 6e3 n1obpoBoabHOTO cornacus Knuenra.

Knuent o0si3aH He pexe OgHOro pasza B 5
(mATh) KaJEeHJApHBIX JHEH 3HAKOMHUTBCH C
uHpopmanuert, nyonukyemoil baHkoM B
cooTBeTcTBUU C 11.12.6 CornaimieHus.

3a yOBITKHM, BO3HUKIINE B pe3yJbTare
HeucnonHeHuss  KimMeHToM — BbIIIEyKa3aHHBIX
o0s3aHHOCTEH, BaHk OTBETCTBEHHOCTH HE HECET.
4.2.14. KaueHt o0s3yercss mo TpeOOBaHHUIO U
dbopme baHka npeaocTaBiIATh JOKYMEHTHI (KaK Ha
OyMa)XHOM HOCHUTENe, TaK U C TOMOIIbIO
Cucremsl), MNOATBEpXKAAIOIIME JaHHBIE 00
YnonHomoueHHOM npencTaBuTene Kinuenra.
4.2.15. Kmuenr  obszyercss  coOmromaTh
TpeOoBaHUS MO0 MHPOPMAITMOHHOM 0€30MacHOCTH
npu pabore c¢ Cucremoil, yka3aHHbIE B
[Tpunoxxennn Ne 4 k CoryalmieHuro, a TaKke
HanpasisieMble  bankom no  Cucreme wu
pasmenaemMble Ha opuIMansHOM caiite banka B
cetu «IHTEpHET».

4.2.16. KnueHt o0s3yercs He3aMeIIUTEIbHO
yBeOMJISATh baHk 000 BceX HU3MEHEHHUSAX B
azpecax, YKa3aHHbIX B 3asBKE Ha YCTaHOBKY
CucreMbl/3asBICHUN O MPEIOCTABICHUU IpaBa
nocryna B cuctemy «Knuent-bank». Bee pucky,
BO3HUKILIKE B PE3yJIbTAaTe HEMPEACTABICHUS WU
HECBOEBPEMEHHOI0 MmpezcTaBieHuss B baHk

HU3MCHCHUA

All risks of adverse consequences associated
with untimely notification of the Bank about
any changes that have taken place, including
those stated in n.4.2.6-4.2.8, n.5.10 of the
Agreement, shall be borne by the Client.
4.2.11.In case of the termination of the
Agreement, the Client undertakes to destroy all
the software of the System granted to the latter
for use (executable and auxiliary files).

4.2.12. The Client undertakes not to transfer its
rights and obligations as under the present
Agreement, to third parties without a written
consent (on paper) of the Bank.

4.2.13. The Client shall check, on the daily
basis, the availability of the new Electronic
Documents from the Bank, directed to the
Client, except for the officially established
holidays and weekends, as well as daily check
SMS messages sent by the Bank in relation to
any discovered transaction with signs of money
transfer without the voluntary consent of the
Client.

The Client must at least once every 5 (five)
calendar days review the information published
by the Bank in accordance with n.12.6 of the
Agreement.

The Bank shall not be liable for losses incurred
as a result of the Client’s failure to fulfill the
above obligations.

4.2.14. The Client undertakes to provide
documents (both on paper and in the System)
certifying data on the  Authorized
Representative of the Client on demand of the
Bank.

4.2.15. The Client undertakes to comply with
information safety requirements specified in
Annex No. 4 to the Agreement, distributed by
the Bank in the System, and posted on the
Bank’s official website in the Internet in the
course of working with the System.

4.2.16. The Client undertakes to immediately
notify the Bank on all the changes incurred with
respect to any address specified in the
application for the installation of the System/
application for granting the right of access to the
Client-Bank system. All risks resulted from not
providing or providing the Bank inopportunely
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YKa3aHHON WHQOpMAIMU, BO3JNAralOTCS Ha
Kinenra.

4.2.17. Kuuent  o00s3yercs  HEMEUICHHO
unpopmupoBatb  bank 0  HampaBlIeHUU

ONEeKTpOHHBIX AOKyMeHTOB 1o Cucreme mnojg
BIMSIHUEM OOMaHa WM IPH 3JI0YHOTPeOJIeHUH
€ro JOBEPHEM.

4.3.1IpaBa u o6s13anHocTH Banka

4.3.1. bank He NIpPUHMMAET K HCIOJIHEHUIO
DJIeKTPOHHBIE JOKYMEHTBI, O(OPMIICHHBIC C
HapylIeHHEeM TpeOOBaHMI 3aKOHOJATEIhCTBA
Poccuiickoit ®Denepanuu, Cornamenus, [bC,
Vcenosuit  CBII, wuHBIX corNalieHUNd MEXIY
Croponamu.

4.3.2. bank umeer mpaBo OTKa3aTb KiueHTy B
npueMe K  HCIOJIHEHUI0  DJIEKTPOHHOTO
JTOKyMeHTa, ecnu KiMeHT 3amoyiHui — MoJs
DNEKTPOHHOTO JOKYMEHTa ¢ ommbOkamu. B aTom
cnyyae Knmenty nanpasnsercs Ksurtanuus c
yKa3aHueM TIPHYUHBI 0TKa3a’,

4.3.3. bank He HMeEET MpaBa CaMOCTOSITEIBLHO
KOPPEKTUPOBATh  PEKBU3UTHI  DJIEKTPOHHBIX
nokymeHToB Knuenra.

4.3.4. B cinywyae HemnpenoctaBieHusi KineHrtom
JIOKYMEHTOB, yKa3aHHbIX B 1.4.2.7 CornamieHus,
bank He OyneT HeCTH OTBETCTBEHHOCTh 3a
MOCJIE/ICTBUSI  COBEpPLIEHUS ONEpalil, HHBIX
JNEUCTBUI, CIEIOK Ha OCHOBAHWH HAJJIC)KAITAM
o0Opazom 0(pOPMIIEHHOTO Knuentom
ONEKTPOHHOTO  JIOKYMEHTa,  IMOJANHCAaHHOTO
YnonHoMoueHHBIM TpeacTtaBuTeneM KiumeHrta,
JaHHbIE O KOTOpPOM OBbUIM TPEAOCTaBIECHbI
Knuenrom B bank panee.

4.3.5. BaHK Tpekpamaer MpueM W UCIOJTHEHUE
THOOBIX DIEKTPOHHBIX JIOKYMEHTOB,
noanucanHeix  OIl,  cpopmupoBaHHOM  Ha
CKOMIIPOMETHUPOBAHHOM/aHHYJIUPYEMOM
Kommiekte Kirodeit B cpoku, mperycCMOTPEHHBIE
B MUCbMeE 00 AQHHYJIMPOBAHUU
cootBercTBytonero Kommekra Koroueir, a B
cly4yae OTCYTCTBHS yKa3aHUsl Ha TaKUE CPOKHU —
HEMeJUIeHHO. Bce OnekTpoHHBIE JTOKYMEHTHI,
noctynupiire B baHk 10 monyudeHus bankom
YKa3aHHOTO TMHChMa, HUCTIOJTHSIOTCS B TOPSIIIKE,
yctaHoBieHHOM CorjalieHueM WM HWHBIMU
corjanmeHussMu Mexy CTOpoHaMU.

with such an information are assumed by the
Client.

4.2.17. The Client undertakes to immediately
inform the Bank about sending Electronic
Documents via the System under the influence
of fraud or by breach of trust.

4.3.Rights and obligations of the Bank

4.3.1. The Bank does not accept Electronic
Documents for execution, drawn up in
violation of the requirements of the legislation
of the Russian Federation, the Agreement,
BAAs, the FPS Terms and other agreements
between the Parties.

4.3.2. The Bank has the right to refuse the
Client in the acceptance for execution of an
Electronic Document, if the Client omitted
mistakes when filling in such Electronic
Document. In this case a Receipt confirmation
is sent to the Client specifying the reason for
refusal®.

4.3.3. The Bank may not independently correct
details of Electronic Documents of the Client.

4.3.4. If the Client fails to provide the
documents specified in n.4.2.7 of the
Agreement, the Bank shall not be liable for the
consequences of performing transactions, other
actions, deals on the basis of an Electronic
Document duly executed by the Client, signed
by the Authorized Representative of the Client,
details of which were provided by the Client to
the Bank earlier.

4.3.5. The Bank shall stop accepting and
executing any Electronic Documents signed
with the Electronic Signature generated using a
compromised / canceled Set of Keys within the
time limits specified in the letter on
cancellation of the corresponding Set of Keys,
and in case no such time limits are specified —
immediately. All the Electronic Documents
received by the Bank prior to the receipt of such
letter by the Bank shall be executed in
accordance with the procedure established by
the Agreement or other agreements between
the Parties.

4 IMopsnok npuema u 06paboTky marexeit B pamkax CBIT onpenenen Yenosusamu CBIT/The procedure for
acceptance and processing of payments in the frame of FPS is established by the FPS Terms.
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B cnywae HenpencrtaBieHMs OpUrMHala

nucbMa 00 aHHYJIMPOBAaHUM COOTBETCTBYIOLIETO
Kommnekra Kiroweit Knuentom Ha OymakHOM
HocuTtelne baHk He OyleT HecTH OTBETCTBEHHOCTh
3a yOBITKH, TpuurHEeHHbIe KineHTy B pe3yibrare
IIPEKPALLCHUS npueMa u UCIIOJIHEHUS
DJIEKTPOHHBIX JIOKYMEHTOB, noamnucaHubix O,
c(OpMHUPOBAHHOI Ha COOTBETCTBYIOILLEM
CKOMIIPOMETHPOBAHHOM/aHHYJIHUPYEMOM
Kommekre Kiroueit.
4.3.6. bank umeer npaBo orkazarh KimeHTy B
pUEMe/TIPUOCTAaHOBUTh UCIIOJIHEHUE JH000Tro
ONEKTPOHHOIO  JOKYMEHTa [0  CBOEMY
YCMOTPEHMIO, B  TOM  4YHClIe, HO  HE
OTrpaHUYUBAsACH, B CIIy4yae BOSHUKHOBEHHS Y HETO
MOJAO3PEHUM, YTO DJIEKTPOHHBIM JOKYMEHT
MOAIIMCaH HE YII0IHOMOYEHHBIM
npencrasutesnieM  Knuenrta, Komnpomeranuun
Kiroueit, HecaHKIMOHMPOBaHHOrO J0CTyHa K
Cucrteme w/umum B cioy4ae  Kakoro-imoo
Hapymenus Kiumentom Cornamenus, Npu 3ToM
Knuent BIIpaBe nepenaTh B bank
COOTBETCTBYIOLIMN TIJIATEKHbBIA, THON TOKYMEHT
Ha OyMaXHOM HOCHUTENE, COCTaBJICHHBIH B
cootBetrcTBuM ¢ ycnoBusmu JbC, Cornamenus,
MHBIX corjameHuil Mexnay bankom n Knuenrowm,
3aKOHO/AaTeNbcTBOM Poccuiickoit denepanun’.

O cBoeM oOTKa3e B mpueMe DJIEKTPOHHOIO

nokyMmeHTa bank o0s3yercst yBenqomuth Kitnenra
He no3iHee Pabouero aust banka, cieaytorero 3a
JTHEM TOCTYIUIEHUSI DJIEKTPOHHOTO JIOKYyMEHTa B
bank, myrem HanpaBieHus coobmenus Kinuenry
no Cucreme.
4.3.7. bank umeer npaBo oTkazaTh KimeHTy B
npueme ONEKTPOHHBIX
JIOKYMEHTOB/IPUOCTAaHOBUTH UX UCIIOJIHEHHE /TS
NPOBEJEHUS pacdyeTHbIX omnepauuil no Cuery,
CUETy IO BKJIAy (eno3ury), noanucanusix O,
a TaKxke [IEpEeBECTU Kimmenra B
WNHpopManoHHbBIN pexuM (YHKIMOHUPOBAHUS
Cuctembl, npu KoTopoM KiMeHTy IOCTyIeH
OTrpaHUYEHHBIN byHKIHOHAT (pexum
«IIpOCMOTpa», a TakXke HampasieHue B baHk
cooOmieHnit ceoboaHOr0 hopmara), B ciaydasx,
MPEyCMOTPEHHBIX 3aKOHOAATEIHCTBOM
Poccwuiickoit @eneparuu, B TOM 4HCIE, B 00JIaCTH
MPOTUBOJICUCTBUS JIeTAIM3AIMK  (OTMBIBAHHUIO)
JIOXO/I0B, IOJIyYEHHBIX IPECTYNHBIM IIyTEM, U
(MHAHCUPOBAHUIO TEPPOPHU3MA.

In case of the Client’s failure to submit the
original letter on cancellation of the respective
Set of Keys on paper, the Bank shall not be
liable for any losses incurred on the Client as a
result of the termination of acceptance and
execution of the Electronic Documents signed
with the Electronic Signature generated using a
compromised / canceled Set of Keys.

4.3.6. The Bank has the right to refuse the
Client in the acceptance/suspend execution of
any Electronic Document at its own discretion,
including, but not limited to, the cases when it
suspects that the Electronic Document is signed
by somebody other than the Authorized
Representative of the Client, Key Compromise,
Unauthorized Access to the System and/or in
case of the Client’s default hereunder, in which
case the Client has the right to present the Bank
with the corresponding payment, other
document on paper, drawn up in compliance
with the terms of BAAs, the Agreement, other
agreements between the Bank and the Client,
the legislation of the Russian Federation®.

The Bank shall notify the Client about its
refusal to accept the Electronic Document no
later than the day, following the day of
reception of an Electronic Document by the
Bank, by sending a message to the Client via
the System.

4.3.7. The Bank has the right to refuse the Client
in the acceptance/suspend execution of
Electronic Documents for carrying out
settlement transactions on the Account, a
deposit account signed with ES and also to
switch the Client to the Information mode of
the System functions, when the Client’s
access is restricted to the browsing mode and
sending to the Bank of free form messages in
cases provided for by the legislation of the
Russian Federation, including in the field of
countering the legalization (laundering) of
criminal proceeds and terrorism funding.

% TInatesxnble Jokymentsl B pamkax CBIT MoryT nepeasarses Tonbko nocpeactsom Cucrembr/Payment documents
in the frame of FPS should be transferred only through the System.
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4.3.8. bank wuMeeT mpaBO 3ampalmIMBaTh y
Knuenta  moarBepkaeHue JAHHBIX 00
YnonHomoueHHOM mnipencTaButene Kiuenra.
43.9. baHk wuMeeT TpaBO BHOCUTH B
OJIHOCTOPOHHEM TIOPSAKE U3MEHECHHS B TIOPSIOK
dbyakuuonupoBanus CucTeMbl U cooOmaTh 00
sToM KilMeHTy B TMCHbMEHHOM YBEIOMIICHHH HA
OyMa)XHOM  HOCHUTEJE€ WM  IOCPEICTBOM
Cucremsl.

4.3.10. baHk wuMeeT MpaBO MNPUOCTAHOBUTH
oOcmyxuBanue KimeHTa ¢ UCHOIB30BaHUEM
CucremMbl Ha BpeMs CIOPHBIX CHUTyalud c
yBenomiieHreM o0 3tom Kimenra.

4.3.11. bank wuMeer npaBO NPUOCTAHOBUTH
oOcnyxuBanue KiueHTa ¢ HCHONIB30BaHUEM
Cuctembl 11 BBINIOJIHEHUS  HEOTJIOXKHBIX,
aBapUITHBIX M PETJIAMEHTHBIX pa0OT, CBA3aHHBIX C
o0cnyxuBanueM CUCTEMBI.

4.3.12. bank mpHOCTaHABIMBAET OOCITYKHBaHHE
Knuenta ¢ wucnonb3oBanuem CucreMsl Ipu
nonyueHuu ot banka Poccunm wunbopmanumy,
cogepxkaiieiics B baze maHHBIX, Ha MEpPUON
HaxOXKJEHUs B HEW YKa3aHHBIX CBEICHHUU O
Kinenre.

I[Ipy  stoM  bank  HeE3aMEIUTENBHO
yBegomssier KnmeHnTa o TpHOCTaHOBIECHUU
ucnonb3oBaHusd CHUCTEMBI, a TaKXe O TMpaBe
Knuenra momath B TOpsIKE, YCTAaHOBJICHHOM
bankom Poccum, 3asenenue B bank Poccum (B
TOM uyucine depe3 bank) 00 wuckiIoueHun
cBelleHU, oTHocsmmxcs K Knuenty, u3 bassl
JTAHHBIX.

4.3.13. bank nMeeT mpaBo MO CBOEH WHUIIMATHBE
OiokupoBath aelictBue Korouell B ciyyae ux
Komnpomeranuu.

4.3.14. Bank o0Os3yercs B TeueHHe 7 (CeMHM)
Pabouux nueit banka oT 1aThl MOMTydeHUs 3asBKU
Ha yctaHOBKY CucTeMbl W TIpH  YCJIOBHH
BbIMONHEHUsT  KimeHToM — 00s3aTeNbCTB, B
COOTBETCTBHU c n.3.1.1 Cornamenus,
npous3BecTH paboOTHl M OKa3aTh  YCIYTH,
npeaycmoTpennsbie 1.3.1.2, 1.3.2 CornaiieHus.
4.3.15. bank o6s3yercss npuHuUMath oT Kinnenra
DNEeKTpOHHBIE  JOKYMEHTHI,  IOJIIMUCAHHBIC
YonHoOMOYeHHBIM(M) — TpeACTaBUTEIEM(JISIMH )
KnueHnta B COOTBETCTBUHM C  YCIOBUSMH
Hactosmero  CornmameHusi,  TpeOOBaHUSIMHU
3akoHojatenbcTBa Poccuiickorn denepanuu u
OCYLIECTBJISITh ~ OMNEpaluu, CHCJIKH, UHBIE
JICUCTBHSI Ha OCHOBAHMM TAaKHX OJIEKTPOHHBIX
JOKYMEHTOB B CpOKH, IpenycMmoTpeHHble [IbC,
Cornamennem, Ycuosusimu CbII, wuHBIMH

4.3.8. The Bank has the right to require from the
Client confirmation of data on the Authorized
Representative of the Client.

4.3.9. The Bank shall have the right to amend
unilaterally the procedure of the System
functioning and inform the Client about it via a
written notification or the System.

4.3.10. The Bank shall have the right to suspend
services for the Client rendered with the use of
the System, for duration of disputable
situations, upon a corresponding notice given to
the Client.

4.3.11. The Bank shall have the right to suspend
services for the Client rendered with the use of
the System, for the performance of urgent,
emergency and scheduled works associated
with servicing of the System.

4.3.12. The Bank shall suspend services for the
Client rendered with the use of the System in
case of receiving from the Bank of Russia of
the information contained in the Database for
the period of presence in the Database of the
mentioned data about the Client.

The Bank shall immediately notify the Client
about suspension of the use of the System as
well as about the Client’s right to submit an
application to the Bank of Russia (including via
the Bank) for deletion of the data related to the
Client from the Database.

4.3.13. The Bank may on its own initiative
block the operation of the Keys in case of their
Compromise.

4.3.14. Within a period of 7 (seven) Business
days from the date of the System installation
request, provided that the Client has executed
the obligations as in compliance with n.3.1.1.
of the Agreement, the Bank shall execute
works and render services, as under n.3.1.2 and
n.3.2 of the Agreement.

4.3.15. The Bank  undertakes to accept
Electronic Documents from the Client, which
have Dbeen signed by the Authorized
Representative(s) of the Client in compliance
with the terms of the present Agreement and
the requirements of the legislation of the
Russian Federation and implement operations,
transactions and other actions in time stipulated
in BAAs, legislation of the Russian Federation,
the Agreement, the FPS Terms and other
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COTJIAlICHUSIMU MEXIY Croponamu,
3aKkoHoJaTeNbcTBOM Poccuiickoit denepanum.

CTopoHBI TPHU3HAIOT B KAueCTBE €IUHOMN
IIKaJdbl BpeMeHH Ipu pabdore ¢ Cucremoi
MeCTHOE BpeMs T. MockBbI®.

4.3.16. Ilocne monkmroueHus k Cucreme
bank mnpopmupyer Kimenra o coBepiieHuu c
ucnons3oBanueM Cucrembl umu  0e3  ee
UCIIOJIb30BaHUs Kaxaou omepauuu mno Cuery,
cueTy Jerno myreM mpenoctaBienus KimeHty
BbIUCKH 10 Cuery, cueTy Jerno He IO3/Hee
Pabouero nua banka, ciemyromero 3a JHEM
coBepieHus onepauuu no Cyery, cHeTy Jero,
MyTeM HaNpaBlIEHUS UX TOJBKO IOCPEICTBOM
Cucremsl. Huem  Bbhimaunm  (TIOJIY4EHHS)
VKa3aHHBIX BBIMHCOK CUUTAeTCsl JCHb UX
HanpasieHuss bankom no Cucrteme. B ciyuae,

eciu JOCTYII Kinnenra K Cucreme
MPUOCTAHOBIICH, YyBenomsieHue Kimenra o
COBEPILICHUH yKa3aHHBIX omepanuit
OCYIIECTBIISIETCS nyTemM MIPEA0CTaBIICHUS
Knuenty Bbmucku no Cuery, cuery JAeno o
Cucreme HE3aMEJJINTEILHO ocJie
BOCCTAHOBJICHHSI JOCTyNa K HEW WM JIPYTUM
CIOCOOOM H B CpPOKHM, IPEIYCMOTPEHHBIE

cootBercTBYyOIMM /IBC/1oroBopom cuera aero.
Hanpanenne baHkoM yka3aHHBIX BBIACOK
no Cucteme (MM IpyruM CIIOCOOOM M B CPOKH,
PeIyCMOTPEHHBIC COOTBETCTBYIOIIUM
JAbC/moroBopom  cueta  Jemo)  SIBISETCS
Ha/JIeKalUM  yBeZomiieHneM  Kimmenta o
COBEpILIEHUM OIEpallud C HUCMOJIb30BAHUEM
AIIEKTPOHHOTO cpexacrTsa TIaTexa B
COOTBETCTBUU C 3aKOHOJIaTEeILCTBOM
Poccuiickoit  ®enepanuu, u He TpeOyeT
JIOTIOJTHUTEIBHOTO HarpaBJICHUS bankom
KnuenTy kakux-1100 UHBIX YBEIOMIICHUH.
4.3.17. bank 00s3yercss KOHCYJIbTUPOBAThH
Knuenra mo Bompocam pabotsl ¢ Cuctemoit (c
10.00 no 16.00 mockoBckoro Bpemenu B Paboune
nHu banka), mpenoctaBnate KiueHTy HOBbIE
Bepcun CHcTeMbl, a Takke HHYOPMUPOBATH
Knnenta o000 BceX W3MEHEHHSIX MOpsAKa
¢ynkunonupoBanusi CUCTEMBI B TE€UYEHHE BCETO
cpoka JercTBus HacTosiiero CorameHus.
4.3.18. B HEIIX MPOTUBOICUCTBUS
OCYIIIECTBIICHHUIO TIEPEBOJIOB JICHEKHBIX CPEIICTB
0e3 10OpOBONBHOTO coTnacHs KineHTa, bank Ha
OCHOBaHUU 3asBiieHUs1 KineHra, cocraBieHHOro
no ¢opme banka Ha OyMa)XKHOM HOCHUTENIC WIH

agreements between the Parties, on the basis of
such Electronic Documents.

The Parties recognize the Moscow local time®
as the single time scale when working with the
System.

4.3.16. After connection to the System the Bank
shall inform the Client about each transaction
on the Account effected using the System or
without its use by providing to the Client
statements of the Account and the depot
account not later than the Bank’s Business Day
following the date of the transaction on the
Account and depot account with said statements
to be forwarded exclusively via the System. The
date of issue (receipt) of said statements shall be
the date of their forwarding by the Bank via the
System. If the Client’s access to the System is
suspended, the Client shall be notified of the
above transactions by way of sending the Client
statements of the Account, depot account via
the System immediately after recovery of the
access thereto or in any other manner and within
the terms fixed by corresponding BAA/depot
account agreement.

The said statements forwarded by the Bank via
the System (or in any other manner and within
the terms fixed by the corresponding
BAA/depot account agreement) shall be
deemed the proper notification of the Client
about the transaction using the electronic means
of payment in accordance with the legislation of
the Russian Federation, and shall not require
any additional notification from the Bank to the
Client.

4.3.17. The Bank undertakes to consult the
Client on the issues of operations in the System
(from 10 a.m. till 4 p.m. Moscow time on
Business Days of the Bank), grant the Client
with the new versions of the System, as well as
inform the Client about all the changes in the
functions of the System during the entire period
of validity of the present Agreement.

4.3.18. With the purpose to prevent the transfer
of money without the voluntary consent of the
Client, on the basis of the Client’s request
elaborated in paper and in accordance with the
Bank’s form or sent through the System, not

® TTopsinok npuema u 06paboTtku riatesxeii B pamkax CBIT onpenenen Ycnosusmu CBIT/ The procedure for
acceptance and processing of payments in the frame of FPS is established by the FPS Terms.
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HampaBjeHHOro ¢ nomoupio  Cucremsl,
yCTaHaBJIWMBaeT HE TMO3AHee paboyero mHS,
CJIEIYIOIETo 3a THEM MPUHTHS baHKkoM JaHHOTO
3asBJICHU:

- COOTBETCTBYIOIIME OTPAHUYEHHUS [0 CYMMeE
OJIHOW OTepallMi W/WK 1o OOIIeld CyMMe BCeX
omnepanuii 3a KaJlleHJapHbIA JIeHb, MTPOBOJIUMBIX
o Cuery ¢ noMouipto CUCTEMBI;

- COOTBETCTBYIOILUE OrpaHUYECHUS 1o
npenocrasiieHuo bankom KnueHTy ¢ nmomounsro
Cucrempl  kpeaura  JuOO  OTpaHUYCHHUE

MaKCHMaJIbHOW CYMMBI OJJHOTO KpeauTa U (HJn)
KPEIMTOB 3a OIPEICICHHbIA IEPHUOJI BPEMEHHU,
onpenensieMble KnueHtom.

OTMeHa  yCTaHOBJIGHHBIX  OTpaHUYEHUN
OCylLIeCTBIsIeTCT baHKOM Tmocie NpUHATUS UM
COOTBETCTBYIOIIETO 3asBJICHUS Knuenra,
npenctaBieHHOro B baHk  Ha  OyMaKHOM
HOCHTEIIE.

Crartbi 5. [Ipasa u oos3anHocTy CTOPOH IpU

later than the day following the receiving of
this request, the Bank establishes respective
restrictions on the amount of one operation
and/or on the whole amount of daily operations
performed in the account through the System.

The respective restrictions are also established
on the credit provision by the Bank to the Client
through the System, or a restriction on the
maximum amount of one credit and/or credits
for a specific lapse of time defined by the
Client.

The abolition of established restrictions will be
implemented once the Bank receives the
respective Client’s request submitted in paper.

Article 5. Rights and obligations of the

BbISABJICHUH bankom onepanui,

Parties when the Bank discovers

COOTBETCTBYIOIIIUX IPpU3HAKAM

transactions with signs of money transfer

OCVIIIECTBJICHUSA IT€epeBOoAa JCHECKHBIX CPEACTB

without the voluntary consent of the Client

0€e3 100pOBOJILHOIO0 corygacus Kianenra

5.1. bank mnpu BBIABICHUM WM OIEPALMH,
COOTBETCTBYIOILIEH IPHU3HAKAM OCYILIECTBICHHUS
nepeBoja JICHEKHBIX CPEICTB 0e3
nobpoBosbHOro cornacust Kiuenra, o6s3an npu
npueMe K UCIOJHEHHI0 pacnopsbkeHust Kinuenra
O COBEpIICHHH OIEpalMH, COOTBETCTBYIOIIECH
MpU3HAKaM OCYLIECTBIICHUS IEPEBO/IA IEHEKHBIX
cpenctB 0e3 g1o00poBonbHOTO cornacus Kiuenra,
NPUOCTAHOBUTH €r0 HCIOJHEHHWE Ha CpoK,

IPeIyCMOTPEHHBIN 3aKOHOAATEIHCTBOM
Poccniickoit denepanun.

52. O  T[pUOCTAHOBIEHHH  HCIHOJHEHUS
pacriopsbkeHuss  KimeHta 0 coBepIiieHUH
olepaluy,  COOTBETCTBYIOIIEH  NpHU3HAKaM

OCYIIECTBIICHHUS TIEPEBOA JICHSKHBIX CPEICTB
0e3 mobpoBonpHOro coriacus Knuenta bank

00s13yeTcst YBEIIOMHUTH Kmmenta
HEe3aMeJIUTETHHO myTeM HaIpaBJICHUS
coobmuienns KimmeHTy 1o cBoeMy yCMOTPEHHIO 10
CucreMe wiM 1O HOMEPY MOOUIBHOTO

tenedona’, ykasannomy Kimmentom B Jlorosope
00 wucnonb3oBanun JIBO wunam cooliieHHOMY

5.1. If the Bank discovers a transaction with
signs of money transfer without the voluntary
consent of the Client, the Bank when accepting
for execution of the Client’s order to perform a
transaction with signs of money transfer
without the voluntary consent of the Client
shall suspend the execution of the order for a
term stipulated by the legislation of the Russian
Federation.

5.2. The Bank shall immediately notify the
Client about the suspension of the Client’s
order to perform such transaction with signs of
money transfer without the voluntary consent
of the Client by sending a message to the Client
at its own discretion via the System or to the
mobile phone number’ specified by the Client
in the Contract on the Use of RBS or notified
by the Client to the Bank in the procedure
established by the Agreement.

" Knunenram, ykazaBmiuM Tpu 3akimodeHud Jlorosopa o6 ucmonbzoBanun JIBO jBa HOMepa MOOWIBHBIX
tenedoHoB, SMS-coo0iieHne HanpasisieTcst Ha HOMep MOOMJIBHOrO Tene(oHa, yKa3aHHBIH B IEpBOH CTPOKE
nyHkta «MoOunbHbIN TeaeoH KIMeHTa s mpueMa coobuieHuii B popmare SMS-coobuienuiiy. / The Clients
specifying two mobile phone numbers when entering the Contract on the Use of RBS, SMS messages shall be sent
to the mobile phone number specified in the first line of “Mobile phone number of the client for SMS messages”.
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Knuentrom banky B mopsiike, mpeaycCMOTPEHHOM
CornameHuem.

5.3. KumeHT noarTBepxaaeT/He MOATBEPHKIACT
UCIIOJIHEHUE bankom pacnopsiKeHus,
IIPUOCTAHOBIIEHHOI'O n3-3a IIPU3HAKOB
OCYLIECTBJICHUSI IE€PEBOJA JACHEXKHBIX CPEIICTB
0e3 nmoOpoBoibHOTO cornacus KiueHnra, B
YCTaHOBJICHHbBIE 3aKOHO/IaTEJIbCTBOM
Poccuiickoit @enepauuu CpoKHM 1O HOMEPY
tenedona banka, ykazaHHOMY Ha O(QHUIIMATIEHOM
caute banmka B cerm «MHTEepHEeTY, C
npousHecenueM Konosoro cnosa Knuenra.

IIpyn HanM4uM TEXHUYECKOW BO3MOXKHOCTH,
MOATBEPIUTD HCIIOJIHEHUE bankom
pactopspKeHUsl,  IIPUOCTAHOBIEHHOIO — M3-3a
MIPU3HAKOB OCYILECTBIICHUS NEPEBO/Ia AECHEKHBIX
cpeacts 6e3 mobpoBonbHOTO cornacus Kinmenra,
Knuent moxer no Cucreme nyrem BBOJa KoJa —
MOATBEPKICHUSA, MPEBAPUTEIIHHO
3anpouieHHoro Knumentom mno Cucreme u
MOJIyYEHHOTO Ha MOOWJIBHBIH HOMeEp TenedoHa,
ykazaHHblil B JloroBope 06 ucnonszoBanuu J[bO
wiu cooOuieHHslii Kinmmentom banky B mopske,
IPEAYCMOTPEHHOM CorunaieHueM. o
MOATBEPKICHUS VCITOJTHCHMS bankxom
COOTBETCTBYMOIIEro Iuarexka KimeHTt o0s3aH
CBEpUTH PEKBU3HUTHI pactopspKeHuUs,
oTnpasieHHoro KineHToM, ¢ peKBU3UTaMH,
YKa3aHHBIMH B YBEJOMJICHWH, HAaINpPaBIEHHOM
bankoM 1o HoMmepy MoOmiIbHOTO TenedoHa,
ykazanHomy Kimentom B JloroBope 00
ucnons3oBanuu  JIbO  umm  cooOrieHHOMY
Kimenrom banky B nopsiike, mpeayCMOTPEHHOM
CornamieHuem.

[Ipu mocryrmieHHMH. B yCTaHOBJIEHHBIE
3aKkoHomarenbcTBOM  Poccuiickoin  deneparuu
CpokH, B baHK MOATBEPKIECHUS HCIOJIHEHHS
baHkoM COOTBETCTBYIOIIETO IJIaTEXa B TCUCHHE
onepaMoHHOro AHsA, YykazaHHoro B JIBC,
JIEHEXHbIE CpelCcTBa cnuchiBatoTcs co Cuera B
tekymmii  PaGounit  nenp  banmka.  Ilpu
MOCTYIJIEHUU BBIIIEYKAa3aHHOTO MOATBEPKICHUS
IIOCJIE OTIEPALlMOHHOTO JHS, IEHEXKHBIE CPEICTBA
cnuceiBaroTes co CueTa He MO3JHEE CIIETYIOIIEro
Pabouero nus banka.

B cnyuae, ecim KnueHT cornamaerca ¢
coobmenneM banka o ToM, 4YTO omepanus IO
Cuery COOTBETCTBYET MpU3HaKaM
OCYILIECTBJICHUSI TEPEBOJA JACHEXKHBIX CPEIICTB
0e3 moOpoBonbHOTO cornacusi Knuenra, KiueHt
BIIPABE HE3aMEJINTEIBbHO HaNpaBUTh B baHK
OT3bIB COOTBETCTBYIOIIETO PACIIOPSKEHHUS.

5.3. The Client confirms/does not confirm the
performance by the Bank of the order
suspended due to signs of money transfer
without the voluntary consent of the Client
within the timeframe established by the
legislation of the Russian Federation by calling
on the Bank’s phone number specified on the
official web-site of the Bank in the Internet and
using the Client’s Code Word.

If technically possible, the Client may confirm
the performance by the Bank of the order
suspended due to signs of money transfer
without the voluntary consent of the Client,
using the System and entering the confirmation
code preliminarily requested by the Client via
the System and received on the mobile phone
number specified in this Contract on the use of
RBS or advised by the Client to the Bank in the
procedure established by the Agreement. Until
confirmation of performance by the Bank of the
corresponding payment, the Client shall check
the details in the order sent by the Client against
the details specified in the notification sent by
the Bank to the mobile phone number specified
by the Client in the Contract on the Use of RBS
or otherwise advised by the Client to the Bank
in the procedure established by the Agreement.

If the Client confirms within the timeframe
established by the legislation of the Russian
Federation the above payment to the Bank
within the transaction hours specified in the
BAA, funds shall be debited from the Account
on the current Business Day of the Bank. If the
above confirmation is received after the
transaction hours, the funds shall be debited
from the Account no later than on the next
Bank's Business Day.

If the Client agrees with the Bank's message
that the transaction on the Account bears signs
of money transfer without the voluntary
consent of the Client, the Client may
immediately revoke the respective order from
the Bank.




26

[Ipy Hemosy4eHMH. B  YCTAHOBJICHHbBIE
3akoHoJaTenbCcTBOM Poccuiickoit  denepanyun
cpoku, oT KimeHTta  COOTBETCTBYIOIIETO
MOJITBEPKICHUS, bank OTKa3bIBaeT B
UCIIOJIHEHUHU  PACTIOPSIKEHUST [0 UCTCYCHHUH
JAHHOTO CPOKa.

Kimenr yBegomiieH O TOM, 4YTO BCE
TeleQOHHbIE PAa3rOBOPHI  3alKCHIBAIOTCA U
Xxpansarcs B banke B TeueHue  CpokKa,
YCTaHOBJIEHHOTO 3aKOHOJATENHLCTBOM
Poccuiickoit ®enepanuu. 3anucu yKa3aHHBIX
TeleQOHHBIX  Pa3TOBOPOB MOTYT OBbITh
MCII0JIb30BaHbI MPU Pa3peIIeHUH JIFOOBIX CIIOPOB,
a TaKKe MPEIOCTABJICHBI B CY/.

5.4. B ciyuae, eciiv, HECMOTpsI Ha HANPaBIICHUE
KnueHToM moATBEpKIEHUS pACHOPSDKEHUS B
COOTBETCTBUH ¢ I1.5.3. HacTtosmero CoriaiieHus,
bank nonmyuun ot banka Poccun undopmanmio,
cojiepxairyrocs B base 1aHHbBIX, €r0 UCIIOTHEHUE

MPUOCTAHABIMBAECTCS  baHKOM  Ha  CpOK,
MPEAYCMOTPEHHBIM 3aKOHOJATeJILCTBOM
Poccuiickoit deneparumu.

@) MIPUOCTAHOBJICHUH HCIIOJTHCHHS
MOJTBEPKICHHOTO pacropsiKeHUs bank
00s13yeTcst YBEIIOMHUTh Kinuenrta
HE3aMeJJIUTEIbHO MyTeEM HarpaBJICHUs
cooOrmeHust KnmueHTty o cBoeMy yCMOTPEHHIO T10
CucreMme wiM 1O HOMEpPY MOOUIBLHOTO

tenedona®, ykazamnomy Kimentom B JJoroope
00 wucnonb3oBanuu JIbO wunm cooOreHHOMY
Kimenrom banky B nopsiike, mpeayCMOTPEHHOM
CornamieHuem.

5.5. Ilpu Hemosy4eHUH, B YCTAaHOBJICHHBIC
3aKkoHozarenbcTBOM  Poccuiickoit  deneparuu
CpokH, OT KimeHTa COOTBETCTBYIOLIETO OTKa3a B
WCIIOJIHEHU U bankom MOATBEPKIEHHOTO
pacropspKeHus, M0 UCTEYCHUH JTAaHHOTO CpOKa
bank UCIIOJHSIET MOJATBEPKICHHOE
pacniopspkenne KimeHTa mpu OTCYTCTBHH MHBIX
YCTaHOBJICHHBIX 3aKOHO/IATEIbCTBOM
Poccuiickoit ~ ®enepauyi  OCHOBaHUM  HE
MPUHUMATH €r0 K UCTIOJTHEHUIO.

5.6. Jlmem mosrydenuss KimmeHTOM COOOIMIEHUH,
yKazaHHbIX B 1.5.2. u 1m.5.4. HacTosALEro
CornamieHusi, SBISETCS JIGHb HAIpPaBJICHUS
bankoM ykazanHoro coo6mienus mo Cucreme uin
JIeHb HarpaBieHns bankom SMS-cooOmienus Ha

If the Client fails to send the corresponding
confirmation within the timeframe established
by the legislation of the Russian Federation, the
Bank shall refuse to execute the order after the
expiry of the defined timeframe.

The Client is hereby notified that all telephone
conversations shall be recorded and stored by
the Bank within the period established by the
laws of the Russian Federation. The recordings
of such telephone conversations may be used
when resolving any disputes and may be
presented to court.

5.4. Despite the confirmation of the order being
sent by the Client in accordance with n.5.3 of
the present Agreement, if the Bank receives
from the Bank of Russia information from the
Database, the execution of the order shall be
suspended by the Bank for a term stipulated by
the legislation of the Russian Federation.

The Bank shall immediately notify the Client
about suspension of execution of the confirmed
order by sending a message to the Client at its
own discretion via the System or to the mobile
phone number® specified by the Client in the
Contract on the Use of RBS or provided by the
Client to the Bank in the procedure established
by the Agreement.

5.5. If the Bank does not receive from the
Client the respective revocation of the order
within the timeframe established by the
legislation of the Russian Federation, after
expiry of the defined term the Bank shall
exectute the confirmed order of the Client if
there are not other reasons not to execute it
stipulated by the legislation of the Russian
Federation.

5.6. The day the Client receives the messages
specified in the n. 5.2 and 5.4 of the present
Agreement is considered the day the Bank
sends that message via the System or the day
the Bank sends SMS message to the Client’s

8 Knnenram, ykazaBmmm npu 3aximouennu Jlorosopa 06 ucronsszosanuu J[BO 1Ba HOMepa MOOUIILHBIX TENEOHOB,
SMS-coo0uieHne HampaBisieTcss Ha HOMEp MOOMJIBHOTO TeledoHa, YKa3aHHBIH B IIEPBOM CTPOKE ITyHKTa
«MoOunbHBIN TenedoH KIMeHTa AJIs mpuemMa coobieHuit B popmate SMS-coobienuiin/ To the Clients specifying
two mobile phone numbers when entering the Contract on the Use of RBS, SMS messages shall be sent to the mobile
phone number specified in the first line of “Mobile phone number of the client for SMS messages”.
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HOMep MoOwmnbHOro  tenepona  KimeHra,
yKa3zaHHbI UM B JloroBope 00 MCHOJIB30BaHUU
JABO wumn coobmennbiii Knuentom banky B
nopsiake, npexycMoTpeHHoMm CornamieHuem.

5.7. KuueHT mnonaTBepXkaaeT/He MOATBEPHKIACT
UCIIOJTHEHUE/OTKA3bIBACTCA  OT  HCIHOJHEHUS
baHkoM pacropspkeHust, MPUOCTAHOBICHHOTO U3-
3a  TIPU3HAKOB  OCYUIECTBIIGHUS  IepeBoja
JIEHEXKHBIX  CPEICTB  0e3  J0OpOBOJILHOTO
cornacus Knuenra, B Paboune nuu banka.

5.8. KimeHT yBemomiieH W coriaceH ¢ TeM, YTO
bank mpoBogut Ilposepky OII DnekTpoHHOrO
JOKyMeHTa (IpoIenypy YIAOCTOBEPEHHUs IpaBa
pacmnopsHKeHUs JICHE)KHBIMU CpeacTBaMu
Knuenrta) xaxnaplii pa3, Korza IpOBOJUTCS
poBepKa DIIEKTPOHHOTO ToKymMeHTa Kirenra na
COOTBETCTBHE  MpPHU3HAKAM  OCYIIECTBIICHHS
nepeBoja JICHEKHBIX CpEICTB 0e3
no0poBobHOTO cornacusi Knmenra, a Takke Ha
Hanuuue MHpopMaIuM, coaepxkaiieiics B base
JaHHbIX. B 3TOomM ciiysae baHk He Hecer
OTBETCTBEHHOCTH 3a YObITKM KimeHTa, KoTOpBIE
MOTYT  BO3HHKHYTh y HETO  BCIICJICTBUE
HEUCTIOJTHEHHsT DIEKTPOHHOTO JOKYMEHTa U3-3a
oTpuuatenpbHoro pesynbrara [lposepku OII
DNEKTPOHHOTO TOKYMEHTA.

5.9. bank BmpaBe B OJHOCTOPOHHEM IOPSIIKE
u3meHuts KomoBoe cnoBo KnmeHta, HampaBuB
Knmenty yBenmomienne Ha OyMa)XHOM HOCHTEJE
C COOCTBEHHOPYYHOU MOAMHUCHIO PYKOBOJIUTEINS
banka (ynmoliHOMOYEHHOro MM JMLa) 00
u3meHnenuu KomoBoro crosa.

5.10. B ciyuyae yrpaTsl KimmeHTOM KOHTpOJISE Haxl
HOMEpOM MOOUIBHOTO TenedoHa, a TaKxke
yrpatel KIMEHTOM yBEpEHHOCTH B TOM, 4TO
KogoBoe cnoBo wu/uiam HOMEp MOOUIBHOTO
TenepoHa HE MOTYT OBITh  HCIOJB30BAHBI
HEYIIOJIHOMOYEHHBIMH ~ JUIlaMu  (mamee  —
KOMITpOMeETAIHs), Knuent 00s13aH
He3aMe/UIUTEIHHO HampaBuTh B baHK mMUCbEMO O
KomrmpomMeTaru KooBoro ciioBa u/mim HomMepa
MoOuUITBEHOTO TenedoHa (BI0KEHHBIM (haitIoM) 1Mo
ajapecy  OJJEKTPOHHOH  TIOYTHI (e-mail),
ykazaHHoMy B JloroBope 00 HCHOIB30BaHUU
JBO, C MOCIEAYIOIIAM HeMeJIEHHBIM
MPEI0CTaBICHUEM B bank OpHUTHHAJA
BBIIIICYKA3aHHOTO TTUChMA.

Bce pacnopsbxenus KimuenTa o coBepiieHun
omepanuy,  COOTBETCTBYIOUIEH  NpU3HaKam
OCYIIECTBIICHUSI TIEPEBOJa JICHEKHBIX CPEACTB
06e3  moOpoBosbHOrO  cormacus  Kiumenra,
MOCTYMUBIIME TOCIE TONy4eHHs  baHkom
BBIIIIEYKA3aHHOT'O MMChMa IO 3JIEKTPOHHOM oYTe

phone number specified by the Client in the
Contract on the Use of RBS or provided by the
Client to the Bank in the procedure established
by the Agreement.

5.7. The Client confirms/does not confirm
I/revokes the execution by the Bank of the order
suspended due to signs of money transfer
without the voluntary consent of the Client on
Business days of the Bank.

5.8. The Client has been notified and agrees
that the Bank conducts Check of the Electronic
Signature of an Electronic Document (the
procedure of verification of the right to manage
Client’s money funds) every time the Bank
conducts Check of Electronic Document of the
Client for signs of money transfer without the
voluntary consent of the Client, as well as for
the presence of information contained in the
Database. In this case, the Bank shall not be
liable for the losses of the Client, which the
Client may suffer as a result of non-execution
of the Electronic Document due to the negative
result of the Check of the Electronic Signature
of an Electronic Document.

5.9. The Bank may unilaterally change the
Client's Code Word by sending a notification to
the Client on paper with a handwritten
signature of the Bank Manager (his authorized
representative) on the change of the Code
Word.

5.10. If the Client loses control over the mobile
phone number or loses confidence that the
Code Word and/or mobile phone number
cannot be used by unauthorized persons
(“compromise”), the Client shall immediately
send to the Bank a letter about the compromise
of the Code Word and (or) mobile telephone
number (as an enclosed file) to the e-mail
address specified in the Contract on the use of
RBS, subject to the subsequent immediate
sending of the original of such letter to the
Bank.

All the Client’s orders on the performance of
the transaction having signs of funds transfer
without the voluntary consent of the Client
which are delivered after the Bank receives the
above e-mail and before the Bank accepts from
the Client the subsequent notification on paper
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u g0 npunsarus bankom ot  Knuenta
MOCJICIYIONIETO YBEJAOMJICHHUS Ha OyMa)KHOM
HOCHTEJIE C COOCTBEHHOPYYHOH IOIMHCHIO
ynoiHoMo4eHHoro juia KiueHnra ¢ ykazaHuem

Hoporo KomgoBoro cioBa w/mnm  HOMEpa
MOOMJILHOTO TenedoHa, CUHTAIOTCS
aBTOMATHYCCKU OTO3BAHHBLIMU.

B cnywae 3amennt KimenTtom Homepa

MoOmiIbHOTO Tenedona w/unun KogoBoro ciosa,
KineHT 00s13aH He3aMeUTUTEIEHO YBEIOMHUTB 00
5ToM baHk B MUCbMEHHOM BUAC Ha 6YMEDKHOM
HOCHTENIE C COOCTBEHHOPYYHOH HOMIHUCHIO
yIOJTHOMOYEHHOTo Jnia KimenTa ¢ yka3zanuem

HoBoro KomoBoro cimoBa w/miam  HOMepa
MOOMIBHOTO TenedoHa.

o MOMEHTA MPUHATHS bankom
BBILIEYKA3aHHOTO YBEIIOMJICHHUS bank

UCMONb3yeT B cooTBeTcTBUU c CoramieHuem
panee cooOuenHbli banky Kinmnenrom Homep
MOOWJIBHOTO TeliepoHa, paHee COOOIICHHOE
Kmuenrom  banky/bankom  Kimenty (B
coorBercTBUM ¢ 1.5.9 Cornamenus) Komosoe
CJIOBO.

5.11. baHk He HeceT OTBETCTBEHHOCTH 3a YIIepo,
IPUYMHEHHBIN Kimenry BCJIC/ICTBUE
HECAHKIIMOHUPOBAHHOTO UCTIOJIb30BaHUS
TPeTbUMH JIMIAaMH (B TOM 4YHCIe, HO HeE
OTpaHUYMBAsACH, IpU KoMnpomerarun) Kogosoro
cloBa/HOMepa MoOWJbHOrOo  TenedoHa, Ha
KoTopblii ~ bankom  HampaBmsercs — SMS-
coo0IlleHHe O  COBEpILIEHUU  OIepaluH,
COOTBETCTBYIOLIEH MMpHU3HAKAM OCYILECTBICHUS
nepesoJia JICHEKHBIX CPEICTB 0e3
no6poBosbHOro cornacus Kinuenra.

5.12. Bank He HecCeT OTBETCTBEHHOCTH 3a
HEraTUBHbBIE MOCIEACTBUSA, B TOM YHCIe YOBITKH
Kimenra, koTOpbie MOTYT BO3HUKHYTh Y Kitenra
BCJICJICTBUE HEMOJYYECHUs YBEIOMJICHHH OT
banka 00 omepauuu,  COOTBETCTBYIOLIEH
NPU3HAKaM OCYIIIECTBIICHHUS TEPEBOA ICHEKHBIX
cpencts 6e3 noOpoBosbHOTO coriacusi Kiuenra,

MIPUOCTAHOBIICHUH HCIIOJIHEHHS
MOATBEPKIEHHOTO  PACTIOPSDKEHUST WIH O
MPUOCTAHOBIIEHUU HUCHOJIb30BaHUsI CHCTEMBI, B
TOM quce, B CBSI3H c

HE/I0CTOBEPHOCTHIO/HEAKTYaIbHOCTbIO

uH(popMalnu, ykazanHo Kimenrom, a taxxke B
CBA3M C HEAOCTYyNHOCThIO i Kiumenra
YKa3aHHBIX CIOCOOOB CBSI3M, a TakXe MO BUHE
Knuenra unm MOOMIIBHOTO omepaTopa, B ciaydae
yrpatel  Knmentom KomoBoro crioBa/HoMepa
MOOWIBHOTO TenedoHa, Ha KOTOpbH bankom
HarpaBisieTcss SMS-coo0IieHne 0 COBEpIICHUHN

with a handwritten signature of the Client’s
authorized representative specifying the new
Code Word and/or mobile phone number, shall
be deemed automatically revoked.

If the Client changes the mobile phone number
and (or) the Code Word, the Client shall
immediately notify the Bank thereof in writing
on a paper bearing the handwritten signature of
the authorized person of the Client specifying a
new Code Word and (or) mobile telephone
number.

Until the Bank accepts the above notification,
the Bank shall use the mobile phone number
previously provided to the Bank by the Client
and the Code Word previously provided to the
Bank by the Client/to the Client by the Bank (as
per n.5.9 of the Agreement) in accordance with
the Agreement.

5.11. The Bank shall not be liable for damage
caused to the Client due to unauthorized use by
third parties (including but not limited to
compromising) of the Code Word/mobile
phone number, to which the Bank sends SMS
messages about transactions with signs of
money transfer without the voluntary consent
of the Client.

5.12. The Bank shall not be liable for negative
consequences, including losses of the Client,
which the Client may suffer as a result of non-
receipt of notifications from the Bank about a
transaction with signs of money transfer
without the voluntary consent of the Client,
suspension of execution of the confirmed order
or suspension of use of the System, including,
but not limited to, for the reason of
inaccuracy/outdated nature of the information
specified by the Client, unavailability of the
specified communication methods for the
Client, fault of the Client or the mobile
operator, loss of the Code Word/mobile phone
number, to which the Bank sends SMS
messages on transactions with signs of money
transfer without the voluntary consent of the
Client, by the Client or the compromise thereof.
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olepaluy,  COOTBETCTBYIOIIEH  NpHU3HAKaM
OCYILECTBJICHHs] TE€PEBOAA JEHEXKHBIX CPEICTB
06e3 goOpoBosibHOrO cornacus Kimenra, wux
KOMIIPOMETAIIHH.

5.13. baHk He HECeT OTBETCTBEHHOCTH 32 YOBITKH
KnueHnra, BO3HUKIIME B pe3yiabTaTe YTPaThl
(mopuu, mepenauu, yTepH, pa3MIALICHUM)
Knuenrom Konosoro cioBa/Homepa MOOMIIBHOTO
TeneoHa, Ha KOTOpBIH baHkoM HampaBisercs
SMS-coo0mmieHrne O COBEPIICHHH OIEPAIlHH,
COOTBETCTBYIOIIEH MpHU3HAKAM OCYIIECTBICHHS
nepesojia JCHEXKHbIX CpeZCTB 6e3
no0poBobHOTO coriacust Kimenra.

5.14. bank He HeceT OTBETCTBEHHOCTH 33 YOBITKH
Knuenra, BO3HHKIIINE BCJIC/ICTBHE
HECBOEBpEMEHHOr0 coolieHus banky o6 yrpate
KnreHTtoM KOHTPOIIS HaJ HOMEPOM MOOMIIBHOTO
tenedpoHa, a Takke yrpare Kiumentom
YBEpEHHOCTH B ToM, 4To KozoBoe cioBo, HOMep
MOOWIBHOrO TenegoHa, Ha KOTOpbli bankom
Hanpasisgercss SMS-coo0mienue o coBepIIeHuN
olepaluy,  COOTBETCTBYIOIEH  NpHU3HAKaM
OCYILECTBIICHHS TIEPEBOAA JCHEKHBIX CPEICTB
6e3 1o6poBobHOTO cornacust Kinunenra, He MOryT
OBITh  WCHOJB30BAHBI  HEYNOJHOMOYCHHBIMH
JHLIaMHU.

5.15. KimeHTt 00s3yercs mpeaoctaBuTh baHky
JeMCTBUTENBHBI HOMEpP MOOMJIBHOTO TeledoHa
1 00eCTIeunTh MOCTOSTHHYIO JIOCTYITHOCTH HOMEpa
MOOWIBHOTO TenedoHa i IpruemMa COOOIeHHH

B dopmare SMS-coobmenmit Ha
PYCCKOM/aHTIIUACKOM SI3BIKE.
5.16. KimeHT HeceT OTBETCTBEHHOCTh 3a

JIOCTOBEPHOCTh HOMEpa MOOMIJIBHOTO TenedoHa,
00si3aH HE JOIMYCKaTh CoO3JaHue TyOJUKaTOB
(KJIOHOB) SIM-KapThl, a TaKXKe HE OMYyCKaTh
NOJTy4eHHE, UCTIOJIb30BAHUE U 3aMEHY SIM-KapThl
U/ HoMepa MoouibHoro Tenedona, KogoBoro
CJIOBa HEYIOJIHOMOYEHHBIMH JINT[AMH.
5.17. KnueHt o6s3yetcs oOecrieuyuTh XpaHEHHE
uHpopmanuu o KomoBom cioBe crnocoOowm,
nenatomuM  KosoBoe  €JI0BO  HEIOCTYIHBIM
TPETHUM JTUIIAM.

bank 00s13yeTcst IpUHATH Bce HEOOXOAUMBIE
Mephl  OPTaHWU3AIMOHHOTO ¥ TEXHUYECKOTO
xapaktepa ais oOecredyeHUs: HEBO3MOXKHOCTH
JOCTyTa HEYIOTHOMOYEHHBIX TV K
uHpopmauuu o KomoBom croBe, Homepe
MoOmibHOTO Tenedona Kinenra, Haxosieiics B
pacnopspkeHnn banka.
5.18. KnueHT moaTBepkaaeT, 4To eMy U3BECTHO
0 TOM, YTO B IIpoLecCce Mepenayn MHPpOopMauu
nmyrem HarnpasieHuss SMS-cooO1ieHns BO3MOXKEH

5.13. The Bank shall not be liable for the
Client’s losses resulting from the loss (damage,
transfer, disclosure) of the Code Word/mobile
phone number, to which number the Bank
sends SMS messages on transactions with signs
of money transfer without the voluntary
consent of the Client, by the Client.

5.14. The Bank shall not be liable for losses of
the Client arising out of the late notification of
the Bank about the loss of control over the
mobile phone number by the Client, as well as
the loss by the Client of confidence that the
Code Word, mobile number, to which the Bank
sends SMS messages on transactions with signs
of money transfer without the voluntary
consent of the Client, cannot be used by
unauthorized persons.

5.15. The Client shall provide the Bank with a
valid mobile phone number and ensure that the
mobile phone number is always available for
receiving SMS messages in Russian/English.

5.16. The Client shall be liable for the accuracy
of the mobile phone number, shall prevent any
duplication (cloning) of the SIM card, and
prevent the receipt, use, and replacement of the
SIM card and/or mobile phone number, the
Code Word by unauthorized persons.

5.17. The Client shall ensure the safekeeping of
information about the Code Word in a manner
that makes the code word inaccessible to third
parties.

The Bank shall take all the necessary measures
of the organizational and technical nature to
ensure that unauthorized persons cannot access
the information on the Code Word and the
Client’s mobile phone number available to the
Bank.

5.18. The Client is hereby aware of the risk of
unauthorized access by third parties to the
information communicated by SMS messages
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PUCK HECAaHKIIMOHUPOBAHHOTO JOCTYIMA TPEThUX
JUI K TakoW WH(POpPMAMM ¥ HACTOSIIUM
BBIpQXKACT CBOE COTJlacHe C TeM, 4To baHk He
HECET  OTBETCTBEHHOCTH 33  pasJialleHue
uHpopmanun o Kiumenre, omepanusx 1o €ro
Cueram B ciydae TaKoro
HECAHKIMOHUPOBAHHOTO JOCTYTIA.

5.19. KimeHt cornamaercs ¢ TeM, 4ro baHk He
HECET OTBETCTBEHHOCTH 3a KaKHe-JIH0O aBapuw,
cobou u mepedou B 00CITYy)KMBAHUU, CBSI3aHHBIC C
o0opyioBaHuEM, CHUCTEMaMH nepeaavyn
SJICKTPOIHEPTMHM W/WIIM  JIMHHA CBSI3U, CETH
«HTEpHETY, KOTOpBIC oOecIeunBaroTCs,
MOIAF0TCA, AKCILUTYaTUPYIOTCSI W/Anu
00CITYKMBAIOTCS TPETBUMH JUIIAMH B CBSI3H C
HanpaBneHueM  bankom  Kiwmenty  SMS-
COOOIICHNUS, B TOM YHCIIE YOBITKH, TOHECEHHBIE B
CBS3M C HENPABOMEPHBIMH JCHCTBUSAMH WIIH
Oe37eiicTBHEM TPEThHX JIMI. baHK He Hecer
OTBETCTBEHHOCTh 3a JIOCTYITHOCTh u
paboTOCIIOCOOHOCTh CPEJICTB CBS3H, C TIOMOIIIBIO
KOTOpbIX bBaHK OCyIIecTBIsIET yBEIOMIICHHE
Knuenra.

Crarbs 6. KondunaeHunajibHOCTh

6.1. YcnoBust u wHpOpMAIUs, COACpKAIIAsACI B
CornaiieHun, a Takke BCs IEPENHUCKa, CBSI3aHHAS
C ©€ro WCIHOJHEHHUEM, CYHUTAIOTCA O00euMH
Croponamu KOH(pHUACHIIMATHHON UHPOpMAIUEH,
COCTaBJISIIONIEH, B TOM 4HCIE, OAaHKOBCKYIO H
KOMMEpYECKYIO0 TaiiHy, KOTOopyto CTOpPOHBI He
BIIpaBEe pasrijamarh TPEeThUM JHUIaM  0e3
MPEABApPUTEIILHOTO  MHUCBMEHHOTO  COTJIACHs
npyroit CTOpOHBI, 3a HMCKIIOUYEHHUEM CIIy4aes,

IIPEAYCMOTPEHHBIX CornamennemM u
3aKoHoOAarenbCcTBOM Poccuiickon  dDenepanum,
IIPENOCTABIICHUS TaKou uHpopMaun

HE3aBUCHUMBIM ay,)II/ITOpCKI/IM OpFaHI/IBaHI/If{M 110
uX TpeOOBaHUIO B XOJie¢ TMPOBENCHUS ayauTa
Oyxrajarepckoro  ydera U (UHAHCOBOIL
(Oyxranrepckoif) OTYETHOCTH; KOTJa  OHa
0Ka3ajach M3BECTHOW TPETHUM JIMI[AM JI0 TOTO,
kak CTOpPOHBI €€ pa3rIachiIH.

Crarbsa 7. DUHAHCOBBIE B3AMMOOTHOIIIEHU S

7.1. Tlopsiok oTuIaThl, CTOMMOCTH PaOOT M YCIIYT,
okasbiBaeMbIX bankoM KimeHTy no Hactosmemy
Cornamenuro, ycTaHaBIuBarOTCs Tapudamu u
HACTOSALUM CornameHnueM. Pacuertsl
MPOU3BOJATCS B pPYOJAX TMyTeM CHHCAHUS
bankom (0e3 JDOMOJHHUTENBHBIX PACHOPSHKEHUM

and hereby agrees that the Bank shall not be
liable for any disclosure of such information
about the Client and transactions on the
Client’s Accounts in the event of such
unauthorized access.

5.19. The Client hereby agrees that the Bank
shall not be liable for any emergencies,
malfunctions and interruptions in the services
due to equipment, electricity systems and/or
communication lines, the Internet, which are
provided, supplied, operated and/or maintained
by third parties, as related to the SMS messages
sent by the Bank to the Client, including losses
incurred due to illegal actions or inaction of
third parties. The Bank shall not be liable for
the availability and operability of the means of
communication used by the Bank to notify the
Client.

Article 6. Confidentiality

6.1. Terms and information, contained in the
present Agreement, as well as all the
correspondence, relating to its execution, are
considered as confidential by both Parties,
constituting, inter alia, a bank and commercial
secret, which the Parties have no right to
disclose to third parties without preliminary
written consent thereto of the other Party, only
in case and in the manner, as under the present
Agreement and the legislation of the Russian
Federation and provision of such kind of
information to independent audit organizations
on their demand in the process of audit of
accounting and financial (accounting) reports;
when it has been disclosed to the third parties
before it was disclosed by the Parties.

Article 7. Mutual financial relations

7.1. Manner of payment, price of works and
services, rendered by the Bank to the Client as
under the present Agreement, are set by the
Tariffs and the present Agreement. Settlements
are conducted in rubles through the direct
debiting by the Bank (without additional
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KinueHnra) AeHEXHBIX CpPEICTB C PacdyeTHOro
u/vnu uHbIX cuetoB Kinenra, oTkpbIThiX B banke,
C KOTOpPBIX Tako€ CIIMCAHUE JOIyCcKaeTcs
3aKOHOJaTeNbCcTBOM Pocculickoit ®Denepanuu,
IIPEIBAPUTENBHO MTOJIHOCTHIO 10 OKA3aHUS YCIIYT.
Ecnu neHexHble CpelcTBa CHMCBIBAKOTCSA CO
cuera KimeHTa B MHOCTpaHHOM BajlloTe, a CymMa,
npuuMTaroniasics baHKy B COOTBETCTBHM C
Tapudamu, Bolpaxkena B pyomsx, bank
CaMOCTOATENIbHO  TPOU3BOJMT  KOHBEPCHUIO
YKa3aHHBIX CpeACTB 10 Kypcy banka Poccum Ha
JIEHb COBEPILEHUS ONEepallii M HaIpaBisieT
MOJIYYEHHYIO CYyMMY JUIsl OILIaThl yciyr baHka.

7.2. B cnyyae, ecim OCTaTOK JICHEKHBIX CPEICTB
Ha PacyeTHOM W/WiM uHBIX cuerax Kimenra He
no3BoyisieT baHKy B CpOK W B pa3Mepe,
onpezeneHHpIX CornameHueM U 1eHCTBYIOIMMU
Tapudamu, npousBecTH CHHCAHUE IUIATHI 3a
yciyru banka, bank umeer npaBo He OKa3bIBaTh
3ampamuBaemble  KimeHTOM  yciyrm  w/wim
IPUOCTAaHOBUTh oOciyxuBanue Kimenta mno
Cucreme 10 MOMEHTa IIOJIHOM  OIUIAThI
3a00/DKEHHOCTH  KUIMEHTOM, COOTBETCTBEHHO
yBenoMuB 00 3ToM Kimenrta He MeHee ueM 3a 5
(msatp)  PabGoumx  gueit  banka.  Knwment
OTKa3bIBaeTCs OT JIOOBIX IpereH3uil k banky 3a
BO3HUKHOBEHHE B JTOM CIIy4a€ BO3MOXHBIX
yOBITKOB, BKJIIOUas peajbHbI  ymepd u
YIIYHIEHHYIO BBITOJy, CBA3aHHBIX C 3aJ€p KKaMHu
B npoBeneHuu Knmenrom omnepauuii no Cuery,
CY4eTy Jemno, cYeTy M0 BKIany (IEMO3uTY),
OCYIIECTBJICHUS UHBIX JIEUCTBUH, CIIETIOK.

7.3.B  cnygae  pactopkeHuss  Kimenrom
CornamieHuss B OJHOCTOPOHHEM  MOpSAKE,
Knuent o6s3an He mo3anee 3 (Tpex) Paboumx
nHel baHka OT naTel HaNpaBiIeHUs YBEIOMIICHUS
0 PacTOP’KEHUU OIIATUTh CTOMMOCTb OKa3aHHBIX
YCIIYT.

7.4. KNMeHT HacTOSIIIIUM JIaeT coryacue (3apaHee
JMaHHBIA aKLENT) Ha HCIOJIHEHHE (B TOM 4HucCie
yactuuHoe) baHkoM, B TONHOW CyMMe
IIJIATEXKHBIX TpeOOBaHUIT/MHKACCOBBIX
nopyuyeHuii baHka WM HHBIX JOKYMEHTOB,
YCTaHOBIIEHHBIX Bbankom Poccun, IS
OCYILIECTBIIEHUS IIPaB, NMPEAYCMOTPEHHBIX 1.7.1
Cornamnienusi, B TEYEHHE CpOKa JEHCTBHS
Cornamienus.

Cratbia 8. OTBeTcTBeHHOCTL CTOPOH

8.1. 3a HencnomHeHHEe W/WIN HEHAIUIEKAIEE
HNCITIOJIHCHUC O6$I3aT€J'H>CTB 110 COFJIaL[ICHI/IIO

Client’s orders) of the funds from the settlement
and/or other accounts held by the Client in the
Bank, from which such debiting is permitted by
the legislation of the Russian Federation,
preliminarily in full prior to the provision of
services. If the funds are debited from a foreign
currency account of the Client, and the amount
due to the Bank, as in compliance to the Tariffs,
is expressed in rubles, Bank individually
converts the specified funds at the exchange rate
of the Bank of Russia as at the day of the
commission of the operation and directs the
received amount for payment for the Bank’s
services.

7.2. In case if the balance of funds in the
settlement and/or other accounts of the Client
does not allow the Bank, within the term and in
the amount set by the Agreement and the
effective Tariffs, to debit the amount of
payment for the services of the Bank, the Bank
shall have the right not to render the services
requested by the Client and/or suspend the
servicing of the Client in the System until the
full payment of the Client’s debt has been made,
correspondingly notifying the Client of such at
least 5 (five) Business Days of the Bank in
advance. The Client refuse to file any claims
with the Bank for the occurrence, in such case,
of possible losses, including real damage and
lost profits, related to the delays in
commissioning Client operations on the
Account, depot account, deposit account, or
other actions or transactions.

7.3. In case the Client terminates the Agreement
in a unilateral manner, Client shall no later than
3 (three) Business Days of the Bank from the
date of the sending of the notification about the
termination, cover the cost of rendered services.

7.4. Hereby the Client gives his consent (pre-
authorization) to the execution (including
partial execution) by the Bank of Bank’s
payment requests/collection orders or other
documents stipulated by the Bank of Russia, in
full, for the implementation of rights specified
in the p. 7.1 of the Agreement within the validity
period of the Agreement.

Article 8. Liability of the Parties

8.1. The Parties shall be held liable for non-
performance and/or improper performance of
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CtopoHBI HECYT
COOTBETCTBUU C
Poccuiickoit @enepanuu.
8.2. KiineHT HeceT OTBETCTBEHHOCTH 3a!
- COXPAHHOCTb M LIEIOCTHOCTh YCTaHOBJIIEHHOTO
POrPaMMHOTO o0ecrnieueHus, BKJIIOUast
CpenctBa 3amuThl MH(GOpPMAIMK, HOCHUTENEH C
Krouamu,
- BBIMOJHCHHE TPEOOBaHMI K OIKCIUTyaTalluu
Cucrembl, wu3noxeHHbIXx B CorlalieHUH WU
JoxymeHnTauuu,
- HaJJIexaniee BBITIOJTHEHUE
CornameHusi, a TakxKe
Kiroueit TOJIBKO YI0JIHOMOYEHHBIM
npencraButesieM  KimeHTta, yka3aHHBIM B
cooTBercTByOmUX JlaHHbIX 0 Branenbie
ceprudukata xmoya mnposepku Il (mo dopme
banka).
8.3. bBank  Hecer  OTBETCTBEHHOCTh  IEPE]
KiueHTOoM B COOTBETCTBUU € 3aKOHOJATEILCTBOM
Poccniickoit denepanuu, pyu HAIMYNUN BUHBI 32
peaibHBbIH yiiepo, HO HE 3a YIIYIIEHHYIO BHITO1Y,
C YYE€TOM OTpaHUYEHUH, IPETYyCMOTPEHHBIX 11.8.4
Cornamienusi, 3a TOYHOE, CBOEBPEMEHHOE H
IIOJIHOE MCIOJHEHUE MOPYYEHUM U MHCTPYKLHN
Knuenta 1o  mpoBeneHuto  OaHKOBCKUX,
JIETIO3UTAPHBIX OTIEPAITHi, IO COBEPIIICHUTO HHBIX
NENCTBU, CIENOK, HA OCHOBAaHHUH HAJJICKaIUM
o0pa3zoM  O(GOPMIIEHHBIX W  CBOEBPEMEHHO
nepenaHHeix  1mo  Cucreme — DNEKTPOHHBIX
JnokymeHToB KnueHra.
8.4. bank He HeceT OTBETCTBEHHOCTH:

- 3a TOCJEACTBUSI COBEPIICHUS ONEpaIluii,

OTBCTCTBCHHOCTD B
3aKOHOJaTC/ILCTBOM

yCJIOBUH
32 UCIOJIb30BaHUE

WUHBIX JEWCTBHM, CHEIOK Ha OCHOBAaHWHU
HaJIeKAIAM o0Opazom 0(pOpPMIIEHHOTO
Knuentom ONEKTPOHHOTO JIOKYMEHTA,

NPU3HAHHOTO BEPHBIM M NPHUHATOro baHkoM Kk
UCTIOJIHEHUIO (110001 DNEeKTPOHHBIA JTOKYMEHT,
O CAHHBIHN VY oIHOMOYEHHEIM
npencraButesnieM KiimeHTa B COOTBETCTBUM C
CornameHneM W NOJy4YeHHbIM baHkom 1o
Cucreme, B m1000M cioy4ae HpU3HAETCS
ONEKTPOHHBIM JOKYMEHTOM, HWCXOISAIIMM OT
Knuenta, uro He pomyckaer orka3 Kiumenra ot
TOTO, YTO TaKOM JOKYMEHT HampaBieH C €ro
CTOPOHBI, HU IIPU KAKUX 0OCTOSATENbCTBAX);

- 32 TIOCJIE/ICTBUSI COBEpPIIEHHUS ONEpalu,
WUHBIX JEWCTBUM, CHEIOK Ha OCHOBAHWUHU
HaJIeKAIAM obOpazom 0(OpMIIEHHOTO
Knuentom DNEKTPOHHOTO JIOKYMEHTA,
HNOJNMCAHHOTO MPEXHUM Y IOJHOMOUYEHHBIM
npencrasutesnieM KimeHTa, [0 MONy4eHHS OT

the duties under the Agreement, as in
compliance to the legislation of the Russian
Federation.

8.2. The Client shall be responsible for:

- the security and entirety of the installed
software, including the Information security
products, media with the Keys,

- the observance of the requirements for the
operation of the System, specified in the
Agreement and the Documentation,

- due execution of the terms of the Agreement,
as well as for the use of Keys only by the
Authorized Representative of the Client
specified in the corresponding Information on
the ES verification key certificate Holder
(according to the Bank's form).

8.3. The Bank shall be held liable before the
Client, as in compliance to the legislation of the
Russian Federation, in case of its fault for real
damage, but not for lost profits, in light of the
restrictions, as under n.8.4 of the Agreement, for
the exact, timely and full execution of the orders
and instructions presented by the Client for the
commission of banking operations, custody
transactions and other actions or transactions on
the basis of the duly drawn up and timely
transferred, within the System, Electronic
Documents of the Client.

8.4. The Bank shall
following:

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
acknowledged as accurate and accepted by the
Bank for execution (any Electronic Document
signed by the Authorized Representative of the
Client in compliance to the Agreement and
received by the Bank through the System, is in
any case found as an Electronic Document
received from the Client, which excludes
Client’s refusal from the fact that such
document was sent on its behalf, under any
circumstances);

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
signed by the former  Authorized
Representative of the Client, until the date of
receipt of a letter on cancellation of the
respective Set of Keys from the Client;

not be liable for the
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Knuenra IHChMa 00 AQHHYJIUPOBAHUU
cooTBercTBYtolero Komrmiekra Kiroueit;

- 33 MOCICACTBUA OTKa3a baHka B
cootBeTcTBUM ¢ n.4.3.2, 435 - 437
CornamieHuss OT TpUeMa K  HMCIOJHEHUIO
DJIEKTPOHHOIO JIOKYMEHTa, MepeIaHHOTO
Kaunentom no Cucreme;

- 3@ MOCJEACTBUS UCHOIb30BaHus CUCTEMBI,
yCTaHOBJIEHHON y KimeHTta, mocTopoHHHMH, a
TAK€ HEYITOJTHOMOYEHHBIMHU HA 3TO JIUIIAMU;

- 3a MOCJeACTBUS paszriamenus Kiouentom
uHpopmanuu o mopsake paboTel CHCTEMBI,
BKJIIOYAs TOPSAIOK ucnonb3oBanus Cpencts
3aIUTHl THPOPMAIIHH;

- 3a mHapymeHue pabotel Cucremsl u
BO3HUKHOBEHUE TPYIHOCTEH B OCYIIECTBICHUU
Omnepaluii, HWHBIX JEUCTBUM  IOCPEACTBOM
Cuctembl B pe3yibTaTe OMIMOOK U HETOUHOCTEH,
JonyueHHbIx Knuentom;

- 3a mHapymeHue pabotel CHCTEMBI B
pe3ynbprate HeucnpaBHocTu CpenctB o0paboTKu
u XpaHEHUs uHpopMauu Kinenra,
UCIIONBb3YEMBIX ISl 1ocTymna Kk Cucreme;

- 3a mHapymeHue pabotel CHUCTEMBI B
pe3ynbTaTe IeUCTBUI TPETHUX JIUII;

- 3a mocyencTBus HapymeHus KiameHtom
TpeOOBaHUII M TpaBWI, TNPHUBEIECHHBIX B
Cornamenuu u JlokymeHTaluu;

- 3a MOCJIEACTBUS HapylIeHUs
paboTOCTIOCOOHOCTH  TENEKOMMYHUKAIIMOHHBIX
JIMHUM CBA3HU, ceTh «HTepHETY;

- 3a yOwiTkm KiwmeHTta, BO3HHKIIHNE
BCJIC/ICTBUE  HECBOEBPEMEHHOTO  COOOIICHHUS

banky o Komnpomeranuu Kirouei;

- 3a YyOBITKM, BO3HHKIINE B pe3yibTare
yTpathl (MOpYH, TIepeaadn, yTepH, pa3riialieHun)
KnuentoMm npumensemsix B CucreMe naposei,
Kirouei, HOCHUTEICH c Kirouamu,
Kondunenmmanpoit  uHbopmManmuu /MM
MIPOrpaMMHOTO 00€CTICUCHHST;

- 3a YyOBITKM, BO3HHUKIINE B pe3yJbTare
ucnonp3oBaHus CucTteMbl B HapyllIeHHE KaKHX-
1100 TpeGoBaHuU 3aKOHO/ATEIbCTBA
Poccuiickoit  @epepannn, NOPUMEHUMOTO K
nesitenbHOCTH KineHTa.

Cratbsa 9. [lopsaok paspenieHusi CHIOPOB

9.1. CTopoHBI IPUMYT BCE MEPHI K Pa3peLICHUIO
BCEX CIOPOB W Pa3HOINIACUH, CBA3aHHBIX C
tosikoBaHueM CropoHamu CoryialleHUs] U €ro
BBINOJIHEHHEM ITyTEM NIEPETOBOPOB.

- for the consequences of the Bank’s refusal, in
compliance to n.4.3.2, 435 - 4.3.7 of the
Agreement, to accept for execution an
Electronic Document, transferred by the Client
via the System;

- for the consequences of use of the System,
installed for the Client, by third parties, as well
as by persons not authorized for such use;

- for the consequences of the disclosure by the
Client of the information on the procedure of
operation of the System, including the
procedure for the use of Information security
products;

- for the malfunction of the System and
occurrence of difficulties in the commission of
operations in the System as a result of errors
inaccuracies, admitted by the Client;

- for the malfunction of the System as a result
of an error in the products designed for
processing and storage of information of the
Client, used to access the System;

- for the malfunction of the System as a result
of actions of third parties;

- for the consequences of Client’s violation of
rules and requirements, as presented in the
Agreement and the Documentation;

- for the consequences of malfunctions in the
telecommunication lines and the Internet;

- for the losses sustained by the Client, arising
as a result of untimely message to the Bank
about the Key Compromise;

- for the losses, arising a result of loss (damage,
transfer, loss, disclosure) by the Client of the
passwords used in the System, Keys, media
with the Keys, Confidential Information and/or
software;

- for the losses, arising as a result of the use of
the System in violation of any requirements of
the legislation of the Russian Federation,
applicable to the operations of the Client.

Article 9. Settlement of disputes

9.1. The Parties shall undertake all the possible
measures for the resolution of all the disputes
and  disagreements, relating to the
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9.2. B cnywae, ecnmu CTOpoHBI HE NPUAYT K
B3aHMOIIPHUEMIIEMOMY PEILICHHUIO myTeM
IIEPETOBOPOB, Cropona, NpeAbsBUBIIAS
IpeTeH3uio, Oo(UUIUaIbHO Bpy4yaeT JpYyrou
CropoHe yBegOMJIGHME O TPETEH3UU B
NUCbMEHHOM BHJE Ha OyMa)XKHOM HOCHUTEJE.
CropoHa, moyyyuBIIas yBeJJOMJICHUE, TPOBOIUT
pacciefoBaHue Mo GpakTy MPEeTeH3UH B TeUECHUE 7
(cemu) KaJmeHIApHBIX JTHEW OT AAThl MOJYyYEHUS
YBEJIOMJICHHS, [0 HCTEUEHUU KOTOPBIX Ha
OyMa)XHOM HOCHUTENE YBEIOMISIET JAPYTYIO
CtopoHy 0 pe3ynbTarax pacciieJOBaHHUs.

9.3. B ciyuae, eciu pe3ysbTaThl paccieOBaHUS
He ynoBieTBOPSAIOT CTOPOHY, MNPEabSBUBIIYIO
IPETEH3HI0, MO0 €CIM TaKoe YBEJOMJICHHUE HE
IIOJIy4Y€HO CropoHoi, NpeIbABUBIIEHT
npereH3uto, CTOpoHbI GOPMUPYIOT TEXHUUECKYIO
KOMUCCHIO JJis pa3dopa KOH(PIUKTHOM cuTyaluu
B TeueHue 15 (mATHaaaTh) KaJeHAapHbBIX THEH C
MOMEHTa MCTEYEHHs CPOKa, YKa3aHHOro B 1m.9.2
Cornamenust. Llenbto  paboThl  KOMHUCCUH
ABIIIETCS. YCTAHOBJICHHE TPAaBOMEPHOCTH U
obocHoBanHocTH TipeTeH3uu. [lopsimok pazdopa
KOH(JIMKTHOU CUTYallH MIPUBEJICH B
[Tpunoxxennn Ne3 k Cornamenuto. B cocras
KOMHCCUHU BKJIIOYAIOTCS B PaBHOM KOJIMYECTBE
npefcTaBuTeNd  baHKa W TpeACTaBUTENH
KnueHnra, a Takke MpecTaBUTENN OpraHU3alui—
pazpaborunka CucremMbl H, B  Ciydae
HEOOXO/JMMOCTH,  HE3aBUCHMBbIE  HKCIEPTHI.
CocraB koMuccuu coriacoBsiBaercsi CTopoHaMu
B akre. VX mOJTHOMOYMS MOATBEPIKIAIOTCS
noBepeHHOCTIMU. CpoK JeWCTBUST KOMHCCHHU
coctaBnsieT He Oonee 14 (4eTbIpHAIIATH)
KQJICHIAPHBIX JHEM.

9.4. PaboTa KOMUCCHH MTPOXOAUT HA TEPPUTOPHU
banka.

9.5. B ciyuae orcyrctBus y onHoil u3 CTopoH

KaKuX-TM00 MaTepuaioB, TpeOyeMbIX I
YCTaHOBJICHUS MIPaBOMEPHOCTHU u
000CHOBaHHOCTH MIPETEH3UH (mepeueHb

MaTepuanoB mpuBeaeH B llpumoxenuu Ne3 k
CornanieHuro), CIop perraercs B Mojib3y JAPyrou
CtOopoHBI.

9.6. Pesynmprar paboThl KOMHCCHU OQOPMIISETCS
aKTOM, B KOTOPOM OMPEIENISIOTCS TOCIEIYIOIHE
nerictBust CTOpOH.

9.7. B cnyuae, ecinu TeXHHYECKass KOMHUCCHUSI HE
Oymer co3lnaHa B CPOKH, MPETyCMOTPEHHBIC
Cornamennem, 1100, ecliM B TeueHwe 14
("JeThIpHAIIIaTH) KAJICHIAPHBIX THEH C MOMEHTA

interpretation, by the Parties, of the Agreement
and its execution, through negotiations.

9.2. In case if Parties will fail to reach a
mutually  beneficial ~ solution  through
negotiations, Party, which has filed the claim,
will officially present the other Party with a
notification on the claim submitted in writing
on paper. Party that received the notification
shall conduct an investigation on the fact of the
claim, within a period of 7 (seven) calendar
days from the date of reception of the
notification, upon the expiry of which it shall
notify the other Party, on paper, about the
results of the investigation.

9.3. If the results of the investigation will not
satisfy the Party which has filed the claim, or if
such notification was not received by the Party,
which filed the claim, Parties shall organize a
technical committee for the for the resolution
of the conflict situation, within a period of 15
(fifteen) calendar days from the moment of the
expiration of the term specified in n.9.2. of the
Agreement. Work objective of the committee is
the establishment of legitimacy and
justification of the claim. Procedure for the
resolution of the conflict situation is shown in
Annex No. 3 to the Agreement. The committee
shall include, equally, the representatives of the
Bank and the representatives of the Client, as
well as representatives of the System developer
company, and if such is required, independent
experts. Composition of the committee is
agreed by the Parties with an Act. Their
authorities are substantiated by power of
attorneys. Validity period of the committee
constitutes a maximum of 14 (fourteen)
calendar days.

9.4. Work of the committee takes place on the
territory of the Bank.

9.5. In case one of the Parties lacks any
materials, required for the establishment of
legality and justification of the claim (list of
materials in presented in Annex No. 3 to the
Agreement), the dispute shall be resolved in
favor of the other Party.

9.6. The result of the work conducted by the
committee is documented by a report, which
defines the follow-up actions of the Parties.

9.7. If the technical committee will not
established within the terms, as defined by the
Agreement, or if during 14 (fourteen) calendar
days from the moment of the establishment of
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CO3IaHMS TEXHUYECKOW KOMUCCHH, €€ padoTa He
JacT pesynbTata, aubo, ecau CTOpOHBI HE
OpPUAYT K B3aUMOIPUEMIIEMOMY PEILICHUIO, CIIOP
MepeaaeTcs Ha pacCMOTpPeHUE B ApOHUTpaKHBIN
cyni TI. MocCckBel B  COOTBETCTBUU  C
3aKoHoJaTenbcTBOM Poccuiickont denepanuu.

9.8. CTOpoHBI MNpPU3HAIOT, UYTO OJIEKTPOHHBIE
JIOKYMEHTBI, HamnpasiieHHble CTopoHamu Jpyr
npyry no Cucreme wnu xpassiuecs B banke B
coorBercTBuM ¢ CornameHnueMm, a TakKxke
COOTBETCTBYIOIIME  MPOTOKOJIBI  TOYTOBBIX
cepBepoB u(WiIM) CBeAcHHWs W3 0a3 JaHHBIX,
MPOTOKOIUPYIOLINX OTIIPaBKY KaXKI0r0
YBEIIOMJICHHS c ero coJiepKaHueEM,
chopMUpOBaHHbIE HAa OYMa)XHBIX HOCHUTEISX,
MNOAINMMUCAHHBIC  YIIOJITHOMOYCHHBIM JIMOIOM U
CKpEIUICHHBbIE TMeYaThlo, 3alucu TeledOHHBIX
pazroBopoB  Mexay CropoHamMu — SIBISIFOTCS
JIOCTaTOYHBIM JI0Ka3aTeIbCTBOM
COOTBETCTByOIIEro (hakTa W MOTryT OBITh
NpEJICTaBICHBl B  KayecTBE  HAJIeXkKAIIEro
JI0Ka3aTe’IbCcTBAa B CyJ B CIlydae PacCMOTPEHHS
CIopa, BO3HUKILETO B pe3ylbTaTe MPUMEHEHUS
CucreMsl, a TaKkKe IPU paCCMOTPEHUU CIIOPOB B
JOCyeOHOM  TOpsJKE B  COOTBETCTBUU C
CornanieHuem.

Crarbi 10. Cpok aeiicteug CorJiamenus

10.1. Cornamenue BCTyNaeT B CHJIy C MOMEHTa
noanucanus JloroBopa o6 ucnonszoBanuu JbO
YIOJIHOMOYEHHBIMHU TIpeaicTaBuTeIsIMU CTOPOH.

10.2. Cornamenue AEWCTBYeT A0 MOMEHTa
npekpaieHus oos3arensceTs mo Bcem JIBC.

10.3. bank BmpaBe OTKa3aThCA OT HUCIOJHECHHS
Hactosimiero  CornameHuss  MOJHOCTBIO B
OJTHOCTOPOHHEM TIOPSIJIKE, MUChbMEHHO yYBEIOMUB
00 srom Knuenra, B ciiydae, eCiiy 10 HCTCUCHHUH
6 (mectd) MecSAIeB C JaThl  3aKIIOYEHUS
Cornamenust KiameHT He BBINOIHUI JEUCTBUS,
npeaycMoTpeHHbie 1 3.2 CorameHusl.

10.4. Cornamenue MOXeT ObITh PACTOPTHYTO IO
MAUCbMEHHOMY 3asBJIEHUIO OJHOW u3 CTOpoH
(OMHOCTOPOHHMI  OTKa3  OT  HCIOJTHEHUS
CornanieHus MoJHOCTbIO).

B cnyuae pacrtopxenuss CornamieHust 1o
nHunuatuBe banka, bank yBemomiser 00 sTom
Knuenra ne nozanee, ueM 3a 14 (4eTblpHaAATh)
KaJICHJAApHBIX JAHEH 0 AAaThl paCTOPKEHHUS.

B cnyuae pactopxenuss CornaimieHust 1o
nanimatuBe Kimenra, Knnent B mucerMeHHOI

the technical committee its operations will not
provide any results, or, if the Parties fail to
reach a mutually acceptable solution, the
dispute shall be transferred for consideration by
the Arbitration court of Moscow as in
compliance to the legislation of the Russian
Federation.

9.8. The Parties acknowledge that the
Electronic Documents, directed by the Parties
to each other through the System or the ones
stored in the Bank in compliance to the
Agreement, as well as the corresponding
protocols of mail servers and (or) information
from the databases recording the sending of
each notification with its content on paper
signed by the authorized person and sealed,
records of telephone conversations between the
Parties shall be sufficient evidence of the
respective fact and may be presented as an
adequate evidence before the court, in case of
the consideration of the dispute, arising as a
result of the application of the System, as well
as during the consideration of disputes in a pre-
trial proceedings as in compliance with the
Agreement.

Article 10. Validity period of the Agreement

10.1. The Agreement shall enter into force from
the moment of the Contract on the Use of RBS
signing by the authorized representatives of the
Parties.

10.2. The Agreement shall remain valid until
the end of the obligations under all BAAs.
10.3. The Bank shall have the right to fully
repudiate this Agreement unilaterally upon a
written notice to the Client, if following six (6)
months after the date of signing of the
Agreement the Client did not undertake any
action stipulated in the n.3.2 of this Agreement.

10.4. The Agreement may be terminated under
the written application of one of the Parties (a
unilateral repudiation of the Agreement in its
entirety).

In case of the Agreement termination at the
Bank’s initiative, the Bank shall notify the
Client thereof no later than 14 (fourteen)
calendar days prior to the date of termination.
In case of the Agreement termination at the
Client’s initiative, the Client shall notify the
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dbopMe Ha OyMaKHOM HOCHUTENE YBEAOMISiET 00
sToM bank He mo3aHee, yem 3a 3 (Tpu) Pabounx
JHs baHka 710 JaThl pacTOPKEHUS.

Pacropxenune CornameHuss A0 HCTEYEHUS
CpOKa ero JeicTBusi He 0cBOOOXaaeT CTOPOHBI
oT BBITIOJTHECHUS 00513aTeIbCTB,
npenycMoTpeHHbix  CorjamieHueM U He
VCIIOJIHEHHBIX 1O J1aThl €r0 PacTOP)KEHUsS, U HE
mumaer CtopoHy, 4bM npaBa no CoraleHuro
HapylIeHbl B  PE3yJbTaTe  HEBBIIOJHECHUS
oOsi3arenbeTB  aApyroil  CTopoHoid, TpeboBaTh
3alUTBl CBOMX IIpaB B  COOTBETCTBHH C
3aKoHOAaTenbCcTBOM Poccuiickonn ®Penepauyuu u
CornaimieHuem.

10.5. YBenomnenue 0 pacTop>KeHUU
Cornamenust MoXeT ObITh HampaBieHo baHkom
Knuenty oZHMM WMIM  HECKOJBKMUMH U3
HIDKENEPEYHCIICHHBIX CIIOCOOO0B:

- noJt pacnucky YIOJIHOMOYEHHOMY
npencrasutento Kinenra;

- nocpeacTBoM CUCTEMBI;

- Ha ajpec DJeKTpoHHOM moursl Kimenra,
ykazaHHblIil B JloroBope 00 ucnons3zoBanuu 150,
WJIM TIOJIYYEHHBIN B paMKax UCIOJIHEHUs baHkom
TpeOoBaHUI 3aKOHOJIaTEIbCTBA 0
NPOTUBOACHCTBUM JIerajau3aluu (OTMBIBAHUIO)
JIOXO/IOB, IOJIYYEHHBIX MPECTYHNHBIM IYTEM,
(UHAHCUPOBAHUIO TEppoOpU3Ma u
(UMHAHCUPOBAHUIO PACIPOCTPAHEHUS OPYKUS
MacCOBOI'O YHMUYTOXKEHUS, MCKIIIOYasl CBEICHMUS,
cojepkanie  OaHKOBCKYIO, = KOMMEPUYECKYIO
TalHBl U IEPCOHAIIBHBIE JaHHBIE;

- mnouyro Poccum 3aka3HeIM < NHCBMOM C
yBEIOMJICHMEM Ha O(UIHUANbHBIA MOYTOBBIN
aapec Kiumenta wnM Ha TOYTOBBIM ajapec,
YKa3aHHbII B  3aiBKE Ha  YCTaHOBKY
CucreMbl/3asBI€HUN O MPENOCTABICHUU IpaBa
nocryna B cucteMy «KnueHt-banky;

- T0YTOBOM cy>k001 DHL nnm nHOM KypbepcKoi
CIy’)kKOOM  JTOCTaBKM Ha TIOYTOBBIH  ajpec,
yVKa3aHHbII B  3aiBKE Ha  YCTAHOBKY
CucTteMbl/3asBJICHUN O MPEJOCTABICHUH IpaBa
nocryna B cucremy «KnueHT-banky.

10.6. C momenTa pactopkeHus CoriameHus Ha
oTHOWIeHHn Mexay bankom m KimeHrom He
pacnpoctpanstorcs Ycinosusa CBIL.

Crarpia 11. O0cTOATEILCTBA HENPEOT0JIUMON
CHJIbI

11.1. CtopoHBI OCBOOOKIAOTCS oT
OTBETCTBEHHOCTH 33 HEUCIIOJHCHUE  W/WIH
HEHaOJICXKaAIIlEe€ HCIIOJIHCHUEC 06H3aTCHBCTB 110

Bank thereof no later than 3 (three) Bank’s
Business Days prior to the date of termination
in writing on paper.

Termination of the Agreement prior to the end
of its validity does not free the Parties from the
execution of the obligations, as under the
Agreement and which were left un-executed
before the date of its termination, and does not
deprive the Party, whose rights under the
Agreement have been violated as a result of the
non-execution of the obligations by the other
Party, of the right to demand protection of its
rights as in compliance to the legislation of the
Russian Federation and the Agreement.

10.5. The notification on the Agreement
termination should be sent to the Client by the
Bank in the following manner:

- to the Client’s Authorized representative
against signature;

- through the System;

- to the Client’s email, specified in the Contract
on the Use of RBS, or received in the frame of
execution by the Bank of the requirements
established by the anti-money laundering,
terrorism/proliferation of weapons of mass
destruction financing legislation, except the
information  which contains the bank,
commercial secrets and personal data;

- by the Russian Mail’s registered letter with
acknowledgment to the official Client’s
domicile or to the mail address specified in the
application for the installation of the System /
application for granting the right of access to
the Client-Bank system;

- by DHL mailing or other express delivery
service to the mail address specified in the
application for the installation of the System /
application for granting the right of access to
the Client-Bank system.

10.6. Since the termination of the Agreement
the FPS Terms are not applied to the
relationship between the Bank and the Client.

Article 11. Force Majeure

11.1. The Parties shall be freed from liability
for  non-performance and/or  improper
performance of the obligations under the
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CornaiieHuio, €clIM Tako€ HEUCIIOJTHEHHE
SIBUJIOCh pe3yJIbTaTOM JIEUCTBUIA WU
00CTOSATENHCTB HEMPEOAOTUMON CuIbl (Hajiee —
®dopc-Maxkop), TO €CTb YPE3BBIYAMHBIX U
HEMpPEAOTBPATUMBIX TpPH JAHHBIX  YCJIOBHSX
00CTOSITENTBCTB.

11.2. Tloxg TepmuHoM Popc-Makop NOHUMAIOTCS
HABOJIHEHUE, IMOXap, 3eMIIETpsICEHHE, ypara,
B3PbIB, OCEJIaHUE IOYBBI, IMUAEMHUU U HHBIC
M0I00HbIE ABJICHUS, a TAK)KE BOMHA MJIM BOCHHbBIE
NEUCTBHUSI B MeCTe HaxokaeHnsa banka wunu
KnuenTa, 3a0acTOBKM B OTpacid WIH PETUOHE,
MIPUHSATHE OpraHom 3aKOHOJATEIbHOM,
WCIIOTHUTENIHON WM CyneOHOW BIIACTH aKTa,
NOBJIEKIINE 32  co00M  HEBO3MOXKHOCTb
HaJJIeXKAILEro UCTIOJTHEHUS Cornamienus
Croponamu.

11.3. CropoHa, nns KOTOpPOM  BO3HHMKIHU
00CTOSATENHCTBA HEMPEOIOIMMOM CUJIBI, 00s13aHa
B TeyeHue 7 (cemu) Paboumx nmHeW OT HaThl
BO3HUKHOBeHUsT  Dopc-Maxkopa  yBEJAOMHTH
apyryto  CTOpoHY O HACTYIUIGHHHU TaKUX
00CTOSITENBCTB, c MPUIOKEHUEM
COOTBETCTBYIOIIUX JTIOKA3aTeNbCTB.
Jlokxa3arenbcTBOM dopc-Maxopa MOXET
CITY)XHTb OUIHATEHBIH JOKYMEHT
KOMIIETEHTHOW OpraHu3alvu, MOATBEPKIA0ITNI
dakt HACTYTIJICHUS 00CTOSITENHCTB
HEIPEOI0IUMOM CHIIBI.

11.4. B cnyyae HacTyIUIeHUS OOCTOSITENILCTB
HEMPEOJOIMMOM  CHUJIBI  CPOK  BBITIOJIHCHHS
Croponamu o0s3arensctB 1o CornanieHuro
MEPEHOCHUTCSI COPa3MEPHO BPEMEHH, B TCUCHHE
KOTOPOTO ACUCTBYIOT TaKHe OOCTOATEIHCTBA U UX
nocnencteus. llocnme mpekparieHus JIeHCTBUS
®dopc-Maxopa 00s13aTeNbCTBA Cropon
BO300HOBJISIOTCS.

Cratbi 12. 3akJ10YNTeIbLHbIC MOJOKEHU ST

12.1. Hacrosimee Cornamenue  sBIsETCA
TunoBeIM.  [lna  3akmouenuss  CoramieHus
Knuent mnpenocrasisier B bank Jloroop 00
ucrionp3oBanun  JIbO (mo ¢dopme banka),
KOTOPBIA  3alOJIHAETCS, TMOJIMUCHIBAECTCA U
MpPENOCTaBIAEeTCS B baHK B JABYX 3K3eMILIspax.
CornamieHue COCTAaBJIEHO Ha PYCCKOM H
AaHIVIMICKOM s3bIKax. B ciydae mpoTuBOpeunii
Mexay Bepcusimu CornaiieHuss Ha PYCCKOM H
AHIJIMMCKOM SI3BIKE, MPEUMYIIECTBEHHYIO CHUITY
uMeet Bepcus CornamieHus: Ha pyCCKOM SI3bIKE.

12.2. Ecnu otaensHOe nosoxenue CoriameHus
TEpSIeT CWJIY WIM CTaHOBHUTCS HEHCHOJHUMBIM,

Agreement, if such non-performance was a
result of the actions or effect of force majeure
(hereinafter the Force Majeure), i.e.
extraordinary and unavoidable, in the given
conditions, circumstances.

11.2. Force Majeure is understood as a flood,
fire, earthquake, hurricane, explosion, soil
shrinkage, epidemic and other similar
occurrences, as well as war or military actions
at the location of the Bank or the Client, strikes
in the industry or the region, adoption of an act
by the authority of legislative, enforcement or
judicial power entailing the impossibility of
execution of the Agreement by the Parties.

11.3. The Party, who is faced with the Force
Majeure, shall within a period of 7 (seven)
Business Days from the date of occurrence of
the Force Majeure, inform the other Party about
the occurrence of such circumstances, with an
annex of the corresponding evidence. Evidence
of Force Majeure can be an official document
from a competent organization, confirming the
fact of occurrence of the Force Majeure
circumstances.

11.4. In case of occurrence of the Force Majeure
circumstances the term for the execution of the
obligations by the Parties as under the
Agreement shall be transferred commensurate
to the time, during which such circumstances
and their consequences take effect. After the
end of the Force Majeure the obligations of the
Parties resume.

Article 12. Final Provisions

12.1. This Agreement is a standard agreement.
For the purposes of entering into the
Agreement, the Client shall submit to the Bank
the Contract on the Use of RBS (in the format
of the Bank), which shall be filled out, signed,
and submitted to the Bank in duplicate. The
Agreement is executed in Russian and English.
In the event of a conflict between the Russian
and English versions of the Agreement, the
Russian version of the Agreement shall prevail.

12.2. If a separate provision of the Agreement
becomes invalid or unenforceable, this shall
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3TO HE MPUBOJUT K HEJIEUCTBUTEIBHOCTU JPYTUX
€ro MOJIOKEHUM.
12.3. C natel 3akmoueHust CoryameHus: Bed
Nepenucka U JOTOBOPEHHOCTH  MEXKIY
Croponamu, kacaromuecs ycyioBuii CormnamieHus
U IPEALIECTBYIOIIUE €r0 3aKIIOUYEHUI0, TEPSIOT
CUILy.
12.4. Bcsa mepenucka B paMKax HMCIIOJTHEHHUS
Cornamenust ocymectsisiercss CTOpoHaMu Ha
PYCCKOM/aHTJIMHCKOM/UCIIAHCKOM ~ SI3bIKE |
MOXET OBITb  OCYIIECTBICHA IOCPEICTBOM
Cucremsl.
12.5. bank BnpaBe B OJHOCTOPOHHEM IOPSIJIKE
BHOCUTh M3MeHeHUsi B CorjalleHue, yBeIOMUB
00 3TOM BCEX JHI, HPUCOEAWHUBIIUXCA K
CornanieHuio, He Mo3aHee 4YeM 3a 5 (msTh)
KaJICHJApHBIX JHEH [0 BCTYIUIEHUS B CHUIY
YKa3aHHbIX U3MeHeHUH. B ciayuyae u3MeHeHHs
3akoHomarenscTBa  Poccuiickon  ®enepanuu
Cornamenue, A0 MOMEHTa €ro H3MEHEHUs
bankom MPUMEHSIETCSA B 4acTH, HE
MIPOTUBOpEYAILIEeH TpeOoBaHUAM
3akoHoxarenscTBa Poccniickoit denepanun.
12.6. bank c¢ nenbto o3HakomieHus: KineHtos c
CornamenneM myOJaUKyeT ero Ha o(pHUIHAITEHOM
cante banka B cetu «MHTepHeT» 1O anpecy:
www.evrofinance.ru.

banx YBEIOMIISET BCEX T,
npucoeAMHUBIINXCS K COrNaleHuo, 0 BHECEHUH
B HEro W3MEHEHWHl TyTeM MyOoIuKaluu
MH(OPMALIMOHHOTO MHUCbMA, a TaKXe MOJIHOTrO
TeKCTa M3MEHEHHH Ha OQUIMAILHOM caiiTe
banka B cetm «MHTEepHeT» WO  aapecy:
www.evrofinance.ru. JIOTIOTHUTENEHO K
yYKa3aHHOMY crnoco0y ysenomiieHuss baHk 110
CBOEMY YCMOTPEHHUIO MOKET HCII0JIb30BaTh UHBIE
criocoObI nHGopMupoBanus Kiauenra.

Mowmentom  myOnukanuu — CornamnieHus,
TapudoB u wuHOpManuu 1T O3HAKOMIICHUS
KnuenroB, B T.4u. [lokymMeHTaluu, a TakKxke
MOMEHTOM 03HAaKOMJICHHUS Knuenra c
omybnukoBanHbIME Cornamenuem, Tapudamu u
uH(popManment 1 o3HakomieHus: KiveHTos, B
T.4. JloKyMeHTalMel, CYUTAeTCs MOMEHT UX
MEPBOro pa3MelleHus Ha OQUIMAIBHOM caiiTe
banka B cetm «MHTepHeT» WO  agpecy:
www.evrofinance.ru.
12.7. JlelicTBue HW3MCHCHUI, BHECCHHBIX B
Cornamenne, ¥ BCTYNMBIIMX B  CHIY,
pacnpocTpaHsieTcs Ha BCEX T,
MIPUCOETUHUBIINXCS K Cornamrenuzo,
HE3aBUCUMO OT JaTbl NPHUCOECIUHEHUS K
Cornamennro (matel 3axmodeHust JloroBopa 06

not invalidate other provisions of the
Agreement.

12.3. From the date of the Agreement, all the
correspondence and arrangements between the
Parties concerning the terms and conditions of
the Agreement before the above date shall
become null and void.

12.4. All the correspondence within the
framework of the execution of the Agreement
shall be carried out by the Parties in
Russian/English/Spanish and may be carried
out through the System.

12.5. The Bank may unilaterally amend the
Agreement upon notification of all the persons
who have joined the Agreement no later than 5
(five) calendar days before the amendment
effective date. In the event of changes in the
laws of the Russian Federation, the Agreement
shall apply to the extent it does not contradict
the laws of the Russian Federation until
amended by the Bank.

12.6. To make the Agreement available to the
Clients for review, the Bank shall publish it on
the Bank’s official website in the Internet at:
www.evrofinance.ru.

The Bank shall notify all the persons who have
joined the Agreement of any amendments
hereto by publishing an information letter, as
well as the full text of the amendments on the
official website of the Bank in the Internet at:
www.evrofinance.ru. In addition to the above
notification method, the Bank may, at its own
discretion, use other ways to inform the Client.

As a moment of publication of the Tariffs and
of information for clients, the Documentation
included, as well as a moment of the Client’s
familiarization with the published Tariffs and
Documentation, is considered the moment of
its primary placement at the Bank’s official
website www.evrofinance.ru.

12.7. Effective amendments to the Agreement
shall apply to all the persons who have joined
the Agreement, regardless of the date when
they joined the Agreement (date of the Contract
on the Use of RBS). In case the Client disagrees
with the amendments to the Agreement, the
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ucnoaszoBanuu J[bO). B ciydae Hecornacus c
W3MeHEeHUsAMH, BHocuMbIMH B CorjaiieHue,
Knuentr BmpaBe pactopruyts CoriamieHue B
OJIHOCTOPOHHEM TIOPSJIKE 10 BCTYIUICHHUS TaKHX
W3MEHEHUH B CHJTY B MOPSJIKE, YCTAHOBICHHOM B
11.10.4 Cormamenus.

12.8. B cnyuae, ecau 10 BCTYIUICHUS B CHITY
ONyOJIMKOBAaHHBIX bBaHKOM W3MEHEHHH W/WiIH
JIIOIOJIHCHUM, BHECEHHBIX B  CoraiicHue,
Cornamenue He  pactoprHyTo, CTOpPOHBI
MPHU3HAIOT, YTO YyKAa3aHHBIC H3MEHEHHS W/WIN
nonosineHus B CornarneHue npuHsATs KitmeHrom.
12.9. bank He HeceT OTBETCTBEHHOCTH, €CIIH
uHpopmanys 00 U3MEHEHUN W/WUIN JTOTIOJTHCHUH
CornanieHusi, ormyOJIMKOBaHHAS B IMOPSJIKE U B
CpokH, ycraHoBieHHble CornameHuem, He Oblia
MoJlydeHa W/WIIM W3Y4YeHAa W/WIM TPABUIBHO
nctoykoBana KiaueHToMm.

12.10. Ins neneit CornameHusi AKT MpU3HAHUS
OTKpBITOTO KIto4a (cepTudukara) s oOMeHa
COOOILEHUSAMH, MOANMCAHHBIN MEXAY
CropoHamu /10 BBEICHHS B JICHCTBUE HACTOSIIICH
peaakuuu Cornamenus, MIPU3HAETCA
paBHO3HAaYHbIM AKTYy npusHaHus Ceptudukara
kito4a nposepku D11 111 oOMeHa cooOIIeHnsIME.

12.11. Cnoucox IlpunoxxeHudl, SBISIOIIUXCS
HeoTheMJIEMOM YacThio CorlaleHus:

- [Tpunoxenne Nel «TpebGoBanus k amnmaparHo-
MPOrPaMMHBIM CPEICTBAM.

- [Ipunoxenue Ne2 «Cnioco6st JOCTaBKH
uH(pOpMALIUN».

- [lpunoxenne  Ne3  «llopsimox  pazbopa
KOH(JIMKTHBIX CUTYaLHiD».

- Ilpunoxenne Ne4  «TpeGoBaHus 10
MH(OPMAIIMOHHON OE€30MaCHOCTH.

Client may terminate the Agreement
unilaterally before such changes take effect in
the accordance with the procedure established
by p. 10.4 of the Agreement.

12.8. If the Agreement is not terminated before
the effective date of the amendments and/or
supplements to the Agreement published by the
Bank, the Parties shall deem such amendments
and/or supplements to the Agreement accepted
by the Client.
12.9. The Bank shall not be liable if the
information on the amendments and/or
supplements to the Agreement published in the
manner and within the period established by
the Agreement has not been received and/or
studied and/or correctly interpreted by the
Client.
12.10. For the purposes of this Agreement, the
Act of Acknowledgement of the public key
(certificate) for message exchange signed by
the Parties before the entry into force of the
present version of this Agreement is
considered as equal to the Act of
Acknowledgement of the ES verification key
Certificate for message exchange.
12.11. List of Annexes, constituting an integral
part of the Agreement:
- Annex No. 1 «Requirements to hardware and
softwarey.
- Annex No. 2 «Means for the delivery of
informationy.
- Annex No. 3 «Procedure for the resolution of
conflict situationsy.
- Anmnex No. 4 «Information safety
requirementsy.
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Ipunaoxenue Nel
Kk CorJiamennio 00 UCIOJIb30BAHUH IJTEKTPOHHOM

CUCTEMbI JUCTAHIUOHHOIO 0aHKOBCKOI'0 06c.11y)1anaHlm

TPEBOBAHMUS K AIIITAPATHO-
IMPOI'PAMMHBIM CPEJICTBAM

1. Omeparmmonnas cucrema Windows 7 u
BIIIIC.

2. Bpaysep Internet Explorer Bepcuu 9.0 wiu
Beire, Chrome, Mozilla, Firefox, Sunexc-
Opaysep.

3. Hanwuue mMOAKIIIOYEHHOTO CETEBOTO WU
JIOKQJIBHOTO MPUHTEPA.

4. Hanmnume noaxiroueHus k cetu Internet.

5. I[Ipu  oOmene uHdopmarmenn ¢
Oyxrantepckumu cuctemamu (manee — bC)
«1C», «Ilapycy», BOCT-4 u ¢ npyrumu bC, B
KOTOPBIX  €CTh  BO3MOXKHOCTBH  JKCIIOpTa
JIOKYMEHTOB B TEKCTOBBI ¢dbopmar,
HeoOxomuMo, 49ToOBI (popMar mar w dYHcen
UMITOPTUPYEMBIX IOKYMEHTOB COOTBETCTBOBAJ
dopMaram Jar W 4YHCEN, 33JaBacMbIX B
pPETHOHAIBHBIX HACTPOMKaX OMNeparuOHHON
CUCTEMBI KOMITHIOTEPA.

Annex No. 1
To the Agreement on the use of an electronic system
for remote banking services

REQUIREMENTS FOR THE SOFTWARE
AND HARDWARE.

1. Operating system Windows 7 or higher.

2. Browser Internet Explorer 9.0 or higher,
Chrome, Mozilla, Firefox, Yandex browser.

3. Availability of connected network or local
printer.

4. Internet connection.

5. When exchanging information with
accounting systems (ASs) "1C", "Parus",
BEST-4, and with other ASs, in which it is
possible to export documents in text format,
the format of dates and numbers of imported
documents must coincide with the formats of
dates and numbers set in the regional
settings of the computer operating system.
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IIpuinoxenue Ne2

Kk CorJianmeHuo 00 UCIOJIb30BAHUH 3JI€KTPOHHOI
CHCTEeMBbI TUCTAHIHMOHHOI0 0AHKOBCKOI'0
00CIy:KMBAHUA

CIIOCOBbI JOCTABKHM HH®OOPMALIUU

PaGora OCyIIeCTBJISIETCS yepe3
NO/KJII0YeHHe K CBOeMY IpOBaiiepy ycJayr
cetn «MHTEpHETY.

HapaMeTpLI IIOAKJIKOUYCHUS .

TCP opT 443

https://corp.efbank.ru
[TapameTpsl  TOAKIIOYEHUS  MOTYT  OBITH
N3MCHCHBI U COO6IJ.[CHBI KJ’II/IGHTy B INICbMCHHOM
YBGIIOMJIGHI/II/I 1501051 HaHpaBJIeHBI KJII/IGHTy
MMoCpPeCaACTBOM CI/ICTGMBI.

OTKPBITHIN
Ha calrt

Hacrpoiika KiineHToM TaHHOW TPAHCIIOPTHOM

Annex No. 2
To the Agreement on the use of an electronic
system for remote banking services

MEANS OF DELIVERY OF
INFORMATION

Work is carried out through a

connection to your Internet service provider

Connection parameters: open TCP port
443 to website https://corp.efbank.ru

Connection parameters may be changed
and communicated to the Client by a written
notification or sent to the Client via the
System.

The Client shall set this delivery mechanism

CXE€MbI _OCVILECTBJIAETCS HAa padodyeM MecTe

independently at the workstation according

CaAMOCTOATECJIBbHO COrJIAaCHO TPe0OBAHUAM

to the provider’s requirements.

nmposaijaepa.
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Ipunoxenune Ne3

Kk Coramenuio 00 UCMOJIb30BAHUH IJIEKTPOHHOM
CHCTeMbI JHCTAHIMOHHOI0 0AHKOBCKOI0
00CIyKUBAHUS

HOPSIJIOK PA3BOPA KOH®JIMKTHBIX
CUTYALIUI

1. O01HMe N0J0KEHU T

1.1. Hwxe npuBeneH nepedeHb KOHOIMKTHBIX

CHUTyalldii 1O  TIOBOLY  HCIIOJHEHUS
ONEKTPOHHBIX  JOKYMEHTOB  (nmaiee  —
«JloKyMEHTOBY), paccMaTpuBaeMbIX

TEXHUYECKOM KOMHUCCUEH, ICHUCTBYIOLIEH B

COOTBETCTBUU c MIOPSIKOM,
nperycMoTpeHHbIM CoramieHuem:
- JloxymeHnt wucnonHeH, a  KiuwmeHt

yYTBEpKJIaeT, yTo JIOKyMEHT He ITOChUIAN U He
IIOJINCHIBAL;

- Kimenr yrBepkIaer, 4TO OH HaIpaBHII
Joxyment, a JIOKYMEHT HE€ HCIOJIHEH,
npu4em, 1o yreepxkaenuro Knuenra, ot banka
nonydyeHa KButanuus o0 UCIIOTHEHUH;

- KimeHnT yrBepkmaer, 4To OH HaIpaBHII
omvH JIOKyMEHT, a UCIOJHEH JApyrou
JIoKyMeHT;

- JIpyrue KOH(MIUKTHBIE CUTYyallUU.

1.2. Tlpu pasperieHud CHOPHBIX CHUTyalui
CropoHbl  0043yI0TCS  PYKOBOJCTBOBATHCS
CJIEYIOIIMMHU TPUHIUIIAMU:

- CropoHa-tmiory4arelb 00s13yeTcst
NpU3HaTh NOUIMHHBIM U JEMCTBUTEIbHBIM
JIOKyMEHT, IepefaHHbIii €l IOCPEICTBOM
Cucremsl u umeromuit J11, chopMupoBanHyro
Ha Kimouax OII CropoHnsl-oTnpaButens, npu
YCIOBUU  TOJIOKHUTEIBLHOTO  pe3yjbTara
npoepkn Il Ha COOTBETCTBYIOLIMX UM
Kirrouax nmposepku OII;

- CTopoHa-oTIIpaBUTEIb o0s3yercs
NpU3HaTh TMOJUIMHHBIM (TIE€PEIaHHBIM  €I0
nocpeacTBOM CHCTEMbI) U JIeHCTBUTEIbHBIM
JoxymenT, umeromuii I11, chopmupoBanHyro
Ha ee Kimouax OII, mnpu yciaosun
MIOJIOKUTENBHOTO pe3ynbrara npoBepku Ol
Ha COOTBETCTBYMOIIMX UM Kitouax npoBepku
OIT,

- OTBETCTBEHHOCTh BO3JIaraeTcst Ha
Cropony-oTnpaBuTeNsi  NpU  MOJTYYEHHUH
CropoHoli-noyyaresem JI0KHOTO

JloxymenTa ¢ ycnemHo nojaaenannon JI1, Tak

Annex No. 3
To the Agreement on the use of an electronic system
for remote banking services

PROCEDURE FOR THE RESOLUTION OF
CONFLICT SITUATIONS

1. General Provisions

1.1. Below is the list of conflict situations
regarding the execution of Electronic
Documents (hereinafter the «Documents),
considered by the technical committee,
acting in compliance to the procedure, as
under the Agreement:

- The document was performed, and the
Client insists that the Document was not sent
and was not signed by the latter;

- The Client asserts that he directed the
Document but the Document was not
performed, however, according to the Client,
Bank provide a confirmation receipt for the
above document;

- The Client asserts, that he sent one
Document, but a different Document was

performed,;
- other conflict situations.
1.2. During the resolution of conflict

situations Parties undertake to be guided by
the following principles:

- Receiving party undertakes to
acknowledge, as authentic and valid, the
Document transferred thereto through the
System and which has an Electronic
Signature, formed on the ES Keys of the
Sending party, subject to the positive result
of the Electronic Signature verification on the
corresponding ES verification Keys;

- Sending party undertakes to
acknowledge as authentic (transferred thereto
through the System) and valid the Document
which has an Electronic Signature, formed
under its ES Keys, subject to the positive
result of the Electronic Signature verification
on the corresponding ES verification Keys;

- the responsibility is borne with the
Sending party in case the Receiving party
receives a false document with successfully
falsified Electronic signature, as in this case
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KaK B 3TOM ciiyuae CTOpOHa-OTIIPABUTEINb HE
obecrieunna coxpanHocth Kiroueit OI1.

1.3. CtopoHsI IPU3HALOT, 4TO
MaremaTuyeckue cBoicTBa anroputma Ol
FapaHTHUPYIOT  HEBO3MOXKHOCTb  MOJJIETKU
3HA4YECHUA OI1 JIFOOBIM JIMIIOM, HE
o6nagaromum Kirouom D11

1.4. CTOpOHBI JIOJDKHBI TIPEACTABUTH
KOMUCCHH CIEAYIOLUE MaTepUaIbL:

— Hocutenu uHpopMmanuu ¢ daittamu,
colepKalllUMH  BBITPY)KCHHBIE U3
Cucrempl  myTeM  HCHOJIb30BaHUS
¢dyHKIIMOHANA «BBIrpy3Ka JaHHBIX IS
MIPOBEPKHU MOJTHCH CHOPHBIN
JIOKYMEHT, a Tak)Ke pacredyaTaHHbIH U3
Cucrembl crnopHblii  JOKyMeHT uiu
Ksutanuuio wa Hero. OnucaHue
MpOLEAYpPhl BBITPY3KHM JaHHBIX ISt
MPOBEPKU  TOJIUCH TPUBEICHO B
JloxymMeHTanuu;

— TOJNHUCAaHHBIE  COOCTBEHHOPYUHBIMH
MOAMUCSAMU  YIIOJTHOMOYEHHBIX  JIUII
Knuenta u banka opuruHansl AKTOB
npusHanuss ~ Ceprudukara  Kioua
MIPOBEPKHU oIl JUTSt oOMeHa
coobmenusmu (o popme banka);

— Hocutens ¢ Kimrogamu.

1.5. IlpoBepka MOAIMHHOCTH DJIEKTPOHHOIO
JIOKyMEHTA Kimmenra OCYILECTBISAETCS
nocpeactsoM — mporpamMbel  OpenSSL.exe.
Onucanne  mporpamMmbl  HPHUBEACHO B
JOKYMEHTallul Ha O(UIHUAIBLHOM  caiiTe
pazpabotunka B cetu  «HTepHeT»:
http://openssl.org/docs/.

1.6. TIpoBepka MOTMHHOCTH DJIEKTPOHHOTO
JIOKyMEHTa banka OCYILECTBIIAECTCS
IIOCPEJICTBOM  MPOTPAaMMHOIO  CpEICTBA
«KpuntoAPM», ycraHoBieHHOTO B baHke.

2. Ilpoueaypa mnpoBepKH NOAJHHHOCTH

the Sending party did not assure the security
of the Electronic signature Keys.

1.3.

mathematical

Parties agree that the
features of the Electronic

signature algorithm, guarantee impossibility
of falsification of the Electronic Signature
value by any person, who does not possess
the ES Key.

1.4.

Parties must present the

following materials to the committee:

data carriers with the files, containing
the disputed Document downloaded
from the System through the use of the
function «Downloading of date for the
verification of the signature», as well
as the Disputed document printed from
the system or the Receipt received for
it. Description of the procedures for the

downloading of date for the
verification of the signature is
provided in the Documentation;

original copies of the Acts of
acknowledgement of the ES
verification key Certificate for

message exchange (according to the
Bank's form) signed with the
handwritten  signatures  of  the
authorized persons of the Client and
the Bank;

media with the Keys.

1.5. Verification of the authenticity of an
Electronic Document issued by the Client is

conducted

through the OpenSSL.exe

application. Description of the application is
shown in the documentation at the official
website of the developer, on the Internet:
http://openssl.org/docs/.

1.6. Verification of the authenticity of an
Electronic Document issued by the Bank is

conducted

through  the  CryptoAPM

application installed in the Bank.

2. Procedure for the verification of the

DJIEKTPOHHLIX TOKYMEHTOB

2.1. lna pa3bopa KOH(IUKTHBIX CHUTYaIHH

TEXHUYECKAS KOMUCCHSA BBITIOIHSIET
CIEAYyIOIIME IEUCTBUSA:
— mnpoBepsieT nommMHHOCTE  JIl  mon

BBITPY’KEHHBIM CIOPHBIM JlOKyMEHTOM
¢ wucnonb3oBanreM Kirroua nposepku

authenticity of the Electronic Documents

2.1. For the resolution of conflict situations

the

technical committee performs the

following:

verification of authenticity of the
Electronic  Signature  on  the
downloaded disputed Document with
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OIl  CTOpOHBI-OTHPABUTENSL TaHHOTO
JloxyMeHTa;

— TpOBEpsIET COOTBETCTBUE SK3EMILIIPOB
AxroB npusHanus Ceprudukara Kiroda
MPOBEPKHU oIl JUISt obmeHa
coobmienussiMu (o ¢opme banka),
npenocraBieHupix  CtopoHamu B
coorBerctBuM ¢ 1.1.4. Ilopsaka
pazbopa KOH(GIMKTHBIX CUTYaIUi;

— CBEpSeT  COOTBETCTBHE  KJIHOYEBBIX
nosielt Kiroua nposepku OI1 u3 AktoB
npusHanus ~ Ceprudukara  KiIoua

IIPOBEPKHU Ol TUIs oOMeHa
COOOIEHUAMU c pacreyaTkoi
npotokoJia nposepku I, monmydeHHOM
npu HIOMOIIN pOrpaMMBbl
OpenSSL.exe/ HOCPE/ICTBOM
IPOTrPaMMHOTO cpencTBa
«KpunroAPM».

2.2. Pesymprarbl  pabOTBI  TEXHUYECKOM
KOMHUCCHU OTPaKalOTCS B aKTe, NOANMCAHHOM
BCEMH WIECHAMH TEXHUYECKOH KOMHUCCHHU.
YsieHbl TEXHUUECKOH KOMUCCHU, HE COTJIACHBIC
C BBIBOJIaMH OOJIBIIMHCTBA, MOANKCHIBAIOT aKT
C BO3paXCHUSMH, KOTOPBIA Ipuaraercs K
OCHOBHOMY aKTy.

the use of a ES verification Key of the
Sending party of the given Document;

— verification of conformity of the copies
of the Acts of acknowledgement of the
ES verification key Certificate for
message exchange (according to the
Bank's form) provided by the Parties as
per p. 1.4 of the Procedure for the
Resolution of Conflict Situations;

— reconciliation of the key fields of the
ES verification Key from the Acts of
acknowledgement of the ES
verification key Certificate for
message exchange with the printed out
ES verification protocol from
OpenSSL.exe/CryptoAPM.

2.2. Results of the measures undertaken by
the technical committee are documented in
the report, signed by all the members of the
committee. Members of the technical
committee, who disagree with the
conclusions made by the majority, sign a
report of objection, which is annexed to the
main report.
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Ipunnoxenne Ned

Kk Corsamenuio 00 UCNOJb30BAHUH 3JIEKTPOHHOM
CHCTEMbI JHCTAHIMOHHOI0 0AHKOBCKOI0
00cTy:KUBaHUS

TPEBOBAHUS IO UHOOPMAIIMOHHOMN
BE3OIIACHOCTHA

Hist MUHUMH3ALAN PHUCKOB

HECAaHKIIMOHMPOBaHHOro joctyna k Cuerawm,

cuery 1o Bkiany (memo3uty) Kimenra co

CTOPOHBI 3JIOYMBIIJIEHHUKOB M KOMIIPOMETAlUU

KIo4eBoil mH(popmaruyn, baHk HacTOATENBHO

npocut KiimeHToB cobioaaTh ClleAyoInue Mephbl

MH(POPMAIIMOHHON 0€30MaCHOCTH:

e BpigenuTh KOMIBIOTEp, KOTOPBIA He Oyaer
HCII0JIb30BAThCS B MHBIX LIEJIAX, KPOME KaK JIsI
pabothl B Cucteme; He OCYLIECTBIIATh, a MPH
HATNYAA TEXHUUYECKOH BO3MO>KHOCTH,
3aIllpeTUTh BBIXOJ B ceTh «HTepHET» C 3TOro
KOMIIbIOTEpAa  Ha  HMHBIE  ajpeca, 3a
HCKJIFOUEHHEM apecoB cepBepoB baHka.

e OrpaHuuuTh WIM TOJHOCTBIO 3alPETUTH
YOQJIEHHBIH  JOCTYl K  BBIJICJIEHHOMY
KOMIIBIOTEPY C  JIPYTUX  KOMIIBIOTEPOB
JoKanbHOM cetu. He ucnonb30BaTh cpeacTsa

YAQJICHHOT'O AAMUHUCTPHUPOBAHUSA Ha
BBIJICJICHHOM KOMIIBIOTCPE. HpI/I HaJIn4nu
TEXHUYCCKUX CpeacCTB, IHOMECTHUTD

BBIJICJICHHBIA KOMIIBIOTEP B OTAEIBHYIO CETh,
KOHTPOJIUPYEMYIO MEKCETEBBIM HKPAaHOM U
cUcTeMaMu OOHapy>KEeHUs aTak.

e 3aMEHUTh BCE  CTaHJApPTHBIC  IAPOJIH,
3aJaHHble Tpu  ycraHoBke CuHcTeMbl, Ha
YHUKQJIbHBIE COOCTBEHHBIC, TMPOU3BOJUTH
MEePUONYECKYI0 CMEHYy Mapoiiell (He pexe
OJIHOTO pa3a B TPU MeECsIIa).

e lcmonn30BaTh Ha  IIOCTOSSHHOM  OCHOBE
AHTUBHUPYCHOE MpOTpaMMHOE oOecrieueHue ¢
MOCIeHeH aKTyalbHOU Bepcueit 6a3.

e PerymsipHo (He pexe OJTHOTO pa3za B HENETIO)
BBITIOJIHATh AHTUBUPYCHYIO TIPOBEPKY st
CBOEBPEMEHHOTO 0OHAPYKEHHS BPETOHOCHBIX

MIPOTPaAMM.
e lcnons3oBaTh Ha KOMITBIOTEPE
HCKJIIOUUTEIIBHO JIMLIEH3UOHHOE

porpaMMHOE oOecIieueHue.

e PerymapHo (He peke OJHOTO pa3a B MECsIl TN
mo (¢akTy MyOJMKaluu) YCTaHABIMBATH
OOHOBJICHHS OTICPAIMOHHON CHCTEMEI.

Annex No. 4
To the Agreement on the use of an electronic
system for remote banking services

INFORMATION SAFETY
REQUIREMENTS

In order to minimize the risks of
unauthorized access to the Client’s
Accounts by law violators and the
compromise of key data, the Bank strongly
recommends its Clients to comply with the
following information safety measures:

e To choose a computer that shall be used
solely for the purpose of working with
the System; not to access the Internet
from such a computer and, if possible, to
prevent all Internet connection from such
a computer, except for the connection
with the Bank services.

e To limit or prohibit remote access to
such a computer from all other
computers of the local network. Not to
use remote administration tools on such
a computer. Technical assets permitting,
to create a specified network controlled
by a network firewall and an intrusion
detection system for such a computer.

e To replace all default passwords set out
at the moment of System installation
with unique passwords; to change
passwords regularly (not less than once
in three months);

e To constantly use anti-virus software
with the latest versions of databases;

e To carry out anti-virus checks on a
regular basis (not less than once a week)
in order to timely detect malicious
software;

e To use only licensed software on the
computer;

e To update the operating system regularly
(not less than once a month or upon
launching);
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[TpoBeputh Tpynny «AIMUHHCTPATOPHD» Ha
BBIIEJICHHOM KOMIIbIOTEpPE, UCKIIOYUTH BCEX
PAIOBBIX MOJIB30BATENEH U3 3TOW IPYyNIbI, HE
pabortarorux ¢ CUCTEMO.

IIpy HaNIMYMM TEXHUYECKOW BO3MOXKHOCTH,
JUIs  Tojib3oBaTened,  paboraloumux — C
Cucremoii, co3/1aTh OTACIbHYIO TPYMHIOBYIO
MOJINTUKY, pPa3pelalonlyl0 3amycK TOJIBKO
OINPEIETICHHBIX TPUIIOKEHU.

Jlnia noctyna k cepBepaM baHka ncnonb3oBaTh
TOJIBKO 3aBEOMO H3BeCTHble Bam anpeca
UHTEpHET cepBepoB banka.

B  ciaywae  oTCyTCTBUS ~ BO3MOKHOCTH
MOIKJIIOUEHUS K cepBepy banka
HEe3aMeUIUTEIbHO co001maTe 00 3ToM baHky.
Xpanuth B Oe3omacHOM Mecte (B ceiide) u
HUKOMY He IepesiaBath Hocutenu ¢ Kimtouamu
ANEeKTpoHHOU noanucu 1 Kimrouamu npoBepku
ANEeKTpoHHOU mnoanucu (nanee — Kiroun),
obecrieyuB K  HHUM  JIOCTYH  TOJBKO
YIOJTHOMOYEHHBIX JIUL.

Hukorna He ocCylIecTBISATh KONHMPOBAHUE
Kiroueli Ha JIOKaJbHBIA JKECTKUH  OUCK
KOMIIBIOTEpa, Jake C MOCIEIYIOIIUM €ro
yIaJI€HUEM.

PerynspHo (He pexe OJHOro paza B Mecsll)
IIPOBEPATh  LIEJIOCTHOCTb ~ HOCHUTENEH  C
Kitouamu, mpoBoas mpoBepKy HalW4Msl Ha
HUX (hallJIOB 3JIEKTPOHHON MOIHCH.
CBO€BpEeMEHHO (B COOTBETCTBUU C YCIOBHUSIMU
Cornamenns) npooauts IlnaHoByro cmeny
Kitrouen.

He ocraBnste Hocutenu c¢ Kirouamu 0e3
IIPUCMOTPA, MOAKIYATh UX K KOMIIBIOTEPY
TOJIBKO Ha BpeMs  HCIOJb30BaHUS WU
HE3aMEUINTEIbHO MX OTKJIKYaTh II0CIE
npoBefeHUsT OaHKOBCKUX onepauuid. [lpu
octaBieHun pabouyero mecra Cucrembl 0e3
MPUCMOTpa Bcerja OJIOKUpPOBAaTh SKpaH C
MOCIEAYIOIUM BBOAOM Mapojis A  €ro
Pa30IOKUPOBKHU.

[Ipon3BoaUTE HE3aMEUINTEIBHYIO 3aMEHY
Kiroueir B cimydae MX KOMIIPOMETALMM WIIA
II0/I03PEHUH Ha KOMIIPOMETALIHIO.
CBOEBpEMEHHO yCTaHaBJIUBAaTh
o6HoBNeHU CHUCTEMBI.

He ycranaBnuBaTh OOHOBIIEHUS, a TakXe He
OTKPBIBATh CCHUIKM B MOYTOBBIX COOOIICHHUSX,
IIOJIyYeHHBIX ~ OT uMeHu baHka 1o
NEKTPOHHOW  TO4YTe;  MOJY4YMB  TaKoe

BCC

To check the Administrator’s group on
the selected computer and to remove all
users that do not operate the System;

Technical assets permitting, develop a
separate group policy for the users
working with the System and allow the
use of specific applications only.

To use only known Internet addresses of
Bank servers to access them.

To inform the Bank immediately, in case
Bank servers are unavailable.

To store carriers with Electronic
signature keys and Electronic signature
verification Keys (hereinafter — the
Keys) in a safe place (a vault), never to
transfer them to third parties, to limit
access to them only to authorized
persons;

Never to copy Keys on the local hard
drive of the computer, even in case the
copies are deleted immediately;

To check the integrity carriers with the
Keys and the presence of digital
signature files on them on a regular basis
(not less than once a month);

Timely (according to the terms and
conditions of the Agreement) perform
the Planned change of Keys;

Not to leave the media with the Keys
unattended; to connect them to the
computer only for the time of use and
immediately  disconnect after the
completion of banking operations. In
case a work place with the System is left
unattended, to block the screen and to
use a password for its further unlocking;

e To immediately replace Keys in case of

their actual or alleged compromise;

o Timely update the System;

Not to install updates and not to open
links received in the e-mail from the
Bank; to inform the Bank about
receiving any such e-mails;
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coO00IIIeHNE, HE3aMEMIUTEILHO COO0IIaTh 00
sToM baHky.

ExenneBHo, B T€YeHHE OMEPALIMOHHOTO JHS
banka u 1mo oxonHyanuu Pabouero mgus,
OCYUIIECTBJISATh JIONIOJTHUTENbHBIA BXOJI B
Cucremy JUIsl KOHTPOJIS TIEPEUHS UCXOSIINX
JOKYMEHTOB  3a Tekymmd geHs. Ilpu
0OHapY)KEHHUH TI0JI03PUTEIBHBIX IOKYMEHTOB,
He3aMeUIUTEIbHO o0pamarscs B baHk.

B cnydae momo3penuii Ha 3aMeiIeHUuE padoThI
KOMITbIOTEpa OTKJIIOYHTH KOMITBIOTED
(bU3MYECKH OT JIOKAIbHOW CEeTH W CeTH
«HTEepHET» U OOPATUTBCA K CHCTEMHOMY

aIMHHHUCTPATOPY c poch0oi 0
HE00X0IMMOCTH MIPOBEICHUS TIOJTHOM
AHTHBHUPYCHOH TIPOBEPKH CKAHHPOBAHUEM

Bcex (hailyIoB M aMsATH KOMITbIOTEpA.
B cnyuae, ecnn uHIMAEHT MHPOPMAIIOHHOM
0€30MMacCHOCTH BCE kKE MPOU3OIILI, HA B KOEM

CJIyda€ HC  BBIKJIKOYATb KOMIIBKOTCP, a
OTKJIKOYUTL €TI0 @HBHHGCKH TOJBKO OT
JIOKaJbHOM CETH U CETU (quTepHeT»,

HE3aMeUIUTEIILHO O0PATUTHCS K CUCTEMHOMY
aJIMUHUCTPATOPY M COOOIIUTH 00 MHIUICHTE
B banx IJid  MMPOBCACHHUA OIICPATHBHOTO
paccrnefoBaHUs U TPHHATUS HEOOXOIMMBIX
Mep i cOopa J0Ka3aTesIbCTB.

B ciyJae BBISIBJICHHUSI Knuentom
MOIO3pUTENbHBIX —omepanuii B Cucreme
He3aMeUIUTEIHbHO co00maTs 00 3ToM B baHk.

To access the System additionally in
order to check the list of the documents
for the current day in a daily basis during
a banking day and at its end. In case of
detection of any suspicious documents,
to inform the Bank immediately;

In case of suspicious delays in the
computer’s operations, to physically
disconnect the computer from the local
network and the Internet and to request
complete anti-virus scanning of all files
and computer memory from the system
administrator;

In case of a breach of information
security, never to turn the computer off,
but to disconnect it physically from the
local network and the Internet, to address
the system administrator immediately
and to inform the Bank about the
incident in order to carry out on-the-spot
investigation and take measures to
collect evidence.

In case the Client detects suspicious
operations with the System, he should
immediately inform the Bank about it.




